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NMpoAoyog

To apdv cUVOAO ONUELWOEWV EXEL WG OKOTIO oL Labntég va epBabuvouv oe mpoxwpnuéva Bpata
TOU UALKOU KOl TWV SIKTUWV UTIOAOYLOTWY KOlL VOL ATIOKTO0UV eEELOIKEUUEVES YVWOELS Kat SE€LOTN-
TEC TTAVW OTO BEUATO TTOU TIPAYHATEVOVTAL, HECW TNG LEAETNG KAl TNG EKTEAEONC TWV TIPOTELVOLLE-
VWV 0oKNOEWV og KABe kedalalo.

0 €pyaoTnPLOKOG TTIPOCAVATOALOMOG TOUG EVIOXVEL TNV €EOLKELWON e TNV TIPAKTIKN edappoyn Tng
Bewplag Tou UAKOU Kol Twv SIKTUWV TWV UTTOAOYLOTIKWY CUCTNUATWY Kat TIopdAAnAa arolntd
TNV OUCLAOTIKA EMAd TWV LABNTWV e Tov €EOTMALOMO KAl TLG pUBULOELG TTOU ATALTOUVTAL OO TN
Bepatoloyia mou KAAUTITOUV Ta EMUEPOUG KEDAAaLAL.

EmumpooBétwe, To uabnua otoxevel TNV Avamtuén tng KPLTIKNAG, CUVOETIKNG KoL QVOAUTLKNG OKE-
Un¢ Twv padntwv, aAAd Kot otnv €€0LKELWON Kol APUOVLIKN cuvepyaoio opadwv Kat otn ouvBeon
TWV aMOPEWV TWV LEAWY TOUC, LECW TN EGAPHUOYHG TWV TIPOTELVOUEVWV EPYACTNPLAKWY KOl OO
S500UVEPYATIKWY OLOKNOEWV.

Ano toug Zuyypadelg



Kedalato 1o
Mé£BoboL AuEnong Twv Embooswv evag YTOAOYLOTIKOU ZUCTHLOTOG

Ewcaywyn

H av€non twv embocewv £VOG UTIOAOYLOTIKOU GUGOTHATOG UIMOPEL VO paypatonolnBel elte pe
oAayr povadwv UALKoU, elte Pe Tpomomoinon twy THwV Asttoupylog toug, Stadikaacia mou ovo-
HAleTaL UTIEPXPOVIOUOG. O UTIEPXPOVIOUOC EENPTATAL OO T KATAOKEU OLOTIKA XOPAKTNPLOTLKA ULAG
povadag UALKOU Kol Ta amoTEAECUOTA TOU givatl povadika yla kabe cvotnua. Eival pa Stadika-
ola mou kepdilel ouvexwe omadolc avd Tov KOOUO, KaBWG eMPEPEL ONUOVTLIKA TTAEOVEKTH AT
anodoong, OUWG EXEL KOL ONUAVTIKOUG KvdUVoUG av dev epapprootel owotd, Adyw g augnpeévng
BepudOTNTAG TOU MAPAYETAL OO TLG UTIEPXPOVIOUEVEG LOVASEG.

Awsaktikoi Ztoyol

Me tnv ohokAfpwaon tou lou kepahaiou ot pabntég Ba mpémnel va eivat os B€on va:
e Avayvwpilouv TNV avaykn yla av€non Twv embocewv VOG CUCTIATOG.
e Meplypacdouv Toug TPOMoUC avaBabuLong evog cUOTHLATOC.
¢ EmAéyouv To KaTAAANAo UALKO yla avaBABLon VoG CUOTAUATOG.
o EEOLKELWBOOUV LE TLG TEXVIKEG UTTEPXPOVIOUOU TG TaXUTNTAC TG Kevtpik Movadag Enefepya-
olag, Tng KUplag Mvnung kat tng Kaptoag Mpadikwy evog cuoThaTtoc,.
e E&nyouv Toug KLvdUvoug Tou TTPOKOAOUVTAL AT EVEPYELEC UTIEPXPOVLCHOU.

AwdaktikéG Evotnteg

1.1 MéBobol avaBaduiong Lovadwv UALKOU UTTIOAOYLOTIKOU CUGTHOTOG.
1.2 Ynepypoviopog Lovadwy UALKoU.
1.3 Abénon Embooewv Kaptag Mpadikwv.

1.4 MAeovekTApaTa Kal Kivbuvol.

1.1 M£0odolL avapaduiong povadwv UALKOU UTTOAOYLOTLKOU GUCTHLLOTOG

H avaBaduion tou uAtkol evdg nAektpovikol uroloyioth (H/Y) umopei va mpaypatonownOei pe
SUo TpdMouG:
¢ Me aVTIKaTAoTaoN HEPWV TOU UALKOU pe GAAa uPnAdtepwv eMBO0EWV. Y€ QUTH TNV MEPL-
TITWON amnoLteltal mpounbela véou e€omAlopoV, ouvnBwg akpLBOTEPOU O€ KOOTOG amd Tov
nén umdpxovTa KAl avIlkatdotacn Kat anoppupn tou maAol. Emmpocbeta, mpemnel va &i-
paoTe olyoupol OTL TO VEO UALIKO UTOpPEL val IPOCOPUOCTEL 0TOV UTIAPXOVTA €EOMALOUO Kol
urnopei v cuvepyaletal 0PHUOVIKA [E TO UTTIOAOLTTO GUCTN .
¢ Mg TPOMOMOINON TWV TLUWV TWV TOPAMUETPWVY TWV AN UTAPXOVTWY HovAadwv UALKOU, 6L
adlkoola TToU OVOUATETAL UTIEPXPOVIOMOG UALKOU. ITOV UTIEPXPOVIOUO HE TN Xpron £8ikol
AoylopikoU pmopet évag xprnotng va auénoeL TIG eMSO0ELS TOU CUOTAUATOC, XWPLG Vo avTika-
TAoTAOEL HovAdeg LAKOU. Elval miBavo Opwe va XpelaoTel va evioxVoel To cuotnua YPuéng
Tou H/Y pe mpooBbnkn aveULOTAPWY 1 OVTIKATAOTAON TWV TOALWY UE HEYAAUTEPOUG.



1.2 YnepXpOVIOHOG LOVAS WV UALKOU

0 unepypoviopdg (overclocking) sival n Stadikacio mou avaykaletl £vav UTIOAOYLOTH A pLol povada
UALKOU ToU, va. AeLtoupyroouy TaxUtepa amd tn ouxvotnTa XpoviopoU Tou OpileL 0 KOTOLOKEUOLOTHG
Touc. H Stadikaoia autr pnopet eniong va meplapBavel Ty avénon g TAong Tou NAEKTPLKOU
PEVUATOC pLag povadag uAtkou, n omoia auv€avel tnv taxutnta Asttoupyiog £wg tou Babuou omou
1o ouotnua e€akolouBel va avtamokpivetal pe otabepdtnTa. H TEXVLKN QUTH Uopel va BeATLWOEL
onuavtika tnv anddoon tou H/Y, duwg pmopel mapdAAnAa va mpokaA€oel INPLd 6To UALKO Tou, av
8€v yLVEL JIE TO OWOTO TPOTO.

H SuvatotnTa UTEPXPOVIOUOU HLOG HovASag UALKOU opelAETAL OTO YEYOVOG OTL OL KOTOOKEUQOTEG
UALKOU ouvnBwg opilouv Tn Aettoupyia Twv Hovadwy mou Kataokeudlouv o€ xaunAotepa enineda
amodoonG amo AUTA OV TIPAYHUATIKA UITOPOUV va emttuxouv. Autd cupPaivel ylati emthéyouv va
T(POCOPUOCOUV TIG LOVASEG UALKOU OE OTAVTAP TIOU EMITPEMOUV XOUNAOTEPN KOTAVAAWON EVEPYEL-
0g, UKpOTEPEG avaykegs PuEng, abopuPn Asttoupyia kat peyaAutepn Stdpkela {wng TWV UMATAPLWY
TOU OUCTHOTOG.

O UTEPXPOVLOHOG BACITETAL OTLG TIPOYUATIKEG EMULOOOELG KATOOKEUTG TOU UALKOU. Qotdo0 eival afL-
oonueiwto ot av 600 cuoTpata £xouv akpLBwe To (510 UALKO, 0 UTtEpXPOVIOUOG dev Ba amodEpel
Kat yla ta SUo opola amoteAéopata. Auto odeldetal oto yeyovog otL n Stadikaoia auth ennped-
{etal o ONUAVTIKO BaBUO amd TG UIKPES amOKALOELG KaTd T $Aon KATAOKEUNE Tou UALKOU. Emo-
UEVWE SgV UImopoUV val UTIAPXOUV 0TABEPEC LETPHOELG 1} SLEBVELG TUTIOTIOLATELG VLA TOV UTTEPXPOVL-
ouO, KaBwe KABe povada UAKOU cupmeptdEpeTal Lovadika katd tnv ebappoyn e dtadikaoiag
avénong emdooewv.

la tnv mpaypotonoinon tng Stadikaciog uMepyPOVIOUOU Elval amapaltntn n eykatdotaon 6L
KWV TPoypopUdTwy petpnong emddoewv (benchmark programs) kot mapakoholBnong (monitoring
programs) mou eAEyXOUV TIC EMLOOCELG TWV EMUEPOUG LOVASWY TOU GUOTHHATOC Kat Log fonBolv
OTOV €AEYXO TWV TILWV TWV TTAPOUETPWY TIOU TIPETEL VA EMNPEACTOUV, OMwC Tat CPU-Z, Prime95,
Heaven, 3DMark k.a. yia ta Windows kat c2ctl (Intel), k10ctl (AMD), TurionPowerContol (AMD) yia
Linux.

Ewoéva 1.1: Mpdoypaupa MapaUETPOMOINong TWV TLUWYV evog enetepyaotr) AMD Phenom II.
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TéNog, oL povadeg UAkoU evog H/Y, ol omoieg ouviBwe emdéxovtal avénon tng enidoaorg Toug Ue
N BonBela g Stadikaoiag Tou unEpXPOVIoUOU eival n Kevtpiky Movada Enetepyaciag, n Kipla
Mvnun, n Kapta Mpadikwv kat To cUvolo ohokAnpwuévwy KUKAwUATwY (chipset) thng MnTpikng
MAakétag.

1.2.1 Ynepxpoviopog Kevrpikry Movadag Eneéepyaciog (K.M.E.)

O umnepxpoviopog tng Kevipikng Movadag Enefepyaoiag (K.M.E.) elvat pia dtadikacia katd tnv
onola aufavetal n taxutnta Le TNV omoia Asttoupyet n K.M.E. Kal emLTpENETAL N HeyLoTOmOinon
¢ anodoong evog H/Y. Onwce mpoavadEpape, mptv Tnv evapén tng Stadikaoiag sivat amapaitntn
N EYKATAOTAON ELSIKWV TPOYPAUUATWY TIOU EMITPEMOUV TNV aANAYT] TWV TTOPAUETPWV AELTOUPYLAG
¢ K.M.E.

Y1tn Sladikacia Ttou unepxpoviouol aufdvou e Kat' ouoia oTadloKA TNV TACH TOU NAEKTPLKOU PEU-
HOTOG KoL TNV TaXUTNTA Tou pohoytol tng K.M.E. kat mapdAAnAa eAéyyoupe T otabepotnTa Tou
H/Y, wote va e§aodalicoupe ot n Bepuokpacia tng K.M.E. ev elvat upnAn. Ta Bripata eival ta
efnc:

e Kabe dopa mou avédvoupe tnv TaxuTNTA TOU poloylov-moAamAactaotr tng K.M.E. (CPU
multiplier), eAéyxoupe tn Beppokpacia tng K.M.E.

e JTopatoUpe tn Stadikacia otav n Asttoupyia tou H/Y yivetat aotadng n n K.M.E. Bepuaive-
Tat oAU, TuvnBwg mpoteivetal n Beppokpaciol TOU CUCTAKATOC VA TIOPAUEVEL XOUNAOTEPN
Twv 80°C, evw T0 6plo cuvrBwc eivat oL 90°C.

e YTnVv nepintwon mou n K.M.E. BepuavOel oAU, TOTE TIPETEL VO LELWOOUE TNV TaxUTNTA TOU
POAOYLOU OTNV TIPONYOUKEVN TR TG, Katd tnv onoia n Beppokpacia tng K.M.E. Atav ot
amnodekta enineda.

e YTnVv nepimtwon mou n K.M.E. dev Beppaivetat oAy, aAAd n Asttoupyia tou H/Y yivetal
aoTa0nG, TOTE MPEMEL €lTE VO AUENOCOUE TNV TACH TOU NAEKTPLKOU PEULATOC TTOU SEXETAL N
K.M.E. (CPU Vcore), €ite va LELWOOUE TNV TOXUTNTA TOU POAOYLOU OTNV TPONYOULEVN TLUNA
NG, KaTd tnv omoia o H/Y Aettoupyoloe pucLohoyika.

Y€ aUTO TO onpelo pémeL va tovicoupe OTL N avénon tng tdong tg K.M.E., odnyel otnv abénon tng
noootnTag BeppdtnTog mou mapdyetatl ano tnv K.M.E. Emouévwe n unAn taon otn Asttoupyia
™ K.M.E., pe uPnAéc TIpEG Bepokpaaciag, yla mapatetapévn nepiodo pnopei va obnyrnoouv otnv
opLlotTikr BAABN tng K.M.E.

1.2.2 Yrepxpoviopog Kuprag MviApng

H Sladikacio Tou UMEPXPOVIOHOU TS KUPLAG UVAUNG EVOG H/Y €XEL ApKETA KOLWVA OTOLKEL LlE TOV
unepxpoviopo ™ K.M.E., dpwe ta amoteAéopata tng Sev Umopolv va ouykplBolv e aUTA Tou
urnepypoviopou tng K.M.E., o omoiog éxeL kKaAUtepn arodoaon. QoTd00, £XEL KAL QLUTH TTAEOVEKTI A~
Ta 1ou 6ev Bewpouvtal apeAnTea.

Ta Brpata yLo ToV UTIEPXPOVIOUO TNG UVAKNG elval Ta €NG:

e Mpw and onoladnmote mpoonddelo UTEPXPOVIOUOU amapaitntog ival o EAeyxog TG Katd-
oTaoNG Kat TNG otabepotnTag TNG UVAUNG Ue KatdAAnAo Aoylopikd (my. Windows Memory
Diagnostic 1 MemTest86).

e Av Ta anoteAéopata Tou eAéyxou epdavicouv AaOn, tote odeiloupe va eAéyEoupe av AeL-
TOUPYEL N LVAUN LE TO XPOVIOUO KOlL TNV TA.OT TIOU TIPOTE(VEL O KATAOKEU QDTN TNG.

e Av n pvnun dev epdaviletl poPARUATO KOTA TOV TTPONYOUUEVO EAEYXO, UTTOPOUUE VO aun-
GOUE OPXLKA TO XPOVIOUO TNG UVAKNG auEAvovtag TNG TLUA TNG Kal SOKLUALoVTOC Ta amoTe-
Aéopata pe TN xprion 18ikou AoyloptkoU (my. SiSoft Sandra).
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® 3TN OUVEXELQ UMOPOUE VAL QUENCOUE TNV TAXUTNTA OTN MEYLOTN TN XPOVIoHoU Tou Baot-
KoU Poloylou (Base Clock rj BCLK) rtou emutpémnet to BIOS tou H/Y, to omoio ennpedlel kat thv
anddoon NG HVAUNG. AuTO UMOpPEL va yivel eite augavovtag Tov TTOANATAQCLAOTH UVAKNG
(memory multiplier), eite petwvovrag tnv avaioyia tou xpoviopou. H péBodog mou Ba xpnaot-
pormotnBei e€aptdral amo to cuykekpLuévo BIOS.
® TENOG UMOPOUE VA UELWOOUKE TO XPOVO TIOU TAPEUPANETAL AVAUESA OTNV aitnon Tng
K.M.E. yla 8edopéva Kat oTnv amooTtoAn toug amd tn uvnun (CAS latency).
H Sladikacio Tou UTtEPXPOVIOUOU TNG KUPLAG UVHING, CUVABWCE YIVETAL CUVOUAOTIKA [e TN Stadika-
ola urtepxpoviopoU tng K.M.E. kat emudpépel peydAn tadopd otny avénon twv embOCEWY KOTA TN
XPNon otnv empavela epyaciog evog AELTOUPYLKOU CUOTHOTOG KAl OTN SLOXELPLON TWV OPXELWV.
AMwote to Baoikd PoAdL ennpedlel ekTog amod Tn ouxvotnta Asttoupyioag tng Kbplag MvAaung, t
ouyvotnta tng K.M.E. kat dAAeg povadec.

OUGCLOOTIKA 0 UTTEPXPOVIOUOG ouvduaoTikd Mviung kat K.M.E. pmopetl va yivel pe duo tpodmoug.
Eite e av€non tng tiung tou NoMamactaotr K.M.E. kot peiwon tng Tiung tov Baoikol Poloylou,
elte pe 1o avtiBeto, dnAadn tnv avénon tng TWAC Tou Baotkol Poloylol Kat Peiwon TS TLAG
tou NoMamAactaotr K.M.E. ZuvABwg n xpuon topn T KaAUTePNS andS0ong TOU UTEPXPOVLOHOU
Bploketal avfopelwvovtag TI¢ TIEG kat Sokipalovtag tnv anddoon wote va Bpebel To kaAUTepo
onueio autng.

1.3 AU¢non Emdooswv Kaptag MNpadikwv
1.3.1 Aadikaoia Yrepypoviopol Kaptag Mpadpikwv

o thv epapuoyr ToU UTIEPXPOVIOHOU OTLC KAPTEC ypadikwy, n Stadikaacia eivat mepimou opola Pe
TIG TTPONYOUUEVEG TIEPUTTWOELS TIOU avadépBnkav. Ma TtV POyHOTONoincn ToU UTIEPXPOVIOUOU
NG KAPTAG ypadlKwV Umopel va xpnotpomnotnBeil e161ko Aoylopiko (overclocking utilities) mou mapé-
XOUV Ol KATALOKEUOTEG TNG, OANA KOl AOYLOMLKO TIOPUETPOTOLNONG TIOU ELVaL CUMBATO LE TIG TILO
YVWOTEC KAPTEC ypadkwy, Orwe to MSI Afterburner.

Ta BApaTa yla TV UTIEPXPOVLOUO ULAG KAPTaG Ypadikwy eival ta e€ng:

o APXLIKQ TTPETEL VAL YIVEL EVNUEPWON TOU 08NyoU TNG KAPTAG YPAPLIKWY, WOTE VO EXEL TNV TILO TPO-
odatn EVNUEPWON TOU KATAOKEUAOTH. UVRBwG oL veotepol odnyol e€acdalilouv tn otabepo-
NTa Aettoupyiag TG povadag Kat auvédvouv tnv anodoaon tng.

® 3TN GUVEXELD TPOTELVETAL N PUBULON TWV ypadkwy Kat TG avaluong ota emineda mou eivat
€MBUUNTA amd To XPHOTN TOU CUOTAUATOG.

¢ TPOTOMOLOUUE TLG TILEG TNG NAEKTPLKNG TAONG Kot TTapdAAnAa eAéyxou e TNV avénon tng Beppo-
Kpaotlag, wote va pnv emepaoel ta anodektd opta 90°C. H evioyuon tng Yuéng toco tng K.M.E.,
000 KO TNG KAPTOC YpadLKwy, Elval piat AU TIOU TIPOTEIVETOL WOTE VA £XEL KAAUTEPQ ATIOTEAE-
ouata n dtadikacia Tou unEPXPOVIOUOU.

e Av UETA TNV OAOKARpwoN Tou umepxpoviopol dev dladaivovral anodekta enineda BeAtiwong
TOU OUGCTIHATOG, TOTE UMOPOUE VO TPOTIOTOL|OOUE TIC APXIKES pUBULoELC TwV ypadikwy Kat
NG avaAuong kat va emavahdpoupe tn Stadkaoia.

O 8Ladikaoieg uTEPXPOVIOMOU TNG KAPTOC ypadikwy, aAd kot tng K.M.E. kat tng Kiprag Mviung

unopei va yivouv mapdMnia. MdaAlota cuviBwg o UTLEPXPOVLOUOG Kat Hovo tng K.M.E. pmopel va

aUENoEL TLG ETLBOOELS KOL TWV UTIOAOLTWY HovAS WV UALKOU. QoTO00 av 0 Xprotng Sev EXeL epmeLpia
otnv epapuoyn tng Stadikaoiog, Kahd eival va poxwpnoet BApa-prApo otov unepXPoviopd Kabe
povadag Eexwplotad.

12



1.3.2 Texvoloyieg moAAamAWY KapTwv ypadikwy

H avénon twv emibocewv otnv enefepyaocia ypadbikwy prnopel va enitevyOel kal pe TV TEXVOAO-
ylo Twv moAamlwy kaptwv ypadlkwy, Ue o ouvnBLopévn autr tng SUTANG eykatactoong. Ot
TILO YVWOTEG TeXVOAOYleG ou umooTnpilouv TNV MOAAATTAN €YKATAOTAON KOl AELToupyia KAPTWY
ypaodikwv eival n Crossfire tTng AMD kat n SLI (Scalable Link Interface) tng NVIDIA. Ze oplope-
VEG UNTPLKEG TIAAKETEG UTIAPXEL N duvaTotnTa va TomoBetnBel kat pia Seltepn Kapta ypadKwy,
n omola Asttoupyel mapdAAnAa pe TV apyikn, avEavovtog Tnv TaxUTNTO ENeEepyaciag YpadLKwy.
MpoUmdBeon eKUETAANEUONC QAUTAG TNG TEXVIKNAG €lval TO EYKOTEOTNUEVO AELTOUPYLKO cUCTNHO va
unootnpileL Tnv texvoloyia auth, omwg sivat ta A.Z. MS Windows Vista, 7, 8 kat Linux. MdAtota ot
napanavw ekdooelg twv A.Z. MS Windows unootnpilouv Tnv eykatdotaon TPLWV ) KoL TEGoAPWY
Kaptwyv ypadkwyv oto idlo cuotnua.

Ewova 1.2: Eykataotaon Suthwv kaptwy ypadikwv texvoloyiag Crossfire
(Mnyn: http.//www.legionhardware.com/articles_pages/nvidia_geforce 8800 gt _sli_vs_amd_radeon_hd_3870

crossfire,1.html )

Ewkova 1.3: Eykataotaon Suthwv Kaptwy ypadkwv texvohoyiag SLI
(Mnyn: http.//www.hartware.de/press_2575.html )

H uUnTplkn MAGKETA TTOU UMOPEL va UTTOOTNPIEEL auTh TNV Texvoloyia mpémel va €xel TOAATAEG
unodoyeg tumou PCI (PCl Express slots) kat Toug amapaitntoug aplOUntikd cUVEETPES MOPOXNS
peLaTog, TovAdxlotov Twyv 800 watt, yla TIg KAPTEC ypadikwy. Emiong ot Kapteg ypadikwy mou
Ba xpnotpononBolv mpénet va eival cuuBateg pe tnv texvohoyia SLI rj Crossfire, va eival to (8to
HOVTEAOD A KoL VoL EXOUV TNV (Lot ECWTEPLKA UVAKN.
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Metd tnv tonoBEtnaor toug otnv umtodoxn PCl TG UNTPLKAG TTAAKETOG, TG CUVOEOUE LIE €Va OUV-
Setrpa otnv Kopudn Toug, ou ovopdletal yédupa SLI iy Crossfire (SLI/Crossfire bridge). Av kat n
OUVEEDN TWV KOPTWV YpadIKWV UITOPEL va yivel xwplig Tnv mapouacia tng yédupag SLI r Crossfire, pe
TN xprion amAd tng urtodoxng PCl, TOTe OUWC UTIAPXEL LELWHEVN amtOS0an 6To UOTNUA YPOUDLKWV.
la tn cUvdeon MepLooOTEPWY TwV U0 KaPTWVY YpadLKwy, apKel oL KAPTES Tou Ba eykataoctabolv
va €xouv V0 UTtodOoXES akpaiwv cuvdetpwv-yedupwv SLI/Crossfire avti tou evdg mou éxouv ot
TEPLOOOTEPEC.

Ewova 1.4: Tédpupeg SLI kat Crossfire
(Mnyn: http.//forum.worldoftanks.com/index.php?/topic/342711-nvidia-geforce-sli/)

TéNog yLa tnv evepyomoinong tng texvoAoyilag moAamAwWy Kaptwy ypadkwy amatteital n eykatd-
oTOoN TWV 08NYWV Kot yLa Tig 500 KAPTECG ypadLKWV KoL OTN GUVEXELD I EVEPYOTIOLNGH TNG IO TO
AoyLlopiko mapapetponoinong (Control Panel) tng kaptag ypadkwy mou elval yKATESTNLEVO OTOV
H/Y. H mop&ueTpog mou TipEmeL va eTUAEYEL lvat n yia mapadetypa n Maximize 3D performance 1
Enable AMD CrossFireX, avaloya pe tTnv €k60Gn ToU AOYLOULKOU TTOPAETPOTIONGNG KOl TOU OVTE-
Aou TG KApTaC YpadLkwy.

OL Baowég Sradopég twv texvoloylwv SLI NVIDIA kat Crossfire AMD eivat ot €€n¢:

o OL kapteg ypadikwv SLI mou Ba xpnotpomnonBolv TPEMEL Vo £X0UV OLOLOUC EMEEEPYOOTEG
ypadikwv (GPUs) kal e0WTEPLKN UVAUN, VW aUTEG TG Crossfire mpémel amAd va avrjkouv
otnv (610 «OLKOYEVELO» HOVTEAWV Kol SV amatteital va €xouv TiC 1bleg mpodlaypadéc eow-
TEPLKNG UVAUNG.

¢ H texvoloyia Crossfire eival SLaBEoiun oe MEPLOCOTEPEG UNTPLKES TIAAKETEG.

e OLveodtepeg Crossfire cupBaTEG KAPTES YpadIKWY SV AMaALTOUV CUVOETHPEG — YEDUPEG.

o Je Crossfire oupBatég kapteg ypadikwy, oL enefepyaotéc ypadikwy (GPUs) umopolv va
OUVEPYQAOTOUV HE TIC EVOWHOTWHUEVEG OTN UNTPLKN Movadeg emefepyaciag APUs (AMD-
Accelerated Processing Units).

2€ YEVIKEG YPOUUEG KAL LEXPL OTLYUNG, N Texvoloyia SLI eival Alyo Lo mepLopLOTLKY OE OXEON LE TNV
texvoloyla Crossfire, n omola eivat mo eu€Aktn.

1.4 NMNAsovektpata Kot Kivéuvol

BaoLKO TIAEOVEKTN O TOU UTIEPXPOVLOHOU Eival OTL UIOPOUE VO TIPOUNOEUTOUUE pLat OXETIKG HON-
v KAl XApUNAWV emSO0ewV Lovada UALKOU KaL LLE TOV UTIEPXPOVLOUO VA cuvaywviletal og anddoaon
pa o akplBn kat upnAdtepwy emibocewv povada UAKOU. Me auTO ToV TPOTO MAPATEIVOUUE,
emiong, Tn xpnoTkotnTa maAtol e€omALopoU, o Ba BewpolvTtav mapwynUévng texvoloyiag. Emt-
TIAEOV OPLOUEVEC HOPEC UTTOPEL O UTIEPXPOVICUOC HLOG Lovadag UALKOU va odnyroel otn Slamiotw-
on OtL aAn cuvepyalopevn povada UALKOU €xel HeYOAUTEPEC SuvVATOTNTEG 1] VoL 08Ny oL oTtnV
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EKUETANEUON TWV 8N YVWOTWV SUVATOTATWY TNG, OL OTOLEG OULWG EUEVAV QVAELOTIOINTEG AOYW TNG
XOUNANG amddoong Tou UToAoLTou e€OMALOOU.

O UTEPXPOVIOMOG, OUWG, TIEPLEXEL KAl KLWSUVOUC yla TV UyEia tou UAkoU tou H/Y, kaBwg sival
QPKETOC Yla va 08nynoeL og MPOoBANUATIK cupTepLPOPA VO UTIOAOYLOTIKO cUOTNUA ) aKOMA Kol
otnV Kataotpodr UALKOU Tou. OL TIEPLOCOTEPEG TEXVIKEG UTIEPXPOVIOUOU QUEAVOUV TNV KOTOVA-
Awaon evépyeLag Kat apAyouV epLoodTepn Bepuotnta, n onoia npénel va Stackopmiletal av 0é-
Aoue To e€aptnua va mapapeivel Aettoupyko. Emiong n auénuévn Bepudtnta péoa otn Bnkn tou
OUOTNHUATOG Uopei va emnpedost T Asttoupyia AMwv povadwyv uAitkou tou H/Y. Emopévwg eival
onuavtiki n eéaocdalion katl epapuoyr peyalitepou Babuou PuEng ya va amnodeuybouv ot mi-
Bavol kivbuvol, Adyw tng BepUoTNTOC TOU TAPAYETAL QIO TOL UTIEPXPOVIOHUEVA T AT UALKOU. Tl
OUTO TO AGYO oL popnTol UTIOAOYLOTEG Sev elval KATAAANAOL yLa UTEPXPOVIOUO, KABWC €XOuV TePL-
oplopéveg duvatotntes Yuéng, oe oxéon e Toug otaBepolG UTIOAOYLOTEG e Brkn 0TOUG Omoioug
UTOPOUUE VA SLAXELPLOTOUUE TNV PUEN TILO OTTOTEAECUATIKA.

AMa mBava pelovekTAOTa €ival N avEnon TG KATAVAAWGCNG KOL KOTA GUVETTELX KOl TOU KOOTOG
NAEKTPLKAG evEpyelag. Emumpoobeta éva umepxpoviopévo cuoTnua pmopel va deiyvel otabepo,
WOTO00 UIKPA Un avixvelolpo AaBn amoteAoUv onUAVTIKA OTELNr yia epaAPLOYEC TIOU TIPETEL VAL
elval aAavBaoTeg, OTWCE yLo MAPASELYA ETILOTNOVLKEG 1 XPNATOOLKOVOULKES EDAPHUOYEG.

TéNoC, Ba TPEMEL VO TOVICOUE OTL O UTIEPXPOVLOUOC UMOPEL va punv odnyel mavta og embupntd
anoteAéopata anodoaong, Kabwg n YeVIKOTEPN AmOd00n EVOC GUOTHATOC UITOPEL va emnpedleTal
armo ™ xopnAn taxutnta tpoopacng oto okAnpd Sioko, tng ouvSeang Siktuou/AladSIKTUOU KaL TN¢
enefepyaciag ypadikwy amd tnv Kapta ypadpikwv. Anhadr, evw umepypoviloupe éva cuotnua,
QUTO TEAKA eVEEXETAL VA UNV €XEL UV AMOTEAECHATA OTNV TEALKN amddoon Asltoupylag Tou
OUCTIHOTOG 1] OPLOUEVWY edappoywy TIou e€apTwvtal amd t Asttoupyla Kot AAAWY oToLXElwY,
OTWE To ALaSIKTUO 1) Ta YpadLKd.

Epwtnioelg Avakedpalaiwong

1. Me moloug TpomouG pmopet va yivel n avapaduion povadwy UALKOU €VOG UTIOAOYLOTIKOU
OUOTAUOTOC;
2. TLelval 0 UTLEPXPOVIOUOG;
. Nou odeihetat n SuvATOTNTA UTIEPYPOVIOHUOU TIOU £XOUV KATTOLEG LOVASEG UALKOU);
4. AUo (6Lec povadeg uALkoU €xouv Ta ibla amoteAéopata UeTA TV epappoyn TN Stadikaaoiag
unepxpoviopoU; Nat fy oL Kol ylarti;
5. MNota eival Ta Baoikd Bripata tng Stadikaoiog Tou UnEPXPOVICHOoU TS Kevtpilkng Movadacg
Eneepyaoiagc;
6. Mola elvat ta factkd Brpata tng Stadlkaciog Tou UTEpXPOVLOHOU tng KUplag MvrAung;
7. Mg ToLo TPOTO UITOPOUV Va UTIEPXPOVLOTOUV cuvduacTikd n Kevtpik) Movada Enetepya-
olag kat n Kopla Mviun;
8. Mota elvat ta Bactkd Bripata tne Stadikaciog Tou unepypoviopol ptag Kaptag Mpadikwy;
9. Moleg eivat oL tpoUmoBEoelg 0To UALKO evocg H/Y, waote va ebappootel n texvoloyiag Suthwv
KAPTWV YpaPLKWY;
10. Mowa sival ta otowyeia/povadeg uALKoU Tou gival amapaitnteg yio thv ehappoyn TG TEXVO-
Aoylag SuTAwv Kaptwy ypadikwy;
11. MNoteg eivatl ot Baoikég Stadopeg Twv texvoloylwv SLI NVIDIA kat Crossfire AMD;
12. Mota elvat To BaoLkd TTAEOVEKTILATA TOU UTIEPXPOVIOUOU;
13. Mota elval Ta BACLKA PELOVEKTAOTA TOU UTIEPXPOVLOHOU;
14. Ta moto Adyo ol popnTol UTIOAOYLOTEG HEV UTTOPOUV VA UTIEPXPOVLOTOUV;

w
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AOKNOELG

1n Aoknon (Ze epyaotnploko neptBaiiov)
1. Avoiéte o BIOS tou H/Y katd tnv ekkivnon Tou moatwvtag to MANKTPo mou {nteitat (DEL, F2,
F10, F12) kat tpoomaBroTe va eVTOMIOETE TIG aKOAOUBEC TAPAUETPOUC:
e Mivakag eAéyyou cuxvotnTwy: Frequency Control
e Mivakag eAéyxou NAeKTpLKNAG Tdong: Voltage Control

e MNMoA\amAaotaotng Kuplag Mvrung (RAM) e ovoua: Memory multiplier 1 DDR Memory
Frequency 1 Memory Ratio

e Baolko PoAoL xpoviopoU: Base Clock i BCLK
e Juyvotnta xpoviopou K.M.E.: CPU frequency.

Mpoooxn! Katd tnv £€060 cag amd tnv 08o6vn xelplopol tou BIOS Sev mpémel va armobn-
KeUOETE Kapla aAlayn o€ autd. EMopévwg mpemel kata Ty €060 va emilé€te £6080¢ XwpPig
anoBnkeuon aAaywv.

2. Xwploteite o opadeg epyaciag. Kabs opada va cuykevipwoel mMAnpodopieg ano to Aladi-
KTUO yLOL KATIOLAL 1] KATIOLEG Ao TLG MAPOMAVW TIOPAUETPOUG Tou BIOS.

3. MNapouacldote otV oAoPEAELD TNG TAENG TA EVPHUATO ATO TNV £PEUVA TIOU TIPAYLOTOTIO-
OQTE.

4. Yulnteiote otn TAEN KAl AMAVTOTE 0TA akOAouBa epwTruata:
e [lolog eival o Bactkdg polog tou Baatkol Pohoylou Xpoviouou tng K.M.E;
e Mota eivatl n onuaocia tng Tuxvotntog Xpoviopou tc K.M.E; Tt pmopel va emnpedoet n
HetaBoAr ng;
Acknon 2n (e epyaotnplako nepBaiiov)
Extéheon Baowkou tpec-Teot o évav H/Y

Znueiwon: Ma tnv eKTEAEON TNG AOKNONG QMALTETOL N EYKATAOTOON TOU TPOYPAMMUATOG LInX-
Simply Linpack (Afqyn amoé: http://www.softpedia.com/get/System/Benchmarks/LinX-benchmark.shtml), TO
omolo mpayuatomnolel emiluon YpOoUUIKwY eSLOWOEWV SOKILATOVTOG TIG AVTOXEG AglToupylag
€vog H/Y. To Baotkd mapdBupo SLayEipLONC TOU EMITPEMEL TOV OPLOUO TOU LEYEBOUC TWV TPo-
BAnudtwy (problem size) mpog emiluon, Ti¢ dopeg mou Ba ekTEAEGTOUV I} TO XPOVIKO SLACTNU
yla To omoio Ba ekteAeTTOUV K.QL.

Avolyoupe To mpoypappa mapakoAlolBnong LinX. Me tn BonBela autou Tou Aoylopikol Ba mpay-
LLOTOTIOL)COUE £VA OTPEC-TEOT TO omoio Ba pag Seifel Tn otabepotnta Tou cuoThpatog. Mapatn-
PNOTE TO MaPABUPO EPYACLAG TOU TPOYPAULOTOC, KATOYPAYTE TIC MAPAUETPOUC TTOU BAETETE Kol
oUINTAOTE UE TOV EKMALSEVUTIKO GaG yLa TO TL cUPBOALLEL TO KABE £va amd autd:

e MéyeBog MpoPAnpartog (problem size)
e Mvrun (Memory)
e ExtéAeon (Run)
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Ewova 1.5: Baotko mapabupo mpoypdppatog LinX

1. Avoitte tnv kaptéha settings (Mapdpetpot). Opiote ta vipata ektéAeonc (threads) tng K.M.E.
Mo va Bpeite méoa unapyxouv mnyaivete otn Alaxeiplon Epyaciwv tou A.X2 MS Windows,
otnv Kaptéha emdooelg (Ctrl + Shift + Esc).

‘Eva vApa ektéleong (thread) eivat n pikpotepn akoAouBio mPoypapHaTIOUEVWY EVTOAWY, N omtola
uropel va untootel ave€aptntn Staxeipton amo to Asttoupykd cvotnua (A.2.). MmopoUv va umtdp-
Xouv TIoAAamAQ vApata péoa o€ pio Stepyacio mou ekteAeitol amo to A.L., Ta onola Uimopouv va
polpalovtal TOPoUC oo TO CUCTNHA, OMWG O EMEEEPYAOTAC 1] N UVAKN. (Mnyri: el.wikipedia.org)

Ewova 1.6: NapdBupo Alayeiplong Epyactwv tou A.2 MS Windows.

M.x. otnv ewkova 1.6 BAEmete TNV mpoBoAn Twv 6Uo (2) vudtwy tng K.M.E. oto mapdBupo Atayel-
ptong Epyaowwv tou A.2 MS Windows (kokkwvo mAaiolo). Avtiotolya otnv eikova 1.7 mpoBaAiovtat
ta 600 (2) vipata (Number of threads) tng K.M.E. oto mapdBbupo mapapétpwy (settings) mpoypadyp-
patog LinX (mpdowo mhaiolo).
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Ewova 1.7: NapaBupo mapapétpwy (settings) mpoypaupatog LinX.

2. Em\é€te otnv Kaptéha mapapétpwy (settings) Tnv epdavion ypadikwy yla Tov EAeyxo Tng
Bepuokpaoiag tng K.M.E. (CPU Temp).

Ewova 1.8: Emhoyn mapapétpou éleyxou Beppokpaotiac K.M.E. Tou mpoypdupartog LinX.

3. Em\é€te tnv mapapetpo All (0Aa) kat ektéAeon yia 10 Aemta.

Ewova 1.9: Emhoyn mopapétpwy All katl Tpdmou eKTEAECNC OTPEG-TECT OTO MPOYPAppa LinX.
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4. Av 10 0TpeG-TeoT Sev epdavioel Aabn, Tote Ba oAokAnpwBel n Stadikacia kat Ba epdaviotel
Lo ELKOVAL OTIWG TILO KATW. Av gpdavioel Adabn, to mpoypappa Ba StakoPel Tov EAeyyo. Ze
auTn TV nepintwon eivat mbavo n pvriun (RAM) va éxetl ehattwpata.

Ewkova 1.10: MpoPoAr anoteAeoUATWY OTPEG-TET MPOYPAUMUATOG LinX.

5. TLmpoTtelveTe va yivel o€ AuTH TV IEPIMTWON oV U avioTtouv AaBn; MmopoU e va Tpoxw-
PNOOULLE O€ UTIEPYPOVIOMO KOl yLaTi;

Aoknon 3n (Ze epyaoctnplako neptBaiiov)

H doknon autn mpayuatomnoteital og mepPAAOV AELTOUPYLKOU OUCTAUATOC k6O0EWV Linux. Amat-
tel TNV gykatdotacn tou Stress tool, to omnoio mepthapBavetal pe T SlavVopr TwV MEPLOCOTEPWY
ekbooewv Linux.

Znueiwon: Na tnv eKTEAEON TNG AOKNONG TPOTEIVOVTAL OL EKSOCELS AELTOUPYLKOU CUOTIATOG
Debian 1) Ubuntu Linux. Mo tnv eykatdotaon tou Stress tool o Debian rj Ubuntu Linux xpnotpo-
ToLeltatl n evioAn:

apt-get install stress

lMNa meplocotepeg mAnpodopleg eykataotacns, aAAd Kol TWV TOPAUETPWY TWV EVIOAWV TTOU
sd;apué(ovral otnv dOKnon OTO http://www.cyberciti.biz/faq/stress-test-linux-unix-server-with-stress-ng

1. ExteAéote TV akdAouBbn evioAn yla TNV MPAyUATONOiNon EVOG OTPEG-TECT. TPOTOTOLNOTE,
av XpeLaleTal, TIG MAPAUETPOUC TTIOU XPNOLUomololvTal oTo mapadelypa (ektéleon yia 60
Seutepodenta, pe 4 K.M.E. oTtpecoyovoug Kal xpnolpomolwvtag 1GB €KoviknG UvAuNnG):

S stress-ng --cpu 4 --io 2 --vm 1 --vm-bytes 1G --timeout 60s --metrics-brief
To anotéAeopa Ba eival mepimou to €A c:
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2. Extehéote TV akdAouBn evioAn. Ektelel 2 otpeg-teot yia 10 Aemtad.
S stress-ng --all 2 --timeout 10m
3. Tumapatnpeite; XulnTHOTE TO AMOTEAECUATO QIO TNV EKTEAEON TNG EVIOANG.
4. ExteAéote TNV akOAOUBN EVTOAN yLA TV TIPAYLATOTOINGN EAEYXOU TWV BEPUOKPACLWV:
S sensors
To anotéAeopa Ba eival mepimou to e€nc:

S sensors

acpitz-virtual-0

Adapter: Virtual device

templ:  +40.5°C (crit =+105.0°C)
coretemp-isa-0000

Adapter: ISA adapter

Core 0:  +35.0°C (crit = +100.0°C)
coretemp-isa-0001

Adapter: ISA adapter

Core1: +40.0°C (crit =+100.0°C)

Acknon 4n (Ze epyaoctnplako nepBaiiov)
Enidelln epapuoync umepxpoviopol og H/Y pe xprion tou Baowkol PoloyloU (Base Clock).

nBel va £XeL MEPAOEL EMITUXWG TO OTPEG-TECT TG 2NG AOKNONG Kal oL Bepuokpacies va
TIOPEPELVAY KATw amd 70 °C. Ma tnv mapakoAouBnaon tng Bepokpaaciag xpnoLLonoLote
v edappoyn CPU Thermometer.

c Mpwv TNV évapén eKTEAEDONG TNG AOKNONG QAUTNG TIPETIEL O UTIOAOYLOTNG TTou Ba XpnoLuomnot-

Ewova 1.11: Napabupo epapuoyng CPU Thermometer.

1. Eicodoc oto BIOS tou H/Y 6nwg otnv 1n doknon.

2. Meilwon g taxutntag Tou Slaudou pvAung (memory bus) yia tnv anoduyn Aabwv npoep-
XOMEVA o TN UvAUN. Avalntnon Tng Mapopétpou e ovopa "Memory Multiplier" ) "DDR
Memory Frequency" 1} "Memory Ratio" rj matnua Ctrl+Alt+F1 kat peiwon tng otn xapnAo-
Tepn SlaBéaun tn.

3. AU€non tou Baowkol PoAoylot katd 10%. Avalntnon tng mapapétpou pe ovopa CPU Base
Clock kat ebappoyn tng aAAayng, rrx av ExeL Ty 100 MHz va yivel 110 MHz.
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4. Emavekkivnon Tou UTIOAOYLOTH HEe amoBnKeUon TwV aAAaywy.
5. EktéAeon £avaA TOU OTPEC-TEDT TNG 2nG Aoknong, Le Tn Stadopd ot avti yia 10 AemTd va ekte-

Aeotel yla peplkoug KUKAOUG.

Ewova 1.12: ANAayr) TpOmou eKTEAEONG OTPEG-TECT OTO TPOYPApHa LinX.

6. MapakololBnon G Bepuokpaciag, wote va eival oe GUCLOAOYIKA avektd eminmeda

(70°C-80°C).

7. Av 8ev epdavioel Aabn to otpec-TeoT va emavaindBolv Ta BApata 2 we 6 PEXPL va epdavi-

OELTO TEOT AGON.

8. Av 1o 0Tpec-Te0T epdavioel A\aBn ToTe MpEmeL va emoTpéPeL To Baotkd PoAdL otnv mponyou-

eV TLUA TOU, LE TNV omola To Teot dev epdavios Aabn.

Aoknon 5n (Z€ epyaotnplako neptBaiiov)

Enidelln epappoync umepxpoviopol os H/Y pe xprion tou MoMamhaoiaotr tng K.M.E.

c Mpwv TV évapén eKTEAEONC TNG AOKNONG AUTAC TIPETEL O UTTOAOYLOTNG TTou Ba xpnotuo-

10.

motnBel va EXeL TEPACEL EMUTUXWG TO OTPEG-TEDT TNG 2NG AOKNONG Kol oL Beppokpaacieg va
TOPEUELVAY KATW amo 70 °C. Ma tnv mopakoAouBnaon tng Bepokpaciag xpnoLLomoL|oTe
Vv ebappoyn CPU Thermometer.

. ElooSo¢ oto BIOS tou H/Y 6mwg otnv 1n doknon.
. Evtomiouoc tng mapapétpou Tou Baoikou Poloylol (Base Clock).
. Melwon ¢ taxUtnTog Tou Baotkou Pohoylol katd 5% yla peyalltepn akpifeia otnv avénon

TwV TIHwv Tou MoMamAactaot K.M.E.

. Evtomouog tou MoAAamhaoiaoth thg K.M.E. H mapdpetpog ival n CPU Multiplier ry CPU Ratio

1 KATL TAPOUOLO.

. Ab&non tou MoMamhaotaoth tng K.M.E. kata 0,5.
. Emavekkivnon tou urmoAoyloth amobnkevovtag tig oAayEc.
. Ektéleon €ava Tou OTPEC-TEOT TNG 2nG AoKNONG, Ue TN Stadopd otL avti yia 10 Aemtd va ekte-

Aeotel yla peplkoug KUKAOUG.

. NapakololBnon tng Beppokpaaciog, wote va eival oe duactloloyikad avekta emtineda (70°C-80°C).
. Av dev gudaviosl AaOn 1o otpeg-teot va emavaindBouv ta Brpata 2 wg 8 uéxpt va epdavioet

TO TEOT AGON.
Av 1O 0TpeC-TeOT eudavioel AaBn toTe mpénel va eniotpéPel o MoAamhaotaotrg tng K.M.E.
OTNV TIPONYOUUEVN TIUN TOU, E TNV omola to teot Sev eudavios Aadn.
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Acknon 6n (Ze epyaotnplako nepBaiiov)

Enibeltn edappoyng umepxpoviopol o H/Y pe xprion TN TGong tou NAEKTPLKOU PEUHATOC TNE
K.M.E.

TolnBel va EXEL TEPATEL EMITUXWG TO OTPEG-TEDT TNG 2NG AOKNONG KAl oL Bepokpaaies va
TOPEPELVAY Katw amd 70 °C. Ma tnv mapakoAolBOnaon tng Beppokpaciag xpnoLLomoLote
v edappoyn CPU Thermometer.

c Mpwv TNV €vapén eKTEAEONC TNG AOKNONG QUTAG TTPETEL O UTIOAOYLOTHC TTou Ba xpnotpo-

1. Eicodoc oto BIOS tou H/Y énwg otnv 1n doknon.

2. EVIOTLOMOG TNG MOPAUETPOU TNG TAONG TOU NAEKTPLKOU pevpatog TG K.M.E. H mapduetpog
elvat n Vcore Voltage 1 katL mopdpolo.

3. AU€non tng Taong Tou nAektplkol pevpatog tng K.M.E. katd 0,025.

4. Emavekkivnon tou umoloyloth anoBnkelovtag Tt aAayEc.

5. Extéheon &ava Tou OTPEG-TECT TNG 2nG AoKnoNng, pe tn Stadopd otL avtl yia 10 Aemtd va
EKTEAEOTEL yLaL LEPLKOUG KUKAOUG,.

6. MapakolouBnon tng Bepuokpaciag, wWote va elval oe GpUOLOAOYLIKA OVEKTA emimeda
(70°C-80°C).

7. Av 8¢ev epdaviost Aabn to otpec-teot va emavaAndBouv ta frpata 2 we 6 uéxpL va epdavi-
OELTO TEOT AAON.

8. Av 10 0Tpeg-TeoT epdaviosl AABn TOTE MPEMEL va EMLOTPEPEL N TAOT TOU NAEKTPLKOU PV LA~
10¢ NG K.M.E. oTnVv mponyoUevn TLUN TNG, KATA TNV omola to teot dev epudavios Aadn.

Aoknon 7n (Ze epyaotnploko neptBaiiov)

1. Avainteiote Bivteo mou va embelkvUOUV TPOTIOUG EYKATACTACNE TwV SUTAWY KapTwv ypadl-
KWV UE xprion texvoloylwv SLI/Crossfire.

Mpoteivovtal emiong oL MAPaKATW CUVOESUOL UE OXETIKA Bivteo:

e [l eykatdotaon SLI texvoloyiag: https://www.youtube.com/watch?v=--WcOyppvCl

e [a eykatdotaon Crossfire texvoloyiac:
https://www.youtube.com/watch?v=kHgSAcLpHcs

2. MopakoAoUBRGCETE TOV TPOTIO EYKATAOTOONG TWV SUTAWV KAPTWY YPAPIKWY OTIG UTTOSOXECS
PCl, tng yédupag ouvdeonc Toug otig urtodoxeg SLI/Crossfire kat tng tpomomoinong twv no-
POUETPWY HECW AOYLOULKOU YL TNV Evepyomoinon tng texvoloyiag SLI/Crossfire.

3. Zulntriote opadiKd Kat amavtiote oto akdlouBo epwtnua:
e TL opolotnteg Kat tig StadopEg mapatnpeite avapeoa otig SU0 AUTEC EYKOTOOTAOELS SL-
TIAWV KOPTWV YPODLKWY SLAPOPETIKWY TEXVOAOYLWY;

Aoknon 8n (Z& epyaotnplako Nepdaiiov)
Av umtapxel S1a0£atpog e€0MALOUOC 0TO OYOALKO EPYAOTNPLO, Va Yivel emibel€n Tou Tpomou edapuo-
VNG SUTAWV KapTwV ypadlkwy o€ éva cUOTNUA.
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Kedalato 20
Anaywyn Ogppotntag oo YoAoyLoTIKA ZucTHpaTa

Ewcaywyn

KaBe éva umohoylotikd cuoTtnpa anoteAeital and nAektpovika e€aptipata onwe n K.M.E., n pvn-
un RAM, o okAnpog Siokog KATL. T va Aettoupyrjoouv xpetaovtat NAEKTPLKO PEVUQ, TO OTOLO TEp-
VWVTAG LECO OTTO TA KUKAWHATA cuVaVTA KAmola avtiotaon. Auth n avtiotaon sivat o Adyog mou
TlopAyetal BeppotnTa KaTd T AElToupyiat EVOG UTTOAOYLOTIKOU CUOTAHOTOG. ¥’ aUTO TO KEPAAALO
Ba LEAETAOOUUE TOUG TPOTIOUG AMAyWYNG AUTAC TN TapayOuevng Beppdtntac.

Awdaxtikoi Ztoxot

Me tnv ohokAnpwaon Tou 20U kepahaiou ot pabntég Ba mpémnel va eivat og B€on va:
¢ Mepypacdouv Ti¢ Baotkég apxeg tng agpoPuéng kat tng udpouéng.
o AmaplOpoUV MAEOVEKTALATO KAl LELOVEKTA AT TG KAOe pebodou Puéng.

o Eme€nyoulv 10 pOAO TwV BEPUOAYWYLLWY TIAOTWV KAL TO POAO TWV BepUoaywywy.

AwdaktikéG Evotnteg

2.1 MéBoboL PuEng YmohoyloTikwy ZUoTNUATWY.
2.2 O POAOG TwV BepUOayWYLLWY TTOOTWV.

2.3 O PoAog twv Bepuoaywywv (heatpipes).

2.1 M£Bodot PU&nc YOAOYLOTIKWV ZUOTNUATWV

Mo GNUAVTIKE TTIAPAUETPOG VLA TN 0WoTH AELToupyia EVOC UTTOAOYLOTIKOU CUGTHHOTOG glval n Bep-
pokpooia, n omola Ba mpémnel va dlatnpeital katw amo éva 0plo. Av n Beppokpacio péoa oto Koutl
TOU UTIOAOYLOTIKOU GUOTAKATOC, AAAA KoL OTAL ETILUEPOUC e€QPTHLOTO EEMTEPAOEL AUTO TO OPLO TOTE
Ta anoteAéopata Oa givat:

¢ AotdBela otn Aeltoupyia TOU UTTOAOYLOTIKOU GUCTAMATOC (KOAAALATA, EMAVEKKLVAOELG)

¢ Meiwon tng Stapkelag {wng Twv NAEKTPOVIKWY €€QPTNUATWY

¢ Kataotpodn twv nAeKkTpovikwy e€aptnudtwy, av n Beppokpacio Eemepdoel katd mMoAU Ta
opla (gwova 2.1).

Ta e€aptrpata mou mapayouV Tnv neplocdtepn Beppotnta sivatl n K.M.E., n kapta ypadikwy, n
pvAun RAM, ta cUvola oAokAnpwiévwy KUKAwUATwV (chipset) kat ot okAnpot diokol.
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Ewova 2.1: Kateotpappévn K.M.E., A\oyw umepBéppavong

2.1.1 Naéntkn Yugn

stnv madnukn Yogn xpnotponolovvtal PUKTPES, OL OTIOLEC OUOLAOTIKA TIPoaBETouv emidaveia Pu-
€n¢ oto NAeKTPOVIKO €€APTN Q.

Ewova 2.2: Wiktpa

H plo mAeupd tng YukTpag elval eminedn Kat epAMTETAL OTOV NAEKTPOVIKO £€APTNUA, EVW N GAAN
TIAEUPA EXEL TITEPUYLA TA OTIOLA ELVOL OXETIKA PEYAAQ KOl 0 POAOG TOUG €lval va eMeKTelvOUV TNV
emupavela Puéng. Emiong, HeTaL Twv MTEPUYLWVY UTIAPXEL KEVO YLa VoL KUKAODOPEL 0 a€PC Kal va
UeLwVeL T Beppokpacia tng PUKTpaC.

OL P UKTpEG pmopel va eivat ToAU Baplég Kat va Xpeldlovtat EL8IKOUG NXAVLOUOUG oTHPLENG TTAVW
OTN UNTPLKA TTAQKETAL.

O amAég PuUkTpeg eival oxeTikad ¢pOnveC, Sev kKaTavaAwvouv evépyela Kal dev xpelalovtal cuvtn-
pnon. To HeyAAO TOUG LELOVEKTNHA Elval OTL §gV UIMOPOUV VoL OVTATIOKPLOOUV O€ TEPUTTWOELG TIOU
xpelaletal va PuxBel Eva e€aptnua mou mapayel HeydAn moootnta Bepudtntag.
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Ewova 2.3: WUKTpa pe UNXOVLIOUO oTHPLENG

2.1.2 Agpouén

Y auti T KéBodo PuEng xpnotomolovvtal PUKTPEG o€ UVOUAOUO Ue aveplotipa. H apyn Aet-
Toupylag Toug eival (o pe TIg armAég PUKTPEC, HOVO TIOU ¢° AUTAV TNV Tiepintwon n kukAodopla
TOU 0P AVAETA OTa TTTepUYLA YiveTal BeBLaopéva e TN XPNOTN avepLoTipa. Me autov Tov Tpo-
1o avéavetal n Suvatdtnta anaywyng BepudTNTOS CUYKPLTIKA e TIG armAEG PUKTPEG.

Ewodva 2.4: WOKTpa PE QVEULOTA PO

OL PUKTPEG He TN XPNon aveplotipa eival cuvnBwg o akpLBEC amo T anmAég PUKTPEG, amdyouv
TIEPLOOOTEPN BePUOTNTA KATOVAAWVOVTOG EVEPYELA (OO TNV TEPLOTPOGN TOU QVEULOTAPA) Kot
XPELAovVTaL KATIOLX GUVTAPNON. ZUVTHPNON XPELAETAL O QVEULOTAPOC O OMOLOG LE TOV KALPO UTO-
pel va palelel okOvN KOL VO NV AELTOUPYEL KAVOVIKA.

2.1.3 Anaywyn OgppoTnTag Ano TO KOUTL TOU UTLOAOYLOTLKOU GUOTHLLOITOG

‘O\a. To KOUTLA UTTOAOYLOTLKWY GUGTNUATWY €XOUV OTIEG 0€ KOATAAANAQ OnUElQ £TOL WOTE VO UTTAPXEL
TaONTIKA por aépa yLa TV amaywyn te mAeovalouvoag BepuotnTag.
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2ta cUYXPOVA KOUTLA UTIOAOYLOTIKWY CUOTNUATWY, yla Vo SLleUKOAUVOEL 1) va auénBel n por| tou
a€pa €XOUME TN SuVATOTNTA VO TOMOBETHOOUE AVEULOTAPEG. Mg QUTOV TOV TPOTIO UMOPOULE Val
Kpatrooupe Tn Beppokpacia akoua Mo XapnAd.

2’ 0UTO TO ONWELO Bal TIPETIEL VAL EMLONAVOUE OTL OL AVEULOTAPEG EAKUOUV OKOVN, N omola umo-
SileL T owotn Asttoupyla Toug (Hewwpévn pon aépa, avénuévog BopuPog). MNa autod to Aoyo, Ba
TIPETEL VAL EAEYXOUE TOL TEPUYLA TOUG KOL AV XPELATETAL VO ATOOKPUVOUE TNV OKOVN LE Xprion
duontpa.

Ewkova 2.5: Pon aépa
2.1.4 Yépouén

H udpoduén eival évag oxetika Kawvouplog Tpomog Puéng kupiwg tng K.M.E., n omola mapayel pe-
YGAn moootnta Bepuotntag. H Asttoupyia tng otnplletal oTo yeyovog OTL To VepO elvarl oAU KaAOg
aywyog tng Bepuotntac. Anladn, anoppodd kat aneAsuBepwvel TOAD ypriyopa tn Beppotnto.

Ewkova 2.6: Baoikn Aettoupyla udpoduéng
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‘Eva ouotnpa udpouéng amoteleital amd éva TOUAAXLOTOV WITAOK, TO omolo tomobete(tal oto
e€aptnua mou B€Aoupe va Puoupe, pia defapevi vepou, pia avtAia (kukhodpopntng) Kat éva YPu-
yeio. OL avepLoTrpeG TTOU SLOKPIVOVTOL OTO TTOPATIAVW OXNALA GEV XPNOLLOTIOLOUVTOL CUXVA.

H avtAia avalapBavet tTnv kukAodopia tou vepol amnd to Puyeio oto pumhok PUENG Kal OTn CUVE-
Xela otn de€apevn. Autodg o KUKAOG emavalauBavetal, e AmMOTEAECHO TO VEPO va Beppaivetal otav
TIEPVAEL O TO Mok PUENG Kol VoL KpUWVEL OTa TIEPVAEL PEoa amod To YPuyelo.

H amaywyn tng BepuotnTag mou enttuyyavel éva cuotnua udpoduéng eival oAU peydain, aAld
€XEL LEYAAO KOOTOG AyOopag Kal ouvtnpnong. Emiong, ota apvntikd umopolpe vo cuumeplAdBoupe
TO YEYOVOC OTL KATAVAAWVEL ETUMAEOV EVEPYELX KaL N TOTTOBETNON TG Sev eival amAn.

2.2 O POAOG TWV BepLoayWyLLWY TTOOTWY

Mpwv tontoBetricoupe tnv Puktpa otnv K.M.E. Ba mpémnel va anAwooupe otnv nidavelo Tou emne-
gepyaotn pia Beppoaywyin maocta. O poAog tng lval TOAU ONUOVTLKOG, ylati adevog LEYLOTOTOL-
el tnv emadn g Yuktpag pe tnv K.M.E., adetépou ehaylotomolel Ta keva aépa (ta omoia dpouv
0PVNTIKA) LETOEL TwV V0 eMLPAVELWV.

H oUvBeon tng elval TEToLA TTOU ETUTPETEL TNV EUKOAN petadopd Beppdtntac, aAld Kol TV hAe-
KTPLKN HOvVwon.
Mo tnv ebappoyr TN BepuoaywyLng maotag akoAouBoUpe Ta MapaKATW Prpata:

1. KaBoapiloupe moAl kahd tig emiddveleg tng Puktpag katl tng K.M.E.

2. TomoBeToVUE L HLIKPR TTOoOTNTA BeppoaywyLlung maotag (6co €vag KOKkog pullov) ato

KEVTPO TNG emidpavetag tng K.M.E.
3. Mg éva mAaTl aVTIKE(UEVO AMAWVOUE TNV TACTA otV emtdaveta tng K.M.E.
4. TomoBetoupe TNV YPUKTPA.

Ewova 2.7: Epappoyn BeppoaywyLing maotag

2.3 O PAAog twv Oeppoaywywv (heatpipes)

‘Evag Beppoaywyoc eival £vag KAELOTOG WANVOC o Tov omolo £xel adalpebel o aépag Kal el
TipooteBel €va LYPO. TNV HLo AKpPn Tou Beppoaywyou, oTnv omola UTdpXEL LeydAn Bepuokpaoaia,
TO UYPO amoppodd BepudTNTA KAl UETATPEMETOL O aéplo (Inpeio 1 otnv ewkova 2.8). Kabwg to
a€pLo 0deVEL IPOG TNV AAAN AKPEN TOU aywyoU, LELWVETAL N Beppokpacia Tou Kol ameAeuBepwvel
Bepuotnta (Znuelo 2 otnv ewkova 2.8). Méxpt va GTacel To aéplo oTo AAO AKPO Tou aywyou (In-
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pelo 3 otnv ewkova 2.8), €xel petatpanel og MAAL UypPO KL apXilel va TagdeVEeL TPOG TNV avtiBeTn
akpn Tou (Znueio 4 otnv elkova 2.8). Ze AUTAV TNV AKPN TOU aywyol TomoBeToU e pia PUKTpA yLo
TNV amaywyng tng Beppotntag.

Ewova 2.8: Apxn Aettoupylag Beppoaywyol
(Mnyn: https://en.wikipedia.org/wiki/Heat_pipe)

‘Evac Beppoaywyoc £xel LeyaAn tkavotnta Petadopdg Bepuotntag oo Tn Uio GKpn Tou aTnv GAAn.
o autd to A6yo, TTOAEG oUYXPOVEC PUKTPEG GUUTTEPIAAUBAVOLV Kol Bepuoaywyoud.

Ewodva 2.9: 0yxpovn YUkTpa e Beppoaywyoug
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Epwtrosig Avakepaaiwong
1. T motoug Adyouc emIBAANETAL N CWOTH amaywyn tng BeppuoTnTOC Ao To KOUTi Tou UTIoAo-
ylot;
2. Ta motoug Adyoug eival amapaltntn n epappoyr BeppoaywyLlng maotag Hetaft tng KME
KoL tng YuKTpag Tne;
3. Mota elvat n Baowkn apxn Aettoupyiag Twv Beppoaywywy;

4. MNola elval T TAEOVEKTILOTAL KOLL TIOLOL TAL LELOVEKTA ATA TNG TaBnTikng Yuéng;

AoKnoeLg

1n Aoknon (Z& epyaotnplako neptBdaAiov)

Ma tnv vAomoinon TG AoKNoNG MPOTELVETAL VA XpNnoLuorotnBel makatd 1 KATECTPAUUEVO UAIKO
UTTOAOYLOTWV.

1. Na yivel adaipeon tng Puktpag tng KME.

2. Na kaBaplotel empeAwg n emudavela tng KME Kat oTn cuvéxela va epapprooTEL LKavr ToooTnTa
BeproaywyLUNG MAoTAC.

3. Na tornoBetnBel otn B€on tng n Yuktpa tng KME.

2n Aoknon (Z€ epyaotnplako neptBaiiov)

1. Na yivel é\eyyxoc Tou aveptotripa tnhg KME Kol Tou avepLoTpo tou TpododoTikol Tou urtohoyt-
OTLKOU CUGCTAUATOG.

2. Me ) xprion duontrpa vo amopakpuveel N oKOvn TOU TUXOV UTTAPXEL.

BiBAloypadia
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https://en.wikipedia.org/wiki/Heat pipe.
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Kedalato 30
Zuotolyieg Aiokwv - RAID

Ewcaywyn

To mapdv kepdAalo amoteAel pla Loaywyn OTLC cuoTolyieg dlokwv, Tig SLadopeg LopdEC TOouC Kal
TOUC TPOTOUC HE TOUG omoioug Pmopouv va aglomotnBoulv yla tnv avénon tng taxutntag Yetado-
PAG Kot TNG aodAAelag Twv SE60UEVWY EVOC UTIOAOYLOTIKOU GUGCTIATOG.

Awdaxktikoi Ztoxot
Me tnv ohokAnpwaon tou 3% kedahaiou oL pabntég Ba mpémet va eivat oe Bon va:
¢ Mpoodlopilouv tn doun Zuotolylwyv AloKwv.
e AvadEpouv TG cUVNOLOUEVES LOPPEG CUCTOLYLWV.
¢ Evtomilouv ta Baoctkd ototyeia UALKOU Kot AOYLOMLKOU TIOU Elval amopaitnTa ylo thv UAomol-
non pLag uototyiag Alokwv.
¢ YAomotoUv pia Sopn Zuotolyiag AloKwVY Og ELKOVLKE NXOW.

Aldaktikég Evotnteg

3.1. Eloaywyn oti¢ Zuotolyieg Alokwv (RAID).
3.2. Tpomot YAomoinong.

3.1. Eloaywyn otig Zuotolyieg Aiokwv (RAID)

H A&€n RAID mpokUmTeL amo ta apXikd twv Aé€ewv Redundant Array of Independent Disks (MAgova-
louoa fuotolyia Avefaptntwv Alokwv). Mpokettal yia cuvduaopo U0 N TEPLOGOTEPWY CKANPWY
Slokwv (Katd mpoTipunon ong xwpenTkoTNTAC) MOU 0 UTTOAOYLOTAC TOUG avtlapBAavetal cav eva
eviaio Sioko. Avaloya pe to MARB0g, aAAA Kol Tov TPOTIO LE TOV OTolo Xpnotonolouvtal ot diokol
UTTAPXOUV CUYKEKPLUEVO TTAEOVEKTNLATA OE OXECN LE TN XPNON EVOC LELOVWHEVOU SloKOU.

3.1.1 Mopdég

Yrdpxouv apkeTeC LopdEg RAID. OL ePLOCOTEPO CUVNBLOUEVEG TAVTWC Elval oL aKOAOUBEC:

e RAID 0: H 6udtagn autn mou eivat yvwotn kot wg striping (Staypappion) xpnotpomnotel duo 1
TIEPLOCOTEPOUG (BLag XWPNTIKOTNTAG SLOKOUG GTOUG OTOLOUG KATAVELOVTAL TAUTOXPOVA Ta Oe-
Sopéva. Auto £xel oav amotéleopa alénon tng anodoong oTLg epyacieg avayvwaonc/syypadng,
HE ToUTOXpoVN OUWC peiwan tne aoddielag Twv dedouévwy, adol n aotoyia akOun Kot evog
Siokou aypnoteVel OAn tn cuotolxio. Ot kivbuvol paAlota yla tnv aodpaiela twv Sedopévwy
av&avovtal (avtiotolya OUwS Kat ol embOoELg) 600 aufdvetal to MANBo¢ Twv §loKwv ToU GU-
UETEXOUV OTN cuaoTtolyia. To cuvoAlikd PEyeBog TnG ocuotolyiag ival To aBpolopa Tou pey£oug
Twv 6loKWV TIOU TNV AmoTeAOUV.
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Ewkova 3.1. Suotowxia RAID O (stripping).
(Mnyn: http.//www.easynas.org/wp-content/uploads/2014/05/raid0.png)

e RAID 1: 'vwoTo Kat cav mirroring (KATOMTPLOUOG), XPNOLUOTIOLEL TOUG eTTAéov Slokoug yla
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v anobnkeuon Twv WBlwv edopévwy, KAvovTag £Tol Toug emumAéov Slokoug avtiypada
TOU PWTOU. Me ToV TPOTO aUTO eMITUYXAVETAL aVEnon TS aohalelag, aAAd Kat avénon tng
Ta)UTNTOC TWV EpyaoLWV avayvwong (adou dedopéva pumopouv va Stafalovrtal Tautdxpova
amno 6Aoug toug diokoug). Eival wotodoo n 1o «oakppr» Avon, adov ot erumAéov Siokot Sev
auéAavouyV T XweNTKOTNTA TNG cuoToLyiag.

Ewova 3.2. Zuotoixia RAID O (mirroring).
(Mnyn: http://www.easynas.org/wp-content/uploads/2014/05/raid1.png)

RAID 0+1: Anote)el ouvbuaoud Twv mapamavw Vo eldwv, TOU UTTOOXETAL TAXUTNTO Kol
aodpalela. Auto mou otnv mpagn yivetal sival va éxoupe dUo cuotolyieg RAID 0 Tou evw-
vovtal HETaV toug oe cuotolyia RAID 1, 6nA. n deutepn cuaotolyia yivetat avtiypado tng
TPWTNG. XpelAleTal TE0OEPLG LBLag XwpnTkoTNTOG Slokoug yla va uhomotnBei, to péyebog tng
ouotolylag elval To pLod Tou oUVOALKOU PeYEBOUG TwV SLOKWV Kal N Lovn MepimTwon va Ko-
TappeLoel eivat va xahdocouv SUo Siokot tautdypova, Evag amno kabe umo-cuototyia RAID 0.



Ewkova 3.3. Zuototyia RAID 0+1.
(Mnyn: https: wiki ia. wikipedia/commons/thumb/c/c4/RaidOmas1.png/1024px-RaidOmasl.pn

e RAID 1+0: To avtiotpodo amnd to mponyoUlpevo. Avo cuactolyieg RAID 1 mou evwvovtal og
ouotolyia RAID 0. ESw yla va untdp€el aotoyia Ba rpémnet va xaAdoouy Kot ot U0 SloKoL pLog
uro-cucotolyiag. Ma tov aplBpd Twv Siokwv KoL TN GUVOALKN XWPNTIKOTNTA LoYXVEL OTL KOl
otnv nepimtwon tou 0+1.

Ewodva 3.4. Suototyio RAID 1+0.
(Mnyn: http://www.easynas.org/wp-content/uploads/2014/05/Raid10-300x262.png)

e RAID 5: H 6idtaén autr uhomoleital pe Tpelg TouAdylotov idtoug diokoug. To RAID 5 potpddet
Ta 6edopéva avapeoa otoug 6loKoUuG TNG ouaToLyiag Ue Tpomo avaAoyo tou RAID O (mapéyo-
VTG AUENUEVEC TaXUTNTEG VAYVWONG), LE TN Aotk OpwE Stadopd ot pall e ta dedouéva
amnoBnkevovtatl kal Suadika Pndia tootiuiag (parity) mou EMLTPEMTOUV TNV AVAKTNON TwV S&-
SoUEVWY OTNV TIEPIMTWON TTOU XaAAOEL EVag armo Toug §{okouc. 2& MepImTwon mou XaAdoouv
TIavw amo évac diokoc (aveéaptnta Tou MOcoUC xpnoLponololoe n cuotolyia) Ta dedopéva
dev umopouv va avaktnBouv. H cuVvoAkn XwpnTkOTNTA TNG cuoTolyiag eival katd évav &i-
OKO ULKPOTEPN amd To oUVOAO TwV SloKwV Tou eival ouvdebepévol og autriy. Oewpeital n
XPUOH TOUIN QVAESQA oTNV TAXVUTNTA, TNV aodANELX KAL T XWPNTKOTNTA.
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Ewova 3.5. Tuotouyio RAID 5.
(Mnyn: http://www.easynas.org/wp-content/uploads/2014/05/raid5.png)

e RAID 6: Onwg kat to RAID 5, anoBnkevetl Opwg Suthacta Ynoia tooTipiag. Auto onpaivel ot
XPELAleTOL TEGCEPLG TOUAAXLOTOV SloKOUG, UIMOPEL OUwG va avtamneéENBel otnv anwAeta SUo
Silokwy, évavtl evog tou RAID 5, au€avovtag £tot Ty acdalela Twv Sedouévwy.

Ewova 3.6. Zuotouyio RAID 6.
(Mnyn: http.//www.easynas.org/wp-content/uploads/2014/05/raid6.png)

e RAID JBOD: To 6vOUd TOU TPOEPXETAL OO TO ApXIKA TwV Aé€ewv Just a Bunch Of Disks (éva
oUvolo Siokwv). Ztnv uAomoinon autoi oL StaBéatpol Siokot (mou pnopel va sival onolao-
SATOTE XWPNTIKOTNTAC) CUVEVWVOVTAL AITAG O HLOL CUOTOLX(O HE XWPNTLKOTNTO TO GUVOAO
TWV EMUEPOUG SloKwv. Agv TTOPEXEL AUENON TAXUTNTAC, OUTE EVIOXVEL TNV A0PAAEL, OUWC
ot nepintwon PAABNC evog diokou xavovtal povo ta Sedopéva Tou auTo TEPLEXEL KOl OXL
0AOKANpPN N cucTolyia.

Ewova 3.7. Suotowyio RAID JBOD.
(Mnyn: http://www.easynas.org/wp-content/uploads/2014/05/jbod.png)
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3.1.2 Acdalera Kot EMEO0ELG

0 akolouBog mivakag cuvoilel Tnv Katdotaon yia Ti§ popd£g tou RAID mou mapouctdotnkay:

0 1 0+1 1+0 5 6 JBOD
EAdyLotog #
, 2 2 4 4 3 4 2
Silokwv
, , 2 otnv bl 1 ano kabe
Avoyn og BAaeg
) - 1 uTo- uTo- 1 2 -
Alokwv , ,
ouotolyia ouotolyia
Tayutnta , , , , , , ,
, YonAn | YgnAi Ygnhn Ygnhn YgnAi | YgnAq | Tumkn
Avayvwong
Tayutnta , , , , , , ,
, YgnAn Turmkn Turwn Turkn Tumwn Tumkn Tumkn
Eyypacdrig
Aélonoinon
, 100% 50% 50% 50% 67% 50% 100%
Xwpntkotntog

Mivakag 3.1. 20ykpion YAomotjoswv RAID

3.2. Tpomot YAomoinong

OL ouotolyieg RAID pmopoUv va uAomotlnBouv eite pe xpnon efeldikeupévou UAkou (RAID
Controllers) | ue xprion AoyLopikoU (UTOOTAPLEN Ao TO AELTOUPYLKO cUOTNUA f 08nNYoUC CUOKEU-
wVv). KaBe pio uhomoinon €xel MAeovVeKT AT KAl ELOVEKTAUATA TTou Ba culnTnBoUV MapaKATW.

3.2.1. RAID péow Noylopikou (Software RAID)

Mpokettatl yla cuotolyieg RAID mou uAomolouvTal AmOKAELOTIKA PE AOYLOULKO, cuvnBw¢ Adyw uTto-
oTNPLENG amo To AEITOUPYLKO cUOTNHA Tou UTtoAoyloth. Elval n mo otkovoptkn Avon, kabwg to
LOvVo Tou xpetaletal eival ot diokol Tou Ba CUMUETEXOUV 0TN cuaTolyia. QoToo0 mpokaAel emipa-
puvon Tou enefepyaoTr] TOU UTTOAOYLOTH, EL6IKA OTLG TEPLMTWOELS Twv RAID 5 kal 6 6mou Ba mpémet
VOl YLVEL UTTOAOYLOUOC TwV TAsovalovtwy duadikwy Pndiwv mou Ba amobnkeutouv. Efaptdtal
QKON o€ Peyalo BaBuo amd To AELToupyLKO CUCTN O TTOU XPNOLUOTIOLELTAL, TIPAYLO TTIOU ChUALVEL
OTL n ouotolxia 6ev pmopel eUkoAa va petadepBel oe umoloylotr) e AAAO AELTOUPYLKO, eV dev
eéaodahileTal mavra n Suvatdtnta eKkivnong TOU CUCTHUATOG OO UL TETol cuatolxia. Xpnot-
poroleltal Kuplwg o8 OLKLOKA CUCTAKATAL.

3.2.2. RAID péow YAwkou (Hardware RAID)

H uAomoinon autr mpolmoBEtel Ty UmapEn ULag el6IKAC Kaptag ou Aéyetal EAeyktng RAID (RAID
Controller) kot mepléxet 61ko6 Tou emefepyacth, LvAun, aAAd Kat uTtodoxEC yia Tn ouvdeon Twv bi-
OKWV ToU Ba GUPETEXOUV 0TN cuoTtolyia. Epdoov n kapta €xeL To SIKO TNG emefepyaath OAoL oL
amnopaitntol umoAoylopol yivovtal ekel, xwplig va emBoapUveTal 0 UTIOAOYLOTAG Kal pe avénon Twv
embooewv. Amo TNV AAAn, To KOOTOG AmOKTNONG EVOG TETOLOU eAeyKTh elval uPnAd, evw apketol
amno autou g S€xovtal uovo diokoug SAS ) SSD mou eilval onUAVTIKA TiLo akplBol amd Toug KAAGLKOUG
SloKkoug. XpnoLUoToLELTaL OE CUCTAHATA Server Kat ylo toAUTtAokeg Statatelg RAID.
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Ewkova 3.8. EAeyktig yia Snuoupyia RAID.
(Mnyn: http://www.iocrest.com/uploadfiles/20140404/201404041539017977.jpg)

3.2.3. YBpi&ikd RAID (Hybrid RAID)

MpoKeLtaL yla tnv vAomoinon mou akoAoUBE(TaL 0TOUG EVOWUATWUEVOUC OE UNTPLKEC TTAAKETEG EAE-
VKTEG KOl OTLG XaUNAOU KOOTOUG KAPTEC. ZTNV TIPAEN TIPOKELTAL YLOL OLKOVOULKEG UAOTIOLAOELG TIOU
Sayetpilovral tn ouotolyia Katd tn SLAPKELO TNG EKKIVNONG TOU UTIOAOYLOTH, EVW UETA O EAEYXOG
TEPVA OTO AELTOUPYLKO GUOTNO LECW KATAANAWY 08NYWV, EVOEXOUEVWG E KATIOLO LKPH UTtOBO-
Onon amno to UAkO. Auto BERata onpaivel 0tL n cuotolyia dev Ba pnmopel va AsttoupyroeL av dev
umapyouVv ot KatdAAnAot odnyol yla To Aeltoupylkd cuotnua. 2uvnBwe umootnpilouv POVO TOUG
TUmoug 0, 1 kat 0+1. Eva akOUO LELOVEKTNHA ELVaL OTL N cuCTOLXia Elval oTeEVA ouvOeSEUEVN e TOV
e\eyKTH, Apa oV OUTOG YaAAoEL Ba TpEmeL va BpoU e pia iSla LNTPLKA 1) KAPTA YL VA AVAKTGOU UE
Ta SeS0opEVA LAG. XpNOLUOTIOLELTOL OE OLKLAKA CUOTHHOTA.

3.3. Zupnepacpato

H texvoloyia RAID eivat mAéov wpLun kat ot Stabéatpeg uhomotroelg moAEG. Eival emiong oxetika
g0KoAo 0 kKaBévag va dtiaet tn Sikr tou cuotoxio RAID kat va emwdeAnBel amo ta mAeovekTripa-
T 0 aodalela Kot tayVtnta. Edika pe t xprion Twv ypriyopwv diokwv SAS kot SSD ot toUTnTEg
pLag cuotolkiag propouv va auénbolv Beopatikd.

MpEmMeL WoTOO0 va YiveL Katavontd mwe mapd To OtL urtdpxouv vAomotioetg RAID mou auédvouv
v aodalela Twv dedopévwy, autd dev umokadlotd tnv taktkn AN edpedpkwv avilypddwv
aodaheiag, mou sivat n mAgov alomiotn pEBodog ya tnv e€acdalion tng akepatdtnTag twv dedo-
UEVWY, aANQ Katl TN ypriyopn avakapyn LETA ano actoxio uAtkou.
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Epwtrosig Avakepaaiwong

1. Itov mapakdtw TivaKo EMONUAVETE e TO CUUBOAO v TO XAPOKTNPLOTIKA TTOU LoXUOULV o€
KaBe €vav amd toug tunoug RAID mou avadépovral otnv 1n otiin.

MARpng alonoinon

AUEnon Tayutntag AUEnon Tayutntog i
NG XWPNTIKOTNTOG TWV

Tomnog RAID X ,
Avdyvwong Eyypadng

Siokwv

0+1
1+0
5
6
JBOD

2. MNota uAomoinon RAID €XEL TO UKPOTEPO KOOTOC (EKTOC TOU KOOTOUC TWV SloKwV);
3. MNota ta mAeovektrpata tou RAID péow UAKOU;
4. Mola Ta petovekTnuata Tou uPpLdikou RAID;
AoKknoeLg
1n Aoknon
Ytnv doknon auth Ba ¢tiaete pa cuototyia RAID 0 péow Aoyloptkol oto A.2 MS Windows 7. M
TNV MPAYLOTOMOLNGN TNG AoKNoNG Ba afLOTIOLOETE TNV TEXVOAOYLO TWV ELKOVLKWY LNXOVWV.

H texvoloyia Twv EKOVIKWY UNXovwv gival Aoylopiko mou Sivet tn duvatdtnta o€ eva ¢u-
OlKO uTtoAoyLotr va SnutoupynBoulv évag n mepLooOTEPOL ElKoVIKol-Leatol (virtual) urmtoAoyt-
OTEG. 2TOUG ELKOVIKOUG UTOUG UTIOAOYLOTEG UTTOPEL VOl eyKaTaoTaBEL AeLTOUPYLKO CUCTNHA KAl
ebapoyEg, ou Ba Asttoupyouv Kat Ba cupmepLdEpovTal oav va eEKTEAOUVTAV OE VAL KAVOVIKO
olotnua. To oNUAVTLIKO elval OtL ol Wbeatol UTTOAOYLOTEG UAOTIOLOUVTAL €€ 0AOKApOU amd Ao-
YLOULKO Kot 6ev eykupovoUV Kvduvoug yla tnv Stapopdwon tou ductkol umoloyloth. ETol, n
Texvoloyia autn eival tbavikn yla thv aohaln mPayUaTonoinon SoKwy Le TIoAAG Kat Stado-
PETIKA TiEPLBAAAOVTAL.

To Oracle Virtual Box (https://www.virtualbox.org/) eivatr eAelBepo AoyLoLKO avolyTtol KWK
TIOU XPNOLUOTOLE(TAL YL TN SnULoupyla ELKOVIKWY pnxavwy. Xapaktnpiletal and peyain euehiia
Kat uPnAd enineda cuppaATOTNTAC LE AELTOUPYIKA CUOTHHATA Kol EGOPUOYES KOl Umopel va aflo-
nionBei o€ pia mMAnBwpa SLadOPETIKWY MEPLTTWOEWV.

1. Zekwnote 1o Oracle Virtual Box, evtomiote TnVv £lkovikr pnxavn pe to A.2 MS Windows 7 kal
avoi€te TI¢ LOLOTNTEC TNG.

2. Itnv evotnta Storage kal motnote mavw otov SATA Controller mou epdaviletal otnv evotnta
Storage Tree otn péon tou mapadupou. Oéhou e va mpoaBEooupe SUo akopa okAnpoug Si-
oKougG SATA oTtnV €LKOVLIKN pag unxavr. Moo amnd ta elkovidia mou gpdavilovrol ota Se€id mi-
OTEVETE OTL TIPEMEL VAL XPNOLLOTIO OOV UE; Av Oev 0aG Elval TTPodavES amo To lkovidio, adn-
ote yla Alyo to movtikL mavw amnd kabe elkovidio kal deite TNV meplypadn mou epdaviletal.
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3. Matnote To KATAAANAO KOUUTIL yla va TpooBEoeTe Tov pwto SATA Sioko. 2to mapabupo mou
Ba epdaviobel natrote oto [Create new disk]. Me Tt Ba LooSuvapoUoe n evépyela auTh o€ Eva
KOWVOVLKO UTIOAOYLOTH;

4. Ito emdpevo napdbupo natrjote [Next].
5. Itn ouvéxela adnote tnv emAoyn yla Suvapiko dioko kat matrote [Next]
6. AMGETe To Ovopa tou diokou og RaidDiskA kat kavte to péyeBog tou diokou va sival 2GB.

7. Mg tov 1610 Tpomo dnuloupynote Kal Evav deutepo Sioko e ovopa RaidDiskB kat (Sla xwpn-
TIKOTNTA.

8. Matnote [OK] kat EekvnoTe TNV €LKOVIKN pnxavh. Otav EeKvnoeL To AeLToUpYLKO oUOTNA GUV-
deBeite pe Aoyaplaopo Slaxelploth.

9. Avoifte ™ Alaxeiplon tou unoAoytotr). Tt Ba TIPEMEL VoL ETUAEEETE OTAL APLOTEPA YLOL VAL KAVETE
eVEpyeLeG oTou¢ Slabéatpoug Slokoug;
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10. Ou 6ilokol Tou eloaydyate XpeLAloVTaL TPOETOLUATLA YA VO avayvwpLoTouv amod ta Windows.
Kata t dtadikaoia autn Ba dnuoupynBel to Master Boot Record (MBR) 6mou kpatouvtat ot
mAnpoodopieg yla ta Slapeplopata ota onola eival XwpLopévog évag §iokog Kat art’ 0mou §eki-
vaeL n Stadkaoio ekkivnong Tou N TwWV AELTOUPYLKWY CUCTNUATWY TIOU TIEPLEXEL Evag SLoKOG.
AlaBdote t onuelwon mou Pploketal oto KATW UEPOC TOU TtapaBbupou Kal emMAEETE Tov TUTO
Tou oTUA Slapepiopatog mou Ba mpémnel va SwoeTe yila toug §{oKoug.

11. EmAégte kat matrote [OK]. Ot povadeg diokwv Ba pavolv oto kATw UEPOC TNG Alaxeiplong
Slokwv.

12. Kavte 6&i-click og kamotov amd toug Vo dlokoug ou Gptiaate Kol eEETATTE TIG EMAOYEG IOV
BAémete ekel. Kataypate tig emhoyEg mou BAEMETE KOL QVTLOTOLKIOTE TIG € AUTEG TIOU ouln-
MOnkav otn Bewpla. Xpnotuormnoteiote to Atadiktuo yia BorBsla.

13. Mota oo TG eMNOYEG TIPETEL VAL XPNOLLLOTIOLOETE YLa VO SNULOUPYNOETE pia cuotolyia RAID
0; Av bev unopeite va amodacioete avatpéEete 0To KOUUATL TG Bewplag. Awate tnv emthoyn
oag kot tatote [OK].

14. Itnv eloaywytkn 08o6vn tou 0dnyou natrote [Emouevol.
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15.

16.

17.

18.

19.

20.
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2NV enopevn 0006vn cupmepAafete kat to SeUTepo Sioko ot cuotolyia. EAEyETe 0TO KATW ME-
pOog Tou MapaBUpPoL To CUVOALKO PEyeBog TnG cuoTolkiag. Elval To avapevopevo yla tov TUno
ouotolkiag ou BéAete va priatete; Av oxL lowg kavate AdBog emloyr, TNV onola Pnopeite va
SlopBwoete eniotpédpovrag oe mponyou peva Pripata. Av oha elval evtatel matrote [Emopevo].

3TN OUVEXELO UMOpEiTe Vo SWOETE TO ypaupa odnyol pe to omoio Ba eival yvwotog oto A.X
MS Windows o Siokog RAID (dwote €va ypapua mou Sev xpnolomnoteitol Adn) Kat matiote
[Emdpevol.

Mpoxwpnote otn popdomnoinon Tou VEoU SLOKOU KPATWVTAG TLG TIPOETUAEYUEVES TLLEG.

Jtnv televutaio 066vn tou 0dnyou cag Sivetal pia mepiAnydn Twv emthoywv oag. Natrote [TE-
Aog]. Ztnv mpoetdomnoinon mou cag divetal matrote [OK].

Avoitte 1o [Ymoloylotic] kal e€etdote To véo Sloko Tou SnutoupynBnke. EXeL TN xwpnTkOTNTA
TIOU TIPETTEL,

Y& €vol UTIOAOYLOTIKO oUOTNHOL UE TO OTtolo Sev loTe e€OLKELWUEVOL TTWG UMOPELTE Vo KOTAAA-
Bete av pia povada okAnpoul Slokou gival OvIwg Eva autouolog lokog, Eva SLoUEPLOpA EVOC
Silokou 1 plo cuctolyio RAID;
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Kedalato 40
Zuotolyieg YnoAoylwotwv (Computer Clusters)

Ewcaywyn

Mapad tn Slapkn Kol aApatwdn avénon TN TaxUTNTOC TWV UTIOAOYLOTIKWY CUCTNUATWY, TTAVTA
uTtiPXaV TIOAUTTAOKOL UTTOAOYLOMOL YO EKTEAEON KOl QVAYKN Yla OKOUA UEYOAUTEPEG TAXUTNTEG
enefepyaoiag. H avaykn auti kaAudOnke pe 600 Bacikeg texvoloyieg. H pia jtav oL umtepumolo-
YLOTEG KaL N GAAN oL cUCTOLX(EC UTIOAOYLOTWV.

Inuelwon: 2to KehAAaLlo OUTO TEPLEXOVTAL TA CUUTIEPACHOTA TOU TIPOYPAUUATOC «Anutoupyia
Juatoyiac YroAoytotwv YYnAng Anobdoanc yia MapadAnin Eneéepyaoia AeSouévwv» OV €KTTO-
vnBnke ota mAaiola Tou mpoypdaupatog TEXNOMAGEIA V and opdada padntwv tou 1ouv EMAA Ap-
YUPOUTIOANG, UTO TNV enifAedn Twv Kabnyntwv Baowddakn BaociAelou kat Kadouton Anpntplou.
MNa meplocotepeg MANPOoPopieg, TO MANPEG KEIUEVO TNG €PYACLOG KOL TOL OVOUOTO TWV CUUETE-
Xovtwv pabntwv Seite: http://lepal-argyroupolis.eu/index.php/to-sxoleio-mas/Spactnpidtnteg/
TIPOYPOUA-TEXVOUABELN/OUOTOLYI0-UTTOAOYLOTWY

Awsaktikoi Ztoyol

Me tnv ohokAnpwaon tou 4ou kepalaiov ot pabntég Ba mpénel va eival og Béon va :
e Opllouv TL elvat o gucToLyia UTIOAOYLOTWV.
¢ Alakpivouv ta SLadopeTIKA €8N CUCTOLYLWV.
e OVOuATOUV T TAEOVEKTHLOTO TWV CUCTOLYLWY UTIOAOYLOTWV.

e EMIAEyOUV TO KATAAANAO UALKO Kol AOYLOMIKO Yot TNV VAomoinon plag cuotolxiog umoAoyL-
oTWV.

¢ YAormoloUv JLa cuoTtolyia UTTOAOYLOTWYV XPNOLUOTIOLWVTOC EpYaAEia avolyTol KwdLKa.

AdaktikéG Evotnteg

4.1 BaolKd YapOKTNPLOTIKA ZUCTOLXLWV YTIOAOYLOTWV.
4.2 Eibn ZuoTtoywv.
4.3 MAeoveKTnpaTA.

4.4 YMKO Kot AOyLoPLKO UAOTIOINGNC ZUGTOLXLWY YTTOAOYLOTWV.

4.1 BaOLKA XOPOKTNPLOTIKA ZUCTOLYLWV YTTOAOYLOTWV

Mua cuctolyia urtoAoylotwy (computer cluster) givat 600 1) TEPLOCOTEPOL UTTOAOYLOTEG, OXL ava-
YKAOTIKA (5Lou TUToU 1 SuvaToTATWY, OV cUVEEoVTaL UETOEL TOUG (OUVHBWC LECW TOTILKOU SIKTU-
0U 1} ELKOVIKOU LOLWTLKOU SIKTUOU) TIPOKELUEVOU Va eKHETOMEUBoUUE T SuvatdtnTa mapdAAnAng
enefepyooiag mou autol mapgxouv. OL UTTOAOYLOTEG TTOU amapTilouV Lo guoTtolyia KaAoUvTal KO-
Bol (nodes) 1 uéhn (members).
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4.2 Eidn Zuotoylwv

IUEPQ UTIAPYOLV aPKETA SladopeTIKA 16N cuaToLyLWY, KABE éva amo Ta omoia tpoodEpel Stado-
PETLKA TTAEOVEKTHLOTO OTOUC XPrOTES TOU.

e Juotouyieg YYnAng Awabsoipdtntag (High Availability Clusters): OL cuotolyieg autég €xouv

oxedlootel yla va mpoodEpouv ouvexrn mpocBach og bapOYES TAPOXN G UTINPECLWY. Alatn-
poUV ETUTAEOV KOUPBOUC TTOU UItopoUV va xpnotponotnBolv cav ehedpIkd CUCTAUATA 0TV
niepinTwon aotoxiag Twv KUPLWY KOPBwv. O eAdxlotog aptBudg KOUBwy o pio tétola ou-
otolxla elvat SUo (Evag kKUpLog Kat Evag ebedpLKOC), TapOAO TIOU 1 GUVTPUTTLKN TAslondia
XPNOLUOTIOLEL TTEPLOTOTEPOUG KOUBOUC.

Zuotolyieg E§looppomnnong Poprtiou (Load Balancing Clusters): Ot cuotouyieg autol Tou TU-
Ttou, poomabouv va e£LlooppoTioouV To GOPTOo epyaciag HETAED TwWV EVEPYWV KOUPBwWV. Ma
TO OKOTIO QUTO peTadEpouv Slepyaaieg amo Tov £va KoUBo otov aAho, avaloya pe To $popTo
Tou €xeL To KABe cuotnua. OL cuoTolyieg e€looppomnong poptiou eival Wolaitepa XproLUe
0€ QUTOUC ToU SOUAEVUOUV UE TIEPLOPLOUEVO TTPOUTIOAOYLOUO, yiaTi ppovtilouv yia tnv 660 To
Suvatd amodoTikoTePN EKUETAANEUON TOU UTIAPXOVTOG EEOTTALGHOU.

Tuotouyie YYPnAng Anodoong (High Performance Clusters): Ot cuotolyieg ubnAng amddoong
oxeblaotnKay ylo Vo eKUETAAAEUTOUV TNV eMefepyacTiki LoXU MOAAMAWY KOUBwV. Xpnotpo-
molouvTaL ouVHBwWE og EPAPHUOYEC OTLG OTOLES OL KOWPOL XPELATETAL VAL ETUKOLVWVOUV UETAEY
TOUG KATA TN SLAPKELA TNG AELTOUPYLAG TOUG, OTAV TL.X. TO AMOTEAECUATA TWV UTIOAOYLOHWY
€vO¢ KOUBOUL XpnaolomolovvTaL oo KAmoLov aAAo.

4.3 NAeoveKTRpaTa
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e Meiwon Kéotoug: H TLur Twv MPOCWIILKWY UTIOAOYLOTWY €XEL HELWBEL onuavTikd ta teAeu-

Taia xpovia, kol n peiwaon autr cuvodeleTal amod EKPNKTLIKA aUENon Twv EMEOCEWVY KaL TNG
UTIOAOYLOTIKAG LoV OG TouG. Eva onueplvd pecaiwv duvatotntwy emttpanéllo cuotnua ival
TIOAMEG POPEG LOXUPOTEPO aTtd TOUC TPWTOUG LEYAAOUG UTIOAOYLOTEC.

YrioAoytotikr loxug: H cuvduaopévn umtoAoyLoTikr LoxU¢ pag ouototyiag uPnAng anddoong
Umopel o€ MOAAEG TEPMTWOELS va. amodelyBel amoTEAECUATIKOTEPN, OE GXEON LE TO KOOTOG,
OO QUTAV EVOC LEYAAOU UTIOAOYLOTH TIAPOUOLWY SuvatoThTwy. Me Tov TPOTIO QUTO N ETLXEL-
pnon aflomolel kaAUTtepa Tov EOMALOUO TNG.

EMEKTAOLLOTNTA: TO ONUAVTIKOTEPO TTAEOVEKTN O TWV CUCTOLXLWV UTIOAOYLOTWY Elvat oL Su-
VOTOTNTEG EMEKTOONG TTOU TIPOOHEPOUV. EVWw OL HEYANOL UTIOAOYLOTEG £XOUV CUYKEKPLUEVN
Katl otaBepn anddoaon, oL GUCTOLYLEG UmopoUV va. emektabolv Katd BoUAnon e TNV amhn
T(POOBNKN MEPLOGOTEPWV KOUBwWV oTo SiKTUO.

AwaBeopotnta: Otav €vog peyahog UTTOAOYLOTNG TiBETaL EKTOC Aettoupyiag, Katappeel OAo
1o ouotnua. Av OpWG XaAdoeL évag KOUBOG ULoG cuoTolyiag, ol Aeltoupyieg ou ekteAoUoe
Ba petadepBouv oe kamolov AAo koppo, e€acdalilovtag Tnv adLAKOTN TOPOXH UTINPECLWV.



4.4 YAKO Kat AoyLopko ulomoinong Zuotoiytwv YoAoylotwy

YAWKO: Ot HeyAAeC OUOTOLYIEG UTTOAOYLOTWV AOTEAOUVTAL At EKATOVTASEG 1 Kol XIALASES KOUBOUG
LLE LOYUPOUG EMEEEPYOOTEG KOl ey TTOOA UVAUNG. Qotdoo KABe uToOAOYLOTAG TAALOG 1 oUYXPO-
VoG Umopel va alomotnBel oav HENOG ULOG CUOTOLLOC UTIOAOYLOTWV.

Ewkova 4.1. H cuotolyia 16 uSpoPuKTwy UTTOAOYLOTWY TTOU KOTAOKEUAOTNKE OTO Epyaotrplo Melpapatikng
Quokng YbnAwv Evepyewwv tng ZxoAng Edappoopévwyv Mabnpatikwv kat Quokwv Emotnpwy tou EMN
(Tportortotnuévn and: https://dimitris.apeiro.gr/images/cluster/2.jpq)

‘Etot Aowdv av undapyxouv Stabeotpot SU0 1 MEPLOCOTEPOL UTIOAOYLOTEG QUTOL UImopoUv va Snut-
OUPYNOOULV lLa cucoToLyia, apkel va SlaBETouv Kdpta SIKTUOU Kol va UTIAPXEL Eva switch mavw oto
omolo va pmopolv cuvdebouv.

Ewkova 4.2. H ouctolyia umtoloylotwy mou edtiatav ot pabntég tou lou EMAA ApyupoUmoAng amoteAei-
TaL and 6 UTOAOYLOTEC e Sutipnvo eneéepyaoth kat 2 GB RAM.
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Noylopko: To AoyLoUIKO TIoU UTOPEL va xpnotpomotnBel eaptdtal amd 1o AETOUPYLIKO cUOTNUA
TIOU XPNOLUOTIOLOUV OL UTIOAOYLOTEG Jag, OAAA Kal amo €160¢ TnG ouoTolyiag tou Béloupe va GTLa-
Eoupe:

e >ta Windows Server 2012 umndpxel evowpatwpevn n Suvatotnta dnuioupyiag cuotoryiog

YPnAng AwaBeowpotntag (Failover Cluster).

210 (610 AeLTOUPYLKO cUOTNHA Uopel va SnptoupynBouv cuaotolyieg uPpnAng amddoong (HPC
Clusters) pe xpnion Tou enuthéov hoyloptkol Microsoft HPC Pack 2012.

Y10 Linux umopouUv va ¢tiaxtolv cuotolyieg uPnAng anodoonc xpnoLLOToLWVTAG AOYLOULKO
avolytou kwdika omwe to PVM (Parallel Virtual Machine) kat to Open MPI (Message Passing
Interface). Ta AOYLOMIKA QUTA ETUTPEMOUV TNV EMIKOWVWVIA KoL avTaAAayr UNVULATWY LETA-
€0 Twv KOUBwWV NG cuoTolyiag, emLTpENoVTaG €Tl TNV MapdAAnAn enegepyacia. OL cuatol-
Xleg autoU tou eiboug cuvnBwg mephapPBavouy éva kKUpLo (master) kOUPO ToU EAEYYEL Eva
miAnBog anod Seutepelovteg (slave) kopPoug kat ovopdlovtatl Beowulf Clusters.

Ie pa Stadopetikr uAomoinon yia Linux pmopel va xpnotponoinBei to cvotnua Slaxeipt-
ong ouotolxiog OpenMosix, mpokeluévou va dnuioupynBel pio cuotolyia e€loopponnong
bopTiou e OUATLUOUG KOUPBOUC. ZTLC CUCTOLYIEC OUTOU TOU £160UC OL EPYACLEC KATAVEUOVTOL
g€loou otoug kOpPouc, aveEdptnta amnd To anod moldv kKopuBo nponAdav. Me katdAAnAo npo-
YPQUUATIONO Ol CUCTOLXIEC AUTEC UITOPOUV VO AELTOUPYNOOUV KAl ooV cuatolyxieq uPnAng
anodoong.

Ewkova 4.3. Zuotolyio Sekaoktw unohoylotwy Bactopévn oto OpenMosix. OL TPACIVESG KOUKKISES elval
Slepyaoieg mou €xouv petadepOel yia ektéheon o SladopeTiko KOUBO ard autdv art’ 6mou mponAbav.
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Epwtrosig Avakepaaiwong

1. Tuelval gl cuotolyio UTIOAOYLOTWY;

2. Mola €ién cuoTtoL LWy UropolV va Xxpnotpornotnfolv yla T EMLTAXUVON Tne EKTEAEONC TIOAU-
TIAOKWV UTIOAOYLOHWY;

3. Avadépete kat avamtufte SU0 TAEOVEKTAATA TNG XPONG CUOTOLXLAG UTIOAOYLOTWY, aVTL EVOG
HeyaAou uTtoAoyLoTh).

AOKNOELG
1n Aoknon

Jtnv doknon outr Ba GpTLageTe T SIKN 0O cCUCTOLKIA XPNOLUOTIOLWVTOG ELKOVIKEG UNXAVEG. Ma TN
Sdnuloupyla tng oucotolyiag Ba xpnotpomnoloste pia €kdoon tou Linux rou Aéyetal ClusterKnoppix
Kat Stavépetal o live-cd pe OAa ta amapaitnta EVOWHATWHEVA.

1. Avoifte 1o Oracle VirtualBox Kkal §nLOUPYEIOTE ULa VEQ ELKOVIKA nxavr Slvovtag TIg aKo-
AouBeg TpEC ota Bripata tou 0dnyou:

1.1. Name: ClusterKnoppix, Type: Linux, Version: Linux 2.4 (32bit)

1.2. Memory Size: 384 MB

1.3. Hard Drive: Do not add a virtual hard drive (Mati 6ev elval anapaitnto va €xeL okAnpo
SloKo 0 €lkOVIKOG UTIOAOYLOTNG;)

1.4. AnuIoupYELOTE TNV ELKOVLKN pnxavr kot ratrote [Continue] otnv mpoetdomnoinon ot
Sev umdpyetl okAnpog Slokog
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2. MatAOoTE MAVW OTO OVOMA TNG ELKOVIKAG KNXOVAG TTOU SNnLoupynoate Kot avolEte Tig toLo-
TNTEG TNG TTATWVTOG OTO €LKOVISLO [E To ypavadll

2.1. Ztnv evotnta [Storage] matiote mMAvw oTo €lkovidio tou CD (otn péan) mou ypadel
[Empty] Kat oTn cuVEXELA TATHOTE 0TO £lKOViSLO Tou CD ota 6e€ld. Amd to pevol Tou
Ba epdaviotei ermiNé€te [Choose a virtual CD/DVD disk file...] katl em\é€te to apyeio
clusterKNOPPIX_PL.iso.

2.2. Itnvevotnta [Network] aAhaéte tn puBuLon [Attached to:] os [Bridged Adapter]. Me tn
puBULoN auth e€aodaliloupe OTL N ekovikr pnxavn Ba daivetal oto Siktuo cav évag
ave€ApTNTOC UTIOAOYLOTHAC

3. ZEKWVNOTE TNV ELKOVLKI UNXAVA TTOTWVTAG OTO
4. Ttnv mpotporr boot: Tou AelToupyLlkoU GUOTAATOC TTOTAOTE [Enter].

5. Otav &ekwvnoel to ypadiko meplBAAAOV AT OTE OTN YPAUUN EPYACLWY TO ELKOVISLO LIE TOV
Tiykouivo yla va Eekwnoel n edpappoyrn OpenMosixView mou Siaxelpiletal tn cuotol-
xla. Av 6Aa mryav koAd Ba mpénel oto mapdBupo va epdavilovial TO0EC KATAXWPNOELS
000L OL UTIOAOYLOTEG (ELKOVLKEG UNXOVEG) TIOU CUMUETEXOUV OTN cuoTolxia.

6. KaBe kouBog tng cuotolxiog maipvel évav avfovta aplBuo mou spdaviletal otny mpwTtn
otAn. Mmopeite va meite T avtutpoowrnelouy ot apdpol Tng 2ng oTtANg;
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7. 2tnv 3n otAn dalvetal n WoXUG Tou KABE UTIOAOYLOTH TIOU CUMUETEXEL OTN cuoToLkla, EVWw

10.

11.

12.

13.

otnVv 4n to doptio Tou KABE KOUPOU. ZKOTIOG TNG ouaToliag ival va efloopporel to poptio
auTo. E§etaote tnv 4n kat tnv 5n otAn KoL onpelwote TL TAnpodopleg pog Sivel kabe pia
QMo QUTEC.

. AN\dgte to puBud avavéwong (refresh) Twv meplexopévwy tou mapabupou ot 1s.
. Natnote oto ekoviblo . Oa avoifel To mapdbupo OpenMosixMon mou Ba amelkovilel

TOUG UTIOAOYLOTEC TNG cuoTolxiog. KaBe miykouivog elvat £vag urmtoAoyLotic. O UTTOAOYLOTAG
0TO KEVTPO £lval autdg otov omoio gpydleote. OL KOUKKISEC yUpw TOU gival oL Stepyaoieg
TIOU EKTEAOUVTOL O€ QUTOV. Ta UTIOAOLTTAL ELKOVISLO AVTUTPOCWIEUOUV TOUG UTIOAOLTTOUG UTIO-
AoyLoTéc TnG cuaTolylag. AAAGETe kol edw To xpovo avavéwaong oe 1s.

BaAte tn ouotolxio va SoUAEPEL. ITN YPOUUN EPYOCLWV TTOTNOTE OTO KOUMTL yla va
avoi&ete éva mapdbupo ypaupng eviohwy. Awote Tnv evtoAn Is yla va Selte Ta apyela mou
UTLAPYOULV OTO baKeAO.

To apyeio pe dvopa pi umtoAoyilet Tnv twun tou 1 (3,14159...) oav éva ABpoLopa OpwWV HLAG
oelpac. Ooo meploootepoug dpoug abpoiloupe, TOoO0 peyalltepn akpifela oe dekadika Yn-
dla maipvoupe, aAAd Kal 0 UTTOAOYLOUOG KPATA TIEPLOTOTEPO.

Bpeite oto internet oeAibec mou va Sivouv TNV TLI Tou Tt pe ToAG Sekadika Pndia. Kata-
ypate tov apduo pe ta 20 mpwta Sekadikd Tou.

O alyopBuog mou Ba xpnoLLomoLnoeTe GUYKALVEL TTOAU apyd. AuTO onpaivel OTL TpEMEL va
yivouv moANEC TPAEELC yLa va TTAPOUE TO Tt e akpiBela apketwy Suadikwv Yndiwv. Eniong
n €bopUOYI EMITPEMEL TO OTMACLUO TWV UTIOAOYLOUWY O KOpUATLa (Slepyacieg) mou Ba pot-
PAOTOUV OTOUC UTIOAOYLOTEG TNC GUOTOLYLAG YLa VA YiVOUV OL TIPAEELC TTLO YPryoPQ. ZEKLVIOTE
Ue pia dtepyacia, Sivovtag tnv evroAn: pi 100000000 1. H epappoyr Ba umtoAoyioeL TNV TLUA
Tou Tt mpooBEtovtag 100 ekatopplpla 6poug NG oslpdg o 1 diepyaoia. Oa epdavicel Ty
wpa €vapéng, TepUATIOOU (Sev melpdlel av Sev elval oL CWOTEG, AUTO TOU oG evELadEPEL
elvat n Sadopad), Tnv T tou T, v akpiBela oe Sekadikd Ynoia kal To cuvoALkd Xpovo
TIOU XpPeLdoTtnKke. And To mapaBupo openmosixview pnopeite va deite To dpoptio Tou umo-

51



Aoylot oag va auéavetat. Av otn cuotolxia undpyel cuvdedeévog ypnyopOTEPOG UTIOAO-
ylotng n Siepyaocia Ba «petavaotevosl> (migrate) oTo PNXAVNO QUTO WOTE VO EKTEAEOTEL

TILO Ypryopa.

Mapatnpeiote otL he 100 ekaToppUpLA OPOUC METUXATE akpifeta HOALS 7 dekadikwv Pndi-
wv. O akpLPNG xpovog ektéAeon e€aptdtal amd tnv LoxV TOU UNXavhAUaToC.

14. Awote Twpa TNV EVIOAN, Xwpilovtag Toug UTOAOYLOUOUC o 4 koppdtia. Tt Ba mpémel va
oA\G€ete otn cuvtaln tng evioAng; Asite oto mapdBbupo openmosixmon Ti¢ Slepyaacieg va
UETAVAOTEVOUV O GAAQ XV aTa pokeLévou va e€loopponnBel to doptio Tng cuoTtol-
xlag. Oa SLOMIOTWOETE aKOUN OTL yla TNV oAokAnpwan tng Stadikaciag anattnOnke UKpo-

TEPOG XPOVOG.

15. Yrmohoylote tnv TN Tou Tt xpnotonowwvtag 1 8ig 0poug TG oelpAg. 2& MOoEG Slepyaaoieg
TIPETIEL VOL LOLPACETE TOUG UTTIOAOYLOMOUG WOTE VoL EXETE TNV KAAUTEPN Suvath anddoon Tng
ouatolyiag;
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Kedalato 50
Baokég EvtoAég Aktiwong

Ewcaywyn

ot puBuLon kat e€acdaAion TG OUMAANG ETLKOLVWVIA HLOC SIKTUAKAG CUCKEUNG lval amapaitn-
™ N yvwon tTwv acikwv pubuicewy Tou amattouVTaL Yo THV TIOPAUETPOTOINGN TN KAPTAG SLKTU-
ou, Baokng povadag ouvdeong tng Ue Eva diktuo dedopévwy. Emiong n xprion Baotkwv evioAwv
SIKTUWONC ETUTPETEL TOV EAEYX0 TNG UTapEnG emikolvwviag pe to Siktuo, tnv elpeon IP StebBuvong
LLLOG GUOKEUNG K.OL., EVW UE ELOIKO AOYLOULKO UTopel va yivel mapakoAoUBnon maketwy yla tnyv e€a-
YWYI CUUTIEPOOUATWY OXETIKA LLE TOL OTOLYELA EMIKOWVWVIOG OAAA KAL TV TTOLOTNTA TNG OUVEEDNG.

Awdaxtikoi Ztoxot

Me tnv ohokAfpwaon tou 5o0u kedpahaiou ot pabntéc Ba mpémnel va eival og Béon va :
e EvtomiZouv tn 6teuBuvon MAC tng kaptog Stktuou.

e PuBuiZouv tn &lebBuvon IP, n paoka unodiktuou, TNV UAN €€660u Kat To Stakoplot DNS
NG Kaptag Siktuou (210 ypadiko meptBailov kat og eptBAAOV EVIOAWV).

¢ Xpnolpomololv BacLKEG eVIOAEG SIKTUWONC yLa va avayvwpilouv thv Umapén f tv anouacia
ETUKOLVWVIAG LETAED TWV UTTOAOYLOTWY £VOG SLKTUOU.

e EAEyxouv av UTtapyel avtiotoiylon piag StevBuvaong IP pe éva 6vopo.
e EAEyxouv TIC evepyEG ouvOEaelg SiktUou.

e Edpapudlouv AoyLoptko ylo tnv mapoakoAolBnon Twv makETwy mou armootéAovtat/ Aappa-
vovTal.

AwdaktikéG Evotnteg
5.1 Mapapetpomnoinon kaptag Stktiou
5.2 EA&yY0G EMUKOLVWVIOG SIKTUOU HECW EVTIOAWV SIKTUWONG

5.3 NapakoAolBnon Nakétwyv
5.1 Napapetponoinon Kaptag Stktuou

5.1.1 Evépyeleg yLa Aettoupyiko ocbotnua Windows

IOl TOV EVTOTILOMO TWV YEVIKWY XAPAKTNPLOTIKWY TNG KAPTOG SIKTUOU 0TOo ypadLko meptBarlov Twy
Windows 7, apywd Ba mpémnel va avoi§oupe tov Mivaka EAéyyou. Itn cuvéxela, avoiyoupe to Ké-
vTpo AlkTUWONG Kot KOWAG XPRoNG Kal EMAEYOUE amo TV MAeUpLkr) otiAn ANayn puBuicewv
npooappoyéa. TéENog, adou matrooupe Skl KAk otnv Tomkr oUvdeon emiéyoupe Stadoxika Ka-
Taotaon Kol AEMTOUEPELEG.
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Ewova 5.1: MpoBoAr XopaKTnpLoTIKWY KApTag Stktuou

Ma va Béooupe otatikn StevBuvon IP, UAN e€66ou kat DNS xelpokivnta, akoAouBolue OAa Ta
BApata akolouBnoape yla TNV TPOPROAN TWV XAPAKTNPLOTIKWY TNG KAPTAG SIKTUOU EKTOG QO TO
Teleutaio. Ekel, avti va emlé€ou e Aemtopépeleg ertAéyoupe IBLOTNTEG. ZTN CUVEXEL ETUAEYOUE
MpwtdkoAlo Internet EkSoon 4 (TCP/IPv4) kal MATAE TO KOUUTTL I8LOTNTES.

Ewova 5.2: Tpomonoinon Wootntwy NpwtokdAlou IPv4
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Ewova 5.3: PuBuioelg kaptag Siktvou

Mo TNV PoPOAr] TWV XOPAKTNPLOTIKWY TNG KAPTAG SIKTUOU o€ TePLBAAAOV KELUEVOU, EKTEAOUE
v evtolr ipconfig. Xto amotéAeopa pmopoupe va dtakpivoupe tnv IP StevBuvon (IPv4 Address)
KaL tnv mUAn e€66ou (Default Gateway) yla kaBe pia kdpta SIKTUOU TTOU UTIAPXEL OTO UTTOAOYLOTIKO
pag cuotnua.

EwkOva 5.4: XapoKTNpLOTIKA KAPTAG SIKTUOU

o TNV poBoAr] OAWV TWV XOPAKTNPLOTIKWY TNE KAPTAG SIKTUOU TIPETIEL VAL ELOAYOUE TNV TTAPAE-
tpo all otnv evtoln ipconfig. Etoy, ypadovtac ipconfig /all Ba mdpoupe to mapakdtw anotéAeoua:
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Ewova 5.5: XapaKTnpLoTika Kaptag SIKtuou

Ol TILO ONUAVTIKEG MANPOPOPLEG TTOU UMOPOUE VO OVTANOOUE QMo TO MAPATAVW OTLYULOTUTIO
elval, To dvopa mou €xeL o umoloylotn¢ oto Siktuo (Host Name), tn duoikn SievBuvon (MAC
Address) tng kaptag Siktuou (Physical Address), tn dtevBuvon IP (IPv4 Address), Tn paoka SiktUou
(Subnet Mask), tn 6ievBuvon tng mUANG €6dou (Default Gateway), Tov TpOMO KTONG TNG SLEV-
Buvong IP — péow DHCP 1 xelpokivnta — (DHCP Enabled) kat Toug SLakoptoTég emiluong ovopATwY
(DNS Servers).

O Aé€elg i oL aplBpot mou Bpiokovtol oTo TENOC LG EVIOANG eival LeETaBANTEG TTOU XPNOLUO-
TIOLOVVTAL YLO. TNV TTOPAETPOTIOINON TNG EVIOANG. Mo auTo To Adyo ovoudlovtal MopapeTpoL.
Mo KABe pLa eVTOAR, oL MAPAUETPOL TTOU UTopEel va Sextel elval S1adopeTIKES. Mo va SoUHE TIC
Slabeatpeg mapapETpoug piag evioAng ota Windows, apkel va ypaou e To OVopa TG EVIOANG
Kat otn ouvéxela /2. Etol, av BéAoupe va SoU e OAEC TIC TTAPOUETPOUC TTOU Uopel va SexBei n
evtoAn ipconfig Ba ypadoupe ipconfig /?

Je mepBAaMov Kewévou, ylo TN pubuion otatikig StevBuvon IP, pdokag Siktvou Kkal MUANG
vypadoupe tnv evioAn sudo netsh interface ipv4 set address “Ethernet” static 192.168.1.150
255.255.255.0 192.168.1.1. To Kelpevo HECO OTA ELOAYWYLKA ELVOL TO OVOUA TTOU €XEL N K&pTa St-
Ktuou (Ewkova 5.5).

3TN OUVEXELQ TIPETEL VAL OplOOUE To Slakoptotr emiluong ovopdtwy (DNS server) pe tnv evioAn
sudo netsh interface ipv4 set dnsservers “Ethernet” static 192.168.1.1. Av Bé\oupe va rpoode-
ocoupe akopa éva DNS server Ba ypaloupe sudo netsh interface ipv4 set dnsservers “Ethernet”
static 19463.237.4 index=2
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5.1.2 Evépyeleg yLa AelToupyLko cuotnpa Xubuntu

L0l TOV EVTOTILOUO TWV YEVIKWV XOPAKTNPLOTIKWY O€ Ypadkd meptBAANov, TATALE TO lkoviblo pe
ta 600 BEAN oU BPLOKETAL OTN YPOUUN EPYACLWV KL 0TN cUVEXELa emAéyoupe MAnpodopiss.

Ewkova 5.6: NMpoBoAr mAnpodoplwv kdptag Stktuou

Ewova 5.7: NMAnpodopieg kaptag Siktuou

MNa va B€oovpe otatikny StevBuvon IP, mUAN €€66ou kat DNS xelpokivnta, Matape apXika To €L
KOVISlo 0TV EMAVW aPLOTEPN Ywvia Kol oTn ouvéxela emhéyoupe PuBpiosig. TéENog, emAéyoupe
JuvbEoelg Siktuou.
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Ewova 5.8: Suvb£oelg Siktlou

2tn ouvexela eTAéyoupe TV kapta Siktuou Wired connection 1 kat matdpe to kouprni Enegepya-
ola.

Ewkova 5.9: 1816tnTeC KApTag SikTuou

EmiAéyou e tnv Kaptéha PuBpiosig IPv4 kat amo to nedio MEBodog emiléyou e Xelpokivnta. Ma-
Tape To Kouurti MpoaBnkn kat elodyoupe tn StevBuvon IP, T pdoka SIKTUoU Kol TNV TUAN e€660u.
Eniong, elodyoupe oto medio E§unnpetntég DNS T S1eUBUVOELG TWV SLAKOULOTWY EMIAUGNG OVO-
patwv. TEAOG, matdpe To koupni ArtoBnkevon.
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Ewova 5.10: OpLopOG XOpOKTNPLOTIKWY KApTag SIKTUOU XElpokivnta

Ye mepLBaAdov Kelpévou, yia th puBULoN otatikng StevBuvon IP kat pdokag Siktou ypddou e Tty
evtoln sudo ifconfig eth0 192.168.1.203 netmask 255.255.255.0. .o TOvV 0pLoPO TNG TUANG £€660U
ypadoue sudo route add default gw 192.168.1.1.

5.2 'EAEYX0G EMLKOWVWVLNG SLKTUOU HECW EVTOAWV SIKTUWONG

5.2.1 EvtoAn ping

H evtoAn ping xpnotpomolei to mpwtokoAo ICMP (armootolr] makétwy Kot avapovn yia Aqdn) yia
val SLATLOTWOEL AV €VOG UTIOAOYLOTAC 0TO SIKTUO €lval evepyog 1| OXL. To QIMOTEAECHA TNG EVTOANG
ping 192.168.1.1 ivad:

Ewkova 5.11: AtotéAeopa eVIOANG ping

2TO TIOPAMAVW TAPASELYLA N EVTOAN ping £0Telle 5 akéTa SedopEVWY OTOV UTIOAOYLOTH LE SLeu-
Buvon IP 192.168.1.1 kAl OMwG MAPATNPOUE EMECTPEP AV OAQL.

61



Av ypaoupe TNV vtoAn ping 192.168.1.25, To anotéAeoua elvat:

Ewova 5.12: AmotéAeopa eVTOARG ping

TO CUUMEPOOUA TIOU UITOPOUUE VA BYAAOULE Qo TO TTOPANAVW AMOTEAEOA Elvat OTL Sev UTIAPYEL
uToAoyLoTi¢ pe tn StevBuvon 192.168.1.25 oto Siktuo pac.

2TV MePLTTWON TIOU 0 CUYKEKPLLEVOC UTIOAOYLOTIG EXEL EVEPYO TElXOG MPOOTAGLAG TO OMolo amop-
pintet ta moakéta ICMP to anotéheoua Ba fTav To mapakatw:

Ewkova 5.13: AtotéAeopa eVTOAnG ping

Quotka, éxoupe tn duvatotnta va eAéyEoupe av €vag UTOAOYLOTH Tou Bploketal oto Aadiktuo
elval evepyog n oxL. Ma mapadsyua ypadovtag ping www.google.gr Ba mapou e To MapaKATw
QMOTEAEOHAL:

Ewova 5.14: AmotéAeopa eVIOANG ping

5.2.2 EvtoAn arp

H evtoAn arp pag deixvel Evav mivaka o omolog oe KABE Lo ypapn Tou TEPLEXEL La StevBuvon IP
KaL tnv avtiotolyn dtevBuvon MAC.

Ewova 5.15: Mivakag ARP

Me auTtdv ToV TPOMO UopoU e va SoUE Toleg SleuBUVOELS IP TOU EOWTEPLKOU SIKTUOU XpNoLUo-
TIoLouVvTaL.
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5.2.3 EvtoAn traceroute (tracert)

H evtoAn traceroute pac emitpénet va SoUpe Tnv mopeia mou akoAouBel éva makéto Péxpl va dptd-
OEL OTOV TPOOPLOWO ToU. To amotéAeapia TnG eVIOANG traceroute www.linux.gr eival To mapokAaTw:

Ewkova 5.16: ArmtotéAeopa eVvToAng traceroute
MapatnpoU e OTL TO TTOKETO dedouévwy delyel amo to Spopoloyntn Hag (1n ypapun) kot taédeu-

€L oo KOUPBo og KOUPO oTo AladikTuo UEXPL VO PTACEL OTOV TIPOOPLOKO TOU.

5.2.4 EvtoAn netstat

H evtoAn netstat pag deixvel oTATIOTIKA YLl OAEG TLG EVEPYES CUVOEDELG SIKTUOU OMWG EMIONG KAl
Ta TPWTOKOAAQ TTIOU XpnotpomotoUvtal. Exovtag evepyd éva TEPUATIKO, OVOIYOUE pLa LoTooeAiSa
HEOW EVOC GUANOUETPNTH. AV ypdou e TNV EVTOAN netstat —tap 0TO TEPUATIKO, TO AMOTEAETHO Ba
HOLAZEL YE TNV TTOPAKATW EKOVA:

Ewodva 5.17: Arotéeopa evioAng netstat
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OLmAnpodopieg mou pnopou e va SoUpe elval To MPwWTOKoAAo Ttou xpnoipomnoteital (Proto), n to-
nikn StelBuvon (Local Address), n StevBuvon tou amopakpuopévou urtohoytotr (Remote Address)
KaBwe kal n kataotacn tng ouvdeong (State).

5.2.5 EvtoAn nslookup

Tnv evtoAn nslookup t xpnotpomnoloVue yia vo avtAnooupe mAnpodopieg anod éva Stakoploth
eniluong ovopdatwyv (DNS Server). Ma noapadelypa, av Béhovpe va Sovue oe mola StevBuvon IP
avtiotolyel to ovopa www.sch.gr Ba ypaoupe nslookup www.sch.gr.

Ewkova 5.18: Anotéleopa evtoAng nslookup

‘Exoupe Tn duvatotnTa va KAVOUHE Kal avtiotpodn avalitnon, etodyovrag tn StetBuvon IP yia va
Bpoupe o 6vopa. MNa napadetypa:

Ewkova 5.19: Anotéleopa evtohng nslookup

5.3 NapakoAovOnon Nakétwv

H xprion epyaAeiwv avaiuong Siktuou amnotehel Baolko LEpOG TnG Staxeiplong evog Siktuou, adou
QUTA ETULTPETOUV TNV TapakoAolBnon twv onuelwv mou pmopel va umdpxel Sucheltoupyia TnG
anodoong tou Siktvou. Eival Beptd va umdpyet n SuvatotnTa va LETPOUVTAL UEPLKA XOPOKTN-
PLOTIKA TNG €MidooNng Tou SIKTUOU Kal Vo armoBnKeUovTaL OUTEG OL UETPAOELG Yol LEANOVTIKN ETe-
Eepyaoia. OL Slayelplotég tou Siktuou Ba mpémel va avaAUouV TIG LETPHOELS KAL VA UITOPoUV Vol
gvtomnioouv onueio cupdopnong f mpoPAnuatikig Asttoupyiog tou Siktuou. Me BAon To CUTE-
PACUOTA OO TNV OVAAUON TWV LETPAOEWY Ba pumopouv va AdBouv amodAoelg yia avooxeSlacuo
Tou 8IKTUoU N amAd mapeUBaocelg ota MPoPANUOTIKA onuela.

310 mAaiolo g avaAuong Siktuou uTdpxouv epyaleia, Omwg To wireshark, mou emTpénouy t
cUAANYN TWV TAKETWY TTIOU KUKAOPOPOUV HECA OTO SIKTUO O TIPAYUATIKO XpOVo o€ LopdOTUTIO
TIOU ETUTPETEL TNV OVAYVWOT TOUG.
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Epwtrosig Avakepaaiwong

1.

7.

Me molov TPOmo UMopoUpE va SOULE TO OVOUA TIOU EXEL £vVaC UTIOAOYLOTAG OTO OiKTUO
(hostname) oe meptBaAiov kelpévou ota Windows;

. Mg motov tpormno pmopou e va Soupe tn StebBuvon IP tou umoloylotr| og ypadikod meptPai-

Aov ota Windows;

. Nwg prmopoupe va Stamotwooupe av n StevBuvaon IP eivatl otatiki f yivetal avaktnon HEow

Stakoptotr) DHCP og meptBaAdov kewpévou ota Windows;

. Mg mota evtoAn prmopouU e va doUpe o ola StevBuvon IP avtiotolyel to Aektikd www.ntua.

gr

. Mg mola evtoAn pmopoUpe va SoUpe tnv mopeia mou akoAouBolv ta oKETa Ao Tov UTo-

AoyLoth pag péxpt to Stakoptotn pe SteuBuvon www.auth.gr;

. Noto Ba eival To anotédeoua g anoppuPng Twv MakETwv ICMP amnd to Teiyog mpootaaciag

€VOC UTTOAOYLOTN);
Me Ttola evToAr| UmopoUpe va SOULE TLG EVEPYEC GUVEEDELG SIKTUOU TOU UTIOAOYLOTH| LOG;

Aoknon

Moapadelypa mapakoAouBnong MaKETWY UE XPNON TN epapuoyng wireshark.

Exteléote Ta akOAouBa Bripata tng &oknong:

1.
2.

Na ekteléoete to wireshark.

TNV apxtkn 086vn tng epapuoync, va SLaéEeTe Tov mpooapoyEa SIKTUOU yLa ToV omoio
Béhete va Eekivnoel n Sladikaoio kataypadng Twy MAKETWV.

. Na €ekvnoete tnv Kataypadn MATWVTAG TO AVTIOTOLKO KOUWTL TTou BplokeTal oTnv epyalel-

00nkn tou wireshark.

. No oTopatioste TNV Kataypodn otav BEAETE, TOTWVTOS TO AVTLOTOLXO KOU T TTou Bploketal

otnv epyaleloBnkn tou wireshark. Tt éxel kataypadel LEXPL EKElVN TN OTLYUNA;

. Na evtomioete éva makéto yia to TCP mpwtokoAo edpappolovtag didtpo avalitnong kat

B€tovtag oav ¢iltpo to TCP.

. No evtomioete ylo auto to maketo tn SlevBuvaon mnync Kat tn StelBuvon mpoopLopoU.
. No evtomioete éva makeTo yia to HTTP mpwTtokoAAo.
. Tla TO OUYKEKPLUEVO TIOKETO VA KOTOYPAWETE TNV «OUVOUIALA» OVAUECH OTOV TIEAGTN Kal

otov e€unnPETNTN.

. No amoBnkeloeTe TV Katoypadn Twv MAKETWY TTOU HOALG KAvaTe o€ apXelo yLo LEAAOVTLKN

enefepyaoia.
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Kedalato 60
Awktuakd Méoa AmoOnkevong

Ewcaywyn

H mapayopevn moootnta Se50UEVWV OUEAVETOL LE EKPNKTIKO pUBUO armd XpOVo G XpOVO Kal Tipo-
BAemetat 0tL 0 2020 Ba ivat tevhvta GopEC peyahUTtepn amd otLto 2011, Katw amoé autég T ouv-
BnKeg, N TPOKANGN ELvalL VA UMOPOULE VOl TIPOTEIVOULE TNV KAAUTEPN AUGN yla TV artoBnKeuon Kat
npooPaon ota dedopéva, avaloya e TIG OVAYKEG HaG. AUTO OUWE TPOUTIOBETEL TNV KATOVONON
Twv SLadOpwv TEXVOAOYLWY AMOBAKEUGNG OV UTIAPYXOULV. ¥ auTO To KeddAato Ba emikevtpwBoU-
pe ota SIKTUOKA Léoa amoBnKeuong, evw Ba KAVOUE Kol UL ULkpn avodopd oTo amoBnKeuTka
péoa pe arn’ euBelag ouvdeon.

Aldaktikoi Ztoyol
Me tnv ohokAfpwaon Tou 6ou kepahaiou ol pabntég Ba mpémel va eivat os Béon va :
e Meplypadouv T eival éva Aiktuako Méoo Armobrikeuonc.
e EykaBiotouv kat va pubuilouv évav E€untnpetntr Alktuakol Méoou Amobrikeuong.
e AmaplOpoUV T MAEOVEKTAUATA TWV SIKTUAKWY HECWV armobrikeuaonc.
¢ Mpotelvouv AUOELC yLaL TOV TUTIO TOU GUOTHOTOG OPXELWV TTOU TIPETEL VAL XpnotponotnOel oto
Awtuako Méoo AmoBrikeuong, avaAoya LE Tn xprion tou.

e EykaBlotoUv Kat va XpnoLUomolouy Evay POoWITKO artoBnkKeuTiko Xwpo os ebappoyn ZUv-
vedou (Cloud).

Awdaktikég Evotnteg

6.1 TpOMog oUVEEGNC ATOBNKEUTIKWY UECWV.
6.2 MAgovektrpata — MELOVEKTAATAL.
6.3 Eykatdaotaon kot puBuLon Aiktuakou Méoou AmoBrkeuong.

6.1 Tpomog oUVSEONG AMOONKEUTIKWV HECWV

O am\oUoTEPOG TPOTIOG CUVEEDNC EVOC AMOBNKEUTIKOU UECOU HE €VA UTTOAOYLOTIKO CUCTNHA ELvValL
n ar’ euBelag | apeon ocuvdeon (DAS — Direct Attached Storage). &’ autrv tnv nepintwon to amno-
BnkeuTikd péoo (okAnpog Siokog, cuotolyia diokwv, USB Flash kAm) cuvdéetal 0To UTTOAOYLOTIKO
oloTnua HEow evog KoAwdiou.

Mepikd amo Ta MPWTOKOAQ EMKOWVWVLAG TTOU Xpnotpomnolovvtal otny ar’ eubeiag cluvdeon sival
ta SCSI, SAS, SATA, PATA.

Ewova 6.1: Art' euBelag ouvdeon
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Otav 8éhoupe va Slapolpdcoupie ta Sedopéva evog amobnkeuTikol PEoou oe éva SikTuo umolo-
YLOTWV XPNOLUOTOLOUUE TN oUvdeon péow SiktUou. Eva Siktuako péco amobrikevong (Network
Attached Storage, NAS) cuvnBwg elval éva autOVOUO UTTOAOYLOTIKO GUOTNUA TIOU adlepwVETAL
otnV anoBnKeuon Kal aVAKTNON Twv SeS0UEVWV TWV UTTOAOYLOTWY Tou SIKTUOU OTO omolo ival
ouvdebepévo. Emeldn mpoopiletal va anobnkeloel dedopéva moAwv untoAoyLotwy, ebodlaletal
UE LKoo aplBpd okAnpwv §iokwv oL 0TtoioL avAAoya LE TIG AVAYKES Lag Urtopel va StapopdwBolv
oe kamota Sidtaén RAID.

Meplkd Qo T TPWTOKOAAQ ETIKOWVWVIAC TIOU Xpnotpomotolvtal eivat to NFS (Network File
System) kat to CIFS (Common Internet File System), ta onoia pag divouv tn duvatotnta npocfa-
ong Kot SLapoLpaopoy apXEiwv KoL EKTUMWTWY OE €va SiKTuo.

Ewova 6.2: Zuvdeon péow SKTUou

6.2 NAeovektnpota — Melovektipata

Ta anmoBnkeuTikd péoa e am’ euBeiag mpooPaaon amoteAolV Lo oxXeTIka ¢Onvr AUon amnobnkeu-
ong Pe tautdxpova peyain taxutnta petdadoong deSopévwy. H eykatdotaon kat pUBULOT TOUG
elvat pa amAn undBeon. And tnv GAAn o Slapolpacpds Twy dedouévwy o’ auThv thv mepimtwon
elval mepLopLopévog Aoyw tng duong Tng ouvdeonc. TENOC, N alEnaon TG XWPNTIKOTNTACG Toug dev
elvat pa eUKoAn umobeon.

Ta SIKTuoKA pEoa amoBnKeELONG POOPEPOUV EVOV OXETIKA EUKOAO TPOTIO VO SLAOLPACOUE Og-
Sopéva, pe ta kataMnAa Sikalwpata, og éva §iktuo TOAWY UTTOAOYLOTWYV Kal Xpnotwv. Exouv tn
Suvatotnta eUkoAng dlapdpdwaong cuaToxlwy Slokwv avaloya e TI¢ avaykeg pag (RAID-0, RAID-
1, RAID-10 kAm) kat ab€nong Tng SLaBECLUNG XWPNTIKOTNTAC E TNV TPOCBNKN eMUTAEOV SloKWV UE
€UKoAo Tpomo. Emiong €xouv oxeTika Ko TaxUTnTa petddoong Sedouévwy, n omola OUWG EMNPE-
aletal amo TI§ cUVONKEG Kal Tov TUTTO Tou SIKTUOU Mo Xpnotyomnoleitat. MNa mapdadelyua, n xpnon
SiktUou Tou va UTooTNPIlEL TaXUTNTEG LeyaAUTePEG 1) loeg amd 1 Gbps sival anapaitntn.

6.3 Eykatdaotaocn kot puOuLon Atktvako Méoou AntoBrkeuong

To OpenMediaVault sivat pwa Stavopr Linux mou Baciletat oto Debian kot pog enitpenet ye gv-
KoAo tpomo va dnuioupynocoupe éva NAS mou mpoopiletal yla olKLoKr Xpron 1 yla xpron o pia
pikpn eTatpeia. To peydho Tou mMAeovEKTNUA Elvat N UTtapén TOAAWY pdoBeTwy (plugins) péow Twv
omolWwV AmOoKTA eMUTAE0V AELTOUPYIEC EKTOC QO T PACLKA TTOU £lval puUOLKA SIKTUAKN armoBrKeuaon
Sebopévav.
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H eykatdotaon Ba mpayupotonolnbel og ELKOVIKA Unxavh yia AGyoug eUKOALAG, akoAouBwvtag ta
TIOPOKATW BrpaTa:

Katefaloupe amod tov emionpo Siktuako tomo tou OpenMediaVault tnv teleutaia ewkova tou CD
eykataotaong. Ot eAdxloteg amaltroelg UAKoU tou NAS mou mipoopileTal yla pia pikpn etatpeia
elvat:

Enetepyaotng >= Pentium 4 2.6GHz

MvAun >=1 GBytes

MéyeBog biokou eykatdotaong | >= 2 GBytes

MéyeBog Silokwv deSopévwy Avahoya e tov 0yko Sedopévv

Avoiyoupe to Oracle VirtualBox Kot SnULOUPYOUE HLa ELKOVLKA UNXAVH, ELOAYOVTAC TIC TIAPOKATW
TWEG ota Bripata tou odnyou:
Name: NAS, Type: Linux, Version: Debian (64-bit)

Ewkova 6.3: Emloyr ovOuaTog Kl OPXLTEKTOVIKNG ELKOVLKNG LNXOVAG

Av n eykatdotaon yivel oe GUOLKO UTIOAOYLOTIKO CUCTNHO KOL N APXLTEKTOVLKI) TOU emeepyaotn
Tou €xoupe otn dlabeon pag dev eivat amd64 téte oto nedio Version emihéyou e Debian.

Memory Size: 1024 MB

Ewkova 6.4: Oplopog peyeBoug uvnung
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Hard drive: 6GB - 2’ autov to 6ioko Ba yivel LOVO N EyKATACTOON TOU AELTOUPYLKOU GUOTHLOTOG.

Ewova 6.5: OpLoOG TUTIOU €LKOVIKOU SloKoU

Ewkova 6.6: Emhoyn tng uebodou amobrkeuong tou elkovikol Slokou

Ewova 6.7: OpLopOg ovOUaTOG € KAl eyEBOUG TOU €LKOVIKOU Siokou
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Moatwvtag To Kouuri Create Ba SnuloupynBel n ELKOVIKE LNXOWH.

MpLV TPOXWPNOOUKE OTNV EYKOTAOTAON TIPEMEL VO KAVOUUE UEPIKEC EMLITAEOV pUBUICELS OTNV EL-
KOVIKA tnxavn. Mo auto to Aoyo Ba matrooupe To ypavall (Settings) mou Bploketal otn ypapun
epyaAeiwy, €xovtag eMAEEEL TIPWTA TNV ELKOVLKI NXOWVH TIOU SNULOUPYNOALLE.

Ewkova 6.8: PUBULOELG ELKOVIKNG UNXOVNAG

JTnv evotnta Storage matdpe oto elkovidlo tou CD mou ypddel Empty Kol ot cuvéxela matdue
10 €lkovidlo Tou CD oto 6&€1d TuRua tou mapabupou. Ano To pevol mou Ba avoifel emhéyoupe
Choose a virtual CD/DVD disk file...

Ewkova 6.9: Eloaywyn wkovag CD/DVD otnv €LKOVIKN UnxXavn

EMAéyou e TO apyelo UE TNV lkOVa eykatactaong tou OpenMediaVault.

71



Ewova 6.10: Emdoyr) tou Slokou eykataotaong

Juvexilovtag, matape mavw oto Controller: SATA kat oTn cuVEXELA TOTAUE TO SeUTEPO ElKOVidLO,
and autd ou Ba epdavioTtoly, yLa Vo TpocBEGoUE aKOUA EVaV §{OKO OTNV ELKOVLKN LG UNXAVE).
Autog o 6lokog Ba xpnotpononBel yia tnv amobrikevon Ssdouévwy.

Ewova 6.11: Anpioupyia SeUTtepou ElKovVIKOU Siokou

¥to mapaBupo mou Ba epdaviotel matape To koupri Create new disk. 2tn cuvéxela eMNEYOUE TO
péyebog tou Silokou elodyovtag 20GB.

Ewkova 6.12: H elkovikr pnxovn 1e U0 €lkovikoUg §{okoug

Ytnv evotnta Network aAlalou e tn puBuLon Attached to oe Bridged Adapter.
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Ewkova 6.13: ANAayr) Tou TPOMoU AELToupylag TNE ELKOVIKAG KAPTAC SIKTUOU

Telog, matape OK kot elooTe ETOLUOL VAL EEKLVCOUE TNV ELKOVLKN LNXAVH TIATWVTAG TO €LKOVISLO
Start.

META TNV apyLKA €KKIVNON TNG ELKOVLKAG NXOVG, BAETIOULE TV TTOPAKATW EKOVA. Mo va ap)ioeL
n eykatdotaon tov OpenMediaVault matdpue Enter otnv emhoyn) Install.

Ewkova 6.14: Apxikny 086vn eykatdotacng tou Openmediavault

EmtAéyoupe TV yYAwooo tou Ba XpnoLUOoToLicou e Katd Tn SlapkeLla tng eykatdotaong English.
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Ewova 6.15: Emhoyn yAwooag eykatdotoong

EnAéyoupe Tn {wvn wpag LEow Tng omoiag Ba pubulotel n wpa Tou NAS. ETUAEYOUE [E T OELpd
Other - Europe - Greece - United States, matwvtag evdlapeoa Enter.

Ewova 6.16: Emhoyn tonoBeoiag

Em\éyoupe Greek otn pUBuLon yla To mAnktpoAdyto kat Alt+Shift yia evailayn petagl twv yAwo-
OWV.
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Ewova 6.17: Emhoyn unootnpigng eltepng yAwooag

Adnvoupe we gxeL to dvopa tou urtoloytotr/Séktn (host name) kat to dvopa topéa (domain name).

Ewova 6.18: Oplopdg ovoparog unohoytotr (hostname)

Eloayoupe oav kwdko mpdoBaong yia to Slaxelplotr) cuotiuatog (root) to 1234. Mpodavwg et-
OQYOUE EvVay TOO0 EUKOAO KWOLKO yLo AOYoUG EUKOALAG. € TIPAYHATIKEG cUVOrKeg Ba TpEmeL va
€L0AYOUE €vav MOAUTTIAOKO.

Ewkova 6.19: Oplopog kwdikou pooBacng SLOXELPLOTH) CUOTAUATOG
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Emeldn) unapyouv SU0 Slokol oTnV elKOVIKN pnxavh Ba epdaviotel To mapakdtw nopdbupo, oTo
omolo natdpe Continue.

Ewova 6.20: NpoetSomotntikod Umapéng duo dlokwv

EmiAéyou e Tov mpwto Sioko (sda - 6.4GB) yla TNV €yKATACTOCN TOU AELTOUPYLKOU GUGOTHUATOG TOU
NAS.

Ewodva 6.21: Emidoyr| tou SioKkou eykaTaotaong

2’ auTo To PBrua emAéyoupe Ty TomoBeoia mou BPLOKOUAOTE E OKOTIO VOl ETUAEYEL N KOVTLVO-
TEPN TIOU UTIAPXOUV T QpXEl0l TTOU TIPEMEL va KATERACEL TO TMPOYPOUUA EYKATAOTOONG TOU
OpenMediaVault (OMV). Etot emthéyou e Greece kal otn cuvéxela ftp.gr.debian.or

EwkOva 6.22: EmtAoyn TOU KOVTIVOTEPOU SLAKOWLOTH OPXELWVY EYKOTAOTACNG
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H eykatdotaon EPTace oTo TENOG TNG. AeV €XOULE VA KAVOULE TUoTa GANO o TO VOl TIATHOOUE
Continue. H gwkovikn pnxavn Ba KAveL emavekkivnon.

Ewova 6.23: TEAOG EYKOTAOTACNG

META TNV EKKIVNGON TNG ELKOVLKNG UnXavhs Ba SoU e TNV MAPaKATW ELKOVA.

Ewdva 6.24: 006N PEeTa TNV MPWTN EKKivnon

H Saxeipton tou NAS mpaypatomnoleital péow ypadikol mepBAAAOVTOC 0TO OMolo £XOUE TPO-
oBaon péow evdg dulhopetpnth. Etol, yla t Stayeipion tou NAS Ba mpémet va yvwpiloupe tn
StevBuvon IP mou éxel. Autrv T oTLyUr OpWG Sev yvwpiloupe tn StevBuvon mou €xel SWOEL AUTO-
pota o dpopohoyntig pag oto NAS. Ma autd to Adyo Ba cuvdeBolpe ooV SLAYELPLOTEG TOU CUOTH-
patog oto reptBaiiov kelpévou. MAnktpoloyou e root oto login kat adou matrjooupe Enter elod-
you e Tov kwdiko mpdoBacng 1234. Ytn cuvexela, yia va SoUpe tn StevBuvan IP mAnktpoAoyoUl e
v evtoAn ifconfig kat matape Enter.

Ewkova 6.25: Mpoowptvr) dtevBuvan IP tou NAS

Y10 KOKKLVO TAaiolo eivat n dtevBuvon IP tou NAS. Twpa sipaote £towol va pubuicoupe to NAS
UEOW TOU Ypadkou meplBAAAovTog.
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6.3.1 Baowkég pubpioelg

META TNV EYKATACTOON, Ba TPAYUOTOTIO|C0UE UEPLKES BaOLKES puBUioeLg kKal Ba SoUE Tov TPO-
TIO UE ToV omolo Teppatiloupe T Aettoupyia 1 KAvoupe emavekkivnon to NAS.

Avolyoupe évav GUAOUETPNTY KOL ELCAYOUUE 0TN ypauun dteuBuvoswv tn SlevBuvaon tou NAS
TIou BpnKape mPonyouuévwe. Oa SoUEe TV mapakAaTw 00ovn, HEow TN omolag Ba €xouue Tpo-
oBaon oto Slaxelplotikd meptBariov tou NAS.

Ewodva 6.26: Eilcodog ato ypadikod meptBarlov Staxeiplong

MapatnpoUie OTL €xou e T duvatotnta va aAdfou e tn yAwooa Tou meptBarlovtog Staxeiplong
amno tnv emloyn Language. KaAd Ba ATav 6w va KpATHOOUUE Ta AYYALKQ, YLATL APKETEG ETUAOYEG
elte 6ev €youv eAAnvikA petddpaon ite Sev éxouv petadpaotel cwotd.
lNa va dlaxelptotoUpe to NAS Ba mpémel va TANKTPOAOY|COULE TO OVOUO XPrOTN KAl TOV KwOIKO
nipooPaong Tou Slaxelploth. Autdg o Aoyaplacpog Staxelplotn Sev elval o (610 e AUTOV TToU XpNn-
oLpomoloape yia va ouvdebolpe oto meptBarlov kelpuévou tou NAS. ETat, yla Tn oUvOeon pag oto
vpadLko meptBarlov Slaxeiplong EL0AYOUE TA TIAPOKATW:

Username admin

Password openmediavault

META TNV EMLTUXN ELOOYWYN TWV OTolXElwv ouvdeang Ba Bpebole oTtnv MapaKATW EKOVA 6.27, N
omola elval xwplopévn og dU0 TUApATA. Tnv apLotepr) otHAn otnv omoia Bpiokovtal oL KOTnYopLEg
TWV PUBUICEWVY KOL OTNV KEVTPLKY TIEPLOXN OTNV oTtola TPOoBAAAOVTAL OL AETITTOUEPELEG TNG ETUAEY-
Hévng pubuiong.

Ewodva 6.27: 006vn Saxeiplong tou NAS
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H mpwtn pag evépyela elval v KAVOULE EVNUEPWON TOU AoyLopikoU. Etal, amo thv MAEUpPLKN 0THAN
aplotepd emtléyoupe Update Manager Kol 0T CUVEXELQ QIO TNV KEVTPLKN TEEPLOXT OTNV Kopudn
Check. Ma va ylvel eykataotoon OAWV TWV EVNIEPWOEWY, OV UTIAPXOULV, ETULAEYOUNE TO KOUTAKL
Tou Bpioketal otnv Kopudn tng Alotag Kat otn cuvéxela Matde To koupri Upgrade.

Ewkova 6.28: EvnuUEPWON TOU AOYLOLKOU

3N ouvéxela, Ba aAMa€ou pe tov KwdIKO TPoOoPacng Tou SLaxelpLotr Tou ypadikol meptBaAlovtog.
Amo tnv mAeuptkn otAAN aplotepd emhéyou e General Settings Kot ot cUVEXELA ATTO TNV KEVTPLKNA
neployn otnv kopudr; Web Administrator Password.

Ewova 6.29: ANayn kwSikou mpoopacng Sloxelploth

Elodyoupe tov kwdikd 1234 ota media Password kat Confirm Password Kol 0T oUVEXELX TTOTAUE
1O Koupri Save.

H 6eUtepn puBuilon mou Ba kavoupe eival n eloaywyn pLag otatikng StevBuvonc IP, £TolL WoTe To
NAS va éxel mavta tnv dla StevBuvon péoa oto SikTuo pag. Amd tnv MAEUPLKA OTAAN apLOTEPA
emhéyoupe Network kot oTn cuvéxela amd tnv KEVTPLKA TiepLor otnv kopudn Interfaces.

Ewova 6.30: ANayn StevBuvong IP tou NAS
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En\éyoupe Tn Slemadn Kat otn cuveéxela matdpe to koupuni Edit. Oa avoiel éva mapdbupo omwg
To MAPAKATW. XTNV Tteploxn IPv4 oto medio Method emtléyouie Static kal 0Tn CUVEXELD ELOAYOULE
pta StevBuveon amo To ecwtePLko Siktuo Tou emBupolpe va €xeL To NAS, Tn pdoka Stktiou KaL tnv
TWOAN mpooPaong. Emiong, Ba mpémel va eloaydyoupe touldytotov Evav DNS server €16l wWoTe TO
NAS va éxeL tn Suvatotnta va kavel eniluon SteuBUvoewv. Etol oto redio DNS servers loGyou e
TouAdyLotov tn StevBuvon tou dpopohoynth (Yo TaxUTEPN EMIAUGN OVOULATWY TIOU EXEL GTN UVALN
TOU) KoL 60 akopa SleuBUvoelg Stakoplotwv DNS B€Aou e, XWPLOUEVEG UE KOUUA.

Ewkova 6.31: Eloaywyn otatikng StevBbuveong IP kat StetBuvon DNS

Adou natrooupe Save Ba pag {ntnBet va emiPePalwooupe TNV epapuoyn Twv KavoupLwv pubpi-
OEWV.

Ewova 6.32: Edapuoyr Twv pubuicewyv

Natdpe to koupri Apply kot €tat odokAnpwvoupe tv alhayr tne dtevBuvang IP tou NAS. Ao
£6W KoL TTEPQ, YLaL va €XOUUE TIPOOPACN 0TO SLOXELPLOTIKO Tou TiepBAANoV Ba TipEMEL val ELoAyOU-
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HEe oTn ypopun Sleubuvoewv Tou GUANOUETPNTA TV Kawoupla StevBuvon (oTnv mepimtwon pog
192.168.1.200).

TéNog, Ba SOUUE TOV TPOMO LE TOV OMOL0 UIMOPOUE VO KAVOUE EMAVEKKIVNON OMWCE EMIONC Kol
TePUATIONO Tou NAS. 210 mavw de€l Tupa thg 080vng BplokeTal £va KOUUTL, TTOU AV TO TATHOOU UE
Ba epdavioTel To MOPAKATW MapABupo. Avaloya LE TNV eVEPYELA TTOU BEAOULE VO TTPAYLOTOTIOL -
OOUWE ETUAEYOUE TNV avTiOTOLKN ETUAOYH.

Ewkova 6.33: Emavekkivnon — teppatiopog NAS

Language AM\ayr| TG YAwaooag tou ypadikol meptparlovtog
Reset WebGUI state Enavadopd otig apylkég pubuioeLg

Logout ‘E€0b60¢ amd 1o ypadiko neptBdAlov

Reboot Enavekkivnon tou NAS

Standby To NAS o€ Katdotaon avapuovig

Shutdown TepUATIONOC TNG Aettoupyiag Tou NAS

6.3.2 Mopdonoinon diokou

Autnv ™ otyun to NAS pog 6ev €xet kamolov ioko oTov omoio €xoupe Tn duvatotnta anobrKeu-
onc deSopévwy. MNa autod to Adyo, oto Seltepo Sloko mou eiyape SnuoupynosL Katd tn SLapKeLa
NG eyKaTAoTacng, Ba mpémel va dnuloupynooupe éva Slapéplopa (partition) kat va to popdormnot-
nooupe (format).

AdoU éxoupe ocuvbeBel oTo SlayelploTiko mepLBAaAlov Tou NAS, eTAEYOUE OO TNV APLOTEPH OTH-
An File Systems. Ytnv kevtpikr meployr npoBdailovral ta Stabeoipa Stapepiopata. Autr T oTLyun
UTAapXeL LOVO €va, To omoio BpilokeTal 0To okANpO S{OKO TTOU €XOUE KAVEL TNV €yKATACTACH. AV
TIOTAOOUE TTAVW TOU, TTOPATNPOUHE OTL eV £XOUE TN SUVATOTNTA VO KAVOULE Kauia aAAayn.

Ewkova 6.34: Alayelplon cUCTNUATWY OPXELWV

Mo va Snpoupyncoupe éva kavouplo Slapéplopa Ba matrooupe To Kouuri Create. Auto Ba €xel
oaV OMOTEAECHA VA avoitel éva mapdBupo oTo omoilo Ba KAVOULE TIG MAPOKATW EMIAOYEC.
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Ewova 6.35: Anuioupyia Stapepiopartog kat popdormnoinon tou

Yto nebio Device emiléyoupe o SeUtepo okANpO Sioko (/dev/sdb), oto Label elodyoupe éva dvopa
mou emBupolpe (ya mapadetyua data) kat oto File system adrivoupe To mpoemileyuévo exts. Ma-
Twvtag OK Ba avoiel akopa éva mapdbupo oto omnoio Ba mpémnel va emtBeBatwooupie OtL BENou e
va SLapopdwoou e To Kavouplo SlapépLopa.

Ewova 6.36: AlaBéowua Stapepiopata (partitions)
la va To XpNoLUOToLoou e Ba MpEMeL va To pooaptiooupe (mount). Etol, emléyoupe To oU-
oTNUO apXElwy Tou LOALG Snutoupyrnoape, matdpe to kouprni Mount kat TEAOG epapUoloUE TIG
oANQYEG.

6.3.3 Anuoupyia xpnotwv

la va umopoUpe va oplloupe Sikowwpata xpriong ota apxeia kat toug pakéloug mou Ba Bpioko-
vtal anoBnkevpéva oto NAS, TIPETEL TPWTA VA SNULOUPYNOOULE XPHOTEG KoL OUASES XPNOTWV.

Adou éxoupe ouvbebel oTo SlayelploTiko mepLBAAlov Tou NAS, eTIAEYOULE OO TNV APLOTEPH OTN-
An User kot 0Tn cuvéxela amo tnv Kevtplkr meployr Add.

Ewkova 6.37: Anuoupyia xpriotn
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‘EXOVTOG ELOAYEL TIG TLUEG OTA AvTioToLa TteSia Tou mapabUpou, MATAWE TO KOU T Save Kat epap-
HOToupe Tig aAayEg yia va dnpoupynBel o kawvouplog xpriotng. OAot oL KavoupLoL XproTEG TOTO-
Betouvtat otnv opdda Users kaL autod 6gv PmopoU e va To aAAEOUE.

la tn Snuloupyio opadwv XpNoTwv EMIAEYOULE A0 TNV 0PLoTEPN OTAAN Group Kal 0Tn CUVEXELD
anod v kevipikn neploxn Add. Elodyoupe To emBupnto ovopa tng opadag oto medio Name kat
TIPOQLLPETLKA £va oXOALo oTo medio Comment.

Ewova 6.38: Anutoupyia opddog xpnotwyv

TéNog, emhéyovtag Tnv kKapTéda Members £xouple Tn SuvaTOTNTA VO TPOCGHECOULE LEAN OTNV OUA-
ba.

Ewkova 6.39: Mpoobnkn pehwv o€ opdda xpnotwv

6.3.4 Anpoupyia pakéAwv

¥’ auTo to onpelo Ba dnuloupynocoupe dpakéAoug oto cloThua apxeiwv Kat Ba oplooupe Sikalw-
pota xpriong.

AdoU éxoupe ocuvbeBel oto SlayelploTiko meplBailov tou NAS, eTAEYOUE OO TNV APLOTEPH OTH-
An Shared Folders.
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Ewkova 6.40: Anuioupyio dpakélou

ApXLKA ELOAYOULE Eva OVopa GOKEAOU (TIPETIEL VAL ATTOTEAELTAL UOVO IO AQTLVIKOUG XOPOAKTNPES
KOLL VO NV TIEPLEXEL KEVA). 2T ouvEXeLa oTo Tedio Volume emiléyoupe To SlapépLopa 0To omoio
Béhoupe va Snuloupynooupe to pakelo. 2to neblo Permissions emAéyoupe o SLOXELPLOTAG Kol
Ta LEAN ™G opddag Users va €xouv mAnpn mpdoBacn evw oL urtoAouol (oL XproTeg ou Sev eivat
UEAN TNG opadag Users) va pnv éxouv kavéva Sikaiwua. TEAOG, UMOPOUE VAL ELGAYAYOUE KoL Eva
BonBntikd oxdAlo oto medio Comment.

3tn ouvéxela Ba opiooupe Ta Sikatwpata xpriong tou dakéhou pe tnv emhoyn Privileges.

Ewkova 6.41: Aikouwpota xprnong eakelou

Av ta Sikowpota xpriong tou dpakélou testdata BAou e va elval Ta TOPAKATW:

testuserl Eyypadn kot Avayvwon
testuser2 Xwplg mpooPfaon
testuser3 Movo Avayvwon

Ba MPEMEL va KAVOULE TG £€NG ETUAOYEG:

Ewodva 6.42: Oplopog Sikatwudtwy xpriong dakéAou
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6.3.5 Alopolpacpog GpakéAwv oto Siktuo

Mo va yivel StaBéoipoc o pakeAog oTouG UTTOAOLTOUC UTIOAOYLOTEG ToU SLkTUoU (o€ SikTuo UTIOAO-
YLOTWV HE AelToupyLko cuotnua Windows ) Linux) amattovvrol akopa 0o Bruata. To mpwTo elvat
VQ EVEPYOTIOLCOUUE TNV KATtdANnAn unnpeoia, n omoia sivat n SMB/CIFS. Etol, emiAéyoupe amnod
NV aplotepn otnAn SMB/CIFS kat epdavifovtal 0To KEVIPLKO TUAHA OL ETIAOYEG TNG UTthPETiag.

Ewkova 6.43: Emloyéc untnpeaiag SMB/CIFS

EvepyomoloUue tnv unnpecia emAéyovtag to nedio Enable kal elodyoupe to Gvopa TnG opadag
epyaoiog (Workgroup) mou xpnotpomnotoUpe oto Siktuo pag. To 1o cuvnBLopévo dvoua ylo opada
epyaciog eivat to WORKGROUP. Adol natricoupe Save kot Apply Ba prmopoUpe va polpaloupe
dakéhoug péow tng emhoyng Shares.

Ewova 6.44: MpooBrikn kowdxpnotou pakelou

Moatwvtag Add mpoBailovtal ol emAOYEG Tou Kowoxpnotou dakéhou. To medio Enable evepyomot-
et/ anevepyorolel Tov kowoxpnoto dakeo. Arto to niedio Shared Folder emi\éyoupe €vav dpdkeho
TIoU €Youpe Snuioupynoet Nén kat BEloupe va Slapolpdcoue. 2to nedio Name elodyoupe Tov
ovopa rou BéAoupe va €xel o Kowvoxpnotog dakehog pag (oo dvopa Ba epdaviletal og autolg
mou Ba €xouv mpooPacn oto NAS). Méow tou mediou Public propolpe va emihé€oupie av o Kowo-
xpnotog dakelog Ba sival dnudoiog (avouytn mpdcoBaacn) i oxL. Téog, to nedio Recycle Bin evep-
yortoLel 1 OXL Tov KAd0o avakUKAWGONC yLa TO CUYKEKPLUEVO dAKeNO.
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Ewkova 6.45: EmthoyEg kowvoypnatou dakélou

Mo tnv mpocpocn oTov mapanavw GAKeAO Ao €vav UTIOAOYLOTH UE AsLToupykd clotnua Windows
7, Ba pEMEL va avoifou e TO SLAXELPLOTH apyelwy Kat vo eTAEEOUE amd TV TAEUPLKA oTthAn Ai-
Ktuo. AdoU SouUpe To dvopa tou NAS (OPENMEDIAVAULT) Ba Kavou e SUTAG KALK TTAVW TOU yLaL val
80U e Ta TIEPLEXOUEVA TOU.

Ewova 6.46: MpooPBacn og kowdxpnoto dakeho

Av ipoomaBroou e va avoifouue to pakeho testdata Ba avoifel éva mapaBupo to omolo Ba {ntael
VOl ELOAYOUUE TO OVORA XProTn KAl Tov KwOKO mpoofaacng evog Xprotn Tou £XEL TO KATAANAQ
Skalwpoata mpooPfaocng.
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Ewkova 6.47: Eloaywyn ototxeiwv xpriotn ya mpocPacn oto dpakelo

Av eloayayoupe ta otolxeia tou testuser2 dev Ba emitpanel n mpooBacn. Av SWOOUE Ta OTOLXELQ
Tou testuser3 Ba £xel mpoOoPaon xwWpPIg OUWE Vo UIMOPEL vaL KAVEL TPOTIOTIOLNOELS (Slaypadn apyel-
wV Kol Snuoupyia véwv apxeiwv). TéElog, av dwaooupe ta otolxeia Tou testuserl Ba €xoupe mAnpn
Skalwpata oto dakeho.

Epwtrosig Avakepaaiwong
1. Mota givol Ta TTAEOVEKTHLOTOL KOLL TIOLOL TAL LELOVEKTILOTOL TWV SLKTUAKWY HECWY amoBrKeU-
ong;
2. Mola elval Ta 7o yVWOoTA MPWTOKOAAQ TTOU XPNOLUOTOLOUVTAL YLa TO SLOUOLPATUO apXElwy;
3. Molol mapdyovteg emnpedlouy TV anddoon evog SIKTUOKOU HECOU armobrikeuong;
AOKNOELG
Aoknon 1n
Aoknon otn Stapopdwon diokou.

MNa ™ péylotn duvarn aoddleta Twv SeSOUEVWY TWV XpNoTwyY, KO Ba gival to NAS va €xet Tou-
Adylotov Vo dlokoug oe dlataln ewkovag (RAID-1 mirroring). Me autov Tov TpOTo av XOAACEL VA
Siokog ta dedopéva twv xpnotwv dev Ba xabouv, adol Bpiokovtal oto deltepo dioko. Me tnv
QVTIKOTAOTOON TOU XOAOGEVOU SLOKOU Kol LETA O TNV aUTOpOTN Stadikaoio cuyXpovIopoU Twv
Silokwv n katdotacn opaAomnoteital mARpwWC.

Na dnuoupynoete Kot va Slapopdwoete Eva Slapéplopa to omnoio Ba Bpioketat oe SVo Slokoug
pe diatagn RAID-1.

Aoknon 2n

Acknon oto SLapolpacpo GpakéAwv.

Na dnuioupynoete évav Kowoxpnoto pdakeho o omoiog Ba elvat dnpociog. Anhadn, Ba umopoulv
OAOL 0L UTIOAOYLOTEC TOU SLKTUOU va £Xouv tpocfaaon.
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Aoknon 3n
Acknon otn dnuioupyla xpnotwv.
1. Na dnuioupynoete 5 xproteg e Ovopa Xpnotn userl, user2, user3, userd Kol users.
2. Na dnuloupynoete pilo opada xpnotwy e ovopa classl.
3. No ELOAYETE TOUG KALVOUPLOUC XPNOTEC OTNV OUAda TTOU SNULOUPYHOATE GTO TIPONYOUEVO
Briua.
4. Na dnuioupynoete éva kowvoyxpnoto dpakeho pe ovopa classfolder otov omoio Ba éxouv mAn-

pn Sikawwpata oL xproteg userl, user3 kat user5. O dpakeAog va dnuoupynbel oto Slapépt-
oua mou Bploketal otn cuctolxia RAID-1 Tng mponyoUevng Aoknong.

5. OLxpnoteg user2 kot userd va £€X0uvV HOVO To Skalwa TG avayvwaong.

6. AOKLUAOTE Vo avTlypaete Kot va mpoomaldoeste Sedopéva oTtov Kovoxpnoto GpakeAo xpn-
oLonolwvtag S1adopeTIKoUG AOYyapLAGHOUS XPNOTWV.
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Kedalato 70
Eykatdaotaon kat Ataxeipion Atakopiotr), Anopakpuopévn Mpoofaon

Ewcaywyn

H eykatdotaon plag Stavopng Linux o€ évav umoAoyLoTn LE OKOTIO TN XPron Tou oav SLOKOWLOTH
pag Sivel tn Suvatotnta mAnpoug eAEyxou Twv dedouévwy pag. Emiong, umopoU e va avamTuooou-
Ue SLKEG paG UTINPEGLEG , va aBailvou e Kavovtog SOKLUES Kat OAa auTtd xwpic blaitepo komo. 3’
0UTO TO KepaAalo Ba eykataoTiooupe Kat Ba puBuicoupe to Aettoupytkod cuotnua Ubuntu Server.
YTn ouvéxela Ba pubuicoupe PACIKEC TTOPAUETPOUG TOU SlakouLoTth. TEAOC, Ba EyKATAOTHOOUUE
Lo 0€lp@ amd AoyLopIKA eEUTNPETNONG YLa LOTOOEAISEC, apxela, Slapecolapnon KAT..

Awdaktikoi ZToxoL

Me tnv ohokArjpwaon tou 7ou kedalaiou oL pabntég Ba mpénel va elval og Béon va :

¢ EykaBLoToUv Kat Vo TTapOUETPOTIOLOUV AOYLOWIKO SLAKOWLOTH LOTOCEAISWV Yla OTATIKEG Kal
SUVOULKEG LoTooEAISEC.

¢ EykaBLoTtoUv Kol Vo MapaUETPOTIOLOUV AOYLOWIKO SLAKOWLOTH apXELwy.

¢ EykaBLoToUV KAl VoL TTOPOETPOTIOLOUV AOYLOULKO SlakoploTn Stapecohapnong.

¢ ATIOKTOUV TIPOOPOCN O €Val AIMOUAKPUOUEVO CUOTNUA, LECW TOU SIKTUOU.

¢ XpnotponoloUv Ti§ unnpeoieg Telnet kal SSH ywa va cuvdeBolv oe évav AMOUAKPUOUEVO
Server.

e EykaBlotolv katva puBpuilouv unnpeaieg Microsoft Remote Desktop Services.

e Edapudlouv tnv edappoyr teamviewer yLa vo €(0UV AMOUAKPUCUEVO EAEYYO OE SIKTUAKOUG
H/Y.

¢ EykaBlotoUv kat va puBpuilouv évav E€umnpetnth kot évav MeAdatn EtkovikoU Alktuou Ymo-
AoyloTwv.

e Emutpénouy tnv mpooPacn oe évav EEurtnpetnth amnd to e€wteptko SIKTUO XPNOLUOTIOLWVTAS
TNV TEXVIKN TNG MpowBnong Oupac (Port Forwarding).

Awdaktikég Evotnteg

7.1 Eykataotaon dtavoung Linux (Ubuntu Server).

7.2 BaolkEG pubuloelg Tou AELTOUPYLKOU CUCTAUOTOG.

7.3 Eykatdotaon kat puButon Siakoptotr wotooeAibwy (Web Server).

7.4 Eykatdotaon kat puBuion Stakoptotr apxeiwv (FTP Server).

7.5 Eykatdotaon kat puBuLon SLakouoTr elkovikot Siktuou umoloylotwy (VNC Server).
7.6 Eykatdotaon kat puBuion Stakoptotr Stapesolapnong (Proxy Server).

7.7 Edappoyeg Aiktuakwv Méowv Arntobrikeuong (Cloud Computing).

89



7.1 Eykatdaotacn dtavopng Linux (Ubuntu Server)
H eykatdotaon Tou AELToupylkol cUOTAUATOC Ba mpaypatonolnbel og elkoviK pHnxavn ya Ao-
YOUG EUKOALAC, akoAoUBwWVTOG Ta TTOPAKATW BrpaTa:

KateBaloupe amo tov enionpo Siktuako témno tou Ubuntu tnv ewdva diokou otnv £kdoan Slakoput-
otn (server) — http://www.ubuntu.com/download/server

OL eAAXLOTEG amalLTAoEeLg UALKOU elval:

Enefepyaotng >= Pentium 4 2.6GHz

MvAun >=1 GBytes

MéyeBoc 6iokou eykaTAOTAGNG >= 1 GBytes

MéyeBog Siokwv Sedouévwy Avaloya pe tov oyko Sedouévwy

Avolyoupe to Oracle VirtualBox kat SnpLOUPYOUUE LA ELKOVLIKH LNXOVH, ELCAYOVTAC TLC TTOPOKATW
TIUEG oTa Bripata Tou 0dnyou:

Name: Ubuntu Server, Type: Linux, Version: Ubuntu (64-bit)

Ewova 7.1: Emhoyn ovOUATOC KAl OPXLTEKTOVIKAG ELKOVLKIG UNXOVIG

Memory Size: 1024 MB

Ewkova 7.2: MéyeBog VNG ELKOVIKNG UNXAVAG
Hard drive: 10GB
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Ewova 7.3: Oplopog TUTIoU LKoVLKOU Slokou

Ewova 7.4: Emloyn tng nebodou amobrikeuong Tou glkovikou Siokou

Ewkova 7.5: Oplopog ovouatog € Kal LeyEBoug Tou ElKoVIKOU Siokou

Matwvtog To Kouuni Create Ba SnutoupynBeL n ELKOVIKN pnxavh.

MpLv POXWPNOOUKE OTNV EYKOTACTACN TIPETEL VO KAVOUE LEPLIKEG ETULMAEOV pUBULCELS OTNV EL-
KOVLKI pnxowvr). Na auto to Adyo Ba matrioou e to ypavall (Settings) mou BplokeTal otn ypapuun
epyaleiwv, éxovtag emAEEEL TPWTA TNV ELKOVLKH LNXAVH TTOU SNULOUPYRCALE.
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Ewkova 7.6: PUBULOELG ELKOVLKIG UNXOVAG

Itnv evotnta Storage matdpe oto £kovidlo tou CD mou ypddel Empty Kol otn cUVEXELX TTATAUE
T0 £lkovidlo tou CD oto 6e€ld TuAua tou apabupou. Ano to pevol mou Ba avoifel emléyoupe
Choose a virtual CD/DVD disk file...

Ewkova 7.7: Eloaywyn ewdvag CD/DVD atnv LKOVIKH UnxXowvn

En\éyou e To apyeio He TNV €lkova eykatdotaong tou Ubuntu Server.

Ewova 7.8: Emhoyn tou Siokou eykatdotoong

Itnv evotnta Network oAdalou e tn puBuion Attached to oe Bridged Adapter.
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Ewkova 7.9: AN\ ayr) TOU TPOTIOU AELTOUPYLAG TNG ELKOVLKIG KAPTAG SIKTUOU

Téhog, matape OK kot elpaote £ToLoL Vo EEKLVHCOUE TNV ELKOVIKA UNXAVH TTOTWVTOC TO ELKOVISLO
Start.

META TNV apXLkn €KKIVNON TNG ELKOVLKAG LNXOVNG, BAETIOULE TNV MAPAKATW €lkova. EMAéyou e Ta
AyyAka kot tatape Enter.

Ewkova 7.10: Emhoyn YAWooog EyKaTAoTaoNG

Matape Eava to Enter yla va apyioel n Stadikaoio eykataotaong tou Ubuntu Server.
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Ewova 7.11: Evapén eykataotaong

Enéyoupe ta AyyAlkd wg yAwooa mou Ba xpnotponoinBel ota pnviupata Tou MPoypapaToq
£yKATAOTOONG KAl matape Enter.

Ewova 7.12: Emhoyn YAWOooag EyKATaoToong

Jtnv enmloyn tonobeoiag matdape Stadoyikd other — Europe — Greece — United States
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Ewova 7.13: Emloyn tonoBeoiag - BAua 1

Ewova 7.14: Emloyn tonoBeoiag - Bpa 2

Ewodva 7.15: Emhoyr) toroBeoiac - Bipa 3
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Enéyoupe No otnv mpoTaon AUTOUATNG avayvwpeLong tng Statagng Tou mAnktpoloyiou.

Ewkova 7.16: Autopatn avayvwpion Sidtagng mAnktpohoyiou

En\éyoupe Greek oav Stdtaén mAnktpoloyiou Kat otny endpevn o0o6vn nalt Greek. Zav cuvbua-
OO MANKTpwY aAhayn Sudtaéng mAnktpoloyiou emiléyoupe Alt+Shift.

Ewova 7.17: Emhoyn eAnvikng dataéng mAnktpoloyiou

Iav ovopa urtoloyloth (Hostname) elodyoupe ubuntuserver.

Ewova 7.18: Ovoua umoloylotn

2TV eMopevVn 006vn Ba SnLoupynooUE Evay XPNoTN Lo OAEG TLG epyacieg mou Sev xpeldlovral Si-
Katwpata Slaxelploth. Mo mAnpeg ovopa elodyou e Admin User kal cav username to adminuser.
Jav kKwbkd mpooPacng Ba elodyoupe Evav eUKOAO HOVO yla Adyoug eukoAiag. Ma mopddelypa

1234. 3tnv gpwtnon av B€Aoupe va aldaéoupe Tov Kwdiko mpooPacng, yati eivat advvapog amna-
vtape Yes.
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Ewkova 7.19: Anpoupyia xpnotn

Ewkova 7.20: Kwdikdg mpooBaong xpnotn

JTNV EMOWEVN €PWTNON TIOU adopd OTNV KPUTITOYpAdnacrn Tou MPoowrtikol akEAOU TOU XpRoTn
TIOU HOALG Snuloupynoape, amovtape No .

Ewkova 7.21: Kpumtoypddnon mpoowrtikol GpakéAou

H Twvn wpoag rou Bplokopaote eivatl Europe/Athens £tol anavtdue Yes otnv mapakatw epwtnon.

Ewova 7.22: Emhoyn wvng wpag

3TNV EMOUEVN EPWTNON YLo TOV TPOTO Slapdpdwaong Tou diokou emhéyoupe Guided — use entire
disk. 2tn ouvéxela, emiléyoupe to povadiko dioko oTtov omoio Ba yivel n eykataotaon.
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Ewova 7.23: Emloyég Slapopodwong Siokou

T OAeC TI¢ SlavopEG Linux amatteital vor UTTAPXEL TOUAGXLOTOV €val SLOUEPLOUA VLA TNV ELKOVLIKNA
puvAun (swap) kabwe kot éva Stapéplopa yia tn pida /. Me tnv emthoyn Tou KAVOUE TILo TAvw, To
TPOYPAUUA EYKATACTOONG SNULloUpyNoE autopaTa auta ta SVo Slapepiopara.

Katd Staotripata undapyouv kpiolpeg avaBabuiosls mou Stopbwvouv mpoPAiuata aochaleiag Tou
AettoupykoU cuothpatog. Exoupe tn Suvarotnta va emAé€ou e va eykabiotavral Tétolou iboug
avaBabuicelg avtouara.

Ewova 7.24: Autdpatn eykotaotacn kpiolwy avapBaduicswv

TéNog, pag Sivete n SuvaTOTNTO EYKOTACTACNG EMLTAEOV AOYLOWIKOU. Agv eTIAEYOUE TimoTa, yLarti
Ba KAVOULE TLG AIMOPALTNTEG EYKOTOOTATELS OTN CUVEXELOL XPNOLLOTIOLWVTAG EVTOAEG.

Ewova 7.25: Emhoyn eykatdotaon npocBetou Aoylopikol
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Oa eyKATAOTAOOUE TO SLOXELPLOT KKivnong oto MBR tou diokou pag, emiéyovtag Yes.

Ewova 7.26: Eykatdotaon Sloxelplotr ekkivnong
H egykataotacn oAokAnpwOnke kat matwvtag Continue Ba yivel emavekkivnon TNG ELKOVIKAG UNXa-

.

vAG.

Ewova 7.27: OAOKApwon gyKATAOTAONG

MEeTA TNV emavekkivnon Tng EKOVIKNG unxavig 6a Bpebolpe unpootd oe pia 086vn otnv onola
Ba TPEMEL VA ELOAYOUE TOL OTOLXELX TOU AOYAPLOGHOU TOU XPAOTN TIOU SNULOUPYNOAUE KATA TN
SLapkela tng eykatactaong. Anladr login: adminuser kat password: 1234

Meta tn ouvdeon pag Ba Soupe TNV mapakdtw 06Avn, n onola Pag EVAUEPWVEL EKTOC TwV AAWV
ylo tn StevBuvaon IP tou €xeL 0 SLaKopLoTNG, KaBwg Kat yla Ti¢ avofabuioslc AoyLoptkou.

Ewodva 7.28: 006vn petd tn ovvdeon
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7.1.1 Tvwpipia pe to teptBarlov Kelpévou

H emkowwvia pe to Stakoplotr) Ba yiveTtal amokAELOTIKA e EVTIOAEG o€ TIEPLBAANOV KELUEVOU, XW-
pic TN xprion kamolou ypadkol mepBAAOVTOC. TNV apxn OWG UTAPEEL pLa OXETIK SuaKoALa,
oAMa pe Alyn mpaktikn Ba umapet ypriyopa BeAtiwon. EEaAAou, 600 Sev XpNnOLUOTIOLOUE KATIOLOV
AoyapLacUO Ue SLOXELPLOTIKA SKalwuaTa, SV UMOPOULE VAL SNULOUPYICOUE ONIAVTIKA TTPOBAR-
pata 0To AELTOUPYLIKO cUOTNUA.

Oa mpénel va EEpoupie OTL OAEG OL EVIOAEC TTEPLEXOUV OVO TE(OUG AQTLVIKOUG XOPOKTAPES KAL yLal
TNV eKTEAECH TOUG Bal TIPETEL va TATHOOUUE To MANKTPO Enter oto téAog. H yevikn cuvtaén uiog
€VToANG eival n €&ng:

evtoAn [emhoyéc] [mapapetpol]
3TN B€on emAoy£Gg el0AYOUE pla TavAa akoAouBoupévn amo £va ypduua, Omou avaloya e T
£VTOAN KOl TO YPAUUQ TPAYLATOTOLE(TOL LA EVEPYELQL.
3TN B€0n MapAPETPOL avVAAOya LE TNV EVTOAN MANKTPOAOYOULE VA TUA O KELLEVOU TIOU XPNOLUO-
Tole(tal oav €i0080¢ 0TNV EVTOAN.
o OAEG TIC EVTIOAEG UTIAPXEL £Va EYXELPLELO XPrONG, TO OTOL0 EVEPYOTIOLELTOL YPAPOVTAC TNV EVIOAN
man evtoAn. AboU UmoUE 0To eyXeLPiSLO XPONG LLAG EVIOANG, LIMOPOULE Va TieptnynBou e xpn-
oLpoTOoLWVTAG Ta BeAdkia 1 Ta MARkTpa PgUp — PgDown. MNa va Byolpe Ba PEMEL VO TTATOOUE
TO TAAKTPO q.

Ewova 7.29: Eyxelpiblo xpriong evioAng apt-get

7.1.2 AwayeipLon ocuoTpATOC

Me To XprOTN TOU €XOUME SNULOUPYNOEL KATA TNV €YKOTAOTOON TOU AELTOUPYLKOU GUGCTMUATOG
£XOULE TN SUVOTOTNTA VO EKTEAOULE KATIOLEG EVTOAEG, OANG SEV UMOPOU LE VAL TIPAYLOTOTIOL| GOULLE
puBuioelc mou adopolV oTo cUCTNUA (eyKATACTOCN AOYLOWULKOU, Tpomomnoinon apxeiwv pubpioe-
wV KAm). Etot, moAEG popéc TipLy amd KAToLleg eVIOAEG Ba mpémel va ypadoupe tnv evioAr] sudo
UEOW TNG oTolag Bal UTOPOUUE VO EKTEAOULE Lo EVTOAN 0V SLAXELPLOTHG CUCTHATOG, AdOoU TPw-
T SWOOUE ToV KWSLKO POoBaong Hag.
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7.1.3 Awayeipion AoyLopkou

Mo TNV EYKATACTAON KAl OTEYKOTAOTAON AOYIOUIKOU O0TO SLAKOULOTH pac Ba Xxpnoluonotjooupe
TLC TTOPOKATW EVIOAEG:

e dpkg

AUTAV N eVTOA HOG ETILTPEMEL VA eYKOOLOTOUHE Kat va ameykaBloTtoUpe AOYLOULKO TO omolo
£XOULE TIPONYOUUEVWCE KaTeBaoel amd To Aladiktuo. To TAKETO TIPEMEL VA €XEL EMEKTAON .deb
dnAadn va elvat cuppato makéto Debian. H evtoAn dpkg 6ev €xel tn duvatotnta va KateBAaceL
QUTOMOTO Ao TO ALOSIKTUO TO AOYLOMLKO TIOU BEAOUE VAL EYKOTOOTI|OOULE.
Av ypayoupe tnv evioAn dpkg xwpic kapia emloyr Ba mapatnprooupe otL v yivetal Kapia
evépyela (epdaviletal amAd éva tunpa amno t Bonbela tng evtoAng). Etol, avaloya tnv evép-
YELA TTIOU BENOULE VOL TTPALYLOTOTIOL COULE ELOAYOULE Kol TNV avtiotolyn ermhoyn. Na napddety-
pa, av ypapoupe dpkg -l 6a mapoupe oav anotéAecua OAa T TAKETA TTOU (VAL EYKOTETTNUEVA
oTo SlakouLotr. MNa gykatdotaon evog maketou Ba mpénet va ypaoupe dpkg —i ovopa_Aoyt-
outkou.deb
e apt-get
H evtoAn apt-get eival TOAU LOXUPN KOL LOG ETUTPETEL VA EYKABLOTOUE, QMEYKABLOTOUE Kol
va avapaduiloupe Aoylopikd. Exel tn duvatotnta va kateBalel autopata anod to Atadiktuo
TO TAKETO TIOU BENOUE VO KAVOUHE EYKATAOTACH KOBWE EMIONG KOt TIG OTTOLEG EEQPTAOELG TOU.
MEPLKEG XPrOLUES EKPPATELG TNG EVIOANG ELVAL OL TIOPAKATW:
o Eykatdaotaon makétou: sudo apt-get install ovopa_makétou
0 Aneykatdotaon mokétou: sudo apt-get remove ovopa_TOKETOU
o AvaBabuion Aoylouikou: sudo apt-get upgrade
Mpw amd tv avaBaduion Tou Aoylopikol KaAo Ba elval va €xoupe ekTeAECEL TNV €VTOAN sudo
apt-get update n omoia evnuepwvel pia Baon dedopévwy mou meptéxet ta Stabéaotpa rakéta Aoyt
OULKOU TwV amoBetnpiwv (repositories). Ta amoBetrpla AOYLOIKOU TTPAKTLKA €lvol SLAKOULOTEG OL
omolol TTEPLEXOUV TIAKETA AOYLOMIKOU.

‘EToL av Béhoupe va avaBabuiooupe OAa Ta TTOKETA TOU AELTOUPYLIKOU LAG CUCTAKATOC Ba mpémel
va ypapoupe sudo apt-get update && sudo apt-get upgrade kot vo MATHOOUUE TO TANKTPO Y GTNV
gpwnon.

Ewkova 7.30: Avapaduion AoyLoptkou
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MapatnpoUe OTL UMOPOUKE Vo YPAWOUE SUO EVIONEG OE Wiat VPN XPNOLLOTIOLWVTAG TOV TE-
Aeotn && o omoiog onpaivel OtL adol eKTENECTEL N TPWTN EVTIOA XWPLG OPAAUA OTN CUVEXELA
ekteleite koL n SeUTEPN EVTOAN.

7.1.4 Tvotnpa apxsiwv

FEVIKA, OTOV KOOMO Tou Linux toxVeL: «¥’ éva clotnua Linux oAa sival apyeia. Av kdt dev elvat
apxelo, tote eivat Slepyacion. MNa mopddelyua, yLa tTnv mpocBacn oTig CUGKEUECG EL0O60U — e€060U
XpnoLuomoloU e apyeia.

Na tn Sloxeiplon twv apxeiwv — bakéAwv akohouBeital pia tepapxikr Sopn (cav avamnodo 6é-
VTpo), 6mou dpakelol Bpilokovtal péoa oe GANoUG pakéAoUG oL omoloL Umopel va teplExouv apxela.
stnv kopudn autrc tng Soung Bploketal avta o pakehog / o onoiog ovopdletar pila.

Ewkova 7.31: lepapytkr) doun apxsiwv kot pakéAwv

Méoa og autnv t doun umdpxouv GAKEAOL TTOU XPNOLLOTIOLOUVTAL Ao TO AELTOUPYLKO cUOTNUA
KoL OTIoU €XEL MPOOPACH UOVO 0 SLOXELPLOTAG CUCTHHATOG (root). BEBala pe T Xprion TNG EVIOANG
sudo €xeL tn SuvaToTNTA Kal Evag amAog XpHoTnG va APEL TPOCWPLVA Ta SLKALWUATA ToU SLaeL-
pLoth.

sto ddkelo /etc Bpiokovtal oxedov OAa ta apyxeia puBUicEWY TOU SLAKOULOTH, EVW OTOUG daKE-
Aoug /bin kat /sbin Ba BpoUpe oxed6v OAa TO TTPOYPAUUATA CUCTAUATOG.

7.1.5 AntoAutn ko oxetikr) Stadpoun (Absolute Path — Relative Path)

H B€on kaBe evog apyeiou kabopiletal amo tnv andAutn Sladpopn Tou, n onoia eivat n dtadpoun
Tou apyilet amd to puliko GAakeAo Kal KATAANYEL 0TO apxelo mepvwVTAG Ao GAoUG TOUG eVOLAUE-
00U pakENOUG. Avapeoa otoug GakEAOUG ELOGYOUHE oav SLaWPLOTIKO To Xapaktripa /. Ma mapd-
Seypa, n artoAutn dtadpopn tou apxsio report.doc sival /home/its/ugl/ee51vn/report.doc. MNa
KABe €va apxelo UTIAPYXEL LOVO HLa aTtOAUTN SLadpoun.

H oxetikn Stadpour eivat n dtadpopn evog apxeiov €xovtag OUwG oav adetnpia oxL tn pila, aAa
Kdmotov Ao dakelo. Mo mapadetypa, av o tpexovrag pakehog ivat o /home n oxetikn Stadpopn
Tou apxeiou report.doc cival its/ugl/ee51vn/report.doc. Mapatnpriote OTL N OXeTKr Sladpoun
Sev apyileL pe /.
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7.1.6 BaowKEG EVTOAEG

Mapakatw Ba KAVOUUE pLa avadopd o LEPIKEC PACLKEC EVIONEG:

clear
date

cal

pwd

cd

Me auTrV TNV evtoAr kabapiloupe Tnv 006vn amd OAa Ta MEPLEXOUEVA TNG.
Me autnVv TNV evtoAr MpoBAANOULE TNV NUEPOUNVIA KAL TNV WPA TOU GUCTHHUATOC.
Me autn tnv evtoAn MpoBAAAOULE TO NUEPOAOYLO TOU TPEXOVTA VAL

Ewkova 7.32: HuepoAdyLo Tpéxovta unva
Av B€\ou e va mpoParou e To nuepoAoyLo Tou lavouapiou Tou €toug 2010, Ba ypadape
cal 1 2010.
Xpnotomolettat yia Ty poBoAn tng anmdAutng Stadpoung tou tpExovta GpakéAou.
Xpnotluomoteitat yLa Tnv mpoBoAr Twv MEPLEXOUEVWY VOG dakéAOU. MpoalpeTikd Séxetal
Lo TTOPAETPO N oTola elval n Stadpopn Tou dakéNou Ta TEPLEXOUEVA TOU omolou BE-
Aoupe va SoUpe. Av Sev elodyoue Koo TOPAETPO, TOTE TIPOBAANOVTAL T TIEPLEXOUEVA
Tou TpEXovTa dakéNou. Mo mapdadelypa, ylo TNV MPoPOAr TwV TEPLEXOUEVWY TOU PLILKOU
dakéNou pe Aemtopépeteg, ypadoupue Is - /.

Ewkova 7.33: Neplexdpeva dpakéAou

Xpnotomoleitat yia tnv oAayn tou Tpéxovia GpakéAou. Av Sev ELOAYOUE KOLa TTAPALE-
Tp0, 1o anotéAeopa Ba elvat va petadepBole oTOV MPOCWTTLKO pag GAKeAo.
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mkdir T tn dnuoupyla evog dakélou xpnoLpomoloUie TV evioAn mkdir, elodyovtag cav moapd-
UETPO TO OVoua Tou dakéNou Tou BENouE va dnuLoupyrooupe. Ma mapadelyua, ypado-
vtag mkdir classroom Ba dnpoupynBel évag dakelog pe dvopa classroom otov Tpéxovia
dakeho. Zav amlol xpnoteg EXoUE To Sikaiwpa va dnpoupyoUupe dakéloug Lovo péoa
OTOV TPOCWTILKO Hag ddakeo.

rmdir  Xpnowonoteitat yia tn dtaypadn kevwv dakeAwy.

cp Xpnowdomoteitat ywa tTnv aviypadn dakéAwv kat apxelwv. MpEMeL va €LGAYOURE UTTO-
XPEWTIKA SUO TTOPAUETPOUG. H pio avTLmpoowneVeL ToV apxelo mou BENOUUE va avTlypd-
Poupe kat n deutepn Tov MPoopLopo. Na napadetyua, av ypalpoupe cp /home/its/ugl/
ee51vn/report.doc /home/its/pgl Ba yivel avilypadr tou apxsiou report.doc oto pdke-
Ao /home/its/pgl

mv H evtoAr XpnoLUomoLeiTal yia T LETAKivnon 1 LeETOVopaoia evog apxelou i dakélou. MNa
napadetypa, av OAoupe va petadépoupie To apxeio report.doc oto dpaxelo /tmp Ba ypd-
Youpe mv /home/its/ugl/ee51vn/report.doc /tmp

rm Xpnotpomoleitat yio t Staypadr apxeiwv kat pakéAwv. Mo mapddsypa av BENoupe
va Staypaoupe to apxeio report.doc Oa ypaoupe rm /home//its/ugl/ee51vn/report.
doc. Ma Staypadn tou pakéAou ee51vn kal OAwV TwWV TEPLEXOUEVWY Tou Ba ypddape rm
—-r /home/its/ugl/ee51vn

7.2 BaolkEG puOLULOELG TOU AELTOUPYLKOU CUOTHULOTOC

7.2.1 PuBpiosig Siktvou

Ou kapteg Siktvouv avayvwpilovtat and to cvotnua cav ethX, omou X eival évag aplBudc. Av to
oUOTNUA HOG EXEL HLOL KAPTO SIKTUOU, TO OVOUA e To omoio Ba Thv avayvwpilel Tou Aettoupykd
oUotnua Ba ival ethO.

Ma va 6oUpe ta BOOIKA XAPOKTNPLOTIKA TG KAPTOC SIKTUOU XPNOLUOTOLOUUE TNV evtoAn ifconfig
-a.

Ekova 7.34: XapaKTnpLoTika kaptag Siktuou

JTNV MAPOTAVW €lKOVA, BAEMOUUE €KTOG TwV GAAWV TN StevBuvon IP, T pdaoka SiktUou Kal T
StevBuvon MAC.

7.2.2 ftotkn Sievbuvon IP

H 6tevBuvon IP éxel amoboBel autdpata amnd to Spopoloyntr Hag. Ma tny Loaywyn Ko OTOTIKAG
StevBuvonc IP Ba PEMEL val KAVOU LLE TIG TTAPAKATW EVEPYELEC:

o Emefepyaoia Tou apxeiou KELWEVOU TTOU TEPLEXEL TIC pUBULoELS SIKTUOU HE TNV evioAn sudo
nano /etc/network/interfaces

¢ H napandvw evtoAr Ba avoiel to apyeio interfaces to omoio Bpioketal oto dpakelo [etc/
network e tov enefepyaotr Ke(EVou nano.
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¢ Oa KAVOUE TIG aANayEG CUUPWVA LE TNV TTOPAKATW ELKOVA, ETOL WOTE O SEerver Uag vo €xel
navra tn 6levBuvon IP 192.168.1.201

Ewova 7.35: Eloaywyn otatikng Stevbuvon IP

e [0 TNV anoBrkeuon Twv aAaywv oto apxeio Ba PEMEL VO MATAOOUE TO GUVEUACUO TIAN-
Ktpwv Ctrl+X kat otn cuvéxela y yla amodoxn Twv aANaywv Kal KAEloLo Tou enefepyaotn
KELUEVOU.

e o TV oAokAnpwon ¢ dtadikaciag aAhayng tng dlevBuvaong IP, MPEMEL va amevepyomnol-
NOOULE TNV KApTa SIKTUoU pe TNV evtoAn sudo ifdown eth0 kat va tn evepyomolcoupe e
tnv evtolr sudo ifup eth0. Twpa, elodyovtag tnv evton ifconfig —a Ba Soupe TV kavoUpLla
StevBuvon IP.

Ewodva 7.36: XapaKtnpLlotika kaptag Stktiou

7.2.3 ZUyXPOVIOHOG WPOLG CUCTHLOTOG

H evtoAn date sudavilel tnv tpéxouoa nuepounvia KoL wpea Tou cuothuatog. Na va efaodali-
OOULE OTL O server Bol €L MAVTA CWOTH NUEPOUNVIA KL WPa Ba EYKOTOOTACOUE [La UTINpEaia n
orola avaAaBAVEL TOV QUTOHOTO CUYXPOVLIOUO L €vav Slakoploth wpag. Etot, av ypddoupe sudo
apt-get install ntp Ba yivel eykatdotaon tng mapandvw unnpeoiog.

7.2.4 AnopLlOKPUGHEVN TTpOGRaoN

o vo €XoUpE TN SuVATOTNTA VA XELPLOUAOTE TO SLOKOWLOTH OO LOKPLA LECW EVOG TTEPLBAAAOVTOG
KELUEVOU, Ba TIPETIEL VA EYKOTACTHOOUE TO AVAAOYO AOYLOULKO Ttou eivat To OpenSSH Server. To
OpenSSH sival pia uhomoinon tou mpwtokoAhou Secure Shell (SSH) yLa To Xelplopod evog umtoAoyL-
ot €€ AMooTAcEwWC, OMWE niong Kol ya tn petadopd apxeiwv. MAeovektel Evavtl Tou maAatote-
pou mpwtokoAou Telnet, ylati 6An n emikowvwvia kpumtoypadeitat.

lNa tnv eykataoctaocn ypadoupe sudo apt-get install openssh-server. Twpa, unopoU e va XelpLlo-
HOOTE TO SLAKOULOTH QIO HOKPLA LECW EVOC TIEPLBAANOVTOC KELUEVOU.
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I va €XOULE QITOUOKPUGCHEVN TTPOGRaon LEoa amd To Aeltoupylkod cuotnua Windows Ba mpémet
VOl KOTEBAOCOUE KOl VO EKTEAECOUE €Vl TPOYPOUA TTOU UAOTIOLEL TO TTPWTOKOAAO SSH. Ymadp-
Xouv ToAAG SlaBéoipa oto Aladiktuo, e TIo yvwoto to putty (http://www.chiark.greenend.org.
uk/~sgtatham/putty/download.html). KateBdaloupe kot ekteAoUue To putty o €vav umoloyLotr
Tou Bploketal péoa oto Siktuo mou PBpioketat o Stakoutotrc. Elodyoupe oto nedio Host Name tn
StevBuvon IP mou dwoape 0To SLaKOULOTH Kat pooExoupe to edio Port va éxetl Tiur 22. Autiv n
BUpa lvatl n mpoemleypévn yia To TPWTOKoANo SSH.

Ewkova 7.37: MpOypopua amopakpUopEVNG oUvdeong SSH

Av BENoOUE VA €XOUE QIMOUAKPUCUEVN TIPOGBACH 0TO SLOKOULOTH HaG Ao uTtoAoyLotr) mou Ppi-
OKETOL EKTOG TOU 0WTEPLKOU SLkTUOU, TOTE Ba TPEMEL va puBuicoupe KotdAnAa to Spopoloyntn
pac. AnAadn, XpNOLLOTOLWVTAC TNV TEXVLKI TS mpowdnong B0pag (Port Forwording) siodyoupe
™ BUpa 22 va e€unnpeteltal anod tnv ecwteptkr dtevBuvon tou Stakoploth pag. Oa doupe T dla-
Skaolia og emopevn mapdypado tou kedpaiaiou.

7.3 Eykatdotaon Kot puOuion diakopiotn wotooceAibwv (Web Server)

‘Evag Slakoplotig totooeAidwv (Web Server) sivat to Aoylopikd to omnolio sivat urteUBuvo yLa To XeL-
pLopo attnoewv HTTP. Me amAd AoyLa otav £vag GUAAOUETPNTHG {NTAOEL ULa LoTooeALda, 0 dLako-
ULOTAC LOTOCEALS WV AIMAVTAEL LE TNV AMOOTOAN TNG LoTooeAibag Kal Twv SedoUévv TOU TNV aro-
TehouV oto duAopetpntr. O TiLo YVWOoTOC SLOKOULOTAC LoTooeAidwy elval o Apache2 Web Server
Tov omoio Ba eykataotooupe Pe TNV evtoAn sudo apt-get install apache2. Ma va eAéyéoupe av o
SlakopLotng LotooeAidwv Aettoupyel, avoiyoupe évav GUANOUETPNTH KAl 0T ypappr SteuBuvoswy
glodyoupe tn StevBuvon tou Stakoptoth pag (http://192.168.1.201).
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Ewkova 7.38: Apxikn oeAiba PETA TNV EYKATAOTAON SLAKOWLOTY) LOTOOEAISwv

Auti TN oTyp 0 SLIKOULOTAG LoTOOEAISWVY €lval Lkavag va XELPLOTEL LOVO OTOTIKEG LOTOOEAIOEG.
Av B€Nou e OUWG VA XPNOLLOTIOCOUE TO SLOKOULOTH LOTOOEAISWV yla TNV avAmTuén SUVALLIKWY
LotooeAidwy pe T xpnon g yAwooag PHP kat Bdoswv edopévwy pe xprion tng MySQL Ba mpé-
TIEL VOL EYKATAOTHOOUUE ETLITAEOV AOYLOpLKO. EToL, ypddou e sudo apt-get install php5 libapach2-
mod-php5 php5-mysql mysql-server phpmyadmin. Katd tn didpkela tng eykatdotacn Oa 0d-
youpe oav kwdiko mpocBaong yla to Staxelplotr Tng MySQL kal tou phpmyadmin to 1234. MAéov
0 Apache2 éxeL tn duvatotnta Xelplopol oeAldwv ypapupévwy o y\wooa PHP. Ma mapadetyua:
® AnuloupyoUpe pia LotooeAida pe tnv evioAn sudo nano /var/www/html/index.php

0 npoemileypévog pakehog otov omoio tormoBetolvtal ol lotooelideg ivatl o /var/www/
html.

® Jav MEPLEXOEVO ELOAYOUE TA TIAPOKATW:
<?php
phpinfo();
»>
e AmoBnkevoupe matwvtac Ctrl+X kat otn cuvéxela Y.

e Avoiyoupe évav GulouetpnTh Kat glodyoupe t StevBuvon http://192.168.1.201/index.
php. To anotéAeopa Ba eival va pag dei€el pia lotooeliba pe Tig mAnpodopleg Tng YAwooog
PHP mou £X0OUUE EYKATOOTNOEL.
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Ewkova 7.39: Asiypa Suvapikng LotooeAidog

Av B€\oupe ol L.oTooeASeG TToU SNULOUPYOUE OTO SLOKOULOTH HOC va elval TPOoPBAGCLUEG OO TO
Awadiktuo Ba mpémel va kavoupe mpowBnaon tng BUpag 80 amod to meptBarov Slayeiplong Tou
SpopoAoynth mpog tn StevBuvon Tou SLaKoULoTH.

7.3.1 Evepyomnoinon pokEAwv Xpnotwv

Av B€loupe va SWOOUE T SuvaTOTNT OTOUG XPAOTEG TOU SLaKoULoTH va SnutoupyolV LoTooeAi-
8e¢ 0TOV MPOOWTILKO TOUG PAKEND TIPETEL VO KAVOULLE TNV TTOPAKATW Stadikaoia:

o Na evepyoroljoou e tn Suvatotnta eEunnPETNoNG LoTooeAiSwv armd Toug MPoowrikoug da-
K€\ouc¢ e tnv evtoAr] sudo a2enmod userdir

o Not €MaVEKKLIVAOOUE TO SLAKOULOTH LoTtooeAibwy e Tnv evioAr sudo service apache2 restart

e Na dnuloupyrooupe éva dakeho pe ovopa public_html péoa otov mpoowmniko dakelo kabe
€vOg XpNoTn. Itnv mepintwon pag, Snuioupyolpe T0 GAKEAO OTO MPOCWTILKO dAKENO TOU
xpriotn adminuser pe tnv evtohy mkdir /home/adminuser/public_html

e H npooPaocn otig Lotooelideg Tou mpoowrtikol dakélou yivetal ypadovrog tn StevBuvon
TOU SLAKOULOTH KOLL 0TI CUVEXELQ ELOAYOVTAC TNV TEPLOTIWHEVN akoAouBoUpevn oo To 6vo-
pa xpriotn. Na ropdadetypa http://192.168.1.201/~adminuser

7.4 Eykataotaon Kot puOuon diakoutotn apxeiwv (FTP Server)

To File Transfer Protocol (FTP) eival éva mpwTtoKoA\O Tou eMITPENEL T HeTadopd apXeiwv petatl
UTOAOYLOTWV. AUGTUXWG, N EMLKOWWVIia HETAED TWV UTToAOYLOTWY Sev Kpumttoypadeltal e omoTE-
Aeopa va pnv poodépel kapia aopdieta. Av BEAoupe va KAvou e aodadeic LeTadopeg apxeiwy
petagl 600 uTtoAoyLOTWY, ELVAL TTPOTLUOTEPO VA XPNOLUOTIOL|COULE TO TIPWTOKOAAO SSH.

Je éva Slokoplotr apxelwv pmopoUpe va €xoupe pooBacn lte e tn xprion Kamowou Aoyapla-
OOV eite avwvupa (xwplc Tn xprion Aoyaplacpou).
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la v eykataotacn evog amo Toug 1o dnuodIAig SlakouloTég apxeiwv mou eival o vsftpd, ypd-
doupe sudo apt-get install vsftpd.

7.4.1 NpdoPaocn xwpic Aoyaplacpud

Ma va €Xoupe TN SuvaTOTNTA AVWVUUNG TPOOPACNG TIPETEL va KAVOUUE Hla puBLLon oto ap-
xeto puBpuioewv tou Slakoplotr apxeiwv. Mpdadoupe Aoutdv sudo nano /etc/vsftpd.conf kot tpo-
TIOMOLOVE TN ypappun anonymous_enable aA\alovtag to No oe Yes. Etol Ba mpénel va eivatl
anonymous_enable=Yes. AmoBnkeloupe matwvtag Ctrl+X kat Y. Ma va epappootolv ol aAhayEg
TIPETIEL VA ETTOVEKKLVCOULE TO SLAKOULOTH apXelwv Ue Tnv evioAn sudo restart vsftpd

O ¢axkehog otov omolo amoBnkevovtal Ta apxeia Tou SLAKOULOTH apxeiwy, otav n cuvdeon eival
avwvuun, eivat o /srv/ftp

Twpa propol e va ouvdeBole oTo SLAKOULOT apXelwv Le éva poypappa ehdtn FTP, 6nwce To
WinSCP (http://winscp.net/eng/index.php) f to Filezilla (https://filezilla-project.org/).

Ewoéva 7.40: Avwvupn oUvdeon oto Stakoploth apxeiwv pe FTP

7.4.2 NpdoPacn pe AoyopLocpo

Amno mpoemiloyn n mpocBacn oto SLoKOULOTH apXeiou Pe xprion Aoyaplacpou ival evepyn. ETal,
apkel va avoi&oupe évav meldtn FTP Kol va L0AYOUE Ta OTOLKELA TOU Aoyaplacpol Kal th SLlev-
Buvon tou SLaKoULoTH.

Ewova 7.41: T0vbeon pe Xprion Aoyoplacol oTo SLOKOULOTH apXelwv

Adou npaypatomnownBel n cuvdeon, o dpakelog otov onoio Ba £xoupe mpocPaong eival o mPoow-
TUKOG HaG pAKEAOG OTO SLAKOULOTH.
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7.5 Eykatdaotoon Kot pUOHLoN SLOKOULOTH ELKOVIKOU SIKTUOU UTIOAOYLOTWV
(VNC Server)

H eyKatdotoon evocg SLOKOULOTH, TG TTEPLOCOTEPEC GOPEC, Sev EpNAUBAVEL TNV EYKATACTOON VPO~
bkoL meptBarlovtoc. Mepikég popeg Opwe BEAove va €xoupe tn Suvatotnta va cuvdeBolue
QTIOMAKPUGUEVA OTO SLAKOULOTH Uag o€ éva ypadLko mepBarlov. MNa autd to Aoyo Ba eykataoth-
CGOULE £Va. ULVLHAALOTIKO ypadiko mepBAAov oTo SLakoplotn pag, kabwg emiong Kat To AoyLopL-
KO tightvnc To omolo HOG EMITPEMEL VO CUVOEOLOOTE OMOUAKPUOUEVA OTO SLOKOULOTH YLo VAL TOV
XPNOLUOTIOL OOV E PEOw ypadikoU meplBAAovTog. H evtoAr mou Ba MANKTPOAOYCOULE yla TNV
eykataotaon eival sudo apt-get install install xfce4 xfced4-goodies tightvncserver.

MEeTA TNV eykaTacToon Ba MpEmeL va EKTEAEGOUE TNV EVTOAN vncserver yla vo. oAokAnpwOei n ap-
XLk} pUBULON Tou tightvncserver. Oa pag INTAOEL va EL0AYOUUE Evav KwoLKO pocoBacng o omolog
Sev pnopel va elvat PikpdTepog amod 8 xapaktriped. MNa eukoAia elodyoupe to 12345678.

3TN ouVEéXeEla Ba TIPEMEL VOl KAVOUUE KAmoleg emumAéov pubuioelg oto Stakoptotr VNC. Mpwta
OUWC Do TTPETEL VAL OTOUOTAOOUHE T AtToupyia Tou pe tnv evioAn vncserver —kill :1. Oa dnutoup-
yrnooupe éva avtiypado Twv apykwv pubuicswv tou dakoutotr VNC pe tnv evioh; mv home/
adminuser/.vnc/xstartup /home/adminuser/.vnc/xstartup.bak os nepintwon mou to xpelactov-
ue apydtepa. Oa Snuloupynooupe éva KooUuplo apxeio pubuicewv pe tnv evtolr nano /home/
adminuser/.vnc/xstartup Kot mepLEXOUEVO TO TIAPAKATW:

#!/bin/bash
xrdb SHOME/.Xresources
startxfced &

AnoBnkevUoupe matwvtag Ctri+X kat otn cuvéxela Y. TENoG, Ba MPEMEL va KAVOULE EKTEAECLUO TO
Topanavw apxeio pe tnv evtoAr sudo chmod +x /home/adminuser/.vnc/xstartup. Autr| tn otyun
elpaote €tolpot va ekteAécoupe to Stakoptotr) VNC pe tnv eVvtoAn vncserver.

I tn ouvdean amo £vav UTIOAOYLOTH UE AstToupykd cuotnua Windows oto SlakopLotr) Ba mpemnel
VOl EYKATOOTAOOUE £va Tpoypappa tehatn VNC. Eva amo ta mio yvwotd ivat to TightVNC (http://
www.tightvnc.com/). Apou tpé€oupe to TightVNC Viewer Ba etoaydyoupe tn StetBuvon tou Sla-
Kopoth Kot Tn Bupa 5901 kat Ba matroou e to koupni Connect. Oa pag INTHOEL VL ELOAYOULE Kl
Tov KwSIKO pdoPaong (otnv mepimtwon pog 12345678).

Ewodva 7.42: 30v6eon oto Stakoptot VNC
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META TNV EMLTUXN €l0ayWYn Tou Kwdlkou mpooBacng Ba avolifel éva mapdbupo pécw Tou omoiou
UITOPOUE VO XELPLOTOUE TO SLOKOWLOTH e To ypadkd meptBaAdov xfce.

Ewkova 7.43: Tpadiko meptBaiiov Slakouloth péoa amo tov ehatn VNC

7.6 Eykataotaon kat puOuLon diakopiotn dStapecoAapnong (Proxy Server)

O 6lakoptotng Stapecohdfnong eival éva AOYLoULKO TO OTOLO EMITAXUVEL TNV TPOcPaon o€ LoTo-
oelibe¢ Tou Awadiktuou. H Aettoupyia tou Baociletal otnv UMapén evog mpoowplvol omodnKeu-
TIKOU XWpPOU, oToV omoia yivetal amoBnkeuon Twv L.otooeAidwy Tou €xouv avaktnBel mpoodata
amno aMoug xpnoteg. EToL, av KAmolog AAog xpnotng {ntrioeL pia LlotooeAida mou Bploketal otnv
TIPOOWPLVI HVAUN, O SlakopLoTr g SlapecoldBnong Ba tov e€unnpetnoet kal ev Ba xpelaoTel va
KatéBeL n Lotooehiba amno to Aladiktuo.

O Slakoplotic Stopecohdpnong pmopet va maifel kal to polo tou ¢piktpou SteuBivoswv Aladi-
KTtUou. Mo ouyKekpLUEVa, Pe KOTAANAEG puBULoELS UmopoU e va Teploplooupe TV mpooBaocn
0€ OPLOMEVEG LOTOOEALBEG N KoL SikTua, KATL ToU Sev Ba KAVOUUE OMWG, yloTl elval Pl apKeTa
oUvBetn epyaoaia.

la TNV yKATAoTacn Tou To YyvwotoU Stakoptotr StapecohaBnong mou eivat to Squid ypadoupe
TNV evtoAn sudo apt-get install squid3.

la va AeLToupynoeL 0 SLOKOULOTHG SLaETOAABNONG TIPETIEL VAL KAVOUUE UEPLKEG puBUioELS. EToL
ypddoue sudo nano —c /etc/squid3/squid.conf kat petadépoue To Spopéa mepinou otn ypauun
900 (O aplBuog TS YPOUUAC TTPOBAAAETOL OTO KATW TUAUA Tou apadlipou). I’ autd to onueio Ba
aAG€ou e Ta TIEPLEXOUEVA OTIWE OTNV EMOWEVN ELKOVAL.

Ewkova 7.44: Mpwtn puBuion dtakoptotr SlapecoAdfnong
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H pUBuLon mou kavape kaBopilel To Siktuo (oTnV Meplmtwon Hog OAo To e0WTEPLKO SlkTUO) Ao
10 omolo Ba d€xetal o SlakopLoTAG SLapecoAdBnong aLTHoELS. 2T cUVEXELD, Ba HeETaDEPOULE TO
Spopéa otn ypapun 1030 kat Ba mpooBecouie TNV evioAr http_access allow localnet.

Ewova 7.45: AeUtepn pUBULON Slakoptotr StapuecoldaBnong

Me autiv t puBuLon avoiyoupe tnv mMpocoBacn otoug UTOAOYLOTEG TTou PBplokovtal oto SiKtuo
TIOU OpiloOE TILo TTAvVW. TENOG, Ba TpEmeL va oplooupe To péyeBoc kal tnv tonobecia Tou pakelou
Tou Ba xpnotpomoLeital yla Thv mpoowpLvh anodhikeuon Twv LotooeAidwv. Ma autd to Adyo peta-
dEpoupe To Spopéa otn ypapun 3000 kot aAAA{oULE Ta TIEPLEXOEVA CUUPWVA [E TNV TTOPAKATW
£LKOVOL.

Ewkova 7.46: KaBoplopodg Béong kat peyéboug pakélou mpoowptvrg armobnkeuong

AmoBnkeUoupe To apxeio pubuicswv matwvrag Ctrl+X kat Y. Mo va epappootouv ol aAlayEg
TIPETIEL VAL ETTAVEKKLIVOOUE TO Slakoploth StapecoAdfnong pe tnv evioAn sudo service squid3
restart. Autrj Tn oTypn o Stakoptotn StapecohdBnong eivat evepyog Kot puBULOUEVOG ETOL WOTE va
Séxetal aLtioeLg amnd 6Aoug Toug UTIOAOYLOTEG Tou Siktuou 192.168.1.0/24.
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Ma va xpnotponotjooupe to Stakoploth StapecoAdpnong os éva GUANOUETPNTH, TIPETEL VAL OA-
Adfoupe Tig pubuiocelg Tou. Ma to Firefox Ba mpemel va emhe§oupe Tools->Options kat and tnv
meupikn otnAn Advanced. 2t cuvéxela emhéyoupe Network kat adou natrooue Settings pub-
Hioupe OMWG OTNV MAPOKATW ELKOVA.

Ewodva 7.47: PuBuioelg Stakoptotr StapecoldBnong

7.6.1 NpowOnon Bupag (Port Forward)

KaBe €vag Spopoloyntng €xel pia e€wtepikn StevBuvon IP tnv omola maipvel and Tov mapoxo
untnpeotwv Atadiktuou (ISP — Internet Service Provider) kol plo ecwTeplkn TV omoia amodidel
0 KOTAOKELAOTHG Tou dpopoloynth. H e€wtepkn IP xpnotpomoteitat yia tnv aMnAenibpacn pe
AaM\oug umtoloyloTtég ou Bplokovtal cuvdedepévol oto Aladiktuo, evw n ecwteplkn SlevBuvon
XPNOLUOTIOLE(TAL YLOL TNV ETKOWVWVIA € TOUG UTIOAOYLOTEG TOU ECWTEPLKOU SLKTUOU TIOU QVAKEL O

SdpopoAoyntig.
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Ewkova 7.48: Aopr) evog amhol Siktuou

0O Spopohoyntng avaAapupavel va SLEKTEPALWOEL TNV amooTtoAr Kot Andn deSopévwv amod Toug
UTTOAOYLOTEG TOU €0WTEPLKOU SLKTUOU TPo¢ To Aladiktuo. MpaKkTiKd, 0tav évog UTIOAOYLOTAS Ao To
€0WTEPLKO SikTuo INTOoEL pia LoTooeida, ToTe 0 Spopoloyntng avolapBavel va oteilel To avaho-
YO QlTNnuo 0TOV OMOUOKPUGHEVO UTIOAOYLOTH Kot adoUl AABeL TNV amavtnar) Tou va Ty mpowbnoet
OTOV UTIOAOYLOTH TOU E0WTEPLKOU SIKTUOU. H amooTtolr Twv §e50UEVwV 0TO GWOTO UTTOAOYLOTH TOU
£0WTEPLKOU SIKTUOU TPAYHATOTOLETOL EUKOAQ OITO TN OTLYUN TIOU €XEL L LOVASLKI) ECWTEPLKNA
StevBuvon IP.

7.6.2 OUpseg

H mopamnavw Stadikacia anootoAng kot APng edopévwy amo to SpopoAoyntr umoBonbeital
amo TNV évvola tng Bupac. Kabe dopd mou mpayuatonoleltal avaktnon pia wotooehibag ta de-
Sopéva petadépovtal péow NG BUpag 80 1y otnv Mepimtwon tng ouvdeong e SSH ta dedouéva
petadépovral péow NG BUpag 22. H Bupa dev eival UALKO, aAd pia Evvola TTou poodLlopilel pia
uninpeoia. O opyaviopdg IANA (Internet Assigned Numbers Authority) €xet opioet pia Alota, otnv
ornola kaBopiletal n unnpeoia mou mapexel kabe pia BUpa amo to 0 péxpL to 1024.

Av €vag umoloyLotrg ou Bploketal oto AladikTuo poomabrosL va mpoomeAAoEL £Va OTOLKELO TTOU
Bploketal og UTTOAOYLOTH OTO €0WTEPLKO SikTUO, N altnon dev Ba kavormolnBel ylati o Spopolo-
ynti¢ Sev E€peL o molov umoAoyLoth ameuBUveTaL n altnon. EUTUXWE, e TNV TEXVIKN Tipowbnong
BUpag, €xoupe tn Suvatdtnta va oplcoupe amd to Slaxelplotikd meplBaAlov tou SpopoAoyntn
va powBel og cuykekplpévn SlevBuvon Tou ecWTEPLKOU SIKTUOU OAX TOL TIAKETA LLAG UTINPECLAC.
H unnpeoia avayvwpiletat and tov aplduo tng BUpac. ETol yia mopddelypa, av 0T0 ECWTEPLKO
pag &iktuo €xoupe Evav SlakopLotn LotooeAidwy (BUpa 80) pe StevBuvon 192.168.1.201 apkel va
SnAwooupe oto Spopoloyntn va mpowbei ta Sedopéva tng Bupag 80 amo to Aladiktuo otnV E0w-
Tepikn StevBuvon 192.168.1.201.

Emeldn o kaBe évag SpopoAloyntrg £xet To S1k6 Tou mepLBAarov Slaxeiplong, otav BEAoupe va Ka-
VoUE auTnVv tn Stadikacia kahd Ba gival va avatpEXoue oTo yxXeLpidlo xpriong tou. MapakATw
UmopoU e va SOUUE O€ EIKOVEG Eva APASELy .
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Avoiyoupe évav GUANOUETPNTH KoL ELOAYOUE OTn ypauun SteuBivoewy thv eowtepikn StevBuv-
on tou Spopoloynth (mbavov 192.168.1.1). Gucioloyikd Ba pag INTAHOEL va ELOAYOULE TO GVOQ

XPNotn Kot tov KwdKd tpodoPaocng tou Staxetlploth. Apou ta etodyoupe Ba Bpedouue os pia 08dvn
OTWG N TOPAKATW.

Ewova 7.49: Mpwtn 006vn petd tn ouvdeon oto mepBarlov Siaxeiptong tou Spopoioynt

EKTOG TwV AA\wV pmopoupe va SoUupe tnv e§wtepikn StevBuvon IP Tou SpopoAoyntr). Ao Tnv apt-
otepn) otAn emhéyoupe NAT Kal 0T CUVEXELQ TTATALE TO Kouuri Add.

Ewova 7.50: MpowBnaon BUpag

O 010X0¢ LG ELvalL va OTTOKTAOOUUE OTTOUAKPUGOUEVN TTpoaPacn Péow SSH oto SlakouloTr pac.
Apa, Ba pénel va mpowBrooupe T BUpa 22 otn SievBbuvon 192.168.1.201 mou eival n StevBuvon
TOU SLOKOULOTH.

Ewova 7.51: MpowBnon Bupag 22 otn SievBuvon 192.168.1.201
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Matwvtoag Save yivetat amobrikeuon tg pubutong. MAEov, av avoiou e To putty anod onolovonmo-
Te UTtoAoyLoTr) Tou PBploketal oTo AladikTuo Kat elodyouie oav StevBuvon tnv e€wteptkn StevBuv-
on tou dpopoloyntn, Ba unopolpe va ouvdeBoU e 0TO SLAKOULOTH.

Ewkova 7.52: 20vdeon pe SSH peta amo npowbnon Bupag

7.7 Edappoyég Aiktuakwv Méowv AnoBnkeuvong (Cloud Computing)

Av BéAoupe va SnLOUPYNCOUE TO TPOoWTIKO pag oUvvedo (cloud) éxoupe Tn SuvatotnTa eyKa-
Blotwvtag o Aoylopikd ownCloud (https://owncloud.org/). Emelén to ownCloud 6ev Bploketal o
KAToLo amo ta nén unapyovta anobetrpLa AoyLopLkoU, Ba xpelaoTel va TO TPOCOECOUE LE TNV
nopakatw Stadikaotia.

To emopevo Prpa eival va avoifoupe €vav duAlopetpnt Kat va eodyoupe Tt StevBuvon
http://192.168.1.201/owncloud. Oa SoU e TV MOPAKATW EKOVA, HECW TNG omolag Ba dnuloupyn-
ooue to Slayelplotr) Tou ownCloud elodyovtag To Gvopa xprioth (admin) kot tov Kwdiko mpoopa-
ong (1234). Téhog Ba mpémel va matrioou e Tou ARKTpo Finish Setup.
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Ewkova 7.53: Apyikn 08dvn peta tnv eykatdotacn tou ownCloud

Metd tnv oAokANPWaon TNG gYKATAOTAONG KoL 08 OUVOUOOUO e TNV €bAPUOYr GUYXPOVIGHOU
(https://owncloud.org/install/#install-clients), éxoupe otn 81adBeon pag évo AoyLopko mou sivat
avtiotolyo oe Aettoupyieg kot eukoAia xpriong pe to Dropbox rj to Google Drive, £xovtag BéRata
EVEPYOTIOLNOEL KL TNV powBnan tg Bupag 80.

Epwtrosig Avakepaaiwong
1. Motot Adyol pag odnyouv otny eykataotach Kat puBULon Sikou pag SLaKouLoTh;
2. MNotog elvat o Adyog Snutoupyiog Tou Sikou pag cUvvedou;
3. TiLelvat n mpowBnon moOPTAC KAl yLa TToLo AOY0 ThV XPNOLLOTOLOUE;
4. Motoc eivat o polog tou Stakoptotr dtopecordaBnong;
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AOKNOELG
Acknon 1n

AdoU cuvdebeite oto Slakoplotr SNULOUPYNOTE TNV MAPAKATW Lepap)lkn doun dakéAwv péoa
OTOV MPOCWTILKO 00§ PAKENO.

Alaypate to Ppdkelo test2.
Alaypate to pakelo testl.

Aoknon 2n
Aoknon otov FTP Server.

AdoU ouvdebeite avwvupa oto Slakoplotr apyxeiwv, va avePaoete (upload) kat va katefdoete
(download) pepika apyeia.

Aoknon 3n

Acknon otov FTP Server.

Adou cuvdebelte pe T xprion Aoyaplacpou oto Slakoulotr apxeiwy, va avefaoete (upload) kat
va kateBaoete (download) pepikd apxela.

Na &nULoUpYNOETE OTOV TPOCWIILKO 0 UTIOAOYLOTH Hia LoTooeAiba Kal va TV aveBACETE 0TO
dakelo public_html tou mpoowmnikol cog dakéAou. Asite TNV LOTOCEA IS OO TOV MPOCWTILKO GO
umoAoyLoTh Xpnotpomnolwvtog Evav GuAopEeTpNTH.

adduser ovopo_xprotn.
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Kedalato 8o
Aodalera AeSopévwy Kat AKTU WV

Ewcaywyn

Y10 KedpaAato auto Ba yivel pla mapouacioon Twv KUPLOTEPWY HeBOSWV TTOU XPNOLUOTIOLOUVTAL YLa
v napapioon Tng achalelag evog UTOAOYLOTIKOU GUGTAMATOG N SIKTUOU, KABWE KAl TwV TPOTIWV
LLE TOUC OTIOLOUG OL XPrOTEG KL OL SLAXELPLOTEC SIKTUWV UIOPOUV VA TIPOCTATEUGOUV TA CUCTHLATA
TOUG, Ta SS0pEVA TOUG KOL TO T(POCWTTLKA TOUG oTOLXE(aL.

Awdaxktikoi Ztoxol

Me tnv ohokAnpwaon tou 8% kedaAaiou oL pabntég Ba mpémnel va ival o B€on va:
e E&nyouv Tig Lo cuvnBlopéveg pebodoug mapafioong evog UTIOAOYLOTIKOU CUCTHLOTOG KOL T
QMOTEAEGHOTA TIOU QUTEG UIOPEL va EMLDEPOUV.
¢ XpnoLUOMOLOUV EAEYXO TAUTOTNTOC KWOIKWY acdalelag ota AL,
¢ Xpnotponololv epapHUOYEG TwV HeBOSWY CUUUETPLKNG KPUTTTOYpAdnoNC.
¢ ALQTUTIWVOUV TO TTAEOVEKTALOTA KL T LELOVEKTALATA TwV PeBOSwV Kpumttoypddnong.

¢ Anpoclebouv dnuocla kAeWdLd oe E€umnpetntég Anpooiwv KAeduwv kat va dnutoupyouv
Ailktuo epmiotoouvnc,.

o eplypadouv Ta PACIKA XOPAKTNPELOTIKA TwV Pndlakwy uroypadwv, Twv PndLlakwv moto-
TIOLNTIKWV, TNG Zteyavoypadiog kaL Tng ZTeyavaAuong.

¢ AVTOAAAGOOOUV pnVUpOTO e Xprion ACUMUETPLKNAG Kpumttoypadnong.

¢ ATOKPUMTOUV UNvUUaTa LECO O€ €Va 0PXELO TTOAUECWV.

¢ XpnotponoloUv to Kpumrtoypadnuévo Zuotnua Apxelwv twv Windows yla va Kpumrtoypa-
douv apyela.

¢ Alakpivouv Ti¢ katnyopieg Telxoug Npootaciag kat va puBuilouv tooo to Teiyog Mpootaciag
€vo¢ H/Y 600 kal tou dpopoAoynth.

¢ EykaBlotolv kat va puBuilouv Tig eldikég Slavopég Telxoug NMpootaoiag Linux.

e No amaplBpolyv ta Bactkd XapakTnPLOTIKA TWV ELKOVIKWVY ISLWTIKWY AKTUWV.

e Eme€nyouv tn xprion Tou Avwvupou Atakoplotr) MeooAdBnong Kot tou Zuothuatog Tor.

¢ Edappolouv otnv mpdgn peBAdoug kaL TEXVIKEG aoPalelag avaAoya e TIG ipodLaypadEg, TIG
QVAYKES KOl TNV EKACTOTE TEPIMTWOn oxeSlacpévou Siktuou.

Aldaktikég Evotnteg

8.1 MéBobol EniBeong oe YMoAoyLoTIKA ZuoTrpata Kot Alktua
8.2. EbappoyEg Baoikwv MeBodwv kat Texvikwv AchaAetag
8.3. Au¢davovtag tnv acddietla Twv EEuMnpeTnTWV

8.4. Ewovika I18wwtika Aiktua (Virtual Private Networks-VPN)
8.5. Avwvuuia oto Atadiktuo

8.1 M£Bobot EniBeong og YroAoyLotika Zuotipata Kot Aiktuo

AkoAouBel pa cuvomTikn meplypadr Twv Mo cuVNBLOUEVWY TPOTIWV EMIOECNG 08 UTIOAOYLOTIKA
ouotiuata kat Siktua. O katdAoyog dev elval o€ Kapia mepimtwaon MARPNC, Kabwg tooo n pdodog
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NG Texvoloylag, 600 Kal n aveéavtAntn avBpwrivn ebeUPETIKOTNTA, EUMAOUTI{OUV KABNUEPLVA TO
OTAOCTAOCLO TWV ETUTIOEUEVWY LE VEQ EPYAAELaL.

8.1.1 Metapdicon IP AicuB0voewv (IP Spoofing)

Ot emB£oelg autol Tou TUMoU €xouv oav otoxo thv aAlayn tng IP StelBuvong Twv MAKETWY TIOU
QMOOTENAEL KATIOLOG UTIOAOYLOTHG, TIPOKELEVOU Val SiveTtal n evtUmwaon OTL aUTA PogpyovTaL amnd
€vayv SLadopeTiko uToAoyLloTh ar’ OTL 0TNV TIPAYHATIKOTNTA. AUTO YIVETAL PE TNV AVTLIKATACTOON
¢ dtevBuvong mpoéheuaong mou avaypadetal otnv IP emikedaAiba TwWV MAKETWY TTOU OTEAVEL O
EMTIOEEVOG.

To clotnua mou mapaAapuPavel ta makéta dev yvwpilel otL n levBuvon amooToAéa ToOU ava-
ypadetal otnv kedpaiiba eival mhactoypadnuévn, omote anavtdel otéAvovtog makéta IP otnv
PevTikn dtevBuvaon. Auto onuaivel OtL o emttBEpevoc §ev AaBAVEL TRV ATIAVTNON TIOU OTEAVEL O
UTIOAOYLOTAC GTOXO0G, Apa. N TEXVLKN auth ebapudletal Kupiwg o emBéaoelg timou Apvnong Ymnpe-
olac, mpoodEPOVTAC KAL TO ETUTAEOV TAEOVEKTN LA OTL AMOKPUTITETAL N IPAYUATIKA SlelBuvaon Tou
emTOEuevou.

8.1.2 Metapdison MAC Aieubivoswv (MAC Address Spoofing)

Mia dAAn oAU ouvnBlopévn péBodog emibeong eival n alhayr tg dpuokng (MAC) StevBuvong
NG KAPTAG SIKTUOU TOU eMITIOEUEVOU O TLUA SLadOPETLKN MO AUTHY TTOU OTNV TPAYUATIKOTNTA
£xeL. Emeldn n duowkn tevBuvon eival kataxwpnuévn otn pvnn ROM tng kaptag SIkTtuou Kat dev
umopel va aAAGEel, QUTO OV OTNV TIPAYUATIKOTNTA cupBaivel elvatl ot aAhalel n dtebBuvaon mou
avadEPEL TO AELTOUPYLKO CUOTNHA Kol OXL N Ay otk StevBuvaon Tng kaptag SIKTUou.

Me TnVv TeXVIKA auTh yivetatl duvath n anoduyr KOVOVwWY TEPLOPLOUOU TWV CUCKEUWVY TIOU UTTO-
poUV va ouvdeBolv og T.Y. £va AoUPUATO SIKTUO, EXEL OWG TO LELOVEKTN A OTL 0 eTLTIOEpEVOC Bal
TIPETEL VAL EXEL YVWOT TWV EMITPEMOUEVWYV SLeUBUVOEWY eVOg SIKTUOU. 2€ avTiBeon pe T Hetaudie-
on twv IP 8teuBivoewv o emTiBEeVOg ouvnBwG evlLadEpeTtat va AABEL TNV QITAVTNON TOU GTOXO0U,
OTIOTE N TEXVLKI OUTH XPNOLUOToLelTaL KUPLWE yla emBéaelg Tumou Man-In-The-Middle.

[Aoknoeic 1 ko 2]

8.1.3 KpumttavaAutikég EmiBéosig

Mpokettal yla emBECELC e TIC omoleg yivetal mpoomabela va anokpurntoypadnBel €va kpumto-
ypadnuévo privupa (kwdikog mpdoBaong, apxeio kelpévou f dedopévy), xwpic va eivat yvwotod
T0 KA€LSL e To omoio kavovikd Ba yivovtav n anokpumntoypadnan. O Tpdmog e Tov omoio yivovtal
eMB€oelg auToU Tou Tumou StadEpel avaloya e To (806 TNG KPUTTOYPAPN NG TTOU EXEL XPNOLUO-
motnBel (CUPHUETPLKT, SNUOCLOU-LSLWTIKOU KAELSLOU, GUVAPTNGON KEPUATIOUOU K.A.TL.)

8.1.3.1 EmuBéosig wung Biag i e§avrAntikn avalitnon kKAewdlov (Brute-force attacks)

Xpnotpomnolouvtal Katd kKUpLo Adyo Otav o eTTtBEUEVOG XpeLtdleTal va SoKLUAoeL OAoug Toug dla-
bopetikolg cuVOUACUOUG TIBAVWY KAELSLWY HEXPL Vo avakaAU el Tov KwdLko mou Paxvel. Elvat
oL TiLo xpovoPBdpeg néBobdol emibeong, adol akoua Kol VoG UTEPUIOAOYLOTAC N Uia cuoTolyia
UTTOAOYLOTWV UMOPEL vaL XPELAOTEL SLOEKATOUUUPLO XPOVLA TIPOKELUEVOU VOl EVIOTILOEL EVaV KWELKO,
apKel auTog va eival peydhog kat oUvOeTog. OL emiBEoelg autol Tou TUToU GpEpvouv cuvhiBwg armo-
Téleopa dtav £vag KwSLKOC amoteleitat amd Alyoug XOpaKTipEeS, amd £va TEPLOPLOUEVO GUVOAO
(m.x. povo meld ypaupata n povo aplbuot). Otav 1o MARB0OG TwWV XAPAKTAPWY Elval LEYAAO KOl
1 MOAUTIAOKOTNTA TOU auénpévn, 0 aplBog Twy MBavwy cuvSUACUWY YIVETAL AOTPOVOULKOG KOl
OTIOYOPEUTLKOG QKON KOLL YLOL TOL TILO TIPONYHEVO GUYXPOVA CUCTHHOTA.
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8.1.3.2 Awapecolapntig (Man in the Middle-MitM)

YTV MEPUMTWON AUt 0 emTOEUEVOG apeUBAAAETAL OTNY EMIKOWWVIO HETAEL U0 KOUPBWVY, Tta-
pakoAouBwvtag 1 kat aAholwvovtog Ti¢ mAnpodopieg mou avtaAldaccovrtal. O emtiBEpevoc mapa-
mAavel Toug KOUBOUG TTOU EMIKOWVWVOUV KOL EVW QUTOL TILOTEUOUV OTL EMIKOVWVOUV AUECA, OTNY
npagn oAn n kivnon yivetat Léow Tou KOUPOU Tou eMITIOEUEVOU, OTWG GALVETOL OTNV EMOUEVN
ELKOVO.

Ewova 8.1: EniBeon Alapecolapntn
(Tporomownuévn and: http://www.carmelowalsh.com/wp-content/uploads/2015/03/mitm.png)

OL emBEoeLg auTou Tou TUToU arotehoUv coBapn amelln yla thv aodaleta tng on-line emkowvw-
viag, kaBwg Slvouv otov emttiBEépevo TN SuVATOTNTA VA UTIOKAEMTEL KL VO TPOTIOTIOLEL EvaioBnTa
Sebopéva g MPAYUATIKO XPOVO, EVW TOUTOXPOVA TTAPOUGCLATETOL GAV TILOTOTOLNUEVO UENOC ULAG
ouvophiag, cuvalayng n petadpopdc Sedopévwy.

8.1.4. Apvnon E§uninpétnong (DoS) ko Kataveunuévn Apvnon E§unnpétnong (DDoS)

Ol emiB€oelg auToU Tou TUTIOU SEV €XOUV oAV OKOTO TNV UToKAOTH TTAnpodopLwV, oAAG To va Bé-
00UV £KTOG AeLlToupYiog To cUOTN A 0TOXO, £TOL WOTE VO LNV £lval og B€an va ipoodEpel umnpeai-
€G 0TOUG €€0UCLOGOTNEVOUG XPNOTEC TOU, cUVABWG amooTEAAOVTAG Evay LEYAAO aplOUO attnpd-
TWV €EUTNPETNONG TIOU TO CUOTNHO TTOU UdioTatal tnv enibeon Sev ival oe BEon va SlayelploTel,
TPOKOAWVTAG TNV KATAPPELTH) TOU.

Av n eniBeon dev ylvetal ano pia povo tomobeoia, aAAd amod MoANEG SladopeTikéG TomoBeaieg
TAUTOXPOVA, TOTE MPOKELTAL Yo Hia Katavepnuévn Apvnon E€unnpétnong (Distributed Denial of
Service). EmiBéoelg autol tou TUToU yivovtal cuvRBwG PECW TIPOYPUUUATWY LWV TIou peTadibo-
VTOL OTOUG UTTOAOYLOTEG avuTtoiaotwy Xpnotwv (zombie pc) kat eival tpoypappatiopéva va EeKi-
VIOOUV TNV eniBeon og KATOLO GUYKEKPLUEVN NUEPOUNVIA Kal wpa. OL emBECEL ouTOU TOU TUTIOU
glvat o SUokoho va avtlpetwriioBolv oe oxéon pe g amAég DosS.
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Ewova 8.2: EniBeon Katavepnuévng Apvnong E€untnpétnong
(Tpomomownuévn ano: https://ecinternational.files.wordpress.com/2014/08/ddos-attack-mode.png?w=474&h=321)

8.1.5 Kowwvik Mnxavikn

Av OAa Ta IponyoUeva amotuyouV (] elval SUokoAo va paypatonotnfolv) umdpyeL Kat n duva-
TOTNTA KATTOLOG VA TIELOEL 1| va TTOPATAQVH OEL TO XPHOTN EVOG GUCTIATOG VO TOU SWOEL TIG TTANPO-
dopleg mou xpetdletal. O 6pog Kowvwvikn Mnyavikn (Social Engineering) xpnotomnolifnke arno tov
TPWNV eyKANpatio UTtoAoyLoTwy Kal apyotepa oUBouAo acdalelag MANPODOPLIKWY CUCTNUATWY
KEBv Mitvik ou emeonpave OTL ival TOAU EUKOAOTEPO va EEYEAATELG KATIOLOV VoL SWOEL Evay Kw-
S1k6 podoPaong yLa Eva cUCTNHA ard TO VO TPOCTIABOELS VA TOV OTIAOELG.

Auvoapeotnpévol, aninotol 1 adelelg uTAAANAOL Kol XpOTEG UTIOAOYLOTWY UITOPOUV €V YVWOEL 1
aBeha Toug va mapEXouv TOAUTIUEG TAnpodopleg tou Ba odnynoouv otnv mapapiacn tng aoha-
Aelag evog cuotipatog 1 Siktuou. ExBlaoudg, xelpaywynon n amAd mopamAdavnon elvat Ta Héoa
mou Ba xpnotpomnotnBolv ylo thv EKUETAANEUON TWV AdLVAULWY TNG avBpwrivng puong KaL T
enitevén Tou otdyou.

Karmoleg aro tig KAAOIKEG LEBOSOUG TTOU XPNOLUOTIOLOUVTAL EIVAL KAL QAUTEG TTOU TepLypddovTaL oTa
EMOUEVA:

¢ Anpoupyia Zevapiou (Pretexting): H texvikn tng dnuiovpylag Kot xpriong evog nvonuévou
oevaplou pe 0TOXo va mapamAavioel To BUpa pe TETOLO TPOTIO WOTE VA YIVEL TIEPLOCOTEPO
EMUPPETEC OTNV eKYwpnon mAnpodoplwv. Eva nepitexvo Péua mou moAAEg dpopég Paoiletal
KOl 0€ TPOTEPN EPEUVO KOL EXEL OAV OKOTIO VOl VOLLLLLOTIOL OEL TOV EMLTIOEUEVO OTA LATLO TOU
Buparoc. O emtTiBéuevoC UMopEl TL.X. va APLOTAVEL TO SIKNYOPO, TOV QAOTUVOLKO, TOV EKTTPO-
OWTO HLog Tpdmelog 1 kAmolov GAAo mou cUUPwva pe To BUpa «SikalouTal va yvwpllew.
MoAAEC popEg amAd pia coBapn Kat «emionun» dwvr), KABWC Kol LEPLKEC TTPOCYXESIAOUEVEG
QMOVTNOELC OTIC TILOAVEC EPWTAOELG TOU BUTOC 0pKOUV YLoL va OAOKANPpwOEL N amatn.
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Ewova 8.3: EmiBeon KOWWVLIKNAG LNXOVIKAG Ke Snpoupyla oevapiou

¢ HAektpoviko Wapepa (Phishing): Eival évag tpdmog e€amdtnong Twv xpnotwy UTIOAOYLOTWY
L€ OTOXO VO TOUG KAVEL VAL aloKaAUOUV TTPOCWTILKEG TTANPODOPLEG 1 OLKOVOULKA OTOLXELQ,
HEOW EVOC TOPATAQVNTIKOU NVULATOG NAEKTPOVIKOU TaXUSPOUELOU N LLLOLG TIOPOUTTAQVNTLIKNAG
TonoBeoiag Web. Muwa cuvnBilopévn amndtn nhektpovikol "Ppapépartog” Eekva pe éva pivu-
pa nAektpovikol taxuSpopeiou, To omolo potdlel pe pia emionpn wdomoinon anod afLomnt-
oTN TNy, ONwe TPANEeld, ETALPELN TILOTWTIKAG KAPTOC ) EVUTIOANTTTN ETALPELX NAEKTPOVLIKOU
gunopiou. Ot MAPAAATTEG TOU UNVUHOTOG NAEKTPOVIKOU Taxudpopeiov KateuBlivovtal oto
va emokedBouv pia tomobeoia Web, n omola €xel dSnuioupynBel pe otoxo tnv efamatnon
TOUG, OTIOU TOUG {NTelTaL Vo TOPACYOUV TIPOCWITLKEG TTANPOodOpLeg, OMWE 0 aplBUOS N 0 KWw-
S1K6¢ MpdoBacng KAToLou Aoyaplaopol TOUC. 2T CUVEXELQ, OL TANPOdOpPLEG AUTEC XPNOLLO-
moloUVTaL cuVRBWCE yla UTTOKAOTIH TAUTOTNTAG.

Ewova 8.4: MaparmAavnTiko e-mail
(Mnyn: http://oneiros.gr/blog/media/alphaphishing.jpg)

¢ AdAwpa (Bating): To «60Awpa» Baociletal otnv mepLépyela f tv aminotia tou Bupartog. H
TEXVLKN £XEL TIOAAEG OUOLOTNTEG e AUTEG Tou AoUpetou Immou. O emttiBépevog adrvel éva
poAuopévo CD n éva flash disk o kamola epdavn tonobeoia (avelkuotnpa, SLASPOO, XWPO
otdBbueuong) g eTatpiag mou éxel oav otoxo. Kamotog untdAnAog umopei va to Bpet kat
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QO TIEPLEPYELD VAL TO BAAEL OTOV UTTOAOYLOTH TOU yla va S€L TL TEPLEXEL. KAl LOVO N eLoaywyn
TOU OTOV UTIOAOYLOTH apKEL yla va ToV LOAUVEL e KOKOBOUAO AOYLOULKO TTOU 0T GUVEXELD Ba
TIPoodEPEL OTOV LELOKTITN TOU TPOCPACH «EK TWV £0W» 0TO SIKTUO TNG eTaLplag. MepIkeC do-
PEC UMOPEL VA YpnoLuomolnBouv Kal 1o EAKUCTIKEC CUGKEUEG, OTlwG T.Y. £vag media player
TIOU OTEAVETAL KUETA OO KANPWON» O€ KATIOLOV KTUXEPOY.

o Quid pro quo (Katt yia k@t i AoUva kot AaBeiv): Evog emitiBepevoc kaAet tuxaioug aptd-
Houg (r.x. og pla eTatpia) maplotdvovtag urtdAAnAo tng Texvikng Yrmootnplénc. Kamota otuy-
un Ba Bpel KAmoLov ToU TIPAYUATIKA Ba €xel TPOBANUA, Kot Ba elval eLyVWHWY yla Tn Bo-
nBeta. O emtiBépevog Ba Bonbroet Tov udAAnAo va AUoeL To TPOPANUA TOU, EVW KATA TN
Slapketa tng SLadikaoiog Ba Tov kaBodnynoeL va KAVEL KOl TIG EVEPYELEG o Ba Tou Swoouv
npoopaon oto Siktuo.

8.2 EdappoyEc Baowwv MeB0dwv kat Texvikwv AodaAeLag

ITIG EMOUEVEC EVOTNTEC TTEPLYPADOVTOL OL EVEPYELEC KAl TOL LECQ TIOU UTopel val a€LoTioLoeL €vag
XPNOTNG WOTE Vo au€noeL TNV aohAlela TG00 TWV MPOCWTKWV deSopévwv Tou, 600 Kat Tou t-
KTUOU TOU OpyaVvLopOU oTov omoio dpactnplomoleital. Kabe pio amod tig akOAouBeg TEXVIKEG TTpO-
otateVUEL amd CUYKEKPLUEVOUC KIVEUVOUC, WOTOOO yLa TNV emiteuén 600 To duvatov PeyahiTepng
aohANELOG Elval amapaltnTn KO OALOTLK) TIPOCEYYLon Tou Ba epapUoleL TIG MEPLOCOTEPES (av OXL
OAEG) QTO QUTEC TIG TEXVIKEG.

8.2.1 Kwéikoi mpocpaong

O Mo ouvnBLOPEVOG TPOTOG TAUTOMOINONG TWV XPNOTWV Ao €va AELTOUPYLKO cUOTNUA glval n
Snuoupyia pog cuvBnuatikng AéEng (password) yla kaBe Aoyaplaopd xpnotn, n onola Ba {ntei-
Tal KABe Gopd OV 0 CUYKEKPLUEVOG XPNOoTNG emBUEL va cuvdebel e To cuotnua. Mia amd Tig
o ouvnBlopéveg HeBddoug emiBeong oe UTIOAOYLOTIKA CUGTHOTO OTOXEVEL OTNV AVEVPEDH TWV
KWOLKWY LE TOUC OTtoloU¢ oUVSEOVTAL OE AUTA OL XPHOTEC, e OKOTO TNV pooBacn ota Sedopéva
TOU OUYKEKPLUEVOU UTIOAOYLOTIKOU GUOTAHATOC, aAAG Kal o€ TiBavoUg SIKTUaKoUG TOPOUG GTOUG
omoloug oL CUYKEKPLUEVOL Aoyaplacpol £xouv mpoacBaan.

Ewkova 8.5: Ma va TPooTATEUTOUV oL KwdLkol mpooBacng anod «adiakpita BAEpHaTar, Sev epdavidovrat
oL XOPAKTAPES TIOU TANKTPOAOYOUHE. 2Tn B€on Toug epdavilovtal cuvhBwg TEAeLe I aoTEPAKLA, 1) TTOA-
AéG PpopEG Kat TUmoTa, Wote va pnv amokaAudBel oute To TARBOC TWV XOPAKTAPWY TOUG.

l'a to AOyo aUTd OE MEPUTTWOELC TIOU N alodAAeLa ailel onpavtikd polo Adappavovrol emumpoce-
T LETPA TAUTOMOINONG TWV XPNOTWVY TIOU £XOUV VO KAVOUV ELTE HE TN Xprion Tu.X. usb KAWLV N
KAPTWV avayvwpLong (LoLdlouv e TIG YVWOTEC TILOTWTIKEG KAPTEC) 1} AKOUA KOL LLE TNV OVOYVWPLON
BlopeTpikwv oTolxelwv Tou Xpnotn (omwg m.x. SaKTUALKA amotuntwpata, potifo tng iptdag Tou pa-
TLOU, XpoLd GwVAC K.a.). ZNUOVTLIKO POAO LA TNV ETITUXLA TWV CUCTNUATWY QUTWV TTaileL n EUKOALQ
XPNONG TOUC KAl N amodoxn Toug oo TouG XPHOTEC.

124



Ewova 8.6: Avayvwplon tng iptéag tou avBpwrivou patiov.

(Mnyn: http://www.popsci.com/sites/popsci.com/files/styles/medium_1x_/public/images/2014/12/biometric-eyes.
jpg?itok=WmuC7xw0)
8.2.2 Zuvaptroelg Keppatiopol (Hash functions)

Ot kwbikol mpooPacng ota Asttoupytlkd cuotuata dev armobnkevovtal cav anAd keipevo (plain
text) omote Ba ftav amho kamolog va toug StaBdoel. Avt autoU, To AeLToupyLkd cUOTNUA TEPVA TO
password amo pio cuvaptnon KeppatiopoU n onola divel oav amotéAeopa pia cuppolooelpd mou
ovopaletal ouvoyn (digest). MN.x. cuPUPwWva e TN cuvapTnon Keppatiopou NTLM mou xpnotuomnot-
el to A.2 MS Windows o kwdikog m@gn1lflc3nt petatpénetal oe A7CB237DABF384B97EF70B3B8D
EFB1BD kol auth N TN €lvatl mou anoBnkeVeTaL 0To cUCTNUA.

OL GUVAPTACELG TTOU XPNOLUOTIOLOUVTOL VL0 TO OKOTIO AUTO €X0UV TNV €€N ¢ LBLoTNTa. Kabe dpopd mou
Séxovtal oav elcodo Tov iblol kwbdiko, Bydlouv oav amotéAeopa tny (ta cUvodn, OUWE av KATOLOG
yvwpiletl povo tn ouvodn elvat aduvatov (A mo owotd efatpetikd §UoKOAO) va pUmopéael va Bpel
ToV KwOLKO, TapOA0 OV 0 OAYOPLBLOC LETATPOTNG Elval YWWOoTOG. o To Adyo autd avadépovral
TIOMEG POpEG Kal oav HovoSpopes (one-way) cuVapTHOELG.

Ewova 8.7: Aettoupyia oUVAPTNONG KEPUATLOMOU
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H péBodog autn wotoco dev umopel amo povn tng va eyyunbel tnv acdalela tou kKwdkoL mpo-
oBaong. Eival yvwoto otL moAAol XproTeg XpNOLULOTOLoUV yiat KwOLKoUG TOAU amAég AéEeLg, 1) Tipo-
OWTILKA TOUG oTolxela (m.x. npuepounvia yévwnong, thAépwvo, AOM k.A.1t.) i A&geLg mou unapyxouv
otnv kaBophoUpevn yAwooa. Ta otolxeio autd elval ta mpwta tou Ba eAéyEel évag emtiBEpevog
TIPOKELUEVOU VOl aVOKOAUPEL KWSLKOUG.

Yndpxouv pHAALoTa £TOLUOL TIIVAKEG e TN oUvoyn TTou TTapAyouV oL AL auTeg (Sedopévou OTL N
OUVAPTNON KEPUATLOMOU elval yvwoth) KU £ToL To pdvo Tou xpeldletal sival va yivel n olykplon
pe autol¢ mou elval armoBnkeupévol oto clotnua. Ot Ttivakeg autol Aéyovtal rivakeg avtiotpodng
avalntnong (reverse lookup tables ) rainbow tables). Av n mpoondBela autr amotuyeL, Unopel va
yivel eniBeon pe e€avtAntikr Sokiun kwdikwv (brute force attack), 6mov Guwg o xpPOVOGS TIOU XPEL-
aletal yla va mpaypotomnotnBel avéavel Spapatikd 660 avédvetal to PEyeBog Tou Kwdikol, aAAd
KalL TO OUVOAO XOPAKTPWV OO To omolo amoteAeitat (m.x. meld, kepataia, aplbuoi, cUpBoAa).

‘Etol Aoutov umoBEtovtag éva oUOTNUA TIOU UIMopEL va mpaypatornolosl 1000 Sokipég To Seute-
pOAemto (m.x. ota password evog SlktuakoU TOTOU), EVw yla To aplBuntikd password Twv 8 xa-
paktipwv (m.x. To 98532548) Ba xpelaotolV o TMOAU 1,29 nuéPEC yla va yivel Sokiun OAwv Twv
ouVBUOCUWY, YL EVa aVTIoToLXO password e XapaKTHpES armo StadopeTikd cuvola Ba xpelalotav
2,13 YIALASEC aLWVEC.

[Aoknoeic 4, kat 5]

8.2.3 Nwg dnpioupyeiton £vag LoXUpOG KwSLKOG

Yrdpyouv pepikol amlol Kavoveg mou UmopoUlv va evioxUoouv TV aohAAela Tou VoG KwLkoU
npodoPaonc:

¢ Na eivat acuviBilotog: Auto onpaivel OtL Sev Ba mpemel va eival pia Aé€n amd auTtég mou
UTLAPXOUV OTa AE€IKA. Z€ QUTO UITOPEL va BonBrOoEL KAl  AVTIKATAOTAON KATOLWY XOPaKTH-
pwv pe cUPPBoAa ou toug potalouy (m.x to ‘a’ ue ‘@’ N to ‘i’ pe ‘I’ k.o.k.

¢ Na pnv givat tpoownikog: MNpémnet va anodevyovtal .. tnAébwva, nuepopnvies yévvnong,
OVOLLOTO CUYYEVLKWY TIPOCWITWVY K.QL.

e Na unv sivar mpoPAéPpog: H otooeAiba http://www.whatsmypass.com/the-top-500-
worst-passwords-of-all-time 6mw¢ kot AAEC avAAOYEG TIEPLEXEL £vav KATAAOYO HE TA TILO
ouvnOiopéva password ou xpnoLomnololy xprnoteg (kat mou Ba mpémnel mdon Buaia va armo-
devyovral).

o Na nepléxel moAAoU¢ xapaktipeg: Ooo MePLOCOTEPOUC, TOGO TO KAAUTEPO (olyoupa OxL AL-
YOTEPOUG Ao 8), KBWC HE TOV TPOMO AUTOV Yyivetal oxeddv aduvatn n aveUpPeor TOU UE
emBEoelg wung Plag.

o Na nepléXeL XopaKTnPeG arnd noAAd Stadopetika cuvola: M.x. meld, kepahaia, aplOUOUG
Kat eld1koU¢ xapaktnpec. 0oo meplocotepa SLopOPETIKA GUVOAA XUPAKTPWY, TOCO MEPLO-
00tepoL oL cuvduacpol ou Ba mpémel va SokipaoeL évag enidofog elofoléag.

¢ Na amopvnpovevetal 0KoAa: Eival moAU onpavtikd va BupopaoTe To password Tou xpn-
olponoloUpe. Autd Ba emtpéPel Tn ypriyopn MANKTPOAGYNGor| ToU 0To cUoTtnua Kot Ba du-
OKOAEWEL KATIOLOV IOV TIAPaKOAOUBEL QUTOV Ttou To TAnKTpoAoyetl. Av Ta password Tou xpn-
OlOTOLOUE elval TTOANA Kal §€v UmopoUE va Ta BUUOUOOTE UTIAPXOUV EPOAPUOYEC, OTIWG
10 Keepass (http://sourceforge.net/ projects/keepass/) i n dtadiktuakn unnpeoia LastPass
(https://lastpass.com/) Tou emttpénouy TNV aodain anobrikeuon Kot Slaxeiplor] Toug amalt-
TWVTAC TNV OITOUVNOVEUGT EVOG LOVO KWSLKOU.
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‘Eva mapadelypa xprnong toxupou password sival to akolouBo. Eotw 6Tt oTo Mwpyo apéael TOAU n
O0OKOAATO. Oa puropoloe MooV va Eekvnoel amo tn ¢pdon «/ love Chocolates» Kal e TNV avTLKa-
TAOTAON KATIOLWV XAPAKTHPWY UE aptdpoug kot cUpBola va kataAnéel oto «!_L()v3_ChOco/@t35»
mou oUpdwva pe T oelida aflohoynong kwdkwv http://www.passwordmeter.com/ eivat moAD
aodarég. Akopa o Mwpyog Ba umopoloe va xpnotpornotioet kat pioe Greeklish exkdoyr, Eekvwvtag
and tn ¢paon 1Y «AATPEVW TIG SOKOAATEGH UETATPEMOVTAG TNV 0 «L@tR3VW_t1S_SOkO!@tES»,
yla To omoio cUpdwva pe tn oehida https://howsecureismypassword.net/ évag cUyXpovog UTtoAo-
ylotng xpelaletal (mepimou) 32.745.418.545.741.343.000.000 xpovia yLa va TO OTIALCEL.

Ewova 8.8: Evag .oyupog KwOIKOG XPELAETAL « LA OLWVLOTNTAY YLOL VOL OTIAOEL

[Acknoelg 6, 7, 8, 9 kat 10]

8.2.4 Edpappoyég Kpunttoypadnong kat Kpuntavaiuong

Me tnv amoBrikeuvon kabe eiboug mAnpodoplag oe Pndrakn popdr, aAAd kat tn oxedov KaboAlkn
Tipaypatornoinon cuvaAaywy Pe NAEKTPOVIKA pEoa, SnuLoupyeital n avaykn yia acdalrn duAain
Kot LeTddoon SeS0UEVWV LETW UTIOAOYLOTIKWY CUCTNUATWV.

Ol ebappoyEg Tne kputtoypadiog Epxovral va kaAuPouv thv avaykn autr. Yrapyxouv dUo Bactkd
€ldn aAyoplBuwv kpumtoypddnong. Ol CUMUETPLKOL Kot oL AoUPUETPLKOL (i SNUOCLoU-LSLWTIKOU
KAeLS10V). Ot ouppetpikoi alydplBuol xpnopomnotoly o i6Lo KAeLlSL yla kpumtoypddnaon Kat amo-
KpuTtoypadnon, eVw oL 0oCUHETPLKOL {euydpla KAELWSLWY TTOU E TO €va YIveTal Kpumtoypdadnon
Kal JE To aAAo amokpumrtoypdadnaon.

Ao TNV €Moxn ToU epapuooTNKaV oL TPWTEC LEBodoL kpumtoypdadnong Eekivnoe Kat n MPooma-
Bela va Slafactolv Ta Kpumtoypadpnuéva pnvopata. H kaAltepn nepimtwon BERata Ba Atav va
ylVEL PE KATIOLO TPOTIO YVWOTO TO KAELSE, OUWC auTd Sev ATa mavta ePLkTo. Avamtuxbnkav Aomov
KU GAAeg LEBOSOL, OMWC TT.X. OTATLIOTLKY AVAAUGH LE TNV omtolol SLATILOTWVETAL i GUXVOTNTA EUDAVL-
0NG TOU KABE ypAUUATOG OTLG AEEELG LG YAWOOOG. H EMLOTA N TTOU 0LOXOAELTAL [E TNV OTTOKPUTITO-
ypadnon UNVUHATWY Xwplg va eival ywvwotd to KAeWSi ovopaletal kpumtavaiuon.

[Aoknon 11, 12 kat 13]
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8.2.4.1 Kpumnttoypadnon Aedopévwv, Apxeiwv Kot GakEAwWV

Ta MEPLOCOTEP AELTOUPYIKA CUOTAHATA TPOoodEPouV Karmolo eidog kpumtoypddnaong apxelwv kat
boKEAWVY, EMITPEMOVTAG £TGL OTO XPrOTN VA acPaAloeL IEPLOCOTEPO KAToLla evaiaobnta dedopéva
TIOU UTOPEL vaL €XEL amoBnKeupéVa 0TOV UTTOAOYLOTH Tou. Kamola pdAlota Sivouv tn Suvatotnta
KpuTmtoypadnong kat oAdkAnpou tou diokou. Ta GUCTAKATA OUTA XPNOLUOTIOLOUV CUVHBWE TEXVL-
KEG OUUUETPLKAC KpUTITOYpAdnonc, Kat kpumtoypadoUy Ta SeSopuéva XpNOLULOTIOLWVTOG TOV KWOLKO
£10060U Tou Xpnotn. Elvat aglomiota otn xprion toug, aAAd cuvBwg neplopilovtal otn Staxeiplon
QPXELWV OTOV UTIOAOYLOTH) TIOU Elval armoBnkeupéva.

MoAAEC dOPEC MAVTWG MOPOUCLATETAL N AvAyKn KpuTttoypodnuéves mAnpodopieg va xpelaletal va
petadepBoulv (koL evéexouévwe va amokpumtoypadnBouv oe dAo cloTtnua, bLag f StadopeTikng
QPXLTEKTOVIKAG, oo TO apxko. Mo tnv mepintwon auth undpxouv ebappoyEg Kpumtoypadnong
apxelwv Kot GakEAWV TOU UIoPoUV va ekTeAolvtal o€ SLopOPETIKOUG UTIOAOYLOTEG, O TIOANEG
8e MEPUMTTWOELS XWPLG va xpeldletal eykatdotaon (portable), evw kdmoleg AAAeC, KUPIWE QUTEG
mou Baoilovtal og Java, Urmopouv va ekteAecB0oUV Kal € CUCTAATA SLOPOPETIKAC APXLTEKTOVIKAG
(cross-platform). Ot ebappuoyég autég ouvrBwe INTouv amd To XpRoTn Evav KwdLko Katd tn dtadt-
Kaoila g kpumtoypddnangc, mou Ba xpnotuomnotnBel kat ya Ty anokpuntoypadnon.

[Aoknoeic 15, 16, 17 kat 18]

8.2.4.2 Kpumttoypadnon Anpoctou-16iwtikot KAewdiol

H ouppetpkn kpumtoypadia, mapd To OTL EXEL VO TAPOUCLACEL ECOULPETIKA EEEALYLEVOUG QAYO-
pLBpouG ou umopouv va e€acdaAloouV TNV EUMLOTEUTIKOTNTA TwV Sedopévwy, £xel pia Baotkn
aduvaptia: To 6o kKAeldi mou xpnotormnoteital yla Thv Kpurmtoypddnon twv Sedopévwy, xpnotuo-
ToLelTal KOl yla amokpumtoypddnon. Auto dev dnuloupyel mpoPAnuata otav To (6lo ATopo mou
KAVEL TNV KpuTttoypadnaon, KAVeL kal Thv amokpumtoypddnon. Otav Opwg Snutoupyeital n avaykn
petadopdg tou KAEWSLOU péoa amd Eva un acdhaAég HETO peTtadoong, TOTE pia bavr) urmokAomn
TOU KAELSLOU UTOPEL VO aKUPWOEL KL TOV TILO oUYXPOVO aAyoplBuo kpumrtoypddnong, Kal To 1o
oUVOeTo KAelSL. 2Tn olyypovn WndLakn emoyxn, oL EMIKOWVWVIEG TEToLoU €ld0ug elvat TTOAU cuvnOL-
ouévec Kal Ta SU0 Pépn Tou avtaAldocouv mAnpodopieg prmopel va Bpiokovtal moAAEC XIALASES XL-
ALOUETPO LAKPLA TO EVa OTIO TO AANO KOL VOl NV gival Kav AvOpwrtol, AANA UTTOAOYLOTLKEG LNXOVEG.

Tnv andvtnon oto mpoPAnUa auto €pxetal va Swoel n Kpumtoypadnaon dnuoaciou kAewdlov (Public
Key Cryptography) 1 acOppeTpou kAeldlov (Asymmetric Cryptography), mou xpnotupormnotei Stado-
PETKA KAELSLA YLOL TNV KpUTITOYPAdNON KaL TNV amoKpurtoypddnaon. O mpwTtog TETolog aAyopLouog
napouactactnke To 1976 ano toug Whitfield Diffie kot Martin Hellman, evw apydtepa akoAoudn-
oav Kol aAAol, LE To yvwotoUg toug RSA (amd ta apykd Twv Ron Rivest, Adi Shamir kat Leonard
Adleman mou tov avéntuéav), tov EIGamal (raAt amno to dvopa tou Snutoupyou tou Taher EIGamal)
Kat tov NSA mou avantuxdnke anod tnv Apeptkaviki EBvikn Yrinpeoia Aodaleiag (National Security
Agency — NSA).

H d\ocodia otnv omola otnpilovrat ot alyopBpol autol eival 6tL kabe xpnotng (AvBpwmog 1 un-
xavn) ebodialetal pe U0 KAELSLA KpuTITOYPAdPNONG: TO €va amd AUTA ovVOUAleTal LOLWTIKO KAELSL
(private key) kot 6w UTTOSELKVUEL KOl TO OVOUA TOU TIPETIEL VAL LEVEL LUCTLKO KAL VOL NV QVOKOL-
VWVETOL 0t Kaveéva. To aAo KAeLSi, ou Aéyetat dnuooto kKAewdi (public key) umopei (koL emBal-
A€TAL) VO OVOKOLVWVETAL OE OTIOLOVONTIOTE BEAEL VA ETIKOLVWVIOEL LLE TO GUYKEKPLUEVO XPHOTN UE
aodalela. Etol to dnpooto kKAeldi purmopet va otalel og kamolov LEow nAeKTpovikoU Taxudpopeiou
1 akOUn Kat va avaptnBel otnv LotooeAida Tou LOLOKTATN Tou. Yridpxouv &e kat dtadiktuakol St-
OKOMLOTEC dnuooiwv KAelSLwv (public key servers) otoug omoloug pmopet kamolog va ansuBuvBet
yla va Bpel to dnpodoLo KAELSL Tou xprotn mou Tov evELladEépeL, 1 va aveBAaceL To §1k6 Tou dnUocLo
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KAELOL yla va elval Stabeoipo oe kabe evbladepopevo.

To LSLWTLKO Kal To Snuocto KAELST xpnoLpomololvTal TAVTO CUVSUAOTIKA KL ToL GUVOEEL pLa pabn-
LLATLKY) OXECN TIOU €XEL OV OMTOTEAECUA O,TL KWOIKOTIOLELTAL E TO €val KAELSI, VA amoKwSLKOTIOLEL-
TaL pe To AAo. QoTo00, Ta KAELSLA lval TETOLA WOTE va 1NV elvat duvato yvwpilovtag KAmoLog To
€val amo QUTA, Kol TILO CUYKEKPLUEVA TO SNUOGLO, va purtopéaet va Bpel To AAO (To LSLwTKOG). Me Tov
TPOTO AUTO N AMOTEAECUATIKOTNTA TOU aAyOpLlOUoU €QPTATOL ATTOKAELOTIKA KOL LOVO aTtd TO OGO
Kahd duldooetal To OLWTIKO KAWL, adol mAfov ealeidetal n avaykn LeTAdoong Tou, EVw Mpo-
onaBeleg amokpumToypddnong LopouV TiLa va Yivouv povo pe e€avtAnTikr Sokiur KAEWSLWY, ou
OHWGE, OTWC £xeL NON oulntnBei, 0 Xpdvoc Tou xpeLaleTal eival amayopeuTIKA Peydhog. Omwg oup-
Baivel Kat e TOUG GUUKETPLKOUC 0AyOpLOpouC Kpumttoypadnong, £ToL kat e8w, 600 HEyaAUTEPO TO
HEyeB0oG Twv KAELSLWY TOCO TILO AVOEKTIKA £lval o€ TETOLOU £160UC eMIBETELS, aAAd KL TOCO TEPLO-
00TEPOG XPOVOG aalteltal yla Ti¢ Stadikaoleg tng kpumtoypddnong kKal Tng amokpumtoypddnong.

Ewkova 8.9: Eva Snuooto kAeldi 1024 bit to omnoio avamapiotatat wg pic akoloubia
OADAPLOUNTIKWVY XOPAKTHPWV.

(Minyn: https://upload.wikimedia.org/wikipedia/el/thumb/f/f8/Anudcio_KAeiSi.png/300px-Anudcio_KAeidi.png)

Anpoupyia kAewdiwv: Tn Snuoupyla Tou Snpoclou Kat Tou LWTkoU KAELSLOU Tou XproTn ava-
AopBAvouV el8IKEG LABNUATIKEG CUVAPTNOELS oL omoleg Séxovtal wg elcobo évav peyalo tuxaio
aplBuod kat otnv €€o0do mapdyouv to {elyog Twv KAelSLwv. Eival mpodavég ot 6oo mio Tuxaiog
elvat o aptBudg mou divetal oav elcodog otn yevwntpla KAeWSLWVY 1000 o achalr eival ta kKAeSLa
TIoU Tapdyovtat. O TUXALog AUTOG aplBUOC TTou amaltel oav £l0od0 o alydplBuog mapaywyng KAEL-
Suwv dev pmopel kat dev gival mpaktikd va 500l arnod évav avBpwro, yU' auto Kol ota cuyxpova
Tipoypappata kpumtoypddnong mapayetat AapBdavovtag unmopn dedopéva amod tov umoAoyLoth
OTWC TL.Y. TO XPOVIKO SLACTNHA yla TO omolo elvat avolytog, tov eAelBepo xwpo oto Sioko, Tnv

129



nuepounvia kat Tnv wpa, to MARBog Twv apxeiwv oto 6loko, K.a. Me BAcn AUTA T TPAYUOTIKA
Tuyaia (Le Tnv évvola oTL oxedov amokAeietal va BpeBolv U0 SladopeTIKA CUCTAATA OTA OTola
va ouprmintouv) debopéva urohoyiletal o Tuxaiog aplBROG Kat ELCAYETAL OTN YEWNTPLA KAELSLWY
yla va SnuoupynBet to dnpoacto Kat To LLwTIKO KAeLSL Tou Xpriotn.

Ewova 8.10: Anpioupyia SnudcLou-18Lwtikol KAELSLoU.
(Mnyn: https://upload.wikimedia.org/wikipedia/el/thumb/f/f9/[evvritpla._KAetdtwv.png/400px-TevvitptaKAstbiwv.png)

Eumiotevtikotnta — Kpuntoypdadnon — Miotomnoinon: a va oteilel €vag armooToAéag EVa LUOTIKO
pAvupa o évav mapaAnmen, Ba mMpEMeL MpwTa va To Kpumtoypadroel Le To dnUocLo KAELSL Tou
TLOPOAATITN. TN CUVEXELQ O TOPAARTITNG B XPNOLUOTIOLOEL TO LELWTIKO TOU KAELSL pOKELUEVOU Va
amokpurtoypadpnoel tTo uivupa. To oxAua autd eyyuartal tny epmioteutikotnta (confidentiality),
10 yeyovdg dnAadn OtL 0 TapaAAITNG Tou pnvupatog Ba eival kal o pévog mov Ba propsel va to
amnokpurttoypadnoet. Kamotog tpitog Ba pumopolos va urtokAEPeL To Kpumtoypadnuévo pAvupa,
OUWC YWpLG yvwon Tou lwtikou KAewSLol Ba tou NTav dxpnoto. AKOUa Kal o (510¢ 0 amooToAéag
TOU PnvupoTog 6ev Ba pmopouoe va TO amoKPUTIToypadnoeL, av .. katd Aabog diaypalel To
OPXLKO HAVUUQL.

Ewkova 8.11: E€aodalion eUMLOTEVTIKOTNTAG.

(Mnyn: https://upload.wikimedia.org/wikipedia/el/thumb/f/f4/Kpurtoypdenaon_Anudciou KAeibioU - Eumioteutikg-

mnta.png/800px-Kpuntoypapnon_Anudctou_KAgtbiou - Eumioteutikdtna.png
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Me t né€Bobo autr o anootoléag Staodalilel 6Tl o mapalnmtng Ba eival o povog mou Ba pmo-
pel va Sladoel To LAVLUA, OUWE Ao TV TAEUPA TOU TTapaAnTTn Sev MLoTomoLe(Tal n TautoTnTA
Tou anootoAéa. Epooov To Snuoacto kAeldi Tou mapalimn ival yevikd ywvwaoto, onotocdrnote Ba
prnopoloe va oTelAel €va TTOPAMAQVNTIKO UAVULA, TIAPLOTAVOVTAG OTL EVaL KATIOLOG AAAOG. TNV
aodaln enkowwvia (el8Ikd o6tav yivetal autopata Letafl unxavwy) onuocia Sev €xeL HOVO N
SlaoddaAion Tou andppnTou Twv MANpodopLwy ou petadidovtatl, aAa kat n e€akpiPwaon g Tau-
TOTNTAG TWV KOUVOLANTWVYY.

To MPOBANUO AUTO AVTLUETWITL(ETOL OV O AITOCTOAENC KPUTITOYPAPHOEL EVOL VUL UE TO LBLWTLKO
Tou KAELS, To oTelAel OTOV MAPAAATTN KAL QUTOG TO ATOKPUTITOYPAPHOEL Pe TO dNUdcLo KAeLSL
Tou anootoAéa (BupnBeite mwe OtL kpuTToypadeital pe to éva KAELSI, arokpumtoypadeital pe To
AaAo). ZTnv mepimtwon auth PERata to pRvupa kKaBe dAAo apd MUCTIKO elval, adol to Snudcilo
KAelS1 ToU amooToA£a elval YEVIKA YyVWOTO, Apa N AmoKPUNTOypAdnon Unopel va yivel amd omolov-
dnmote. QOTO00 METUXAIVEL VO TILOTOTIOLOEL TNV TOUTOTNTA TOU AMOCTOAEQ.

OL 600 autég péBodol pmopolv va auvduaoTolv, Omwe Ba SoULE MAPAKATW, EMITPEMOVTAG OE VAV
XpPNotn va oteilel éva kpumtoypadnUEVO HAVULA TO omolo va £xel «umoypade» Pndlakd e To
LOLWTLKO Tou KA£LSL, €TOL woTe va pnv apdlopnteital n mpoéAeuar) Tou.

Mia tayudpopikry avaloyia (mopddsiyua and https://skytal.es/wiki/Kpumtoypdadnon  dnudot-
oU_KAelbLoU): «lta va yivouv KaAUTEPA KATAVONTEC Ol SLOQPOPEC UETAEY CUUUETPIKAC KOl QOUULE-
TPNG KPUITOYPAPNONG, UMTOPEL KATTOLOC VI (pavTaoTEL U0 avIpwitoug, TV AvTiyovn kat Tov BaaiAn
(Alice kat Bob atnv AyyAikny) mou B€Aouv va avtaAAaéouv kKpupd unvVOLOT UECW TOU TAXUSPOUELOU.

Me gva aUuotnua CULUETPLIKOU KAELSLOU, N AvTiyovn mpwta Balsl To UOTIKO uivuud mou V€AeL v
oTeilel oe éva kouTi, T omoio KAELSWVEL e pia kKAELSapLd yia TV omolia Exel To kKAELSL. ST OUVE-
XELo TO OTEAVEL oTov BaoiAn uéow tayudpouciov. Otav o BaoiAng AdBet To unvuua, xpnouiomnoLel
éva KAeLSIi mavouolotumo Ue auto ¢ AvTlyovnc (To omoio EXeL AITOKTAOEL TTPONYOUUEVWC, (OWC OE
MPOOWITO LE TPOOWITO CUVAVTNON UE TNV AvTlyovn) yia va EekAeldwoel kat va SLtaBdaoel To unvuua.
2Tn ouvéxela o BaoiAng umopei va ypnotuomotioet to (610 AOUKETO yla va OTEIAEL TNV KpUPL TOU
anavtnon atnv Avtiyovn.

2€ Eval oUOTNUO QOUUUETPLKOU KAELSLOU, n Avtiydvn kat o BaaoiAng éxouv EexwploTtég kAelbapléc.
Mpwrta, n Avtiyovn {ntaeL and tov BaoiAn va tn¢ oteilet to EekAelbwTto AoUKETO TOU UEow amAou
Tayudpoueiou, evw To KAELSL yla To AOUKETO QUTO TO KPATAEL yLa TOV €QUTO Tou. Otav n Avtiyovn
10 AdBeL, TO YpnoluomoLel yla va KAELOWOEL Eva KOUTI TO OTTOLO TIEPLEXEL TO UNVUUA TNG KAl OTEAVEL
10 kAetbwuévo kouti atov BaoiAn. Otav autdc to AdBel, ival o uovog mou Exetl to KAELSL yla to
AoUKETO, Kat apa 0 puovoc mou umopei va 1o StaBaocel. Mo va anavtioet otnv Avtiyovn, So mpeEmnel
QVTioTOoLYQ KO QUTOG VO TTAPEL VAL AVOLXTO AOUKETO amo TV Avtiyovn,.

To KpiOLLO TTAEOVEKTNUA TTOU LUOC TIPOCPEPEL ) ACUUUETPLKN KPUTTTOYPapia eivat OTL N AvTiyovn Kol
0 BaoiAnc bev ypelaletar va avrtaAdaéouv kAeLdia. Auto amoTpEneL kamotov Tpito (iowc, oto mapda-
belyua pag, karmolov TayudpouLko urtdAindo) amo to va urokAEPel To kKAELSi kadwe aQUTO UETAPE-
PETAL, KATL TO 0TT0(0 T EMETPETIE € AUTOV TOV TPITO VO KATAOKOTIEVEL OAQ TOL UEAAOVTIKA UNVUUAT
UETAéU Tou BaoiAn kat tng Avtiyovng. Omote, oto auotnua dnuociou kAeldioU, n Avtyovn kat o
BaoiAn¢ b€ xpetaletal va eumiotevovtal olaitepa to TaxudpoUeio (kal yevikd Tov omtolodNmoTe
Slaudo enikotvwviac).

Quoika, undpyel mavTa To EVOEXOUEVO KATTOLOG Vo mapaBLaoetl Tnv kAgtbapid tng Avtlyovng 1 Tou
BaoiAn. Metaév twv aAyopiGuwy Kpuntoypdenons CUUUETPLKOU KAELSLOU, udvo o One-time pad &i-
val armoAuta ao@aAnc amévavtl ge onoLovEnmoTe avtinado, aveéaptrTwe TN UTOAOYLOTIKAC LoYU-
0G TToU aTo¢ uropel va Stad€tel. Avotuywe, Sev unapyet aAyoptduoc kpuntoypapnonc dnuoatou
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kAeldLoU ue autn tnv 1816tNTA, KA £ToL 6Aol autol ot aAyoptduot eival euvaAwtol o€ Brute-force
attack (enideon wunc Biag).

2tnv npaén, n mapandavw avacPIAELR QVTIUETWITI(ETL UE TNV EMIAOYN KAELSLWV QPKETA LUEYAAWY,
WOTe N KAAUTEPN yvwatr) enideon va EMAUPVE TOOO YPOVO TTOU VA UnV AéLe TO XPOVO KaL T XpHUaTA
yta tov avtinaldo. Mo mapddeyua, kavévag 6 da EUmaive otov KOmo va npoonaldroel ue brute
force enifeon va ondoeL TNV KpUTITOYPAPNON TWV UNVUUATWY 00U, 000 GNUAVTLKEG TTANPOPOPIES KL
av niepleiyav, av n enideon da Emaipve katd ueco o6po 1000 ypovia. »

[Aoknoeic 18, 19, 20, 21, 22 kat 23]

8.2.5 Anpooisuon ot E§uninpetntég Anpooiwv KAetdwwv (Public Key Servers)

To &nuodoto kAeldi, omwe Aéet kat n AéEn, mpoopiletal oto va eivat Slabéotpo og onolovdnmote
BéheL va pag oteilel éva kpumtoypadnuévo pRvupa. Yridpxouv moAAol TPpOmoL E TOUG OToioug
umnopel va dnuoctomnotnBei to Snuoacto KAELSL pag m.y. Le petadopd o éva usb-stick, N péow nAe-
KTPOVLKOU TaxuSpoUEloU 1] HEOW TNG MTPOCWTILKAC Hog web oeAidag (av uTtapyel).

MoapoAa auTd, UTTAPXEL N TTePIMTWEON va BEAEL va ETUKOWVWVACEL Mall ag KATIOLOG TTOU SEV LOG YVW-
pileL kaL 6ev umopel va mAnpodopnBel To SnUOGLO KAELST oG LE KATIOLOV OO TOUG MAPOTIAVW TPO-
TOUG. A TO OKOTO AUTO £X0UV SnuoupynBel ldikol €umtnpetnTEC SnUOcLWY KAELSLWwV (public key
Servers) oToug omoioug Umopel KAmoLog va LeTadopTwoEeL TO SNUOGLo KAELSL Tou. OL eEUTNPETNTEG
autol SlaBEtouv Evav UnXaviopo avalntnong (e ToV Omolo UMopEL KATOLOG VOl EVIOTLOEL TO SNnuo-
olo KAelSL evog xprotn, XpnolonoLwvtag To ovopa 1 tnv e-mail SietBuvor) tou. MdAlota oMol
QMO OUTOUC TOUC Server eMmKOWVWVOUV Kal HUE AAAOUC, EVNUEPWVOVTAG TOUC TNV ELOAYWYN VEWV
KAelSLwv, amaAAdooovtag To Xpnotn and auth Tt epyacia. Eva woTdo0 UELOVEKTNUA QUTWY TWV
géunnpetnTtwy elvat otL ouvnBwe dev meplapPavouv AAAa oToLKElQ yLo TAL ATOUA TIOU £XOUV E-
Tadoptwoel Ta dnudota KAeLSLA Toug, dnuLoupywvtag £tot SUCKOAEG Og epimTwon cuvwvupiag.

[Aoknon 24]

8.2.6 Anpoupyia Awktuov Epriietoouvng (Web of Trust - WoT)

Ot key server umopouv va mAnpodoprioouV To Koo yla To SnUoacto KAELSL pag, Sev UmopolV OUWG
va pag e€aopalioouv OTL oL GAAoL xproTeg ival autol ou Loxupilovral. To epmodlo autd umopel
va Eemepaotel wg €€Ng: Me tov (610 TPOMO ToU £vag XPHoTNG UMOpPEL e Xprion Tou ELWTLKOU Tou
KAewdloU va umoypalel Pndlakd éva pnvupo mou Ba oteihel o KAmolov AANO, £T0L UMOpPEL va
unoypadel PnoLakd kat 1o Snuocto KAeLSL Kamolou GANou, uTtoSNAWVOVTOG £TOL OTL TOV YVWPLTEL
KoL Tov epmioteVeTal. EToL Y. 0 BaoiAng pnopel va urtoypd el to Snuocto KAELSL TnG AvTlyovng e
T0 61KO TOU Kat va oTelAeL To uTtoyeypappEVO KAELSL oTtnv Avtiyovn. Eav n Avtyovn to emBupel Ba
aveBaoet Eava to KAeSL Tng otov key server, mpooBétovtag otnv oucia tnv unoypadn tou Baciin.
NMAov otnv avalitnon tou dnuoctou KAeLSLoU tng Avtlyovng, Ba éxel mpooteBel n umoypadr Tou
BaoiAn. Me tov tpomo auto ot PndLakeg urnoypadéc KAeSLwY PeTtall atopwy YVwoTomoLouvTal
oe tpitouc, divovtag tn duvatotnta va dnuoupyndel €vag LoToC eRmoToolvng Hetatl Xpnotwy
(Web of Trust). MNna napadstypa o Kwotag yvwpilel tov Baoiln kat avalntwvtog to dnpoacto kAelsi
NG Avtyovng BAEmet tnv unoypadn tou BaoiAn. Av o Kwotag epmioteVetat tov BaciAn, pmopet va
eumnioteuBel (og omolo Padud emBupel) kat Tnv Avtlyovn. To PeloveKTNUa 6w elvat OTL KABE aAu-
oida elvat téoo duvartr 600 o 1o adVVapog KPikog TNG. Av évag xpnotng SNAWGCEL TNV EUMLOTOCUVN
TOU TPOG KATOLOV AAAO, XWPIG TPAYUATIKA va Tov yvwpllel, umopel va mapamhavnosl kat GAAoug
XPNOTEC OTO VAL TOV EUMLOTEVOOUV.
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8.2.7 Wnorakég Yroypadég

Onwc avadEpOnKE TPONYOUUEVWG UTIAPXEL N SUVATOTNTA EVaC XPROTNG XPNOLLOTOLWVTAS TO LOLW-
KO tou KAeLSi va «onuadéPety (umoypaetl) Pndlokd éva pRvupa, £ToL WoTe va emipeBatwvetal
N TOUTOTNTA TOU Ao tov mapaAnmn. H Stadikacio autr Aéyetal « hndlakn umoypadn» kat yivetat
e Tov akoAouBo Tpormo:

e APXLKQ TO MAVUUQ ELOAYETOL OF LA CUVAPTNON KEPUATIOMOU Qo TNV Omola TMPOKUTITEL N
oUvon Tou. Onwg xetL avadepbel oTa MPonNyoUEVA OL CUVAPTHOELG KATATELOXLOUOU glval
TETOLEC OV elvarl e€atpetikd aniBavo (Oxt Opwe Kat aduvato) S0 SladopeTikA HnvUpaTA vVa
mapayouv tnv idla cuvon.

e 3TN GUVEXELD N cUvVOYN TOU PNVUHOTOG KpuTttoypadeital e To WOlwTko KAELSL Tou amooto-
Aéa. H kpumtoypadnuévn autr cbvoyn eival n «Ppndlakn umoypadn».

e H «ndLokr urtoypadr» GUVEVWVETAL e TO APXIKO LVUHA KoL OAa pall artooTéAovTal oTtov
riapaAnTTn. Av o anootoléag To emtbupel pmopel ptv otelhel To prvupa Le tn ouvoln va ta
KpuTttoypodr o€t Ue To SnUOoLo KAELST TOU armooToléa, £T0L WOTE KOVELG AAAOG VOl NV UTtopetl
va ta Slofaoet.

Ewkova 8.12: Wnolakég Yroypadeg.

(Mnyn: https.//upload.wikimedia.org/wikipedia/commons/thumb/6/6f/Digital_Signature_ diagram_el.svg/500px-

Digital_Signature_diagram_el.svg.png)

¢ O mopaAfmTng TOU UNVULOTOG TO amoKpurttoypadei (av xpeldletat) pe To LOLWTIKO Tou KAWL
KQlL 0TN GUVEXELD e€AyEL TNV KpuTtToypadnuévn ouvoln.

e H kpuntoypadnuévn olvoyn amokpumtoypadeital pe To Snuodclo KAeldL Tou amooTtoléa
(BupnBeite oTL elxe kpumToypadnOEL e TO LOLWTIKO TOu KAELSL) Kal av n Stadikaocio oAokAn-
PWOEL YE EMITUXLA TILOTOTMOLE(TOL N TAUTOTNTA TOU AMOCTOAEQ.

e 3TN ouvéxela amod ta Sedopéva Tou pnvuuatog umoAoyiletal ek’ véou n clvolr tou. H véa
ouTr oluvon GUYKPLVETAL LE TNV EVOWHOTWUEVN Kal ebocov eival (Sleg elpaote emumAéov
olyoupol OTL To apyeio Sev £xel alolwBel ) mapamotnBel katd tn peTadopd Tou.
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8.2.8 Wndraka Miotomowntika

H Undtakn vmoypadr emiBeBalwvel OTL €va LAVUHO £XEL OTOAEL OTTO TOV KATOXO TOU GUYKEKPLUE-
VOU LOLWTLKOU KAELSL0U, KL OTL TO HAVULA OEV EXEL UTIOOTEL TPOTIOMOLNOELG, OUWC Sev pag e€aoda-
AietL O0TL auTdg elval MPAYKATL TO MTPOCWTIO OV Loxupiletal. Mia TéTola mpoomnadela yivetal pe
TOUG ECUTINPETNTEG SNUOCLWV KAELSLWV KaL TN dnpoupyia SIKTUWVY EUMLOTOCUVNG, TIOU TtepLypadn-
KE TIPONYOUHEVWG, OUWE O TIOAEC TTEPUTTWOELG, ELOIKA 08 BEUATA EUMOPLIKWY GUVAAAQYWY, AUTO
Sev eival apketo. QavTooTelTe yLo MAPASELYHA EVOV OITOTEWVO TIOU BEAEL VA TIAPOOTHOEL OTL Elval
£Va EVUTIOANTITO SLOSIKTUOKO KATAOTN A 1] Evav XAKEP TIOU TpooTabel va TiEloEL OTL TPOKELTAL YLO
gtalpio avantuéng mPoypapUATWY IPOoTAciog Ao LoUG. ITIC MEPUTTWOELS QUTEG, N EUMLOTOCUVN
KAToLWV TPLtwV MPoownwv amAd dev sivat emapknc. H AUon uropei v 500el pe t xprion Yndua-
KWV TILOTOTOLNTIKWYV Ttou ekdidouv ot ApxEg Miotomoinong (Certification Authorities — CA).

Wndlako motononTiko (A motomotntikd dnuociou kAewdLov) eivat éva nAektpoviko éyypado, To
omolo KAveL xpnon tg Aettoupyiag twv Yndlakwyv umoypadwy, yla Vo avTloTolXioel SECUEVUTIKA
£€va SNUOGCLo KAELSL E ULa TOUTOTNTA TTPOCWTTIOU, OPYaAVIOHOU 1 eTALPELOG. XTNV oucia TPOKeLTaL
yla to dnuooto KAelSi tou xprotn, umoyeypappévo Pnolakd amd tnv Apxn Niotonoinong.

Mtia apyr moTomnoinong elval pia yvwoth KoL avayvwpLlopévn etatpia mou avaapBavel va Snut-
oupynoet to PndLakd MOTOMONTIKO evog Xprothn adol emainbevoel, ocuvnBwe Evavtl apolpng,
TNV TAUTOTNTA KoL TNV LOLOTNTA Tou. MoAD yWWwOoTEG £TaLpleg 0TO XWpPo €lval n Symantec (mpwnv
Verisign), n Commodo, n Global Sign k.a. AMeg, AlyOTEPO YVWOTEC €Talpieg Spaotnplomolovvtal
OTO E0WTEPLKO SLadOpwWV KpATWV 1 0pyaVIoUWV. To NMaveAARvio ZXoAko AlKTuo yla mapadelypa i-
val og B€on va ekdidel, Swpedv, PndLaKA TLOTOMOLNTIKA YLOL TAL EYYEYPAUUEVA UEAN TOU (ZXOAIKES
LOVASEC KOl UEUOVWHUEVOUC XPNOTEC), adoU UMOopEL va YWWPLTEL TNV TPAYUATIKI) TOUG TAUTOTNTA
(6€tte: http://ca.sch.gr/cert_authority.php).

8.2.9 Iteyavoypadia - Zteyavaluvon

Me tov 0po oteyavoypadia avapepOUACTE 6TO GUVOAO TWV TEXVIKWV TIOU HAG ETUTPETEL TNV OTTO-
kpudn tng mMAnpodopiag mou TPOKeLTaL va LeTaS0Bel o KAmolov mapaAnmtn, HECA OE KATIOLO
Ao, dalvopevika «abwo» péco. MPoKUTTEL armd TG AEEELG OTEYOVOG = KOAU UUEVOC, OKETIOGLLEVOG
Kal ypadn. Znuaivel 5nAadn ypadr mou KOAUTITETAL i LUCTIKA ypadh).

H oteyavoypadia dev evtacoetal otnv kpumrtoypadia, oANG amotelel pla EExwpLoTr TEXVLIKN
aodaleiag. Auto mou mpoomaBel va KAVeL eivat OxL va KpUIEL TO TIEPLEXOUEVO EVOC UNVULATOG,
AN TO yeyovoc otL petadidetal kamota MAnpodopia, pe tnv mpoadokia 0Tt o «avtimalog» dev Oa
avakaAUPel moté t petadoon tng. Ouolkad, umopel va cuvduaoTel Kat pe kpumtoypadnaon, £Tol
WOoTE aKOUn KU av avakoAudBel n UTapén Tou PUNVULATOC, AUTO va KNV eival duvato (f va elvat
ToAU 8UokoAo) va SlaBaoTel.

Onwc Kol n kpuntoypadlia, £ToL Kat n oteyavoypadia Ppiokel epapuoyn oe OAN Thv LOTOPLKNA SLa-
Spoun tou avBpwrnou. Ze éva and ta ypantd Tou o Hpddotog avadépel mwg otav Anudpatog Bé-
Anoe va elbonolioeL TN IMAPTN OTL 0 Z€pENG oKomevE va eloBalel otnv EAAGSa éypae To uvupud
Tou o€ EVAWN Tivakida, adol €€uoe To kepl mou autn eixe KoL TNV omoia HETA KAAUPE TTAAL e Kepl.
OL mvokideg daivovtav AEUKEC KL aXPNOLUOTMOINTES KAl E OLUTO TO TPOTIO TTEPACAV KABE EAey)O.
Mo GAAN péBodog Atav To EUpLopa tou Kepahlol evog ayyehloddpou, n oxedlaon oto S€ppa evog
punvupatog f oxediou Kat n amootoAr] Tou ayyeAlodhOpou GToV MPOOPLoUO TOU, OTav T LaAALL TOu
Ba eiyav EavapakpUvel. Katd tn didpkela tou B’ Maykoouiou MoAépou xpnotpomnolbnkav «aopa-
Ta peddviar mou gudavilovrav otav Bepuaivovtay 1 enefepydlovtay UE GUYKEKPLUEVES XNILKEC
ouoieg.
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Me tnv €€€ALEN TNG Hikpo-dwToypadiag ol Meppavol avéntuéav ta Microdots, UIKPOOKOTIKES Dw-
Toypaodieg oe péyebog koukkidag (dot) mou petd amd peyéBuvon amokdAumtay Kelpeva, oxédla kal
dwroypaodieg.
MoAAEC HOPEG TO HUOTIKO HvVU A petadiSovtav og Ko BEa péoa oe éva dalvopevika abwo Kei-
pevo. M.x av ano to akohoubo keipevo (Mapadeiyuara ano Mewpyakomovdog N., 2006):
«Xwpic Ta uTOAOLTIQ, TTOU NTAV O TEALKO ENEYXO, TEGOEPLS WPEG PUBULONC apkoloaV.»
amopovwOel To MpwTo ypaupa kabe AEnG, oxnuatiletal To uRvuua:
«XTUTtOTE TWPAY
To (610 umopoUoe va yiveL KAl OTOUOVWVOVTAG CUYKEKPLUEVES AEEELC ot TL.Y. Eva ApBpo ebnuepi-
Sac N pa padlodwvikn ekmoprtr]. AKOUN Kal N Lopdomnoinon Tou KEWUEVOU UITOPEL va XPNOLUOTOL-
nBel yia tnv andkpudn evog pnvopatoc. Eotw m.x. To akoAoubo keipevo:
We explore new steganographic and cryptographic
algorithms and techniques throughout the world to
produce wide variety and security in the electronic web
called the Internet.

Av 0TO KEIHEVO QUTO emionuavOolV Ta KEVA TIPLY amo KABe A&En
We__explore_new_steganographic_and_cryptographic
algorithms_and_techniques_throughout__the_ world_to
produce_ wide_variety_and_security_in_the_electronic__web
called_the_Internet.

Ko KataypadoUv oL AEEELG TTOU £XOUV UMPOCTA Toug SU0 KEVA, TIPOKUTITEL TO UAVU LA
explore the world wide web

Y€ avtiotolyla e TV KPUTITavaAuon, n oteyavaAuon eival To cUVOAO TWV TEXVIKWY TIOU XPNOLLO-
TiolouVTaL yLa va avoakaAUouv tnv Urapén Kat va e€AyouV To TEPLEXOUEVO LG OTEYAVOYPADIKA
KPUHUMEVNC TANpodopiag. OL TEXVIKEC AUTEC e€apTwVTaL KUPILWE armmd To HECO TO Omolo EXEL XpnoL-
pormotnBel yla tnv amokpudPn Tou apxLkol UNVUUATOG.

8.2.10 Anokpudn unvopatog Léca o apyeio MOAUPECWY

YN ouyxpovn Bndlakn emoxn n oteyavoypadia otnpileTal 0To yeyovog OTL apxeia ToOU TEPLEXOUV
ELKOVEC, NXO KOl KATA oUVENELA Bivteo, umopouv va aAAGEouv £we €va Babuo xwpic aloiwon Tng
AELTOUPYLKOTNTAG TOUG, O avtiBeon Y. Le apxela ebappoywy mou n aAdolwon €0tw Kot vog bit
UIOPEL VOl KOTOLOTHOEL £VA TIPOYPALLILA LN AELTOUPYLKO.

EKTOG auTtou, oL avBpwrivn 6pacn Kat akorn Sev eival T000 euaicOnTn wWOTe va SLOKPLVEL LUKPEG
OAAOLWOELG OTA XPWHOTA LLAG ELKOVOG N} OTNV TTOLOTNTA TOU HXOU. Z€ AUTO To yeyovog eEGAou otn-
pilovtal kat oL aAyopLOuoL AMWAECTIKAG CUMTIEONG ELKOVOC KL Xou (6mwg o JPEG i o MP3) mou
TIETUXOVOUV EEQLPETIKA LEYAAN LELWON TOU apXLKOU HEYEBOUC TWV apXelwV MOAUIECWY.

‘EToL Aowmdv ta apyela autd eival W8avika ylo TNV amoKpuPn LUCTIKWY UNVUUATWY EVIOG TOUG.
QoTtd00 Kol aUTA Ta apxela akOUN TIPEMEL va eTUAEyovTal pe tpocoyr. MN.x. n aAAolwaon evog apyel-
ou elkoOvag Ba elvat oAU meploodtepo gpdavic av auth mepAapBavel Leydheg emudpaveleg ibtou
XPWHATOC, OTWG TL.X. cuuPaivel ota ox€dia. Eniong eivatl moAd mibavdtepo n Urapén evog HUOTIKOU
unvopatog va armokahudBel oe pio dpwroypadia mou éxel petadoptwbdel amd to Aladiktuo Kat
UTTAPXEL N OPXLKNA ELKOVO Yo cUYKPLoN, art’ OTL O€ i dwtoypadic Tou TpaBrxTnke pe po Pndra-
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KN dwtoypadikn pnxavn f éva kwntod tnAédwvo. Mo akopn de peyaAltepn acdpaiela Kaho sival
va Slaypadetal To mpwtoTtuTo apyeio.

KaBe apyeio moAupéowv €xel TN Suvatotnta va SexBel pLeEXPL VA CUYKEKPLUEVO OYKO VEWV TIAN-
podoplwv Tpwv n aAloiwaon tou apyloel va yivetatl awodntr. Mo 1o Adyo autd €xel avamtuyBel
AOYLOMLKO TIOU UTOPEL VAL XPNOLLOTIOLGEL CUVEUOOHO apXElWV TTIOAUPESWY, QUEAVOVTAG ETOL TO
uéyebog twv deSopévwv o Pmopouv va dpholeviioouv. MoANEG Se amo AUTES TLG EDAPUOYES UITO-
poUV EMUTAEOV Kal VO KPpUTITOYpadocoUV Ta LUCTIKA Sedopéva, e OKOTIO VA NV UIMOPETOUV val
aglomownBouv akopn k' av armokaAudBel n vrapén Touc.

Mopd to yeyovog OTL Ta apyxela TOAUMECSWY elval Ta UTT aplBuov éva urondLa yla xpron oteyovo-
vpadikwyv uebodwv, dev amokAeietal n andkpuPn mAnpodoplwy Kat og apxeio AAou eldouc, Omwg
LY. apxela pdf (avtikaBLotwytag Ta KEVA TOU KELUEVOU e GANOUC emiong pn opatoUg XopaKti-
peg https://www.os3.nl/media/2012-2013/courses/ssn/using_steganography to_hide_messages
inside_pdf files.pdf), 4 akoun kat oe amAd apyeia kelpwévou, mpooBétovtag tab Kat keva oTo TENOG
k&g ypappng.

[Aoknon 25]

8.2.11 Teixog Mpootaoiag (Firewall)

‘Eva teiyog mpootaciag eival éva clotnuo aodalelog mou mapakolouBel kol EAEyXEL TNV €LOEP-
XOMEVN Kal e€gpXOUevn SIKTLAKN Kivnon o éva SikTuo 1 évav umoloyLotr|, BacllOUeVo O TpOoKa-
Boplopévoug kavoveg. H Ttumikn Aettoupyia evog firewall elvat va eykaBlota éva dpayua avapeoa
o€ €vav UTIOAOYLOTH ] VOl EUTTLOTO E0WTEPLKO SIKTUO Kal 0 €va EWTEPLKO SIKTUO, OMWG TL.X. TO
Internet mou dev Bewpeital aoparég i Eumioto. Eival éva amo Ta o oNUAVTIKA CUCTATLKA 0TV
olkodounaon g aohalelag evog Siktuou.

Ewkova 8.13: Teiyog Npootaoiag.
(Mnyn: https://upload.wikimedia.org/wikipedia/commons/thumb/5/5b/Firewall.png/400px-Firewall.png)

‘Eva firewall pmopet va emutpédel N va amayopeloeL TNV EMLKOWVWVIO UTIOAOYLOTWVY YLOL GUYKEKPL-
péveg IP dleuBuvoelg, MAC SteuBivoelg, Ynnpeoieg (m.x. HTTP, FTP, TELNET K.0.), OUYKEKPLUEVEC
BUpec (TCP/UDP ports) 1} akOpn Kol CUYKEKPLUEVES epappoyEC. Eumodilel emiong emibéoelg mou
£€Xouv oav okomod va evtomicouv aduvapieg (vulnerabilities) Twv A£lTOUPYIKWY CUGTNUATWY TIOU
Xpnotponolouvtal og £va §iKTUo, e OKOTIO TNV EKUETAANEUDH TOUC.

[Aoknon 26]
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8.2.11.1 Katnyopieg

Yndpxouv uo Baoika €idn Firewall. Ta firewall Aoylouikou (software firewalls) kat ta firewall uAL-
kou (hardware firewalls).

Ta firewall AoylopikoU elvat ouoLAoTIKA EPAPLOYEC OL OTIOLEC EyKABIOTAVTOL OTO AELTOUPYIKO GU-
OTNUA TOU UTTOAOYLOTH HE ToV (1610 TPpOMmo mou eykabioTavtal Kal oL TeplocotepeC ehapuoyES. Ma-
ALOTA TOL TIEPLOOOTEPA GUYXPOVA AELTOUPYLIKA CUOTHLOTO TEPAABAVOUV QIO LoV TOUG KATIOLN
TETOLOU €l60oug edappoyn Le AYOTEPEG N TEPLOCOTEPEG SUVATOTNTEG.

Ewkova 8.14: PUBuon npooBaaong edpappoywv oe software firewall

MAgovektrpata twy software firewall:
e Eival mo otkovouikd amod ta firewall uhikoU, o apKeTéC Og MEPUTTWOELS Elval KAL EVTEAWS
Swpeav.
¢ E{val o evkoAa otn pUBULON KaL T Xprion.
e MmopoUV va aIOKAELOOUV TNV EMIKOLWVWVIO CUYKEKPLUEVWY EhapUoywV e To Aladiktuo, ave-
Eaptnta anod TG BUPEC TOU AUTEC XPNOLUOTIOLOUV.
Melovektipata Twy software firewall:
¢ poOoTATEVOUV LOVO TOV UTIOAOYLOTI) OTOV OTIOLO ELVaLL EYKATECTNHEVAL.
e 3TNV mepinmtwon mou Sev eival dwpedv, xpelaletal n ayopd MOAAMAWY adelwy yLo va mpo-
otateuBouv moA\ol UTIOAOYLOTEG, TTpAy A TTOU oveBALEL TO KOOTOG.
o KatavaAwvouv Opous (EMeEepyaoTikn LoXU, Uvrpn) and To cuotnua oto onoio eykabiota-
VTaL.
¢ ‘Exouv Alyotepec emiloyEg otig pubuioelg touc.
e Kamolo kak6Boulo mpOypappa UMOPEL VO EMNPEATEL T AELlTOUpYia TOUG.
Ta firewall uAkoU elvat ave€dptnTeG CUOKEVEC TTOU cuvnBwC¢ TomoBeToUVTAL OTO oNUElo oUvdeong
TOU ECWTEPLKOU EUTILOTOU SLKTUOU WE TOV EEWTEPLKO KOO0, ETOL WOTE OAN N KIVNON oo Kat TPOG
TO ECWTEPLKO SiKTUO va Tepvdel péoa aro to firewall.

137



Ewkova 8.15: Telyog mpootaciog UALkoU.
(Mnyn: https://pixabay.com/static/uploads/photo/2013/07/13/09/47/firewall-156010 640.png)

Itnv katnyopla autr uropei va evroyBel kat n xprion moAaldtepng TEXVOAOYLAG UTIOAOYLOTWY, TTOU
pe KatdAnAo Aoyloptkd (ouvnbwg eldikég Swpedv Stavopég Linux) pmopouv va avaAdBouv to
polo firewall.

MAgovektipota twyv hardware firewall:

¢ Eva firewall pnopetl va mpootateloel éva 0AOKANPO TOTLKO SiKTUO.

o Aev emiBapuvouy T AslToupyla TWV UTIOAOYLOTWY TIOU TPOCTATEVOUV.

e Agv ennpedlovral anod KakoBouAa mpoypappuoTa.

¢ [pootatelouV UTTOAOYLOTEG e OTIOLOSHTIOTE AELTOUPYLKO cUOTNUA
Metovektrnuata twv hardware firewall:

e Kootilouv neplocotepo amod ta software firewall

e H pUBuLoN toug eival cadwg mo TOAUTAOKN Kot areUBUVETAL GE TILO TIPOXWPNUEVOUS XPN-
OTEG

¢ AnattolV yKOTAOTACN OTO OWOTO ONElO TOU SIKTUOU.

Aev eldomololv otav epnmodilouv Tnv eMKoVwvia KAmoLag epapUoyng

Av 8ev elval owotd puBulopéva 1 yla kamolo Adyo dev Asttoupyolv owotd, oAOKANpo To

Siktuo pével ekteBeLpévo.

8.2.11.2 PUBuION MpdOPaoNG OE UTNPECIES
Ta neploootepa firewall puBuiovtat Baoel piog oelpdg kavovwy mou kabopilouv tn por Sedope-
VWV arto Kal pog tov umoloytotr/diktuo mou mpootatevouv. Ot kavoveg autol xwpilovtat og SVo
Baowég katnyopleg:

o Kavoveg mou adopouv tnv eloepxouevn kivnon (inbound)

o Kavoveg mou adopoulv Ty e€epxoduevn kivnon (outbound)
‘EVOC KavOvVaG UMOPEL VOL ETUTPETIEL  va amayopeVEL T por SeSopévwy avaloya Ue Tta eERC KPLTH-
pla:

o To mpwtokoAAo emuneédou petadopadc (TCP n UDP)

e Tnv unnpeoia f o mpwtokoAo enumédou ebappoyng onwe kabopiletat amno tig BUpPeg ou
xpnotponotovuvral (r.x. 80 yia to HTTP)
Tic IP 81eUBUVOELG TV SIKTUOKWY GUCKEUWV TIOU ETLKOWVWVOUV
Tig MAC 61euBUVoEeLg TwV SIKTUAKWY GUOKEUWV
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Ewova 8.16: dktpapiopa MAC Steubivoswy

® 3£ TILO TIPOXWPNUEVEG TIEPUTTWOELG OKOWN KOL TO TIEPLEXOUEVA TwV TakETwy (deep packet
inspection)
EmumAéov ta neploodtepa software firewall €xouv T SuvatdtnTa Vo EMITPEMOUV 1) VA OTTOYOPEV-
OUV TNV ETLKOLVWVIO 08 CUYKEKPLUEVES EdapOYES. ETOL elval SUVATO Vol EMLTPEMETAL TLY. O€ VAV
browser va éxel mpooBaon oto Aladiktuo, evw o€ évav aANo OxL, TTapdAo TIou Kat oL U0 XpnoLuo-
ToloUV Ta {5ta TpwtoKoAa.

[Aoknon 27, 28, 29, 30, 31, 32 kat 33]

8.3. Auéavovtag tnv acpalsia twv E§unnpetntwv

Me tv mAnBwpa Twv KvdUVWY Kol TWV TUNMWV eMBECEWVY IOV PIopolV va. Xpnotpomnolnbolv yla
NV mapapiacn evog uTtoAoyLoTn 1 SIKTUOU, YEVVATAL EVAOYQ TO EPWTNIA AV KOL KATA TTOCO UIOpPEL
KQATOLOG va TPODUAGEEL TNV OKEPALOTNTA KOLL EUTILOTEUTIKOTNTA TV SeSOUEVWV TOU.
Mapd to yeyovog OTL To eminedo acdpaleiag mou eivat Suvatd va enitevyOel e€aptdtal dueca and
TA XPNMATA KOL TO XpOVO TIoU emevSUovTaL yla TNV UAOTMOLNGI TOU, UTIAPXOUV OPLOEVEG QTTAEC
OUMPBOUAEG TTOU UmopoUV va epapprocBoly xwpls olaitepo KOOTOG Kal Umopouv va SUCKOAEY oLV
onUavTika évav enidofo elofoéa.
¢ Kpumrtoypdadnon tng emkowwviag: Ta dedopéva mou petadidovral Ba MPEMEL va KPUTTTO-
ypadoUvTal 0rou auTo elval Suvatov xpnotlonolwvtag Kwdlkolg mpdoBacng i katdAAnAa
PndLakd moTtonownTkd. 2To mAaiolo auTtd MPEMEL va amodeUYETAL KaL N XPrON TWV UTINPECL-
wv FTP kat Telnet. Ou unnpeoieg autég petadibouv dedopéva Kat kwdKoUG olvdeang xwpig
Kpurttoypadnon. MmnopoUv va avtikataotadouv amnod tg SSH, SFTP ) FTPS.
e Ameykatdotaon Twv ebappoywy mou dev xpelalovtat: Me Tov TpOMO auTOV UELWVOVTAL Ta
Keva aohalelog Kat oL UTTABELEG TTOU TIPOEPYOVTOL OO TO AOYLOWLKO.
o ExTéAeon povo piag umnpeoiag ava UTOAOYLOTH i) ELKOVIKA Unxavh: Av éva cUotnua mapopL-
ootel Ba emnpeaoTEL LOVO N CUYKEKPLUEVN UTINPEGLA.
o TOKTLKA EYKATAOTACN EVNUEPWOEWV: OL evnuepwoelg SlopBuwvouv Tuxov keva aodadeiog Kot
aduvapieg mou avakaAUTTovTal KoTd Tn Stapkela Tou KUKAOU {whG TOU AOYLOMLIKOU
e Xpnon LoxupWV KWSLKWV Kol TOALTIKWY yLa tpdoBaacn o€ Adoyaplacuous: ANayn Twv kwdi-
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KWV VA TAKTA XPOVIKA SLa0TAMATA, AmayOpeUan TNG EMAVAXPNOLULOTOINONG IPONYOU LEVWY
KWOLKWY, KAESWHA TWV Aoyaplacuwy HETA amod Stadoylkég amotuyieg ouvdeonc, KAeldwua
TWV QVEVEPYWV AoyapLlacpwy

e Quowkn Aodahela twv Server: TomoBétnon kwdikol oto BIOS, anevepyomnoinon tng ekkivn-
onc anod e€wteplkég povadeg (CD, DVD, USB), tomoBétnon twv server o KAEWOWUEVEG VTOU-
Aamec e€OMALOUOU, TIEPLOPLOUOG TWV ATOUWV TIOU £XoUV GpuaLkr tpdoBach ag autouc.

e Xprion kat cwotr pubuwon Firewall: O kaAUtepog cuvbuaoudg sival va umapyel software
firewall og kaBe unoAoylotn kat hardware firewall oto diktuo.

o AnoBnkeuon twv dedouévwy oe Stadopetika Slapepiopata (partitions) anod to Asttoupykd
oloTnua.

o Alatripnon apxeiwv kataypadng: To AELTOUPYLKA CUCTAKATA, OANA KL OL SLKTUAKEG CUOKEU-
€G €xouv TN Suvatotnta va kpatoUv apxeio Kataypadng Le TLG anonelpeg oUVOEDNC, TIG EML-
TUXNMUEVEG OUVBEDELG K.0l. AUTA UIOPOUV VoL XpNoLomotnBouv yLa TV avTLUETWILon tpoBAn-
HATwV, aAAG Kat pag evoexouevng andmnelpag napafioonc.

* Jwotr puBULON TWV SIKALWPATWY TTPOoBacng os apxeia kKatl GakEAOUC.

o Exmaibevon tou mpoowrikoV: MoAég dopég n aoddaletla evog cuothuatog urtoBadpiletat
AOyw TG Ayvolag f TNG anpobuulag Tou MPoowrikol va hapUOCEL AUOTNPA TLG LoXUOUOES
TIOALTIKEG aodaieiog

8.4. Ewkovika I8wwtika Aiktua (Virtual Private Networks-VPN)

‘Eva Elkoviko 161wTtikod Alktuo eival, 0mwg umodelkvUEL Kat To OVOUA Tou, Wia TexvoAloyia mou ermi-
TPETEL O UTIOAOYLOTEC TtoU Bpiokovtal og amdotacn Uetafy Toug va pmopolv va ouvdeBouv yia
va avtaAAagouv mAnpodopieg, va HolpacTtolv apyeia Kal va XpnoLULOTOL|C0UV UTNPEGLEC, OV VA
ftav cuvdedepévol oto (610 aohalég Tomiko Siktuo.

H olvdeon twv umohoyloTwy yivetal GUoLKA HECW Tou ALaSIKTUOU Kat yia T petddoon twv dedo-
UEVWY XpNOLUOoTIoLoVVTaL TEXVOAOYIES KpUTITOYPAdNONG WOTE VO EUMOSLOTEL N yvwoTonoinon twy
OLWTIKWY TTAnpodopLwV o€ Un e€0UCLOSOTNUEVOUC XPHOTEG.

Yrdpyouv apketol Adyol yla Toug omoioug pmopet va eivat embupnti n xprion evog VPN:

o Aopaln¢ auvéeon oe anouakpuouévo Siktuo: NMoA\EG eTalpieg uAomotoUv VPN £taol wote
ot urtdA\nAol Toug va £xouv amopakpuopévn pdoBacn o apxeia, ePapUOYES, EKTUMIWTEC
aM\oug tépouc Tou Siktuou gpyaciag, xwpic va Kvduvelel n aodpdiela Tou SIKTUoU.

o Juvéeon noAAwv aveéaptntwy SIKTUWV UeTAEU TOUG: TTOMEC UKPEG ) LEYAAEC ETTLXELPNOELG
xpnotpomnototv VPN yia va ouvd£ouv petafl Toug UTTOAOYLOTEG, EEUTNPETNTES | GANEG Ou-
OKEUEC Tou PBplokovtal og ypadela Kal KATOOTAUATO TTou Unopel va Bpiokovtal omoudrmote
otov KOGLO.

o Eéaopalion tne ISiwtikdtntag: H xprion evog VPN katd tn Slapkela plag cuveeong amo va
dnuooto f un aohalég Siktuo (m.y. To wifi plog kadpetéplag 1) evog Eevoboyeiou) eumobilet
AAAOUG XPNOTEG Ao TO VO UTIOKAEPOUV KwOIKOUG Kat Sedopéva Tou petadEpovTal LETA Ao
QuTAV.

o Apon yewypapikoU armokAsiouoU (geoblocking): MoA\EG SladikTuakég uTnpeoieg emPBAA-
Aouv TtePLOPLOMOUC OTN XPHoN TOUG OO CUYKEKPLUEVEG TomoBealeg. Me tn xprion evog VPN
€vog urtohoyLotng pnopel va epdaviletal o Stapopetiki Tonobeoia anod autnv nou Ppioke-
TOL OTNV TIPOYUOTIKOTATA.

OL texvoloyieg VPN kdavouv xprion moAwv SLadopeTikwv MPWTOKOAWY, TIOU To KaBéva €xeL Ta
SLKA TOU XaPOKTNPLOTIKA.
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e Point-to-Point Tunneling Protocol (PPTP): Eival to Alyotepo aodalég, OUwWE umooTtnpiletal
amo MoANA AeLToupyLka cuoThuata onwg ta MS Windows, Linux kat MAC OS.

o Layer 2 Tunneling Protocol (L2TP) kau Internet Protocol Security (IPsec): Neplocotepo aoda-
AR arno 1o PPTP, aAAd KAl TTEPLOOOTEPO TTOAUTIAOKOL KOl OTNV €YKATACTOON KAl TN Slapnopdw-
on Toug.

e Secure Sockets Layer (SSL): MpoodépeL Tov (610 BaBud aodalelag OMwe Kal oL cUVSETELS O
ouothpata tpanelwv 1 dAheg aodaleig Siktuakég tonobeoieg. H clvbeon og autd ouvnBwg
ylvetat péow evag browser xwpic va xpelaletal €L8IKO AOYLOMLKO Ao TNV TAEUPA TOU TIEAATH.

Ewova 8.17: SSL VPN

8.5. Avwvupia oto Atadiktuo

«Z10 Internet kaveig dev E€pel OTL eloat okUAOG» Eypade n Aelavta oto okitoo Tou Mitep ZTdlvep
mou Snpootevtnke oto meplodikd «The New Yorker» otig 5 louAiou tou 1993 kat meplypadel pe
XOPOKTNPLOTIKO TPOTIO TNV eUPEWC Sladedopévn amodn otn AlaSIKTUOKN EMLKOWVWVIA OTL OTOLOC-
SNTOTE UIMOPEL VAL TTOPLOTAVEL TOV OTIOLOVONTIOTE, adoU Ta TPWTOKOAAQ MLKoWwViag Sev amattouv
TNV TawTtonoinan Tou xprHotn.

Ewkova 8.18: To Staonpo okitoo tou Mitep Itdlvep.
(Mnyn: https://upload.wikimedia.org/wikipedia/en/f/f8/Internet_dog.jpg)
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Amo TG apyég g Sladoong Tng xprnong tou Atadiktiou amd To eupu KOO, N XOAOTIKN KOl OTTOKE-
VIpWEVN GUON TOU TO KATECTNOOV £VA OO T ONUAVTIKOTEPA HECA EKDPACNE TWV avBpWNwWV o
OA\OV TOV KOGO. 2TO YEYOVOC OUTO GUVERQAE KaL TO OTL 0 omoloabrmote Unopoloe va SnuocteVoel
LG AMOYELG TOU, XWPIC va XpelaoTel va amoKaAUPEL TNV MPAYHOTLKH TOU TAUTOTNTA | KAAUTITOUE-
vog Tiiow amo éva Peudwvupo, amodelyovtag £ToL TIG TIOAVES 0PVNTIKEG CUVETELEG TN EKPPAONG
pLag avtioupBatikng B€ong.

Itov avtinoda, auth n aiobnon tng Steupupévng eleuBeplag gixe Kat TG APVNTIKEG TNG EMUTTWOELG
adou emétpene o KAmoloug va uBpilouy, va cukodavtoly, va ekdoBilouv, va mapevoyloulv, va
S51ab160UV OEELOTIKEG 1 PATOLOTIKEG AMOYPELG, OKOUN KOL VO OPYOVWVOUV EYKANUATIKEG EVEPYELEG
Bewpwvtag ot dev mpdkeLtal va evtomioboulv.

3TNV MPOyUaTKOTNTA N avwvupia oto Aladiktuo sival oAU o oUvBeto BEpa art’ OtL ek’ MpwTng
oPewg daivetat. Kabe Stakoplotng oto AlabikTtuo Kpatd Aemtopeph apyeia pe T IP Steubuvoelg
TWV UTTOAOYLOTWY TIOU GUVSEOVTAL OE QUTOV. AVTIOTOLXO OL ETOLPIES TIOU TIAPEXOUV TIPOCROCN OTO
Awadiktuo (Internet Service Providers — ISP) yvwpifouv kat kataypddouv to mota IP StebBuvon avti-
otolyel og kABe xproTNn ava maoca XPovikn otyun. Elval Aomov amho {NTnua yia Ti¢ SLWKTIKEC ap-
XEG KATIOLAG XWPOAC VO EVIOTIOOUV KATIOLOV PN oTN Tou Xpnotpomnolel To Atadiktuo yla tnv téAeon
TIOPAVOUWV TIPALEWV.

INuepa, e8IkA Pe T paydaic eEAMAWON TWV HECWV KOWWVIKAC SIKTUWGONG KOL TWV LOTOAOYLWY, N
avtitopadeon ylo ta odEAN Kal Toug KivdUvVoug amo Thv avwvupia oto Atadiktuo sival mmo éviovn
oo mote. Kat ot 600 MAEUpEG MPOBAAOUV LOXUPA EMIXELPAUOTA, evw Oev Sladalvetal n umapén
KamoLlag AUonG Tou Vol UImopel val cUVOUAOEL T TTAEOVEKTALATA KAl TwV SU0 TTAELPWV.

[Aoknon 34 kat 35]

8.5.1 Avwvupog Atakoptotric MeooAdapnong (Anonymous Proxy)

‘Evag SlakopLotng pecoAdpnaong (proxy server) ivat évog e€unnpetntng mouv napepPAretal ava-
peoa otn oUvdeon We to Internet evag urtohoyLoth 1 evog Siktou, £ToL WoTe OAN N Kivnon amod kat
Ttpog to Atadiktuo va mepva péoa amod autov.

H mo ouvnBlopévn xprion tou eivat va amobnkeUel torikd Ti¢ oeAideg tou Atadiktiou mou Intou-
VTOL TILO GUXVA £TOL WOTE VO LNV UTIAPXEL avayKn HETodopads Toug kABe Gopd ard to ALaSiKTuo Kat
LLE TOV TPOTO AUTO va Slvetal n eviumwaon pLag taxutepng ouvdeong. EmutAéov pmopel va xpnotuo-
monBel yLa EPLOPLOUO TN TPOSPAONC XPNOTWV 08 GEAISEC e aKATAAANAO YU QUTOUC TIEPLEXOUE-
Vo, Kataypadr KoL TIEPLOPLOUO TOU OYKou SE60UEVWY TIOU SLaKIVOUVTAL ) AKOLN KAL TOU GUVOALKOU
XPOVOU ToU SLapKeL pLal cUVEEDN N TNG WPA TNG NUEPAG TTOU AUTH TIPAYLOTOTIOLELTALL.

‘Evag avwvupog SLOKOULOTAG HeGOAAPBNoNG lval €vag l6KOU TUTIOU SLAKOULOTAG LeEcOAGBNoNG
mou adatpet tnv IP StebBuveon tou unoAoyLotr) mou {NTnoe Pl oeAda Kal TNV avTikabLlotd pe T
Sk Tou. Otav ta debopéva TG oeAidag GpTtdoouv 6To SLOKOULOTH LECOAAPNONG AUTOG T OTEAVEL
OTOV UTtOAOYLOTH TToU Ta {Ttnoe. Me Tov TpOmo auTo yivetat Suvatr n anokpudn tng IP dtebBuvong
(apa kat tng TonoBeotiag) Tou xprotn mou mepLnyeital oto AladikTuo.
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Ewkova 8.19: Aettoupyla avwvupou SLaKouLoTh HecoAaBnong

(Mnyn: https://proxysiteslists21.files.wordpress.com/2015/01/unblock-youtube.qgif>w=534&h=219)

OL 1o ouvnBLopévoL avwvu ol SLOKOWLOTEG LEdOAAPNONG lval autol ou otnpilovtat oto Web.
To HOVO TIOU €XEL VA KAVEL £vag Xpnotng lvat va enokedOel tnv Web oehida tou Stakoplotn kat
va ypael ekel, og éva el61KO MAaioLo Kelwévou, Tt dlevBuvaon tng oehibag mov BéAeL va det. H umin-
peoia Ba petadwoel Ta debopéva avwvu ua.

Oa mpénel va TovioBel OTL N xprion evog avwvupou Slakouloth pecoAdBnong Sev e€aodalilel amno-
Auta TV avwvupia, 610tL propel o TEAKOC armodEKTNG va unv yvwpilel tn SlevBuvaon Tou umoloyt-
0TI TOU XPNOTN, TN YVWPIIEL OUWC O proxy server kal cuvnBwe TV Kataxwpel ota apyeia kataypa-
®NG TN Xprong Tng umnpeaiac. EToL otnv mepimtwon TEAEoNE HLag alomolvng mpaing, To apxeia
QUTA ptopoUV va xpnotornolnfouv yia va armokahudBel n mpaypaTik TOUTOTNTA ToU Xprnoth. Eva
AAAO HELOVEKTN O elvaL OTL E TN XPON AUTWY TWV SLOKOULOTWY LELWVETAL, ALlYOTEPO N TIEPLOTOTE-
po, N TaxuTNTa pe tnv onola kateBaivouv oL oelideg, adol auTég éxouv mia peyalutepn dtadpoun
va akoAouBroouv.

[Aoknon 35 kat 36]

8.5.2 Aiktuo Tor (The onion router-Tor)

To Tor eivat éva afldmnioto Kot Loxupd epyaleio kpumtoypddnong mou MapEXEL AVWVU LLA KATd TV
mAorynon oto ALaSIKTUO Kol TTPOCTATEVEL TO NAEKTPOVLKO QIIOPPNTO Tou Xprotn. H mMAnpng ovo-
paota tou eivat The Onion Router (Tor), umodnAwvovtag ta MOAAG «OTpWHOTAY (Onion=KPEUUL-
61) kpumtoypadnong kat to MANBo¢ SlapecolaBNTwy UTTOAOYLOTWY TIOU XPNGCLUOTIOLOUVTAL YLa TNV
QMOTEAECUATIKA AElToupyia Tou gpyaleiou. Ot StapecolaBntég umoloylotég Slaxelpllovtal amo
€BelovTEg, oL omoiol elvat ouvdedepévol 0To SikTuOo Tor Kol XpNOLLOTIOLOUV TO AOYLOMLKO QVOLKTOU
Kwdika oto onolo Baciletal n epappoyn. Ta dedopéva mou avtaAAdooovtal KLVoUVToL KPUTITOY P
obnuéva og Tuxaieg SLadpopEg, Tig omoleg kavevag cuvdedepevog urtohoyLoTng 6€ yvwpilel oAOKAN-
pe¢ e€aodalilovrag, £T0L, TN peylotn Suvath avwvupia kat mpootaacia.

H xpnon tou Tor mpootateveL amo pia Kown popdr emtnpnong tou AlaSiktiou Tou Elval yWwoTn
w¢ «avaluon kukhodopiac». H avaAuon kukhodopiag unopei va xpnotponotnBel yia va e€axbouv
OUMTEPACHOTA YLO TO TIOLOG MIAGEL OE TIOLOV HECW eVOG SNnpdactou Siktuou. H yvwaon tng mpoéheu-
oNG KAl TOU T(POOPLOHOU TNG Kivnong oto Aladiktuo emtpémnetl og AAoUG TV tapakoAovBnon tng
oUUTEPLPOPAC KOL TWV EVOLADEPOVIWY TWV XPNOTWV.

Mwg Soulelel n avdAuon kukhodopiag; Onwce eivat ywvwotd éva maketwy dedopévwy IP amotelei-
Tat and 600 pépn: To T Sedopévwy Kat tnv enkedaiida mou xpnotpomnoleitat (Letafh aAAWY)
yla t Spopoloynon. AkOpa KL to Tunua Sedopévwy elvat kpumtoypadnuévo, n avaluon te Ku-
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khodoplag emikevTpwveTal ot KeGaAlda, TOU AMOKAAUTITEL TNV TIPOEAEUGN, TOV TIPOOPLOUO, TO
UEYEBOG, TN XPOVLKN OTLYUN, KAl oUTw KABEeENG.

Yriapxouv mMoAAG Kal Loxupad €8n avaluong tng kivnong. Mepikol emttiBépevol mapakolouBoulv
TOAAG péPN Tou ALaSLKTUOU Kol XPNOLUOTIOLOUV EEEALYIEVEG OTATLOTIKEG TEXVLKEG YLOL VAL TIALPALKO-
AouBoUv TI¢ emikowvwvieg mMoAwv SLadopeTikwy opyaviopwy Kot blwtwv. H Kpurttoypadnaon dev
BonBa otnV AVTLUETWILON AUTWV TWV EMTOEUEVWY, adoU KPUBEL LOVO TO TIEPLEXOMEVO TNG Kivn-
ong oto Atadiktuo, oL TI¢ emikebaAibeg.

To Tor BonBa va petwBoulv oL kivéuvol Toco amd Tnv armhr 660 Kot amo thv e€eAlyévn avaAuaon Tng
KukAodoplag, e Tn KATavopn TnG SIKTUAKNG Kivnong mavw o Stadopa onpeio oto Aladiktuo, €Tol
WOTE KAVEVA ONUELO vaL NV Hropel va maparnépel otnv apxtkr tornobeoia. H b€a elval mapopoLa
E TN Xpron evog yepdtou otpodég Spououg, atov omolo eivat SUokoAo va yivel tapakoAouBnon,
£V emumpoobeta Slaypddetal ava TOKTA Xpovika dtaotipata Kabe (xvog Spaotnpldtntag. Avti
T makéTa Sedopévwy vo akolouBrjoouv pia dpeon Stadpour amod TV TNy OTOV TPOOPLOUO,
10 6iktuo Tor emAéyel pia tuxaia Stadpour péoa amo moAAoUG eVOLAPETOUG KOUPBOUG, £TOL WOTE
KQVEVAG TTOPATNPENTAG VA NV Urtopel va Tel amo mou mponABav ta dedopéva, r mou mnyaivouv.

Ewodva 8.20: Aettoupyla tou Tor (BAua 1).

(TporomotriOnke amno: https://www.torproject.org/images/htw1.png)

la va dnuioupynost éva t18lwtikd Siktuo povordtt pe to Tor, To Aoylopikd Tou Xprotn xtilel ota-
SLaKA £va KUKAWLO KPUTTTOYPAPNUEVWY CUVOECEWY UECW TWV KOUPBWV Tou SikTUou. To KUKAWHO
€MeKTElVETAL KaTA €va Bripa tn dopad, Katl KaBe KOUPOG kata UAKog Tng Sladpoung EEpeL wovo tov
KOUBO mou tou €6woae oTolyela Kot Tov KOUPBo otov omoio Ba Ta mpowBroeL. Kavévag LePOVWEVOG
KOUBog bev &€pel TV mMANpN Sladpoun mou akolouBel éva makéto dedouévwy Tou €xel AABeL.
O meAdtng xpnolpomnolel éva Eexwplotd cUVoAo KAELSLwV Kpumtoypadnong yla Kabe Bripa Kot
UAKog TG Stadpopng, wote va e€aodpaliost 0tL kaOe o kdOe Bripa dev Ba umopel va evtomioTel n
TIPOEAEUGN TWV CUVOECEWY TIOU EUTINPETOVVTALL.
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Ewova 8.21: Aettoupyia tou Tor (BrAua 2).

(TpomomourOnke amo: https://www.torproject.org/images/htw2.pn

MOALG Eva KUKAWUA eyKaTtaoTabel, LtopoUuV va To XPNGCLUOTIOL|00UV TTOAAEC EDAPOYEG AVTOANGO-
oovtac Stadopa £i6n dedopévwy péoa amod to Siktuo Tor. Emeldn kabe kouBog dev PAEMEeL Mépa
amo £va Bripa oto KUKAwUA, £vag eloBoAéag og Kamolov evilapueoo KOUBo dev pmopet va xpnotuo-
TIOLNOEL TNV avAAUoN TG KUKAOdOPLaG yLa va CUVOETEL TNV TPOEAEUDN LLE TOV TIPOOPLOUO TG OUV-
deonc. To Tor Aettoupyel Hovo yia TCP cuvdéoelg kat umopel va xpnotponotnBel ano onotadnmnote
edbapuoyn mou unootnpiletl To mpwtdkoAho SOCKS.

I armOTEAECUATIKOTNTA, TO AOYLOULKO Tor XpNOLUOTOLEL TO (510 KUKAWLLA YLot CUVOETELG TTOU SNt~
oupyoUVTaL eVTOG TwV SEKa AeMTwV. X HETAyEVEDTEPA atthpata Sivetal éva vEo KUKAWWA, yla va
EUMOSIOEL TN CUOXETLON TWV TTPONYOUUEVWY EVEPYELWV LIE TIG EMOUEVEG.

Ewova 8.22: Aettoupyia tou Tor (Brua 3).

(Tpomomou¥nke amo: https://www.torproject.org/images/htw3.png)
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To Tor 6ev pmopet va AUoeL OAa T TTPOBANR AT TNG AVWVUHLAG. ETILKEVIPWVETAL LOVO OTNV TPOOTa-
ola TG Letadopdg Twv dedopévwy. Oa mpénel va xpnotpomnolnBel el61kO AoyLopkd UTtooTnPLENG,
amnod kamolov mou dev BENeL oL LoTooeASEG TTou emLoKEMTETAL VO BAEMOUV TTANpodOpLeS e TIG OToi-
£¢ Ba pmopoUv va tov avayvwpioouv. Mo mopddelypa, unopel va yivel xprion tou Tor Browser kota
TNV TiepLynon oto Atadiktuo waote va unv epdavidoviat mAnpodopleg oxeTika pe T Slapopdwon
TOU UTTOAOYLOTH.

Entiong, n mpootaocia tng avwvupiag emBaAet Ty enaypumvnon Tou xprotn mou dev Ba mpEneL va
Sivel To Gvopd tou ) GAeg MAnpodopieg o HOPUEC. Oa TIPETEL va YVWPLLETE OTL, OTWE KAl OA TOL
QVWVUHO SIKTUO TTIOU TIPOOGEPOUV KOVOTIONTIKES TaYUTNTES yLa Teplynon oto Web, to Tor dev
TIOPEXEL TipooTacia amévavtl o enbéoelg «am’ dakpn o’ akpn» (end-to-end). Av o emitiOEpevVog
uropei va mapakoAouBnoet tnv kivnon mou Byaivel and éva vmoloylot, KaBwe Kat tnv kivnon
mou $pOAveL oTov EMIAEYEVO TTPOOPLOUO, UITOPEL VA XPNOLUOTIOOEL OTATLOTIKA avAaAuon yla va
avaKOAUEL OTL Elval HEPOC TOU (610U KUKAWUATOG. MEVIKA OL EVEPYELEG TIOU TIPETTEL VAL KAVEL EVOG
XPNOTNG yLa va alomoLoeL TV avwvuuia tou Tor cuvoilovtal ota akdlouba:

¢ Na ypnoluomnolel Tov Tor Browser

e Na pnv xpnotpomnolet to Tor yla katéBaopa torrent.

o No emiokéntetal sites pe aopdaieta (https)

e Na pnv avoiyet apxeila mou katéBaoe e to Tor, av mpLv Sev anocuveBel and To Internet.
[Aoknon 37 kot 38]

Epwtioelg Avakedpalaiwong

1. Tuyvwpilete yia tn Metapdieon MAC SleuBivoewy;

2. e tLamookorel pla enibeon Kataveunuévng Apvnong Yrnpeoiog;
3. Tuelvat to nAektpoviko Yapeua (phising);
4

. Avadépete 600 oo To XOPAKTNPLOTIKA TIOU TIPETEL VOL EXEL VA LOXUPOG KWLKOC TTpdoBa-
ong (password).

(9]

. ToL0 TO ONUAVTIKOTEPO XAPAKTNPLOTIKO LOG GUVAPTNONG KEPHUATLOUOU;
6. Mota n Baotkr dladopd TG CULUETPLKAG OO TNV OV UKETPLKNA KpUTTToypadnon;
7. Nwg e€aodallleTal n EUMLOTEVTIKOTNTA OTNV KpuTtoypadnon Anpootlou-I8LwTikol KAEL-
Slov;
8. Mg moLoug TPOTIOUG UMOpPEL KATTOLOG VA YVWOTOTOLOEL TO Anpoacto KAELSL Tou;
9. Ttelvat £va PndLakod moTonoLnTiko;
10. Molog o0 oKOTAG TNG ZTeyavoypadiag;

11. Avadépete U0 €l6n apyxelwv ota omola Pnopolv va evowpatwBouv mAnpodopleg He TN
uéBobo tng Zteyavoypadiag, kat SVo ota omoia Sev Pmopouv.

12. Me mola kpttrjpla umopetl éva Telyog Mpootaoiog va emtpePel i va amayopeUoeL TNV €L
Kowwvia PeTtagy UTTOAOYLOTWY;

13. Avadépete SU0 pelovektuata twy software firewall.

14. AvadEépete 500 Ao TIG EVEPYELEG TIOU £VOC SLAXELPLOTIC UITOPEL vaL KAVEL YLOL VaL UENOEL TNV
aodpalela evog e€umnpetnTn (server).

15. Tuelvat éva Etkoviko 16twtikd Aiktuo (VPN);

16. Mwg AettoupyoUVv oL avwvu oL SLaKoULOTEG LecoAdBnong (Anonymous Proxy Servers);
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Aoknoelg o Epyaotnplako Meptpailov

1n Aoknon (Ze epyaotnplako neptBailov Windows).

Ztnv aoknon autr a aAlagete tn MAC SiebBuvon pag kaptag tktvou oto A.2 MS Windows.

1.

10.

11.

Avoifte pLa elkovikn punxavn pe to A.Z MS Windows XP kat cuvbeBeite og autiv pe Aoya-
pLaopO Slaxelploth.

. Bpeite kat kataypayte tnv MAC StevBuvon g Kaptag SIKTUOU TOU UToAoylotr. Auto

uropei va yivel pe tnv evtolr ipconfig /all amd t ypappr evioAwv 1 amo Tig SLoTtnTES g
oUvdeonc Siktvou.

. Ao néoeg opadeg xapaktnpwv anoteleitat n MAC Stevbuvon;
. Z€ Tolo aplBuNnTIko cvotnua elvat ypappuévn n MAC dtevBuvon;
. Motol givat oL £yKupoL XAPOKTAPEG TOU UITOPOUV Va xpnotpomnotnBouv os kabe Pndio piag

MAC StetBuvong;

. Zavaypayte tn MAC StevBuvon tou epwtnpatog 2, alalovtag toug SUo Teheutaioug xa-

POKTAPEG TNG OE KATIOLOUC AAAOUG (EYyKUPOUC XAPAKTAPEG) TNG EMAOYNG OOC.

. Avolifte tn Slaxeiplon ocuokevwv kat petaPeite otnv evotnta «Mpoocapuoyelg Atktuou»

(Network Adapters), kat kavte &utho-click mavw otov mpooappoyéa Siktvou mou gudavi-
Cetal.

. 2T0 mapaBbupo TWV LELOTATWY MATHOTE 0TNV KAPTEAQ « A TTPOXWPNUEVOUCY KAl UETA 0TV

diotnta «Network Address». Ekel BaAte tn SlevBuvon mou ypaate oto BApa 6, xwpic
OHWG TOUG SLaxwpLoTIKoUG XapakThpES (: f -) kat matote [OK].

. Me tn puébodo nou xpnouonotnoate oto Brpa 2 emPBepatwaote tnv ahhayn tg MAC Siev-

Buvonc.

Kavte emavekkivnon twv Windows kat eAéyéte av n MAC StevBuvaon emaviABe otnv apykn
TLUA TNG. AV OXL, KAVTE TIG AIAPALTNTEG EVEPYELEG YLOL VOL AVOLPEDETE TIG aAayEG. EmBepat-
WOTE TNV emavadopad TS APXLKAC TLUAC.

AdoU n MAC StebBuvon pLag Kaptag SIKTUou elvat ypappévn o uvnpun ROM, tnv aAhagate
OTNV MPAYHOTIKOTNTA; TL akpLBWG cUVERN;

2n Aoknon (Zg epyaotnplako nepBallov Linux). Ztnv doknon avuth Oa alldaete tn MAC Siev-
Ouvon pLag kaptag Siktvou oto Linux.
1. Avoli€te pLa elkovikn unxavn Ue Linux kat ouveBeite o autnVv e Aoyaplacpo SlaxelpLoth.
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Bpeite kat kataypate tTnv MAC 8ieUBuvon tng kApTag SIKTUOU Tou UTtoAoyLotr. AuTo Unopel
va yivel pe tnv evtoAn ifconfig otn ypapun eviodwv kat kortwvtag tnv T tou nediov HWaddr
otn ouvéeon ethO (yia tnv 1n evouppatn kapta Siktuou), 1y amnd to pevol Evapén >Pubuiocelg
- Juvdéoelg Aktuou, emhéyovtag tn ouvdeon (ouvnBwg n «Wired connection 1») kat motw-
vtog [Enetepyoaia...].

2. Ano mooeg opadeg yapaktipwy anoteAeital n MAC dtevbuvon;

3. Ze molo apBuNTIKO cuotnua eivat ypappévn n MAC SielBuvon;

4. Tolot elval oL €YKUPOL XOPOKTAPES TIOU UITOPOUV Va xpnotponotnBolyv os kdBe Yndio piag
MAC &levBuvong;

5. Zavaypayte Tn MAC 8levBuvan tou epwtruartog 2, aAlalovrag toug SUo tedeutaioug xa-
POKTAPEG TNG OE KATIOLOUG AAAOUG (EYKUPOUC XOPAKTAPEG) TNG ETUAOYNG OOC.

6. Matnote Evapén = Pubuioeig—> Zuvdioelg Aiktuou, emilé€te tn obvdeon SiktUou Kal math-
ote [Enegepyaoia...].

7. 1o mhaioto «KAwvormotnpévn AletBuven MAC» ypate TV tpomomnotnuévn MAC StelBuv-
on Kat matrote [Anodnkeuon...].
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8. lNa va evepyorownBel n aMayn Ba mpémel va yivel amoclvéeon kat emavacuvdeon. Ma-

THOTE OTOo £KOVISLO

9. EmBeBaiwote divovroag tnv evioAr ifconfig ott éyve n alayn.

OTN YPOUUN EPYOCLWV Kot ETUAEETE «ATTOOUVSEDN». ITN OUVEXELD
notiote Eava oto £lkoviblo Kal eTAEETE TN SIKTUaKN oUvoEeaDn.

10. Kavte emavekkivnon tou cuotipatog kat ehéyéte av n MAC SievBuvon emavilBe otnv
QPXLKA TWA TNG. AV OXL, KAVTE TIC QMMAPALTNTEG EVEPYELEG VLA VO AVOLPEDETE TLG oANayEC.

EmBeBatwote tnv emavadopd tng opxLkAg TLUAC.

11. AdoU n MAC StevBuvon piog kaptag Siktuou sival ypappévn og pviun ROM, thv aAAd€ate

OTNV MPAYHOTIKOTNTA; Tt akpLBWS cUVERN;

3n Aoknon (Z€ epyaotnplako neptBaiiov).

Mia puéBodog yia va yivel évag Kwdkog mpoopaong mo acpalng, aAld tautoxpova eUKOAOG
OTNV QMOMVNLOVEUON EIVOL N OVTIKOTAOTOON YPAUUATWY TIOU TIEPLEXEL UE APLOUOUG 1 cUUBOA

TLOU ToUuG potdouv.

1. JuumAnpwaote Tov mapakdatw mivaka e o Pndia 1 ta cLUPBoAa ou Bewpeite OTL Umopolyv
VO QVTIKOTOLOTI 00UV Ta Ypappata mou divovtal. Mnv neploploteite anapaitnta og Eva ol -

Bolo (r.x. D= I>).

2. ¢ 600 TeEAEUTAIES KEVEC YPOUUES yPAWTE KATTOLOUG GANOUC XOPAKTAPES Mall Le TNV poTa-
on 0ag ylo CUUPBOAQ AVTIKOTAOTACNG.

d

b

E
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4n Aoknon (e epyaotnplako nepBaiiov).

Itnv aoknon auth Oa dovpe Eva mapdadelypa Tou wg Asttoupyolv oL HovoSpopeg (one-way)
OUVOPTHOELG TIOU XPNOLLOTOLOUVTAL YLo TNV AOBNKEUON TWV KWSLKWY EL0OS0U TwV AeLToupyt-
KWV GUGTNUATWV.

H Avtiyovn kat o BaciAng €xouv mabog pe ta otauvpodefa. Kabe efdouada avraywvilovral oto
otaupoAe€o tng Kuplakatikng epnuepidag. Tnv Kuptakr to Bpddt pholv oto TNAEPwVo Kal ou-
vkpivouv TG Aé€elg mou €xet o kaBévag Bpel. Qotdoo, eneldn kavévag amd toug SUo dev BEAeL va
anokoAUPeL Tig Aé€elg ou Bprike, £Xouv cUUPWVATEL OTOV EENC KavovaL:

‘Eotw OTLNn Avtlyovn yvwpilel 0Tl n owoth anavinon oto 1 kabeta B ivat n Aégn “NMepippovw”. Avti
va et aneuBeiag tng AéEn, xpnotpomotel To “Eppunveutiko Ag§ikd tng Néag EAANVIKAG” Ka KAVEL TLG
aKkOAouBeg evépyelec:

® BpiokeLtov oplopd tngAeEng “Mepippovw” (evdexopevwg pali pe mapadeypa): atobavopatt
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n ekbnAwvw mAnpn adtadopia kat EAAewpn ekTipnong ylo K f KT # oéPopal. Bpiokel otov
TIOPAIAVW OPLOKO TNV IPWTN AEEN TIOU €lval OUCLOOTIKG, eMIBETO N PrKA, OTNV MEPIMTWON
auth t Aéén “AwcBavopar”.

Bpiokel Tov oplopo tng Aé€ng “AwcBavopar”: viwbw?! (utp.) avtidappavopal® péow Twv at-
0Onoewv. Bpiokel otov mapandavw oplopo t gbtepn Ag€n mou eival n “Avtihappavopat”.
Bplokel Tov oplopd g AéEng “Avtidappavopar”: kotahafaivw! KT péow Twv alobnoswv?
pou: O KAEPTNG® pumke oto Slapéplopa Ywpig va tov avtiAndBolpe. Bplokel oTov mapamavw
opLoo TNV Tpitn Aé€n mou eivat n Aé€n “KAédtng”.

Bpiokel Tov oplopo tng AéEng “KAédtng” (kdtw amd to Baokd Afppa KAEBw): dtopo! mou
KAEBEL KT o Krt: ~ prikav? oto Suthavo payadi® katl to adstooav. Bplokel oTov mopandvw
0pLoUO TNV TETAPTN A£EN oL gival n AEn “Mayali” (n Aé€n duthavo mapaleimetal ylatt lvat
enippnua).

Bpiokel tov oploud tng Aééng “Mayali”: ktiplo® i tuipo? ktipiou® 6mou mouAlovvrtal Suddo-
po’® ayabd = katdotnua. Bplokel otov mapandvw oplopd tnv mEUmTn Aé€n mou sivar n Aéén
“Madopa”.

NéeL otov BaoiAn tn AéEn “Auddopa’”. Av o Bacilng éxel Bpet Kat autog Tn owaoth Aé€n, unopetl
gUKoAa akohouBwvtag To Ae€Iko va emPBeBatwoet OTL N Avtlyovn £xeL BPEL TN OWOTH Amavtnon.

. DokludoTe va KAvete KU £0€ic To 1810 pe pia Aé€n kat to Ae€Lko mou Ba oag Swaoel o Kabnyntrg

00 Ko tou Ba amoteAel T owWoTH amdvtnon o€ KATOLoV Ao TOUG UTTOAOLTOUG OPLOOUG TOU
oTAUPOAELOU.

. 2TO Mopandavw mapadelyua, culntiote Ye Ta PEAN TG opadag oag mwe o BaciAng, otnv

nieplmtwon mou ev yvwpllel o 161og Tn owotr AéEn, Ba pmopoloe va Bpel Tn owotr Aé€n Ba-
OLOpEVOG otV TeALKN AEEn (“Atadopa”) ou tou édwae n Avtlyovn. Oa eivat pla dtadikacia
e€loou eUKOAN pe TNV eVpeon TNG TEMKAC AEENG Ao TNV aPXLKA;

. YIApXeL KATLTIOU TopoUOE VAL KAVEL oiAn¢ wote va “emtayVvel” ) dtadkacia auth,
YrapyeL katL mou Ba uropoloe va Kavel o Baaid € va “emtayuvel” n Stadikaoia a

yvwpilovtag otL to mABo¢ Twv Aé€ewv Tou Ae€lkoU elval CUYKEKPLUEVO;

. Avoitte tn oehiba http.//www.fileformat.info/tool/hash.htm ywa va Seite HEPIKEG QMO TLG

TPAYHOATIKEC HOVOSPOUES ouvapTHOoEeLg katatepaytopoU (hash functions). 2tn oelida autn
UIopE(Te va kataxwpnoste pio A€n N dpdon kat va Seite tn obvodn mou mPoKUTTEL.

. Kataywprote oto npwto nedio tn Aé€n AADVARK, natriote oto kouprni [Hash] kat Seite oto

TENOG TNG 0eAldac Ta amoteAéopara.

. Agite otn oehida http://www.rapidtables.com/code/text/ascii-table.htm tov ASCIl kwiKa yLat

10 ypappa A. Arto mooa Suadika Pndia amotedeitay;



7. Ztnv (6la oelida Seite kat Tov kwdLka yLa To ypappa B. Katd nooa bit StadEpel anod autdv Tou
A;
8. AM\GEte To mpwTo A TG Aé€ng oe B kal urtoAoyiote Eavad T cuvoelC.
9. Kata moca duvadika Yndia alagote tnv apyikr A&En;
10. TuamotéAeopa enédepe ot oUVOUELS N aAAayn TIOU PO LOTOTIOL OOTE;

11. Elodyete pepikd akoun mbava password Stadopwv peyebwv (OXL KATIOLO TTOU XPNGOLUOTIOLE(TE)
Kal uTtoAoyloTe yla to kaBéva tn cuvoyn

12. Emnpeddetal to mARBog Twv xapaktnpwyv tne ocuvodng kabe alyopiBuou amd to péyebog tng
dpaong mou eLoAyarte;

13. TupmAnpwote To akoAouBo mivaka:

AAyopLpog MARBog Xapaktipwv ZUvodng MARBog bit ZOUvoyng

Adler32

CRC32

Haval

MD2

MD4

MD5

RipeMD128

RipeMD160

SHA-1

SHA-256

SHA-384

SHA-512

Tiger

Whirlpool

*Evag eUKONOG TPOTIOG YL VAL LETPHOETE TO TARBOG TV XOPAKTAPWY TNG cUvoPng elval va TOUG EMLKOA-
AAoete og évav SlopBwtr kelpévou tumou Notepad kat va Seite anod ekel to mARBog Toug amd ™ ypapun
Katdotaong.

14. ‘Eva mpOBANUa LE TIC CUVOPTHOELG KOTOTEUOXLOMOU glval n mepintwaon Vo dltadopeTikeég dpa-
oelg va dwaoouv Tto (6lo amotéleopa (avalntnote oto Internet “hash collision”). Mpayte ta
ovopota Twv dUo ayopiBuwyv mou Bewpeite OTL UTIAPXEL N LeyahUTepn TBavoTnTa va cUpPEL
KATL TETOLO Kal Twv V0o aAyopilBuwv Mou £XOUV TIC HIKPOTEPEG TOAVOTNTEG Vo cUMBEL KATL
TETOLO. Z€ TIOLO YEYOVOG OTNPLETE TNV AMAVTNON 00G;
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5n Aoknon (€ epyaotnplako nepiBaiiov).

H cuvaptnon KepuatiopoU mou xpnotponotel to A.2 MS Windows (ard tnv €kdoon 7 Ko peta)
yla tnv e0peon tng cuvoPng evog cuvOnuatikol Aéystal NTLM.

1. Avoigte t oeliba htip://www.tobtu.com/Imntim.php (sbe€r¢ oehiba A). Itn oeAiba auth
umopeite va SWoeTe pila cuvOnuatikr A&En kal vo mApeTe tn ouvo TNS OMwWCE TNV UTTOAOYI-
Cetto A.2 MS Windows. o val To KAVETE aUTO Ypate T AEEN 1) dpdon mou BéNeTe oto medio
KATw arno tn AéEn [Passwords] kat matrote [Generate Passwords]. H cuvolin epdaviletat
Katw amo 1o [NTLM Hashes]. Aokipdote m.y. pe tn Aé€n “hello”.

2. Ao €peuveg €xel SlamoTwOel OTL OL EPLOCOTEPOL XPHOTEG XPNOLUOTIOLOUV AEEELS TNG KO-
Boploupévng oav Kwdikolg mpooBacng. EToL ol AEEELG QUTEG Elval Ao TIG TPWTEG YLA TLG
omoleg Snuoupyndnkav mivakeg avtiotpodng avalitnong. H oeAiba http://www.hashkiller.
co.uk/ntIm-decrypter.aspx (oehiba B) meptéxet tétoloug mivakeg (yia 43,745 81¢ kwdikolc)
KOl 00C ETULTPETEL VAL avalnthosTe Tov KwdKO, divovtag tn cuvoln. Amd tn oel. A avtlypdy-
te to NTLM Hash kat emikoA\rote To otn ogl. B ota aplotepd.

3. KatePeite oto KATW HEPOC TNG oeAidag, cupmAnpwote to CAPTCHA kat matrote [Submit]. Av
n ouvoyin mou dwaoate UTAPXEL OTOV avtiotpodo mivaka, Ba oag epdaviotel to password
TIOU TNG OVTLOTOLYEL.
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4. MTopelte va XpNOLUOTOLNOETE TIG U0 QUTEG OAIOEC yLa va eAEYEETE KATA OGO EXEL NN
OTAOEL €VOG VEOG KWELKOG TIou BEAETE VOl XPNOLUOTIOLOETE. AOKIUAOTE TLY. TIG akOAouBeg
A€€elg (amd tn Zel. A Ba mdpete tn oUvon mou Ba emkoAroeTe ot ogA. B) Kal onuelwoTte
YLOL TIOLEG QO QUTEC UTIAPXOUV 6N oTov avtiotpodo mivaka.

KwBiKoC Anoté’)\eoua KwBiKC Anoté?\eoua
(v x) (v 1 x)
letmein password!
password p@sswOrd!
independent BadBoy
corresponding thisisatest
discovery Ind3p3nl)ent
discoveries 123456789

6n Acknon (Ze epyaotnplako nepBailov Windows, Linux)

Ztnv aoknon auvty Ba xpnowuonouoste tnv edpappoyn ophcrack oe pa npoonadsia va Bpeite
€vav Kwoko windows mou mBavaov va £xete Eexdoet. H edappoyn {exiva ano live-cd ko xpnot-
HOTOLEL £vav oUVSUAOHO TIVAKWVY avalnTtnong Kot eEavtAnTIKAG SoKLng Kwdikwv (brute force)
T(POKELMEVOU Va avaKaAUPEL TOV KWSIKO KABe Aoyaplacpol xpnotn.

1. ZeKWNOTE Lo ELKOVLK pnxavi pe Windows 7 kat cuvdeBeite pe Aoyaplacud Slaxelplotn).

2. AnpoupynoTe Toug akoAouBoug AoyapLacpoUG e TOUG avTioToLlyoug KwdLkoug:

‘Ovopa Xpriotn Kwbkog
dictionary history

weak ntfs17

medium f@c3b0ok

strong I.LOv3.ChOkOL@1t3S

3. Kavte teppatiopd twv Windows.

4, ITC LBLOTNTEG TNG ELKOVLKNG NXavn¢ TormoBeteiote oto elkovikd DVD to apyxeio “ophcrack-
vista-livecd-3.6.0.is0”, ano6 tnv tonobeoia mou Ba oag et o kAaBNyNTNG oag.

5. ZEKWVAOTE TTAAL TNV ELKOVLKA UNXavh TIou Twpa o mpémnel va GOoPTWOEL TO AELTOUPYIKO ToU
unapxet oto CD.
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6. ZTNV ApPXLKO HeVOU Tou Ba epdaviotel adnote emNeypévn TNV TPWTN KaTaxwpnon (Auto-
poto) kot matnote [Enter].

7. Otav ¢optwoel To AelToupyLko (Hia €kdoon tou Linux) Ba epdaviotel to mapdbupo tou
ophcrack. Matrote oto kouuni [Stop].

9. YTn oUVEXELA AT OTE 0To Koupri [Tables] wote va poptwaooupe tov mivaka avtiotpodng
avaintnong (lookup r rainbow table). Xto mapdBupo mou Ba epdavioTel matrote 0To KOU-
urtt [Install].

10. Ané tov katdhoyo Look In emudé€te / kat petd media/hdc/tables/vista_ proba_free kat ma-
tote [Choose] kat [OK].
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11. Oa emiotpePete 01O apxLko Mapdbupo. Natrote oto [Crack] yia va Eekvrioet n Stadikaocia
QaVeUPEDNG TWV KWOLKWV.

12. Napatnpeiote OTL evw oL kwdikol mov eival Aé€elg amd Aeiko N pikpol o péyebog Kkal mo-
AumAokotnta epdavilovral ypryopa, oL umtdAourol Pmopet kat va unv Bpebouv kaboou.

13. Oewpeite 6Tl av to ophcrack dev pmopel va Bpel évav KwdIKO, autd onUaivel OTL QUTOG
elvat aopalnc; Avoifte tn oeAiba https://www.objectif-securite.ch/en/ ophcrack.php mou
TepLEXEL emumA£ov Ttivakeg avalntnong (Free NTHASH tables) yia to ophcrack.

14. Me 6€60U€VO OTL TO TPOYPOALLO KOl OL TIVAKEC XWPESAY O€ £va cd, TIOLOUC TIIVAKEG TILOTEV-
£7€ OTL Xpnolpomolei to live-cd kat molo to péyedog Toug;

15. Moto ival to peyaAvutepo péyebog dwpeav mvakwv NTHASH;

16. Ektoc amd Toug Swpedv mivakeg urtapxouv Kat aAhot (Professional) mou xpewvovtad. Moto
TO PeyaAUTepo UEyeBOG Toug;

17. TeAlkd TL QmaVTATE 0TNV Epwtnon 12;

7n Aoknon (Z€ epyaotnplako neptpailov Windows).

To A.Z MS Windows XP xpnowponotei pia Atyotepo aodaln pébodo Slaxeiplong Twv KWSKWV
(LM Hashes avti NTLM Hashes), xwpilovtag toug kwdikol¢ pe MANO0¢ £wg Kot 14 XapaKTHPES
og 800 Koppatia Ko urtodoyifovrag Eexwplothy ouvoyn yia Tov Kabéva. Itnv acknon auth o
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SoUpE Mw¢ pmopou e va aAAGEOULE aUTH T CUUNEPLPOPA KOL VA TAL UTIOXPEWOOULE VoL XPNOL-
pomotoUv T 1o acdalr péBodo mov epapuoletat €’ oplopol ano ta Vista Kot Petd.
1. Avoitte i ewkovikn pnxavr) pe Windows XP Professional kat cuvdeBeite pe Aoyaplaopo
Slayelploty.
2. NMatnote Evapén/Ektéleon, ypate “secpol.msc” katatriote [Enter]. Oa avoifel to mapddu-
po pubuicswv Twv MoAtikwv Aodaheiag.

3. Antd tov Katdhoyo ota aplotepd emléEte Tomikég MoOALTIkEG = Emhoyég aodalelag. Ita
SeLa Bpeite v emloyn «Aoddlela Siktvou: Na pnv yivel amobrikeuon tng TWUAG Kata-
KEPUATIOHOU TN Al eiplong tormikoU SIkTtUou oTnv emopevn alayn Kwdikol mpooBacng»
(Network security: Do not store LAN Manager hash value on next password change) kat
avoléte Tnv.

4. ANAte ™ pUBULON amd «Avevepyn» oe «Evepyn» kat matriote [OK]. H véa puBuion Ba
gvepyorolnBei yla kaBe Adoyaplacpd xpriotn otnv endpevn aAayn Tou Kwdkou mpocpacng.

5. H pUBuLon auth Unopel va ennpedoel TNV enkovwvia oTo §ikTuo PeTall UTTOAOYLOTWY LE
Windows XP kat mohatotepwy Asttoupyikwv omwg ta Windows 95 kat ta Windows 98 (av
UTIAPXOULV).

8n Aoknon (Z€ epyaotnplako neptBaiiov Linux)
YTnVv doknon autn Ba xpnotpomnotioste to Live-CD Kali Linux o€ pio mpoomnaBela va Bpeite Evav Kw-
S1k6 windows mou TuBavov va €xete exaoel. H ebappoyn Eekva amo live-cd kat xpnotponolel évav
ouVOUOUO TIVAKWY avalATnong Kot eEavtAnTikng Sokiung kwdikwy (brute force) mpoketpévou va
avakaAUPeL Tov kKwdkd kabe Aoyaplacpou xpnotn.

1. ZeKWAOTE pLa €LKOVLKA Unxavni He Linux kot cuvebeite e Aoyaplaopo SLoelploth.

2. Anuoupynote Toug akoAouBoucg AoyaplaopoUd e TOUG aVTioTOLX0UG KwOLKOUG:
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9.

‘Ovopa Xprotn Kwéikag
dictionary history

weak ntfs17

medium f@c3b0ok

strong I.LOv3.ChOkOL@1t3S

. Kavte tepuatiopd tou Linux.
. ZTIG LBLOTNTEC TNG ELKOVIKAG HNXavNC toroBetelote oto lkovikd DVD to apyxeio “kali-linux-

1.1.0a-i386.is0”, and tnv tonobeaia mou Ba oag neL o kabnyntig oac.

. ZEKLVAOTE TIAAL TNV ELKOVLKI] LNXAVA TIOU Twpa Ba PEMEL VoL GOPTWOEL TO AELTOUPYLKO TIOU

unapyeL oto CD.

. 2TO apyLKO pevol mou Ba epdaviotel adrote emAeyUévn TNV TPWTN KATOXWPENON KAl Ta-

tote [Enter].

. Otav poptwoel To AeLToupyIKO avoifte £va VEo MapAdBupo TEPUATIKOU TIOTWVTOC OTO ELKO-

vidlo 1 emiAéyovrag Applications = Accessories = Terminal.

. Awote tnv evtohn fdisk -1 yia va Seite Toug diokoug mou eivatl cuvdedepévol oTo cUoTNUA.

O 6iokog Tou AelToupyLkoU TNG ELKOVLKNAC KNxavAg eivat o /dev/sdal. MNa va prnop£oste va
TOV pooTieEAAOETE Ba MPEMEL va TOV TTPOCaPTHOeTe (mount) og évav dakeho tou Live-CD.
Awote tnv evioAn] mkdir /media/os yia va dtidéete €va dpakelo e dvopa os péoa oto da-
keAo media.

10. Aworte tnv evtohri mount /dev/sdal /media/os yia va yivel n mpoodptnon tou diokou oto

11.

12.

dakelo os. Ta mepleyopeva tou diokou autol Ba daivovtal MAéov oav apxeio kat dakelot
péoa oto ¢pakeho os. Mo va deite av Ovtwg oupPaivel avtd dwote tnv evton Is /media/os
woTe va Oelte Ta mepLeXOUEVA TOU PakEAoU.

En\é€te Applications = Kai Linux = Password Attacks = Offline Attakcs =johnny. Auto eivat
£va ypadkd meptBariov yia to pdypappa John the Ripper (T{wv o «AvtepoBydAtne») 1,
To apyelo oto omoio to Linux kpatd t cuvoln Twv KwdKwv eival to /etc/shadow. ESw,
eneldn o dilokog Tou Linux éxeL mpooaptnBel otnv tornobeoia /media/os, To apxeio pe Toug
KwdikoU¢ eivat tehikd otn B£on /media/os/etc/shadow. Matriote oto kouuni [Open Passwd
File], Bpeite To mapamndavw apxeio kat matnote [Open] kal petd [Start Attack].
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13. Oa eudaviotolVv oL AoyapLacpol XpnoTwy mMou UTIAPXOUV 0To cuotnua Kat Ba Eekwvnoel
n Stadikaocia avelpeong Twv Kwdkwy. Evtomniote toug Aoyaplacpoug mou dtidéate otnv
apxn TnG doknong.

14. Adnote n Sladikaoia va ekteheoTel yla pepikd Aemtd. Mowwv Aoyaplacpwy ot kwdikot Ba
€UdavIoTOLV TTpWTOL;

15. Avdahoya pe TNV TOAUTIAOKOTNTA KATIOLWY KWOLKWVY UITOPEL VOl XPELAoTEL TTOAUG Xpdvog yLa
v avelpeaor] Touc. Alakote tn Stadikaoia Kot KAELOTE TNV ELKOVLKH UNXavh.

9n Aoknon (Z€ epyaotnplako neptpaiiov Windows).
ItV doknon auth Oa puBpuicete To AetToupyLko oUCTH LA WOTE V. SEXETAL KWELIKOUG TpooPaong
TIOU VoL TANPOUV CUYKEKPLUEVA XOPAKTNPLOTIKA (KAVOVEG MOAUTTAOKOTNTOG).

1. Avoifte pla ekovikr pnxavi pe to A.2 MS Windows XP 1| petayevéotepa kal ouvdeBeite oe

QUTAV UE AoyapLaopo SLlaxelploth.
2. Amo To pevou £vapén emhé€te EktéAeon kal SwaoTe tnv evtoAn secpol.msc

3. Zto mapdbupo mou Ba epudavioTEL TATAOTE 0T APLOTEPA OTLG «[TOALTIKEC AoyapLacioU» Kat
peta oto «lloAttikn Kwbikou MpooBaang».
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4. E€etaote TNV MOATIKN «Ot kwdikol mpooBaonc mpémetl va mAnpouv Ti¢ mpolnoUoels moAu-
nmAokdtnTog». Natrote otnv kapTtéla Eme€nynon yla va mApETe MeEPLooOTEPES MANPodopLEC.
JUUITANPWOTE TOV akOAoUBo Ttivaka avaloya e To oLeG TPoUToBEaeLg MANPOULV oL Kwd Kol
¢ 1ng otANG, av To Gvopa Tou Xpnotn eival apanag. Alvovtal oL AMaVTHCELS YL TOV TIPWTO

KWOLKO:

Kw8kog

MAnpoi to
EAdyLoto
Mrkog;

MNepLéxet to
OVopa
xpnotn;

MARBog
KOTHYOPLWV
XOPOKTAPWV

MAnpoi
O6Aoug Toug
KOWVOVEG;

letmein

NAI (726)

OXl

1

OXI

Chargers1

Panthers1

#apanagl2!

1Qaz2

Prototypel

@WSX2wsx

5. EVEpYOMOLNOTE TNV MOALTIKA aodAAeLac.
6. Anuloupynote évav Aoyaplacpo amiou xpnotn (OxtL Sloelplotn) e dvopo apanag Kot SokL-
UAOTE va TOU SWOETE TOUC MAPATAVW KwSLIKOUGS tpdopaonc. Zupdwvoulv ta Windows pe TG
EKTLUNOELC TIOU €0€(C KAvarte; Av 0xL, Pacte va Bpeite mou kavate AaBog. M.x. yLa Tov mpwto
KwSLKO Ba mapoue:

7. 'EoTw OTL B€AoUE eEMUTAEOV va ETIBAAOULE KOL TOUG AKOAOUBOUG TTEPLOPLOUOUG OTOUG KWL

KOUG TWV AOYOPLOCUWVY TWV XPNOTWV:

o OLkwdKol va amoteAouvtal amd OKTW TOUAAXLOTOV XOPAKTHPEG.
e Otav £vag xprotng xpnoLpomnolel tov (510 Kwdko yia 30 NUEPEC VAL UTIOXPEWVETAL VA TOV

aMAGEeL.

¢ Otav évag xpnotng aAAdel KwOIKO va NV Umopet va tov aAAdéet Eava mpLy mepacouv 5

NUEPES.

e Katd tnv aAlayn Kwdkou o Xpnotng va Knv pnopel va Eavadwaoel Tov Kwdkd mou xpnot-

LoTtoloUoE HEXPL EKELVN TN OTLYUN.

JUUMANPWOTE TOV TIivaKa LE TIG TUUEC TTOU Bal TPETMEL VAL TTAPOUV OL AKOAOUBEC TTOALTIKEG £TOL WOTE

va uAormotnBoUv auTolL oL TEPLOPLOOL:
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MoAwtikn MoAwd Tipn Néa Tiun

EAayLotn Stapkela kwdikol mpooBacng

EAGLOTO HAKOG KwdLkoU pooBaacng

EmBoAn LoTtoplkol KwdIkwv mpooBacng

Méyiotn Sldpketa kwdikou mpooBacng

8. TuvdeBeite oav xprnotng apanag (Ue Tov TEAEUTOIO OWOTO KWOIKO TOU gpwTnpatog 4) Kal
Sokipaote va aAagete tn ouvOnuatikr oag AEEn. Mota moALTikr Bewpelte OTL mapaPLalets;
9. Juvdebeite pe TOV apxLKO Aoyaplacpod SLaxXeLpLoTH, EMaVAdEPETE TIC TTOALTIKEG AOYOPLACUWVY
OTLG APXLKEG TOUC TLUEC Kal SlaypaTe To Xprotn apanag.

10n Acknon (Ze epyaotnplako neptBaldov Linux | Windows). H avaykn yia xprion dtadopett-
KWV, LOXUPWV KWSKWV o€ KAOE AELTOUPYLKO cUOTNA 1 SIKTUOKO TOMO SnLovpyEi To POPAn-
MO TNG AMOUVNUOVEUCHG TOuG. Tn AUon £pxovtal va Swoouv epaPUOYEG OTLG OTIOLEG UIOPOUV
va anoOnkeutolV oL KwSLKOL Ko va avakaAouvtal Otav UNApXEL avaykn. Me Tov Tpomo autov
0 XpNotng xperaletal vo Bupdtal Povo £vav KWKo, auTtov yia tThv npoofaocn othv edpappo-
yi. Muwa tétola Swpeav epappoyn ival to KeePass2 mou givan StaBéowun yia Windows, Linux,
MacOS, cav ¢popntn (portable) epappoyn, aAAa ko yia popntég cuokevég pue Android kat iOS.

1. Avoitte tnv edappoyn KeePass.

2. Ma va ekvnoste T xprion T edappoync Ba mpemnel va Snpoupynoste pia véa Baon dedo-
pévwv. Néa Baon Sedopévwy pmopet emiong va dnuloupyeital kat kaBe bopd mou €vag VEOG
xpnotng Bélel va amobnkevel kwdikoUg. Matnote File >New...
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. Awote oav ovopa tng Baong to testdb.kdbx kot atnote [AnoBrikeuon]
. 210 mapaBupo mou Ba epudavioTel £xeTe TPELS eMAOYEG (8U0 av xpnotpomoleite Linux) yla to

password L€ To omolo Ba EekAeldwvete tn Baon:

iv.

Master Password: Alvete évav KwLko Tov omolo Ba mpémel va BUIAOTE KaL Vol ELOAYETE
kaBe dopd mou BEAeTE va xpnoLuomnoloete To KeePass. YIAPXEL LAALOTA KOl LETPNTAC
NG LOYXVOG Tou KwSLKoU. MoLa TTAEOVEKTI AT KOL TTOLOL LELOVEKTA 0T BewpEelTe OTL £XEL
n Xpron Kwdikou;

. Key file / provider: Mmopeite va Swoete oav KAelSL €va apxeio ou dn €xete | ou Ba

KOTALOKEUAOEL yLlo 04¢ To KeePass. Mwg aflohoyeite tn Suvatdtnta auth o oxéon ue
v mponyouuevn; Eival mepltoodtepo f Alydtepo aodalnc; Tag s€unnpetel kallutepa
OxL; AkaloAoyeioTte Ty anavinon oag.

Windows user account: Me auth tnhv erloyn (mou eivat Stabéoiun povo oe Windows)
n Baon pmopel va EekAelbwoel HOVO QMO TO CUYKEKPLUEVO AOYAPLOOUO XPNOTN TWV
Windows. Tt teploplopoUg eLoAyeL auTn n eroyn;

OL emAOYEG QUTEG UIopoUV va epapooTolV cuvduaoTikd. Eceig mota emloyn i cuvdu-
QopOG eloywv Bewpeite OTL 0og TaLPLAleL KAAUTEPQ;

. Adnote evepyn TNV MpwTN Aoy LOVO Kol SWOTeE €va LoYUPO password Tou va TIEPLEXEL

TolKIA LA YapakTipwy, oAAA TauTOXpOoVa Va Elvat eUKOAO OTNV amouvnoveuon. Mpayte to
password Tou XpnoUOoMoLNoaTe (Va NV €lval KATOLO amd autd mou Xpnolomnoteite én).
KaAo Ba eivat o Seiktng T LoxVog Tou password va paoLvioeL.



6. 2TO EMOUEVO TOPABUPO UTIOPELTE VO OPLOETE KATIOLO XOPAKTNPLOTIKA TNG BAONG KAl TNG
ebappoyng Omwg .. va aufnoete TV acdaiela oe emBeoelg Ae€ikoypadikéc N wung Blag,
v oploete va cupmiéletal n Baon (ya eotkovounon xwpeou) k.a. Natnote [OK].

7. 2tn Baon dedopévwy tou KeePass umdpyouv Sladopeg Katnyopieg kat SU0 SOKLUOOTIKES
eyypadec. Natrote otn SeUtepn amod autég (Sample Entry #2) kot amavtriote ot akdAouBeg
EPWTNOELC:

i. TULKAVELTO KOUuTL icon;
ii. TuamoBnkevetal oto User Name;
iii. TUKAVELTO KOUUTL UE TIC TPELG TEAELEC;
iv. Tuylvetal av natrjoete otn dteBuvon oto nedio URL;
8. O A. B. KATOXOS xpnotpomnotel Tnv kapta VIZA mou Slabetel yla ayopég amod Stadiktuakd
Kataotuata. Emeldn 6ev BéAeL va kpatd TV Kapta pall tou anodacilel va KataxwpnoeL Ta
otolxeia tng oto KeePass.
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Vi.

vii.

viii.

Xi.

Xii.

Xiii.

Xiv.

XV.

. 210 0pLOTEPA AT OTE 0TV Katnyopia HomeBanking. £tn ouvéxela emé€te Edit > Add

Entry (1) oto lkovidio pe to KAeLSL) yla va mpooBEoeTe pia véa eyypadn.

ii. AM\GETE TO €lKOVIOLO OE KATIOLO TIOU VOl LOLATEL [UE TILOTWTLKI KAPTA
iii. Zav TITAO KOTOXWPNOTE TO OVOUA TNG TPATELOS Kal TO €60¢ TNG KAPTAG

Jav user name BAATE TO GVOUA TOU LOLOKTATN TNG KAPTOG

210 password oBnote 0,TL evOeXOUEVWE UTIAPXEL KAl TomoBeteiote To PIN NG KAPTOG
(€otw ot elval To 4859).

210 medio URL katayxwpnote tn SlevBuvon Tou Lototomou tng tpanelog. (http://www.
developbank.com).

Yndpyouv akOua oTolyela TNG KAPTag ou dev €xouv KataxwpnBel. MetaBeite otnv
kaptéla Advanced.

Natnote oto kouuni [Add] (8e€la amo to medio String Fields) yia va nuiovpyroste éva
véo meblo Kelpévou. AwoTe Tou To ovopa AplBpog kat oav T ypadte tov 16YndLo
apLBud ™ KAPTOC Hall pe Ta KeEVA.

En\é€te o kouTakL «Enable in-memory protection» wote to KeePass va Slatnpel tov
apLBud TNG KAPTAC KPUTITOYPODNUEVO QKON KOL KATA T SLAPKELA TNG EKTEAEONS TNG
edbappoyng, kat matrote [OK].

Me Tov (610 Tpomo Snpoupyrote éva véo medio yla Tty nuepopnvia AEng tng kaptag
Kat anoBnkeVoTe kel Tn oxeTikr mMAnpodopia.

Anuovpynote éva akopa medio yla to tnAédwvo emkowvwviag pe tv Tpamela
(2103232323). 3to medio autd dev xpetdletal va emilé€ete to «Enable in-memory
protection».

Tt Stadopd mapatnpeite otov TPOMO UPAVIONG Twv Tediwv mou eiyav emheypévo to
«Enable in-memory protection» kat og autd mou dev To &ixg;

0 Xprotne tNG KAPTOC eMBUUEL va armoBnkeUoeL KaL TNV €lkOVa TnE. MNatiote oTo Kou-
umt [Attach] kot emhé€te [Attach File(s)...]. Evtomiote otov umoAoylotr oag To apxeio
«VIZA.jpg» kot eTuAéTe To. 2T ouvexela matnote [OK].

Napatnpeiote 0tL 6TAV N €yypadr mou dtiafate eival EMAEYUEVN OTO KATW LEPOC TOU
napaBupou paivovtal oL AETITOUEPELEG TNC.

TL Ba cupPet av matrioste oto URL kal Tt av matroete oto Attachments;

9. H Mapia €xeL moANOUG Aoyaplacpoug o€ 0eAIBEG KOWWVIKAG SIKTUWONG Kol BEAEL VO KOTOXW-
pnoeL oto KeePass Toug KwOLKOUC TTOU XPNOLUOTIOLEL, o€ uia opdda pe ovopa «Social Media»
MHéoa otnv opdda Internet. EmiAéEte tnv opudda Internet. Amo to pevou Edit emidé€te Add New
Group. 2to mapaBupo mou Ba epdavicbel cupmAnpwoTe To Gvopa TG opadog Kot aAalte To
€lkovibLo tnG. Matnote [OK] yia va SnuioupynBei n oudda.

10.

11.
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Méoa otnv opada mou ¢tiatate Snuioupyeiote pia kataywpnon ylo €vo Aoyaplaopo Tou
Facebook (0xL tov 61kd oag) Kat kataxwprnote OAeG TIq anapaitnteg mAnpodopleg.

AmoBnKeUOTE Ta EPLEXOUEVA TNG BAoNC Kal Byeite amd tnv edbapuoyr. ITn GUVEXELD EEKLVN)-
ote &ava v epappoyn, Swote To password yla tn BAon Kat evtomnioTe TG mTAnpodopleg ou
KaTaywpnoarte.



11n Aoknon (Z€ epyaotnplako neptBaiiov).

Ztnv

aoknon autr Oa kpuntoypadnoete pia Pppdon XPNOLHLOMOLWVTOG TOV OAYOPLOO GUHHE-

TPIKNG Kpunttoypadnong tou Kaicapa. O AAyopLOpog tou Kaiocapa kpurntoypadei £va Keipevo,
aAAafovrag kaBe ypappa e auto mou Ppioketal kamoleg O€oelg o katw oto aidapnro. Av O

apld

1.

WOG mou Seixvel mOoeg B£oeLg Tio KATW gival To KAEWSL TG KpuTttoypadnong.

Oewpelote TNV AyyAkn aAdapnto. Mo eukoAia £0Tw OTLXPNOLUOTIOLOU UE OVO TeloUG Xapa-
KTtpec. Av oav kAeldi Bewprcoupe Tov aplBud 5, GUMITANPWOTE TOV TivVAKA £TOL WOTE KATW
and kabe xapoktipa va GalveTal aQUTOG TOU TOV AVTKABLOTA KOTA TV Kpumtoypddnaon.
Otav otnv KAtw ypauun ¢tdoete oto tedeutaio ypaupa tg ahdaprtou, Eekvnote maAL
amno v apxn.

. Me 6edopévo otL n AyyAikr aAdapntog éxel 26 ypauuata, mooa StadopeTikd KAESLA pmo-
POULE VOl XPNOLUOTIOL|OOUE UE QUTOV TOV OAYOPLOUO KOl va TAPOUUE SLAPOPETLKA ATOTE-
Aéopata kwbdikomoinong;

. 20udwva e ToV mapanavw mivaka, mwe kpurntoypadeitat n ppacn happy birthday to you
(Bewpelote OTL adrVOULE TA KEVA WG EXOUV):

. Amokpurmtoypadnote tn dpaon: mfaj f snhj ifd kat ypate auto mou Bprnkarte:

5. Avoi€te tn oehida http://crypo.in.ua/tools/eng_caesar.php kat eTBePALWOTE OTL anavTroa-

TE OWOTA OTa EpWTHHATA TPAYTE TO KEIUEVO OTO MAQLOLO, ELGAYETE TNV TLUI TOU KAELSLOU KoL
natnote [encrypt] yla kpumtoypdadnon kot [decrypt] ylo amokpumtoypddnon.

12n Aoknon (Z€ epyaotnplako neptBaiiov).

Avo

OUPMaONTEG oag avtalldooouv petay toug pnvipata Kpuntoypadnuéva e tov alyo-

pLOpo tou Kaioapa. Eva amod to pnvUpota autd ENEcE ota XEpLa oag, Sev EEPETE OUWG To KAELSI
yloL vaL KAVETE TNV amokpurttoypddnon. Itnv doknon auth Oo anokpuntoypadfoETE TO LAVUHOL
Sokipaovroag 6Aa ta bava KAEWSLA, mpaypatonotwvtog SnA. pia enibson «wUAG Blagy.

1

2
3

. Avoite tn oelida http://crypo.in.ua/tools/eng_caesar.php kol oto MAA{OLO KELWEVOU YpaTE
™ dpaon dp tfdglkvi zj mvip wrjk tou sival to kpunttoypadnUEVo HRvuua.

. DoKlpAote ONEG TLG SUVATEC TUUEC yia TO KAELSL woTe va arokpurtoypadroste tn dpaon.
. Z€ ToLOL TLUN TIETUXE N amokpumtoypadnon;

4. TuAéeLn opaon;

5

. Moo xpovo muoteveTe Ba xpelaldoaoTay av KAVOTE TV AMOKPUTToypddnaon xwplg umolo-
yloth;

13n Acknon (Ze epyaotnplako neptBaiiov).

Ano

MEeAETEG TTOU £X0UV Yivel £xeL BpeOel 6Tt oL ouxvoTnTa ERPAVIENG TWV YPOHUATWY TG AYYAL-

KNG YAwaoag Sivetal amno 1o akoAoubo Siaypappa:

1. Moo eival To ypauua ou epdaviletal o cuxva;
2. Moo eival To APECWG EMTOUEVO CUXVOTEPO YPAUUQ;
3. Kal 1olo To Tpito KaTd oelpad;

163



164

. NMwcg propei n mAnpodopia autr va pog Bondroet va amokpumtoypadrooUuLE TILO ypriyopa

£va Kelpevo mou éxel kpumtoypadnBei pe Tov ahyoplBuo tou Kaloapa;

. Avoitte to apyeio kelpévou encrypted.txt amnd tnv tornobeoia mou Ba cog meL 0 kKaBnynTAg

00,

. Avoi€te tnv akohoubn Lotooehiba https://www.mtholyoke.edu/courses/quenell/ s2003/

mal39/js/count.html koL avtypdte to Kelpevo tou apxeiou oto mAaiolo Input Text. Matn-
ote oto kouurnti [Record Input] yia va yivel n pétpnon twv epdavicewv tou KAbe ypappatoc.
Mropeite va matoete kat oto ARKTpo [Draw a Bar Chart] yia va Seite kat éva ypadnuo.

. Moo elvat 6w TO YPAUHO LE TNV TILO CUXVN ERdAvIon;
. Nooeg BETELC améXEL AUTO TO YPAUA arto TO ‘e’ TTou gival To Lo cuXVO YPAUUA TNG AYYALKAG

aAdaprtou;

. Avoi€te tn oeliba http://crypo.in.ua/tools/eng_caesar.php Kol 0TO TAALOLO KELUEVOU QVTL-

YPAYTE TO KELEVO IOV HOALG avaAUoaTte.



10. Awote oav KAeLSL TNV TN ou dwoate otnv epwtnon 8.
11. Mpayte TG mMévte MPWTEG AEEELC OO TO ATOKPUTITOYPADNUEVO KELLEVO.

14n Aoknon (e epyaotnplako nepiBaiilov Windows).

Ta Windows oag divouv tn duvatdtnta va kpurntoypadnoste apxeio kat pakéAoug pécw Tou
ocuotfipatog EFS (Encrypted File System), £TtoL wote autd va propei va ta Stafdacel pLovo o xph-
oTNG o Ta Kpurttoypadnos. H Stadwkacia sivar dtadavrg oto xpriotn Kat yta KAELSL xpnotpo-
noteital to password tou Aoyaplacpol olvdeong. MNa va pnopéost va yivel kpuntoypadnon Oa
TpENEL T apxeia va Bpiokovtal og 6ioko popdomnonpuévo pe NTFS.

1.

ZEKLVNOTE HLaL ELKOVLKN pnxovn pe Windows XP Pro rj veotepn kat ouvdeBeite pe Aoyoapla-
OUO SlayelploTh.

. Anuovpynote €évav Aoyaplacpd Slaxelploth pe ovoua «simple» kat (8o (yia eukolia)

KwOLKO mpooPaaong.

. Anuoupynote évav Aoyoploopo Stayxelpiotiy pe ovopa «admin» kat do (yla eukolia)

KwSLKO Tpoopaong.

4. Kavte amocUvdeon kal ouvdebeite pe to Aoyaplacuo «simple».

[©2 0, ]

10.
11.
12.
13.
14.
15.
16.

. Méoa oto ioko C:\ dtiate Evav pakelo pe dvoua «secret».
. Bpelte amd to Aladiktuo pia elkdva evog Aoukétou (avalntnote «Lock» kot amobnkelote

Vv oto dakeho «secret».

. Kavte &¢eki-click otnv ewkova kat matnote [I610tnteg). Itn cuvéxela matnote [Ma tpoxwpn-

pévouc).

. Em\é€te o mhaiolo [Kpumtoypdadnon meptexopévwy yia Staohalion twv dedopévwy] kat

natiote duo dopég [OK].

. 210 mapdBupo mou Ba epudavicBel Sivetal n Suvatotnta va kpumtoypadprooupe oAOKANpPo

To dakelo. Mpoc o mapov natnote [Kpuntoypddnon povo tou apxeiou] kat [OK].

BA£mete kdmola aAayn otnv eudavion tou apxeiou;

Mropeite va Selte TV €lkOVA TIOU TIEPLEXEL,

Anoouvdebeite, cuvbebeite pe o Aoyaplaopod «adminy» kat avoite to Gpakeo «secret».
Mropeite va Seite tnv KoV,

Mrnopeite va adalpéoete TV kKpumtoypadnon;

Mrnopetite va Slaypaete to apyeio;

Avoléte Tov KAS0 avakUKAwoNG Kol enavodEPETE To apxelo. MATWE TwPO UMopeite va To
Slapaoets;
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17.
18.
19.

20.

21.

22.

23.
24.
25.

26.
27.
28.

Mrnopeite va avtlypaete to apxeio otov iblo i o dAho dakeho;

Metovopaote to apyeio oe Lockl. Mnopeite va Seite Twpa Ta MEPLEXOUEVA TOU;
Anuioupyeiote oto GakeNo «secret» €va VEO apyeLo KELWEVOU Pe Ovopa «shared». Mpate
Héoa og auto T dpaon «la kown Xxpron Ke tov simple» kat anodnkelote To.
Kpumtoypadnote to apxelo OMwg Kol mPonyoupévwG. Mnv kpurntoypadnoete 0Ao to ¢a-
Keho.

Avoifte maAL TG 1OLOTNTEG TOU apXeiou, matnote [Ma TPoXwWPNUEVOUG] KL LETA OTO KOUUTTL
[Aentopépeleg].

MpocBéate To Xpriotn «simple» va €xeL mpdoPaocn ota deSopéva tou apxeiou. Ma va mpo-
0Boete évav xprotn Ba MPEMEL AUTOC va EXEL KPUTITOYPAPHOEL £Val TOUAAXLOTOV ap)Elo
wote va £xouv dnpoupynBel ta KatdAAnAa mLoTOMoINTIKA.

Anoouvbebeite kal ouvbebeite Eava oav «simpley.

‘Exete mpooPacon ota mepLEXOEVA TOU apXElou;

Mropeite va To Tpomonolioete; AOKIUAOTE T.X. VO T(POoBECETE T dppdon «Kal tov adminy
ota nén umdpyovta neplexoueva. Mrmopelte;

Mrnopeite va adatpgoete TV kKpumtoypadnon;

Alaypate povipa to apyeio. Abrote povo to apyeio «Lockly.

Arnoouvbebeite anod o Aoyaplacpo.

15n Aoknon (2€ epyaoctnplako neptpaiiov Windows).

To oUotnua EFS kpunttoypadei Ta apyeia otov urtoAoyioth) mou Bpickovral, TL CUMPBAIVEL OUWE
av XpeLaotel va xpnotponotn0oulv oe Stadopetikd urtodoyioth; H av urtdpéel avaykn emnaveyka-
taotaong twv Windows; 'H av yta karnoto Aoyo aAAoLwOEL To LOTOMOLNTIKG TG KpuTttoypadn-
ong; ZTnv dcknon autr Oa arnoOnKeUCETE TO MLOTOMOWNTIKG KpuTttoypAdnong o€ piat AAAn O€on,
(WOTE VO LOPECETE VAL TO XPNOLLLOTIOLIOETE OE TETOLEG EPUTTWOELG,.

1.

3TNV ELKOVLKI] NXAVH TIOU XPNOLLOTIOL|OATE KAL OTNV PONyoUeVn doknon cuvdebeite cav
Xpnotne «simple.

2. Natnote Evapén—> Mivakag EAéyxou = EmloyEg Internet.

3. Metapeite otnv KoptéAa [TepLEXOUEVO KAL TIATHOTE OTO KOU WL [MoTomotntikal.

Y10 véo apdBupo mou epdaviletal BePaiwbeite OtL Bplokeote otnV KapTtéAa «MPOoWITKA
Jtolyelan.

5. Em\é€te To mIOTOMOLNTIKO 0aC KAl Ttathote [E€aywyn...].
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. Zto mpwto Bripa tou odnyou matrote [Emopevo]. 2Tn ouvéxela emhegte «Nay, e§aywyn Tou

OLwTIkoU KAELSLOU» Ko atrote [Emopevo]



7. 2to emopevo Brpa atnote [Emdpevo] kat petd ypadte évav kwdikd mpoopacng. Autog dev
XPeLaletal va ival (610G pe auTov mou £xeL 0 Aoyaplacpog oag Kot Ba oag {ntnbel 6tav Ba
ELOAQYETE TO TILOTOTIOLNTLKO O éva GANO cuoTnUa. lNa eukoAia edw dwote tn Aé€n password.
Natnote [Emopevo].

8. Ztnv emduevn 00ovn Ba cog Intnbei n B£on mou Ba amoBnkeutel TO TMLOTOMOWNTIKO. M
€UKOALQL OTNV Aoknon matiote oto koupnt [Avalntnon] kat anobnkelote T0 oTn pila Tou
Siokou «C:\» pe 6voua «simple».

9. Matnote [Téhog] otnv tedeutaia 066vn tou 0dnyou. Eva pvupa Ba oog evipepwosL av n
Sladikaoia ohokAnpwbnke cwota.
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10. Ztnv mpaypatikdtnta, mou Ba amobnkeVvaTe TO TMLOTOMOLNTIKO WoTe v Pploketal og aoda-

11.

AN tonoBeoia;
AnocuvéeBeite amo To AoyapLaopo.

16n Aoknon (2€ epyaoctnplako neptpaiiov Windows).

ItV doknon autr Oa S&ite MW UNOPELTE VA AVOKTHOETE TNV MPOSPacn o€ Kpuntoypadnuéva
apxeio peta anod éva evéexopevo mPoBAna Tou UTOAoOYLoTH, 1} TUXOV Slaypadn tou Aoyapia-
OpOoU TOU TpayHOTONoinoE TV Kpurtoypadnon.

1.
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3TNV ELKOVLKH NXAVH TIOU XPNOLUOTIOLOATE KAL OTNV IPoNyoUEeVn Aoknaon cuvbebeite cav
Xpnotng «adminy».

. Ao tov Mivaka EAéyxou Staypalte to xpriotn «simplex». Katd tn dtaypadr tou Aoyapto-

ouoU {ntnote va Staypadolv Kat Ta apxeia tou xprotn. Molag tonoBeoiag ta apxeia Ba
Staypadoly;

. AnuoupynoTe éva VEO Aoyaploopo SLOXELPLOTH, TIAAL JE OVOpo «simple» Kol KwOIKO

«simple». Metd t dnuiovpyla tou Aoyaplacpou cuvdebeite oe auTov.

. Dokpaote va avoigete to apyelo «Lockl» amod to dakeho «secret». Mmopeite va beite Ta

TEPLEXOUEVA TOU;

. Apkei n Umap€n evdg Aoyaplaopol e To 15L1o dvopa Kat KwdLKO mpooBacng yLa Vol ookt -

OOUUE TIPOOPacn o€ Kpumtoypadnuéva apxeio o€ éva GANo unxavnua;

. ArnoouvéeBeite amo to Aoyoaplaocud, ouvdebeite oav xpriotng «adminy» kat Staypdadte Kot

TIAAL TO Xpriotn «simple».

. Anpoupynote évav véo Aoyaplaopo SLaXELPLOTH e OVOULA «recovery» Kot KwdLko tnv dla

AEEN. 2tn ouvéxela ouvdebeite pe to Aoyaploopd auto.

. Avoitte ta neplexopeva tou Siokou C:\ kat kavte Sutho-click oto miotomointkod «simple.

pfx». Oa ekvnoel 0 06nyod¢ ELCAYWYNE TILOTOTOLNTIKOU. 2ta SU0 MpwTa PAUOT MATHOTE
[Emtopevo].

. MAnktpoloynote Tov KwdLko MPocPaaong mou elxate SWoel KATA TNV e€aywyr) TOU TLOTOTOL-

ntikov (ebw «password») kat matrote [Enopevo]. Katomy emihéfte « TomoBETNGN OAWV TWV
TILOTOTIOLNTIKWY OTOV TAPOKATW XWPEO amoBrKeuong», matrnoTe To kouuni [Avalitnon] kat
eTAEETE «[1POCWTTLKA ZTOLXELQY.



10.

11.
12.

MatAote [Emopevo] kat [TéNoc]. Eva privupa Ba oag TeL oV TO TILOTOMOLNTIKO lonxOn e
emTuyia.

Metaelte oto pakelo «secret». ExeTe Twpa MPoaBach oto kpumtoypadnuéVo apxeio;
Anocuvbebelte amo to Aoyaplacpd «recovery», cuvdeBeite e €va Aoyaplaopo Slaxelpt-
ot kot StaypaPte Toug Aoyaplaopoug «adminy» Kol «recovery», pall pe ta apxeia Touc.
Akoun Staypalte and to C:\ to apyeio «simple.pfx» kabwg kot to pakelo «secret».

17n Aoknon (Z€ epyaotnplako neptpaiiov Linux).

Ztnv doknon autr Ba Seite mwg pnopeite va dnulovpynoste Evav GpAKENO pPe Kpurtoypadnue-
va apxeia oe meptPaiAov Linux. MNa va ekteAéoste Ta BT TNG ACKNONG Oa PEMEL vaL EXETE
EYKATOOTNOEL, XPNOLHonolwvtag tov Software Manager thg Stavopng Linux mou XpnoLuonoLeite,
1o oUotnpa encfs (Encrypted virtual File System) ko to CryptKeeper mou givat éva ypadiko nept-
BaAAov yia tn Staxeipion Twv evioAwv Tou encfs.

1.

Y€ elKoVIKA N GUCLKN pnxovr He Aettoupykd clotnua Linux ouvdebeite pe Aoyaplacuo
Slaxelplotn.

. Ano to kouprni [Evapén] emilé€te ZUotnua~> CryptKeeper. Auto Ba £xeL oav amotéAecua va

eUPaVLOTEL TO £LKOVIBLO EVOG KAELSIOU  OTN ypapun €vapéng.

. Natriote mavw oto kAeldi kat emiAéEte «New Encrypted Folder».

4. ¥to mapdBupo mou Ba epdaviodel Swote oto MAaiolo «Name:» Tn AE§n «secret» Kol LETA

emNéETe ota aplotepd amd To kataloyo «Places» To lkoviblo Ue TO OMITAKL  TIOU QVTL-
TIPOCWTEVEL TOV TIPOOWTILKO KATAAOYO Tou xpnotn. MNatrote [Forward] yia va petadepbel-
TE OTO EMOMEVO Brua Tou odnyou.
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5. 1o BAua auto Ba oag {ntndei va dwoete €vav KwIKO yla TV Kpurttoypddnaon Kal tTnv
amnokpuntoypadnon Twv apxeiwv mou Ba BaAete oto dpdakero. Movo ol xprioteg mou Ba
Yvwpilouv autov Tov Kwdiko Ba €xouv mpooPacn ota apxeia tou dpakélou. Ma eUKoAla
dwote tn A&€n password (6Uo dopég). Natrjote [Forward].

6. TEAOg 0 08nyd¢ Ba oag evnUEPWOEL OTL n dnuoupyla Tou Kpurntoypadnuévou dakéAou
ohokAnpwOnke. Natrote [OK].

7. Aeite Ta MEPLEXOUEVA TOU TIPOCWTILKOU 00§ hakéAou. Oa SLaMLOTWOETE OTL UTtApXouV dUo
emumAéov dpakelol. O pakelog secret kat o pakehog .secret_encfs. Ztov mpwto anobnkev-
ovtal ta apxeia anokpuntoypadnuéva, ETolua yla enetepyacia, evw oto Seltepo Pploko-
VTaL 0TNV Kpurtoypadnuévn Toug popdrn.

8. Mmeite oto pakelo secret kal SnpLOUPYNOTE €va VED apxeio pe dvoua «message». Avoifte
10 apyelo, ypate péoa tn dpaon secret message Kat anmoOnKeVLOTE TO.

9. Avoitte 0 pakelo .secret_encfs kol Seite Ta meplexdpeva Tou. Acite To apyeio mou dprtidéa-
T€ e KpUTToypadnUEVO aKOUA KOL TO OVOLA.
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10. Otav tehewwoete TNV epyacia oag pe ta kpumtoypadnuéva apxela matnote MAAL oTo £L-
Kovidlo tou KAelSlov. OL kpumrtoypadnuévol dpakelol mou otidéate epdaviovial otn
Alota. Ano-emiAé€te to dakelo secret. e mepintwon mou dev epdavilovral kKAelote To
CryptKeeper kol éavavoifte to.

11. Oa SlamLoTWwoeTe OTL 0 PAKENOG secret dev UTIAPXEL TLA, EXEL LEVEL LOVO O .secret_encfs. TL
Ba ocupuPel av Eava-emihéEete To hakeo secret;

12. Av natrioete mavw oto KAeLSL kol emihé€ete [Edit], TL EVEPYELEG UMOPELTE VA KAVETE;

13. Av KAVETe eEMAVEKKIVNON TOU CUCTALOTOG, TTOLOL EVEPYELX Ba TIPETEL VA KAVETE TTPWTA WOTE
vl EXETe MAAL TpOoBach ota KpumtoypadnUéEVa apxeia oag;

14. Méoa and tnv emthoyn [Edit] Tou CryptKeeper Staypaite to ddakelo secret.

15. Moleg ot Baoikég SlahopE TOU CUCTAKOTOC AuToU Ao To EFS twv Windows;

18n Aoknon (Z€ epyaotnplako neptpaiiov Linux ) Windows).

O Aol KpuTttoypadnoNg IOV TPOTEIVOUV TaL AELTOUPYLKA ouoTh At AettoupyoUv KOAd otav
Ta apyeia poopilovtal yla Xprion OTO GUYKEKPLUEVO UTIOAOYLOTH. ZTNV MEPIMTWON OUWE OV
XpeLaletal n petadopd Kpuntoypadpnuévwy apxeiwv Kat n enefepyacia Toug os StadopeTika
OUOTHHOTA TOTE IPEMEL VAL XpnoLponotnOsl kanola edpappoyr mov

1. Na givat ¢popntn (6nA. va pnv xpeldletal eykatdotaon) Kot

2. Na pnopel va xpnotpononBei pe 1apopeTikd AELTOUPYLIKA CUCTHHOTA
Mua tétola edappoyn eivat to FreeSecurity (http://www.softpedia.com/get/Security/ Encrypting/
FreeSecurity.shtml) mou umopel va petadepBel akopn kat og €va usb flash disk kat yia vo tpgget xpet-
AleTal LOVO VO UTIAPXEL EYKATECTNUEVYN Java. Kpumttoypadel apyela e Tov alydpiBuo AES 128-bit.

1. Ze ewkovikn 1} GUOLKA pnxavh Ke Aettoupytkod cuotnua Windows 1) Linux Kol €YKOTECTNUEVO
Java Run-Time cuvéeBeite pe Aoyaplaopo Slaxelploth.

2. Avypnolponoteite Windows petafeite 0to pakeAo Tou mpoypaupatog kat kavte SumAo-click
oto apyelo FreeSecurity.jar (to évopa umopel va elvat SLadopeTikd av XpnOLUOTOLETE AAAN
£kdoaon).

3. Av xpnotupornoleite Linux avoifte éva mapdbupo ypapung eviodwv oto ¢AakeAo Tou mpo-
ypappatoc kat Anktpoloynote java ./FreeSecurity.sh

A (mpoooyn ota meld kat Ta kepaAalal).
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4. Anuioupyeiote éva apyelo KELWEVOU [LE OVOUO TLY. «private.txt». ZTa meplexopUeva Tou Bakte
kelpevo amd kamola oehiba tou Internet 1} av autd dev eivat Suvato ypate éva Sikd oag
UIKPO Kelpevo. AmoBnkevote to apxeio.

5. Zto mapabupo tou FreeSecurity emiAé€te [Encrypt] kat [Use file compression] otnv nepintw-
on mou B¢Aete va yivel kal cupTieon Tou kpuTtoypadnuévou apyeiou.

6. 210 MpwTo TAALCLO KeLEVoU Bpeite To apxeio «private.txt». 1o SUtepo MAicLO KELUEVOU
dwaote tnv tonobeoia otnv onola Ba dnuloupynBel o kpumtoypadnuévo apxelo. H tomo-
Beoia autr pmopel va eivat kat n idla pe autrv mou Bploketal To apxkod apyeio.

7. Awote 600 dopég Tov KwdLKO He Tov omoio Ba yivel n kpumtoypadnon Kot apyotepa n
amnokpuntoypadnon. MNa eukoAio oto mapadelyua xpnotpomnoliote tn Aé€n password Kat
natrote [Encrypt the file]. Eva pivupa Ba cog evnePWOEL yLa TO AMOTEAEGHA KAL TO XPOVO
TIOU XPELAOTNKE.

8. To kpumrtoypadnuévo apyeio dnpioupyeital otnv tonobeoia mou mpoaoblopioarte pe To (6lo

OVOO LE TO APXLKO KOL TNV KOTAANEN .enc oto TENOC. TL Ovopa EXEL TO OPXELD TIOU TIPOEKUE;

9. Iteihte T0 KpuTTOYpadPNUEVO apxelo otn Suthavr) oag opada (m.y. pe e-mail). Avtiotoa
{ntriote Kal £0gig To S1kO TOUC KpuTToypadnLEVO OpXELD.

10. Anokpumtoypadnote to apxeio mou cag €otelde n SutAavn oudda xpPNOLLOTOLWVTAS TV

emthoyn decrypt kat emBeBotwaote otL epdaviletal To Keipevo mou eixe tornobetndei péoa.

19n Acknon (Ze epyactnplako nepiBaiiov Linux } Windows).

Itnv aoknon auth Oa Seite mwg pnopeite va xpnotponotoste thv epappoyn PortablePGP yia va
SNULOUPYNOETE £val CUVSUAGHO SNIOGLOU Kol LBLWTIKOU KAELSL0U WOTE VOl LLITOPELTE VAL ETLKOLVW-
VEITE UE AOUMMETPIKA Kpumttoypadnon. H edappoyn givat popnth, mou onpaivel OtL Unopei va
eKTEAEOTEL YWPIG eykartdotaon Kat cross-platform, SnA. ekteleitan ko o Windows Ko o€ Linux.
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1. Zuvdebeite o€ elkovikn N GUOLKA UNXaAVN LE AetTOUpYLKO cUotnua Linux i Windows.

2. Metapeite oto dpdakelo mou eival amoBnkeupévn n ebappoyn. Av xpnotponoteite Windows
TpE€te 10 apxeio «PortablePGP.exe». 2 Linux to avtiotolxo apyelo eival to «PortablePGP.
sh»

3. Tnv mpwtn $opd mou ta Tpéfete To MPoypappa Ba epdaviost tnv akdloubn 08ovn. Matn-
OTE OTNV TPWTN EMAOYN VLA VO KATAOKEUAOETE £va {euyapL SNUOCLOU-LELWTIKOU KAELSLOU.
H deUtepn emloyn elval yla Tnv mepimtwaon mou €xete Ndn kamoto KAeLSL kal BEAeTE va to
£L0AYETE OTNV ebappoyn.

4. 3to mapdabupo nou Ba epdpavicbei elodyete to EMwvu o katl to Ovoud oag, adpnote To Péye-
Bo¢ tou kAeldLou oe 1024 bit (600 1o peydho, 10oo mo acdarég, alAd Kat TOo0 o apyn n
Kpumtoypadnon-amnokpurntoypadnon). Oa mpémnel eniong va dwoete (6Uo dopég) Kat Evav
KwSLKO Tou Ba oog {nteital kaBe dopd mou Ba xpnoLpomoleite To BLWTIKO cag KAeLWSL. O
KWSLKOG aUTOC Ba pEmel val TANPOL TLG BLATNTEG EVOC LoXUPOU KWSLKOU, oTa MAaioLa OpwWE
NG AoKNONG Utopeite va SWoeTe kal KATL amAo rtou dev Ba to Eexdoete. 10 TENOG MATAHOTE
To MAnKtpo [Generate].

5. Metd amno Aiyo 6a spdaviotel n Baotkr 086vn Tou mpoypdupatog (kaptéha Keyring) otnv
ormola ¢aivovtal oTo MAVW HEPOC TO AmoBnKeLUéva ISLWTIKA Kol 0TO KATW To Anpoota
KAeLSLA.
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10.

11.
12.

. Natrjote oto KouTL e TNV KAeS0BnKN £T0L WOTE va SNULOUPYNOOULV KAl To UTIOAOLTA

HEAN TNG opadag oag ta SIkA Toug LeuydpLa KAELSLWY.

. TNV TIEPLOXN TWV ANUOCLWY KAELSLWV TTOTAOTE TTAVW OTO OVOUA GAG KAL OTN GUVEXELX OTO

Kouprmti pe tn SLokETa wote va e&ayete to Anuooto kAeldi oag.

. ArntoBnkevote To KAelSL Slvovtag oav ovopa apxeiou 1o OVOUATENWVUUO GG KOL OOV ETE-

ktaon To .key m.x. «Ayyéhoulewpyloc.pubKey». H enéxtaon dev xpetdletat, oAMda Bonba
oto va Bupdote Tt elval To apyeio.

. NMpocoxn oto OtL MpEMEL va e€AayeTe To Anpoaoto KAeWSL oag. To portablePGP (onwg kat OAa

T AVTLOTOLYO TTPOYPAMHATA) EXEL TN SUVATOTNTA VA €AYETE Kol TO ISLWTIKO KAELSL. Ma TtoLo
AOyo umopel va BENETE va KAVETE KATL TETOLO;

Avoitte 10 apyxeio pe évav dlopbwtn kelpévou (m.x. to Notepad) kat Seite Ta meplexoueva
Tou. Auto eivat to Anudolo KAeLSi oac.

Motol xpetaletatl va yvwpilouv to Anpoacto kAewdl oag kat yla moLo Adyo;

Yteilte (M.x. ue e-mail 1} HEow TOU TOMLKOU SIKTUOU) Ta AnUOoLa KAELSLA TWV UEAWV TNG
opadag cag OTLG UTIOAOLTEG OUAdEC CUUUABNTWY oag. AltoBnkelaote ta Anpoaota KAESLA
mou Ba oo otellouv oL cuppaBNTEG oag oto pakelo epyaaciog oag.

20n Aoknon (e epyaotnplako neptBaAlov Linux i Windows).

Itnv doknon auth Oa deite mwg propeite va elodyete otnv edpappoyn PortablePGP Anpooia
KAEWSLA AAAWV XPNOTWV TIPOKELMEVOU VO UIOPELTE VAl TOUG OTEAVETE Kpumtoypadnuéva pnvo-

portoL.

1.
2.

Juvbebeite o€ elkovIKN N GUOLKN Hnxavr Ue Aettoupykd clotnpa Linux 1} Windows.
Metapeite oto pakeho mou eival amobnkeupévn n ebapuoyr. Av xpnotponoteite Windows
TpE€te 10 apxeio «PortablePGP.exe». Ze Linux To avtiotolxo apxeio eival to «PortablePGP.
sh»

. TNV MEPLOXN TwV ANUOCLWY KAELSLWV TIOTAOTE 0TO EKOVISLO HE TO BEAOG yla va €10d-

VETE €va amd Ta Anpoota KAEWSLA TToU oo €XOUV OTEINEL OL CUMMAONTEC oaG. Ze epimTwon
Tou To KAeLSL Sev 00 TO £0TEINAY GOV HEUOVWEVO apXelo, aAA cav Kelpevo TL.Y. o€ e-mail
Ba mpémel va To eMNEEETE EeKIVWVTAC QIO TO ----- BEGIN PGP PUBLIC KEY BLOCK----- UEXPL
KalL TO ----- END PGP PUBLIC KEY BLOCK----- KoL val To amoBnkeVOeTe OE £va ap)XELo oav amAo
KElUEVO Ywpig popdomoinan.

. Bpeite 10 apyelo mou BéNeTe va elodyeTE KOl KAVTE TTAVW Tou Sutho-click.
. Oa gpdaviotel éva mapdbupo mou Ba cag EVNUEPWVEL YLa TN OWOTH eloaywyn Kot Ba deite

OTL TO OVOUA TPOCTEBNKE oTNn AloTta e ta Anuodoia KAeLSLA.

. Kavte ™ (8l Stadikaoia yia 0Aa Ta Anpoacta KAELSLA Tou oG £XOUV OTEIAEL OL CUUUABNTEG

0ag.

21n Acknon (2€ epyactnplako neptBalrlov Linux  Windows).

Ztnv doknon avth Ba deite mwg punopeite va kpuntoypadoete Eva HAVUHA Le TO ANUOoLo KAEL-
61 gvog xprotn, £T0L WOTE vaL unv Uropei va to StaBaoet kavévag AAAoG, tapd Povo o idio, adou
TPWTA TO AMOKPUTTOYpar oL ME TO I8LWTIKO KAELSL TOU.
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1. Juvbebeite o€ elkovIKA i PUOLKA NV LE AetToupykod cuotnua Linux n Windows.

2. Metapeite oto dpakelo mou eival amobnkeupévn n ebappoyr PortablePGP. Av xpnotuomnot-
elte Windows tpé€te T0 apyxelo «PortablePGP.exe». Ze Linux to avtiotolyo apxelo ival To
«PortablePGP.sh»

3. Juvdebeite oto Aladiktuo Kat kateBdote tnv  adioa pag tawiag mou eidate npdodata
Kol oag apeoe. Opovtiote n elkova mou Ba katefdoete va mepthapBavel kat Tov TTAo g
tawiog.

4. Metovouaote o apxeio Balovrag otn B£on TOU OVOLATOC TO OVOUATEMWVULO EVOG OO TOUG
OUMMABNTEG oag TG SumAavig opdadag otov omolo Ba oteilete TEAKA TO KpUTITOYPAPNUEVO
apyeio.

5. Zto PortablePGP natnote otnv enidoyr «Encrypt». Mota amd tig 600 emAOYEC elval KATAAN-
An yla Thv Kpumtoypddnon evog apxeiou;

6. Evtomiote TNV €lkOvVa TIOU KATERACOTE KOl OTO KATW WEPOG ETNEETE TO Anuoaoto KAeLSi Tou
oUHMHAONTA cag otov omoio Ba otelleTe TNV €lkOVa. MATAOTE TO Kouuni [Encrypt] kat amodn-
KeUOTE TO apyelo e To 610 Ovopa MPooBETOVTOC 0TO TENOG TNV KATAANEN .enc

7. Zteilte (m.x. pe e-mail ] péow tou tomikou SiktUou) to apxeio oto cupuadntr oac. Oa mpé-
TIEL KL £0€l¢ avtioTowa va AaBete kpuntoypadnpéva apyeia amd aAAou¢ cUPUABNTEC oag.

8. e MeplmTWON MOV UETA TNV KpuTtoypadnon sixate dtaypalel to apxikd apxeio, Ba pmo-
POUCOTE VO TO OVOKTIOETE OITOKPUTITOYPADWVTAS TO VUL TTIOU UOALS KpuTTTOoypadroOTE;
AlkaloAoynoTe TNV anavtnon oog.

22n Aoknon (e epyaotnplako neptPaiiov Linux i Windows).
210 onueio autod Ba Seite mwg pnopeite va anokpuntoypadrioete Eva apxeio ou cog Exouv
oteileL kpunttoypadnpévo e To Anpooto KAWL oag

1. Juvbebeite oe ekovikA | PUOLKA pnxavr Le Asttoupykd cvotnua Linux n Windows.

2. Metapeite oto dpakeho mou eival anobnkeupévn n epapuoyr PortablePGP. Av xpnoiuomnot-
elte Windows tpé€te 1o apyelo «PortablePGP.exe». Ze Linux to avtiotolyo apxelo eival to
«PortablePGP.sh»

3. Natnote otnv emiloyn «Decrypt» Kat evromiote éva and Ta Kpumtoypadpnuéva apxeia mou
0aG €0TELAQV OL CUUHOONTEG 0AC. 2T CUVEXELA TIATHOTE 0TO Kou i [Decrypt]. O@a oag Intn-
Bl 0 KwbLKOC Tou elyate SnAwaoeL 6tav dnuLoupyroate Ta KAELSLA oac.

175



4. Awote Tov KWOIKO Kal amobnkelote To amokpumtoypadnuévo apyeio. Avolfte tnv elkova
Kat 6eite mola Tawia dpece 0Tto CUMMAONTA oag. EmBePalwote OTL OVIWE TPOKELTAL YLa TO

apxELO TTOU 0aC €0TELAE.

23n Aoknon (e epyaotnplako neptBaAlov Linux | Windows).
Z116 epappoyEG Kpumtoypadnong eivat TOAU GNULAVTLKNA Kot i Suvatotnta vo LnopoUpE va ena-
AnBeVoOUNE TNV TAUTOTNTO TOU AMOCTOAEQ EVOG UNVULATOG, WOTE Vo amokAgiooupe tnv mbavo-
TNTA KATIOLOG VL TTOLPLOTAVEL £Vl SLOLPOPETLKO MPOOWTTO. ITNV ACKNON aUTH Ba XPNOLLOMOLOETE
1o PortablePGP yia va oteilete kat vo AdBete PndLakd umoyeypappéva nVOROTO KELUEVOU.

1. Juvbebeite oe elkovikn N GUCLIKA UNXavn Le AetTtoupyLko cuotnua Linux n Windows.

2. Metapeite oto dpakeho mou eival amobnkevuévn n epappoyr PortablePGP. Av xpnotpomot-
elte Windows tpétte 1o apyeio «PortablePGP.exe». Ze Linux To avtioTowo apxelo elval To

«PortablePGP.sh»

3. Natrjote otnv emthoyn Sign = Sign a Text Message. 210 mAa(oLo KeLévou ypaTe TO UAVUA
«KaAnuépa, To LAVULA OUTO TIPOEPXETAL OO » KOl TIPOCBECTE TO OVOUATENWVUUO A,

4. 31O KATW HEPOG eTAEETE TO S1KO oag KAWL kat matnote [Sign]. Oa oag IntnBei va Swoete tov
KWOLKO TIOU aVTLOTOLKEL 0TO KAELSL oaG.

5. Oa gudaviotel éva mapdbupo pe to Pvupa akohouBoupevo amo tnv Pndlakn umoypadn.

6. AvTlypate TO KElEVO Kl OTEIATE TO OTOUG UTTOAOLTOUG CUHHOONTEG GOC. AV XPELAOTEL pro-
peiTe KaL va To CWOETE oav apxeio KELUEVou.
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7. Avoli€te éva amo ta avtioTow o NVULATA TIOU TIHPATE amd ToUG CUMMABNTEG 0aG KAl avTl-
ypaWte To Kelpevo amod to «-----BEGIN PGP SIGNED MESSAGE-----» péxpt kat 1o «-----END PGP
SIGNATURE-----».

8. MNatnote otnv emidoyn Verify = Verify an ASCII Armored Text Message, €mKOAANOTE kel TO
Kelpevo Kal matrote To koupni [Verify].

9. Edooov 1o Anpodoto kAeldi tou amootoAéa ephapBavetal otnv epapuoyr Ba epdaviotel
éva mapadupo mou Ba oag AéeL ToLog eival auToc.

24n Aoknon (e epyaotnplako neptaiiov Linux i Windows).
Mia péBodog yia va yivel yvwoto to Anpooio KAELSi oag Kal va LmopoUv va To XpNOLULOToLoUV
autoi mou B€Aouv va oag oteilouv Kpuntoypadnpuéva pnvupata givot va to 8nocLeVosTe o€
€va Key Server. Avtiotolya amno kel unopeite va Bpeite kot ta Anpoota KAELSLA AAAwWV npoow-
TLWV ME Ta OTOia EMLOUMEITE VA EMLKOWVWVNOETE e aodAAELaL.

1. Xpnoluomowwvtag évav browser avoifte tn oeAiba https://keyserver2.pgp.com

2. Itnv apxtkn oelida avalntnong kKAeblwyv natnote oto «advanced».
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3. Ztn Seutepn Alota aAAdSte To «is» o€ «contains» KAl oTo MAALOLO KELUEVOU ypaTe T A€En
«jones» kat matrote [Search].

4. T va deite ta anoteAéopara tng avalntnong o npénel mpwrta va Swoete to CAPTCHA.

5. Alahé€te éva amd ta kAeWS1d mou epdaviotnkav kat atfote oto € yua va to kateBdoete.

6. Elodyete to KAelSL autod otnv ebappoyn PortablePGP.

7. Ta va dnpootevoete To 81kO cag Anpoaoto KAeWSL matrote oto «Publish Your Key» amd tnv
apxtkn oehida. 2tn oehiba mou Ba gpdaviotel pnopeite va matnote [Avalitnon], ya va
Bpeite 1o apyeio Tou Anuociou kAeldLol oag kat puetd [Upload] yia va to aveBaocete. Oa mpé-
TEL KaTd tn dnpovpyla tou KAelSLoU va £xete SnAwoel pia éykupn e-mail StebBuvon, 1ot o
OUYKEKpPLUEVOC Server Ba {ntrioet emPBeBaiwon mptv tn dnpoocieuon tou KAEWSLOU.
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8. Nava dnuooteuteito KAeWSL Ba mpénel va matroete oto oUVSeapo «Complete the Verification
Process» oto purvupa mou Ba oag otalel.

9. Na va adapéoete €va KAeWSL amod to Server eniléyete «Remove Your Key» amo tnv apyLkn
0006vn kot ypddete tnv e-mail dtevBuvon mou neplapPavetatl oto KAeWSl. Oa oag otalel
TAAL Lvupa rou Ba {nta enBepaiwon.
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25n Aoknon (e epyaotnplako neptBaAlov Linux | Windows).

H oteyavoypadia anoockomnei 0to va cuyKaAUYEL TNV TPOOTIABELN LETAS0ONG EVOG UNVULLATOG,
KPUPOVTAG To péoa o AAAa, pavopevika «abwa» edopéva. H epappoyr steg unopei va kpU-
YeL apyeia SeSopévwv pHéoa o apxeia EIKOVWV. Agv XPELATETOL EYKATAOCTOON KOl UMOPEL va
Tp€€eL kou amo £va usb flash disk.

1. Juvbebeite og glkovikn N GUOKNA pnNxavn Ke Aettoupykd cuotnua Linux n Windows.

2. 310 PpAakeNo MOU armoBnKeVETE Ta MPOOWITIKA oag apxeia dnploupynote évav dakelo pe
ovopa «Xteyavoypadio».

3. Xpnotpomnowwvtag évav browser katefdote anod to Atadiktuo tnv elkdva evog Tormiou (oe
popdn jpeg) kat arnobnkevote tnv oto ddakeho mou ¢tidéate Ue To OGvopa «carrier.jpg».
Bpeite pla pwroypadio dtaotdoswv touhdylotov 1920x1080 ToU va pNV EXEL HUEYAAEC
TIEPLOXEG Ue (610 xpwpa. Ta oxedla eival emiong akatdAAnAa. Eva kalo mapddetyua eivaln
ETOEVN ELKOVA. NHUELWOTE TO APXLIKO UEYEDOC TNG ELKOVOC TIOU PPNKATE:
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8.

9.

10.

11.
12.
13.

. Avoite akopn tn oelida tng EAAnvikng Wikipedia (https://el.wikipedia.org) kat oto mAai-

olo ¢ avalitnong ypadte «Iteyavoypadia» Kal MATHOTE TO £LKOVISLO UE TO peyeBUVTIKO
bako.

. Erué€te To Kkelpevo mou Ba epdaviotel, avilypate to og Evav S1opBwTh KELLEVOU KaL amo-

Bnkelote o 010 PAakeAo oL TLAEATE e TO OVopa «message.txty». ZnNUeLoTe To péyebog
TIoU €X€L To apxelo mou ptdgare:

. MetaBeite oto ¢pakeho mou eival amobnkeupévn n edpappoyn Steg. Av xpnoLUomoLElTe

Windows tp&€te to apxeio «steg-v1.0.0.2-win32». Y& Linux To avtiotolyo apysio ival to
«steg.sh».

. Amo T ypappun pevou tou Steg matrote File = Open JPEG Image. Bpeite kat emhéfte Tnv

£lKOVQ «cover.jpg». To Steg Ba epdavioel tnv elkdva og dUo mMAaiola. 2To aploTepd lval N
OPXLKN ELKOVA, VW 0TO SeEl N EKOVOL LETA TNV EVOWHUATWON TOou KpudoU pnviuatog. Etol
Ba propeite va Seite OO0 AAAOLWVEL TNV ELKOVA I EVOWUATWON TwV §€S0UEVWV.

Ma va kpUYPeTe To pRvupa natrjote Hide — Hide Data... Evtomiote kat emAEETe TO apyeio
«message.txt». Av 0Aa rtave kahd Ba Seite Tnv akdAoubn eldomoinon:

BAénete Sladopeg otn SeELA ELKOVA UETA TNV EVOWHUATWGN TOU KpupoU pnvupatog; Mmopel-
TE VO KAVETE KaL Zoom yLa va OELTE TIEPLOCOTEPEG AEMTOUEPELEG.
MatAote Hide = Save... ylo va GWOETE TNV EKOVA HE TO KpudO pvupa. Artobnkelote tnv
otov (610 pdkelo pe ovoua «hidden.jpg».
Bpeite 1o péyebog tng véag lkovag. Moo SladEPeL amod auTo TG apXLKAC
Matnote File = Close
Me to mpdypappa poBoAnG ELKOVWY TOU UTIOAOYLOTH oag Selte TV ap)LKn Kot TNV TEAKNA
glkdva. Mrmopeite va evronioete eUkoAa SladopEc;
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14.

15.
16.
17.

18.

19.
20.

21.

22.
23.

24

Me To mpoypappa TPoBoAnG ELKOVWY TOU UTIOAOYLOTH 00§ OelTe TNV ap)LKA Kol TNV TEAKA
€lkOva. Mrnopeite va evtonioete eUkoAa SLadopEg;

Méoa oto dakelo «Iteyavoypadia» GpTidéte Evav akoun Pe ovopa «MrAvupo».

Avoifte maAL tnv epoappoyn Stego.

Amo T ypauun pevol tou Steg matrote File = Open JPEG Image. Bpeite kat emiAé€te tnv
ewkova «hidden.jpg».

Matrote Extract = Extract Data...

Bpeite kat emé€te To dakeho «Aedopévar. Natrote [Choose].

Av O0Aa ave KoAd Ba epdaviotel n akoAouBn eldomoinon:

Méoa oto pakeho «Aedopévar Ba Bpelte To apxelo «message.txt» mou eixate kpUPEL oTNV
apxLKn glkova. Moo to Péyebog tou;

Elval ta mepLeXOpEVA TOU (OLal e TOU ap)LKoU;

Aokudote va emavahdBete tn Stadikaoio kpupovtag apxela peyalitepou peyeBouc mou
Ba Bpeite otov umoloylotr) cog. ATO TOLO ONUELD KAl PETA MAPATNPELTE AANOLWOELG OTN
VEQ ELKOVQ,

. TuouvpPaivel 6tav to péyebog tou apxeiou mou BéNeTe va KpUPeTe gival TOAU peyalo;

26n Aoknon (Ze epyaotnpLako neptBaAlov Linux | Windows).

‘Otav otn ypappn SieuBuvoswv evag browser ypadete pia web d1eBuvon, to cuotnpa DNS ava-
AapPavel tn petatpomnn tng StevBuvong authg oe SteBuvon IP. Mpwv OUWG 0 UOAOYLOTHG oG
anevBuvBei og évav DNS Server, Koltalel mpwTa 0TO SIKO TOU TivaKa avTLotoixLlong.

O mivakag autog elval amobnkeupévog o €va apyelo Kelwévou Tou Aéyetal hosts. Zta Windows to
apyelo auto PBploketal otn B€on C:\Windows\System32\drivers\etc, evw oto Linux otn B€on /etc.

1.
2.

182

Juvbebeite ot elkoviKn N GUOLKN Hnxavr Ue Aettoupykd cuotnpa Linux 1} Windows.
Bpeite kat kataypate TV IP dtetBuvon tou Web Server tou MaveAArviou ZxoAikol Alktuou
(http://www.sch.gr). Xpnoluonoleiote tnv evioAr nslookup yia to okomoé auto.

. Bpelte kat kataypate tnv IP StevBuvon tou Web Server tou EBvikoU kot Kartodiotplakou

Navemnothuouv ABnvwv (http://www.uoa.qgr).

. Avoitte to apyxeio hosts. Oa ypelaoteite Sikalwpata Staxelploth, SLOTL apydtepa Ba to Tpo-

mionotoete. 2ta Windows auto yivetal wg e€ng: Natrote Evapén = OAa ta Mpoypdppota
->BonBnuata, kavte dei-click oto Inuelwpataplo kat emlé€te « EKTéEAEon WG SLAXELPLOTACY.
3TN ouvéxela avoifte to apxeio and péoa ano tny ebappoyn. 2to Linux avoifte éva mopdbu-
PO TEPUATIKOU KAl SWOTE TIG EVIOAEC:

cd /etc

sudo mousepad hosts
Av dgv untdpyet o editor mousepad 010 CUOTNUA OAC AVTIKOTOOTHOTE TO OVOLA TOU LLE OTOLOV
UTIAPXEL.

. To apyelo hosts amoteleital anod dUo otAAeg (oL ypoUUES TTOU EekvoUv amo # elval oxoALa).

Tumotelete OTL YPAPETAL OTNV TPWTN Kot TL ot deUTEPN GTHAN;



9.

. MNpooBéote pia véa ypaupr omou apykd Ba ypadet tnv IP StebBuvon tou MZA mou Bprkate

OTO EPWTNMA 2 KOLL 0T CUVEXELD TO WWW.U04a.gr . AltoBnkeUoTe To apyeLlo.

. Avoi¢te évav browser kat dwote tn StelBuvon www.uoa.gr. NMota ceAlda TEALKA AVOLEE;
. Nwg Ba unopovloe Kamolo KakOBouAo AoyLoptko va aANAleL Ta TePLEXOUEVA TOU OPYELOU

hosts £tol wote va umokAEPEL KwSIKOUG cUVEEDNG LY. O€ €va site;
IBAoTE TN Ypauun Tou pooBéoarte, anobnkelote Kal KAeloTe To apxeio hosts.

27n Aoknon (e epyaotnplako nepipaiiov Windows).

Mia avoiyty Oupa (open port) sivar pia OUpa TCP f} UDP mou €xeL pubpLotei wote va SExeTal
dedopéva. Mua 181k Katnyopia epapuoywv mov ovoudovtal port scanner, XpnoLpomnoteitot
yla va eAéyEeL Ta PNV LaTa EVOG TOTIKOU SIKTUOU Kalt TG BUPEG TTou £XEL avoLyTEG TO KaBEva.

1.

6.

YuvdeBeite o€ elkovikn 1 puaoikr Lnxavn pe Aettoupyko cvotnpa Windows e Aoyaplaouo
SLayelploTn.

. Tp&€ete tnVv edapuoyr «advanced port scanner». H ebappoyn eivat Stabéoun and tn 6i-

gUBuvon http://www.advanced-port-scanner.com/ kat pumopet site va eykataotadel eite va
TPE€eL oav popntn edappuoyn.

. Hedappoyn €€’ oplopou avixveveL ta port 1-1023, ta Aeyopeva Well Known Ports. Av Bélete

uropeite va to aMagete autd and to mhaiolo Kelwévou ota Se€Ld.

. 2TV MAvVW 0pLoTEPN HEPLA Tou TtapaBUpou waoTe To eUPOg TwV SleVBUVOEWY TOU TOTIKOU

oag Siktuou, av Sev £xel dn Bpebel, kal matrote to kouprni [Scan].

. Metd amd kamota wpa Ba eudavioTolv ol UTIOAOYLOTEG Kal Ol CUOKEVEG TIoU Pplokovtal

oto Siktud oag pe Ti¢ IP kat MAC 8leuBUvoelg Toug kaBwe Kal TLg BUPEC TTOU £XOUV OVOLYTEC.

31N 6e€Ld mAeupd tou mopabupou epdavilovtal AEMTOUEPELEG YLOL TNV ETUAEYUEVN CUOKEULN.
EruA€€te pia amd tig OUpeg mou ival AVOLKTEG 08 KATIOLOV OO TOUG UTIOAOYLOTEG TOU SIKTUOU
oag Kat avalntrote oto Internet mola UTNPEGLA AVTLOTOLXEL OE QUTAV.
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28n Aoknon (Ze epyaotnpLako neptBaAiov Linux).
Mia avoiyth OUpa (open port) ivan pia OUpa TCP | UDP mou €xet puBuiotel wote va S€xetat
6edopéva. Mua bk Katnyopia edbappoywv nov ovopdlovtal port scanner, XpnoLLOMOLELTOL
yla va eAEYEEL TOL LnxaviLata eVOG TOTKoU SIKTUOoU Kot Tig OUPEC TToU £XEL AVOLXTEG TO KaOEva.
1. Juvbebeite og elkovikn A GUCLKA UNXavn Ke AetToupyLko clotnua Linux.
2. H xAaowkn epappoyn yla port scan oto Linux elvat n «<nmap». H ebappoyn Asttoupyel ano
TN YPOUUN EVTOAWY, OUWG UTIAPXEL Kal €va ypadlkd MePBAANOV YLa TO XELPLOUO TNG, TO
«Zenmap». Katta §Uo propouv va gykatactabouv ano to Software Center. Natriote Evapén
-> Awadiktuo = Zenmap (as root) yia va Tpegete v edappoyn «Zenmap ».
3. ItV mavw aplotepn HEPLA Tou apabupou Swaote To VPO TWV SleuBUVCEEWY TOU TOTILKOU
oag SIKTUOU Kol At oTe To kouprti [Avalntnon].

4. Meta amnd kamota (apketr) wpa Ba eudaviotolv oL UTIOAOYLOTEC Kal OL GUOKEVEG TIou Bpi-
oKovTaL 0To SIKTUO Cag oTNV apLotepr) TAEUPA, KaBwg kat £€€060¢ ou Ba maipvarte av ekte-
Aovoate to mpdypoppa amnd tn ypappn eviodwyv ota aplotepd. Natrote otnv kaptéla Ports/
Hosts kat Ba epdaviotovv ol mAnpodopieg yla Tt eMAEYUEVN GUOKEUN).

5. Em\é€te pia amo tig BUpeC mou Elval AVOLKTEC O€ KATIOLOV OTTO TOUG UTTOAOYLOTEG TOU SIKTUOU
oag kat avalntrote oto ALaSIKTUO TNV UTINPECLO TIOU OVTLOTOLKEL OE QUTAV.

29n Aoknon (e epyaotnplako neptBailov Windows).
Ztnv aocknon autr Ba Snploupynoete éva kavova yia to firewall twv Windows rou Ba anokAeiet
TV npooPacn pag epappoyng oto Internet.
1. Juvbebeite pe Aoyaplaopo SLaxXeLpLOTH O€ ELKOVIKN 1 GUGCLKN UnXavh Le AELTOUPYLIKO cLOTN-
pa Windows 7 1| petayevéoTepo.
2. Eykataotnote tnv edappoyn SlimBrowser mou Ba Bpeite otn dtevBuvaon http://www.
slimbrowser.net/. MpoKeLTaL yla €vav WKpo o péyebog browser.
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3.

META TNV EyKATAOTOON EEKLVAOTE TO TIPOYPAUUA KAL avolfTe TLY. Tn oeAida Tou MaveAlrviou
ZxoAkou Awktuou (http://www.sch.gr) ya va BeBalwbeite OtL éxeL mpooPacn oto Internet.

4. Kheiote tov browser.

10.
11.

12.
13.

. Natnote Evapén = Nivakog EAéyxou = T0otnua kat Aodalela = Telxog Npootaciag Twv

Windows = PuBuioelg yia Mpoxwpnuévouc.

. Amo v aplotepr) mAeupd natrote «Kavoveg EEepxouevwv».
. Natnote Evépyela = Anuloupyia kavova

. 210 Bua «Tumog Kavova» BePaiwbeite OtL elval emileypévo to «Mpoypappa» KoL atnoTe

[Emopevo].

. 210 Bua «MNpoypaupa» matiote [Avalntnon] Kal eviomniote To ekteAéoluo apxeio Tou

SlimBrowser (n Stadpoun elvat «C:\Apxela Epapuoywv\SlimBrowser\ SBRender.exe». MNa-
tote [Emduevo].

Y10 Bua «Evépyelar emilé€te «ATTOKAELOUOG TNG ouvdeangy». MNatrote [Emdpevo].

310 Brua «Mpodil» oAa ta Stabsoiua nedia. OEAeTe 0 KAVOVAC VA LOXVEL YLoL OAOUG TOUG
Tumoug Siktvwv. MNatrjote [Emopevo).

210 ovopa dwote «MoAttikn yia Slim Browser». Matnote [TéAoc].

H moAttikn epdaviotnke otov kKataloyo.
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14.

15.
16.

Avoite maALtov Slim Browser kat mpoomabrote va avolfte kamola oeAida. TLmapatnpeite;

Av Eekwvnoete tov Explorer, pnopel autdg va avoi€el oelideg;
Bpeite Tov kavova nou otiaéarte, matnote pe de€i-click mavw Tou Kol amevepyomnoLnote Tov.

30n Aoknon (e epyaotnplako neptBailov Windows).
Ztnv aoknon autr Ba Snpoupyroete éva kavova yia to firewall twv Windows rou Ba anokAeiet
v npocPBaon otov Maykoouo loto.

1.

10.
11.

12.

13.

YuvdeBeite e Aoyaplacpd SLaxelpLoTh o€ WKOVLKN i GUCLKY UnXavr e AELITOUPYLKO GUCTN-
ua Windows 7 f} petayeveaTepo.

. Natrote Evapén > Nivakag EAéyxou = Zotnua kat Aodpalela —> Telxog Npootaociag Twv

Windows - PuBuioelg yia Mpoxwpnuévouc.
Amo TnVv aplotepn MAeupd matrote «Kavoveg E¢epxopevwy».
Matrote Evépyela = Anpoupyia kavova

. 210 Brpa «Tumog Kavovar BeBalwbdeite Ot elval emtheypévo To «OUpa» Kal matrote [Eno-

Hevol.

Moto mpwtdkoAo (TCP  UDP) kat rota BUpa xpnotpomnoleital yia pdcBacn otov Mayko-
oo lotd; Av dev Bupdote kavte pia avalntnon ywa HTTP Port.

310 Bripa «MpwTtokoAAo Kol OUpeG» eTAEETE TO MPWTOKOANO KAL GUUITANPWOTE TO CWOTO
aplBuo Bupac. Natrote [Emduevol.

. 210 BRpa «Evépyelo» eTNEETE « ATTOKAELOUOG TNG oUvdeangy». MNatrote [Emduevo].
. 210 BrAua «MNpodil» 6Aa ta Slabéoiua nedia. OENeTe 0 Kavovag va LoXUEL ylo OAOUC TOUG

TUmoug Siktuwv. Matrote [Emouevo].

210 6voua dwote «AnokAelopog WEB». Matrjote [TéAOG).

Avoiéte évav omolovdnmote browser kat mpoonadnote va cuvdebeite pe to MaveArvio
2X0AKO Aiktuo otn SlevBuvon http://www.sch.gr. Mnopeite; Tt Sladopd €xeL AUTOC O Ka-
VOVOIC 0€ OXEDN L€ OUTOV TNG TIPONYOUHEVNC AOKNONG;

Mpoonabnote va avoifte tn oeAida https://www.gmail.com. Tt mapatnpeite; Tt Stadopd
€XEL QUTA Ao TI¢ uTtoholneg oeAideg; Mota BUpa xpnotpomnolel To TPWTOKoANo acdalolg
ouvdeonc https;

ATevePYOTIOLELOTE TOV KAVOVA TTOU GTLALATE.

31n Aoknon (e epyaotnplako neptBailov Windows).
Ztnv aoknon auth Oa dnpoupyroste Eva kavova yia to firewall twv Windows mou 0a enutpénet
TNV MPOofaon LLOVO EVOG CUYKEKPLUEVOU UTLOAOYLOTH) OTO S1KO oa.

1.

2.
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Juvdebeite pe Aoyaplacpd SLaxelpLoTh o€ ELKOVLIKN 1 GUCLKH UnXavr e AELTOUPYLKO OUCTN-
pa Windows 7 | petayevéaotepo.

Bpeite tnVv IP S1eBuvor| oag kat SwaoTe TV 0TOUG CUUUABNTEC oag TNG SuTAavn opadag
(ouvepyarteg). Avtiotolya {ntrote toug TNV IP dtevBuvon tou SkoU Toug UTIOAOYLOTH. ZU-
UITANPWOTE TOV MAPOKATW TtivaKa:

H &k oag IP

H IP Twv cuvepyoTwv 0ag




3. Av dev unapyxel non evepydg Web Server otov UMOAOYLOTH 0ag, evepyomolelote Tov IS
(Internet Information Services) matwvtag Evapén = Mivakag EAéyxou —TMpoypdupata—>
Evepyomoinon kat anevepyomnoinon Suvatotitwv twv Windows -> Internet Information
Services.

4. ‘Otav oAokAnpwbBel n eykatdotaon entPeBatwote OtL 0 Web Server Aettoupyel, avolyovrag
€vav Browser kat ivovtog otn ypauun dtetBuvong tnv IP Tou §ikol oag pnxovuatos. Oa
TIPEMEL va Seite TNV akOAouBn 0006vn (ekTog av €xete aAAGEeL TNV apxLkh oeAida):

5. Awote T duvatdTNTa 0TOUG UTIOAOLTIOUG XPHOTEG TOU TOTILKOU SLKTUOU 00 va BAEMOUV TN
oehiba oag, pubuilovtag kataAAnAa to Teiyog Mpootaoiac.

6. Matote Evapén = Mivakag EAéyxou = Zuotnua kot AohdAeia = Teixog Mpootaoiag Twv
Windows.

7. Ao tnv aplotepr MAeupd matrote «Nol ETLTPEMETAL VAl TIPOYPAUMA f} SuvATOTNTA HECW
Tou Telyoug nmpootaciag twv Windows».

8. Itov kataloyo mou Ba epdavicbel matiote mpwta to Koupri [AAayr PuBuicswv] kat
otn ouvexela Bpeite otov kataloyo (mpog To TéAog) To «[] Yminpeoieg World Wide Web»,
KOl TOEKAPETE TO KOUTAKL otn otAAn «Owia/Epyaocia (I8wwtikd)». Auto Ba emtpéel tnv
eMiKowvwvia pe Tov Web Server arnoé omotodrmote Siktuo £xel xapaktnplotel oav OLKLOKO 1)
Epyaciag. Matnote [OK]. Mnv k\eloete To mapaBupo Tou Teiyouc NMpootaciag.
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10.

11.

12.

13.
14.

15.

16.
17.

18.

188

. ZNnTEloTE Ao TOUG OUVEPYATEG 00G Vo 0ag emBeBatwaoouy OTL BAEmouy tn oeAida oag otav

BaZouv v IP TOU UNXaVnHOTOG oag o€ €vav Browser. Zntelote kot amod pia akopun opdada
VoL KAveL To (81o.

Emtpéte TNV mpooPacn otov Web Server oag LovVo 0TOUG GUVEPYATES 00G. XTO MapAdBupo
Tou Telyoug mpootaciag matrnote «Pubuioelg yla mpoxwpnuévoug». EmAéSTe Toug «Kavo-
veg Elogpyopévvy.

MetakwnBeite mpog to téAog TG Alotag, Bpeite Tov kavova «Ynnpeoieg World Wide Web
(ELoepxbuevn kukhodopio HTTP)» kat K&vte mévw tou SumAd-click.

Avoifte Tnv Kaptéla «EUPOC». 210 MAALCLO «ATtopakpuopévn SlevBuvan IP emidé€te «AUTEC
ot 8leuBuvoelg IP» kat tpoaBéate Tn SlevBuvon Twv cuvepyatwy oac. MNatrote [OK].

Matrjote Evépyela = Anpoupyia kavova

210 Brpa «Tumog Kavovar» BePaiwbeite otL eival emileypévo To «MpocapLocHEVOG» Kal
notnote [Emopevo].

310 BRua «MNpdypappa» adprote emleypévo to «OAa Ta mpoypaupatay. MNatrote [Emdue-
vo].

210 BAua «MpwtokoAo kal OUpeg» adnote T eAOYEC WG Exouv. Matrote [Emouevo].

210 Bripa «EUpog» emlé€te «AUTEG oL SleuBUVOELG IP» KATW Ao TNV evOTNTA «l10l TIOLE
TOTIKEC SLeuBUVOELG LOYVEL QUTOC O KAVOVACY KoL LETA TTATHOTE 0To Koupri [MpoaBrikn].

Y10 napdbupo mou Ba spdaviotel cuumAnpwaote TV IP StevBuvon mou cog édwoe n Sutha-
v ouada. MNatrjote [OK]. Natnote [Emopevo).



19.
20.

21.
22.

23.

2to Brpa «Evépyeta» emléCte «ATIOKAELONOG TNG oUVEeong». Matnote [Emopevo].

2to BrRpa «Mpodil» emlétte Oha ta Slabéoipa media. OEAETeE 0 Kavovag va LoXVEL yLa
0AouG Toug TUTMoUC SikTUwv. Natrote [Emdpevol.

1o Ovopa dwote «AnokAelopdg IP SletBuvong». Natrote [TéAog].

Zntelote oo TOUG OUVEPYATEC 0ag va oag ertBePatwoouv 0Tl BAEnouv tn oeAiba oag otav
Balouv TNV IP TOU PNXOVAOTOS 00¢ o€ évav Browser.

ErBeBatwote otL GANot urtoAoyLotég Sev éxouv ipdoPaon otn oelida oog.

32n Aoknon (e epyaotnplako neptBaiiov Linux).

Ztnv Aoknon autr 0a Snpoupynoste éva kavova yia to firewall tou Linux ou Ba amokAeieL thv
npooPacn otov Maykocpo loto. To firewall Tou Linux ivat to iptables, mou puBpiletal pe ka-
vOVEG Ttou Sivovrtal amo th ypopupn EVIoAwv. YIIAPXEL WoTOo0 Kat To Ypadiko neptpailov gufw
TIOU SLEUKOAUVEL OLPKETA TAL TTPAYLOTOL

1.

O 00 N O

Tuvbebeite pe Aoyoplaoud Slaxelplotr) og elKOVIKN 1 GUCLKN UnXavh UE AELTOUPYLKO OU-
otnua Linux.

. Ano to Software Center BeBalwBeite Ot elvat eykateotnpéveg ol epappoyeg ufw kat gufw.

Av gV glval EyKATAOTHOTE TIG.

. Natnote Evapén = PuBbuiocelg = PUBuLon Teiyoug Npootaociag. Oa cag {ntnbei to password

Tou SlayELpLOTH.

. Xe meplntwaon mou o firewall elvat avevepyo Ba daivetal n £vdelen OXI. Matrote oto apL-

OTEPA KOUTIL YLoL VAL TO EVEPYOTIOLNOETE. AUTO UMOPEL va XpeLaotel Alyo xpovo.

. Tla va tpooBEoEeTe £va KavOva ATHOTE 0TO + oTNV evotnTa Kavovec. Ito apddupo mou Ba

eudbavioBel matrote otnv KapTtéAa Mo mpoxwpenUEVOUC.

. Awote otov kavova to ovopa «Block Web Access».

. 210 mebio MoAttikn dwate «Apvnon».

. Xto mebio Direction (katevBuvon) dwote «Outy.

. Noto mpwtokoAlo (TCP r} UDP) kat mola BUpa xpnotpomnoleital yia mpocpacn otov Mayko-

oo lotd; Av Sev Bupdote kavte pia avalntnon ywa HTTP Port.
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10. Zto mebdio NpwtokoAAo SwoTe TO CWOTO MPWTOKOAAO.

11. Ztonedio MéxplLota §e€Ld cupMANPwWOTE ToV apLBUs TNE BUpag mou BEAeTE va amokAeloeTe.

12. Matnote oto [MpooBbnkn] kat [KAeiowo]. Oa mapatnproste ot Ba dnuoupynbolv Svo
KQVOVEC, €VOG yLoL TO TPWTOKOANO IP v4 kat évag yia o IP v6.

13. Avoite évav omolovénmote browser kal mpoonaBrote va cuvdebeite pe to MaveAAnvio
2X0Ako Aiktuo otn StevBuvon http://www.sch.gr. Mmnopeite;

14. Mpoonadnote va avoifte tn ogAida https://www.gmail.com. Tt mapatnpeite; Tt Stadopd
€XEL QUTA Ao TI¢ uTtoholneg oeAideg; Mota BUpa xpnotpomnolel To TPWTOKoANo achalolg
ouvdeonc https;

15. Awaypdate Toug KavOVeG tou dtidéate eMAEYOVTAC TOUC KAl TIATWVTOG -.

33n Aoknon (e epyaotnpLako neptBaAiov Linux).
Ztnv aoknon auth Ba Snploupynoete €éva kavova yla to firewall tou Linux rou Oa emtpénet ty
MPOOCPOCN LOVO EVOG CUYKEKPLUEVOU UTIOAOYLOTH 0TO 8L1KO oaG.
1. Juvbebeite pe Aoyaplacpd SLOXELPLOTH OE ELKOVIKA 1 GUOLKN Unxavh HE AELTOUPYLKO OU-
otnua Linux.
2. Bpeite tnv IP 8levBuvor cag kat wWoTe TNV 0ToUG CUPHABNTEG oag tng SumAavig opadag
(ouvepyarteg). Avtiotolya {ntrote Toug TNV IP dtevBuvon tou SlkoU Toug UTIOAOYLOTH. ZU-
UITANPWOTE TOV MAPOKATW TiivaKa:

H &k oag IP

H IP Twv cuvepyoTwv oag

3. Av bev umtdpyel 16n evepyodg Web Server otov umoloyLotr) oag, evepyomnoleiote tov Apache
Web Server avoiyovtag éva mopdBupo Teppatikol Kot Sivovtag tnv eVIoAn:

sudo apt-get install apache2
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4. ‘Otav oAokAnpwbBel n eykatdotaon entBeBatwote OtL 0 Web Server Aettoupyel, avolyovrag

€vav Browser kat ivovtog otn ypauun StetBuvong tnv IP Tou Sikol oag nxovpatogs. Oa
TipEneL va 6elte TNV akoAouBn 00ovn (ekTog av Exete aANAEEL TNV ap)LKr) OEALSQ):

. Emutpéte tnv npooPacn otov Web Server oog Lovo oToug cuvepyateg oag. Matnote Evop-

&n = PuBuiocelg = PUBULoN Telxoug Mpootaciog. Oa oag Intnbel to password tou Sloyel-
pLoTH.

. 2e meplntwon mou o firewall eival avevepyo Ba daivetal n €vdelEn OXI. Matrnote oto apl-

OTEPA KOUWTIL yLa va. TO evepyomolioste. Autd pmopel va xpelaotei Aiyo xpovo.

. Tlava ipooB£aete £va Kavova AT OTE 0TO + TNV evotnta Kavoveg. Ito mapdbupo nou Ba

eudbaviobel matrjote otnv kaptéAa MNa Mpoxwpnuévoud.

. Awote oTov kavova to ovopa «Block Web Server Access».
. 2to medio MoAttikn dwote «Amodoxn ».

10.
11.
12.

3to nedio Direction (katevBuvon) dwate «In».

Y10 nebio Mpwtdkolo dSwate To «TCPy.

Zupminpworte ta media Ano kat Méxpt, Onmwg otov akoAouBo mivaka (aVTIKATAOTAOTE TG
TEPLYPADEG HE TLS TIPAYUATIKEG SleuBUVOELS):

Ano: IP cuvepyatwv a¢noTe To KeVO

Méypt: IP 81kn oog 80

191



AuUTO onualvel OTL Bal EMLTPEMOVTAL ELOEPYOUEVEG OUVOEDELG A TOV UTIOAOYLOTH TWV OU-
VEPYQATWY 00G P0G To S1KO oag urtoAoyLotr otn BUpa 80 (HTTP).

13. Natnote oto [Mpoodrkn] kat [KAelowo].

14. Znteiote and Toug cuvepYATES 00¢ va oag emBeBatwaoouy OtL BAEmouy T oelida cog otav
Bagouv tnV IP TOou pnxovuatog oog os évav Browser.

15. EmBeBaiwote OTL dAAoL umtoAoyLoTtég bev Exouv mpdoPacn otn oelida oag.

16. Alaypadte Tov Kavova mou GTiafate eMAEYOVTAG TOV KAl TTOTWVTAG -.

34n Aoknon (Z€ epyaotnploko neptpaiiov).
Mo tnv avwvupio oto Atadiktuo untdpyxouv ABog ApOpwv rtou mpaypateovTo TG BTIKES Kat
TLG LPVNTLKEG TNG CUVETELEG. EVEELKTIKA avapEpovTal Ta:
o Mepl avwvupiog oto Awadiktuo: http://osarena.net/opinions/peri-anonimias-sto-diadiktio.
html
o Alwén HAektpovikoU EyKANUATOG: «AgV UTIAPXEL AVWVU LA OTO (VTEPVET - TO TIAPTL TEAELWOEN
http://www.newsit.gr/default.php?pname=Article&art_id=248808&catid =4
¢ Motoug BoAelel n avwvupia oto Aladiktuo; http://www.aixmi.gr/index.php/poious-voleuei-
anwnymia-internet-2/
o Aladiktuakn eheuBepia kat mapapatikdtnta http://e-keimena.gr/index.php ?option=com
content&view=article&id=94:9-q&catid=85:internet&Itemid =27

1. AdoU PeNETNOETE TO UALKO TwV apamavw (f kot aMwv av Bélete) oedidwy kataypadte
800 mAgovekTUaTO KAl U0 PELOVEKTHHATA TNG avwvuuiag oto Atadiktuo Kat culnTnote
TA OTNV OAOUEAELQL.

2. Metd tn oultnon otnv oAopEAELD TTPOCBEDTE €val AKOWN TAEOVEKTNOL KOl LELOVEKTNLLOL
nou dev mephapBavovrav otny apxikn oag Aiota.

35n Aoknon (Ze epyaotnplako nepBaiiov).
«Zto Internet kaveig 6ev §€peL OTL eica okUAOG» €ypade n Aeldvta oto oKitoo Tou Mitep Ztdvep
niou Snpooteltnke oto neplodiko «The New Yorker» otig 5 louAiou tou 1993, evvowvtag otL Sev
UIOPOUHE VA ELAOTE OlyoUPOL LA TNV TOUTOTNTA TOU XPFOTH LLE TOV OTOL0 EMLKOLVWVOUE. ATtO
TNV MPOCWTKN oag eipa, aAAd av XPELOOTEL Kl e avalnTtnon oto Internet, AmOavVTAOTE TLG QKO-
AouBsg epwTNOELS KOl oUTNTAOTE TIG AMOYELG 0aG OTNV OAOUEAELAL.
1. Tuyvwpilete yla ta Pevtika (fake) mpodiA Tou Facebook;

. Nolog propet va dtiaet éva Pevtiko mpodil;
. Amo mou pnopetl kamotog va Bpet UALKO yla éva PeUTIko MPodiA;
Mwg katalaBaivete av éva mpodiA eival PevTiko;
. Ndéooug dihoug €xete oto Facebook;
. Mla méooug amo autolg yvwpilete pe Befatotnta otL ta podiA toug eival yvnola;
. TUKOKOBOUAEC EVEPYELEG UIMOPEL VOl KAVEL £VaG XPAOTNE XPNoLomoLwvTag éva PeUTIKO Tipo-

din;
36n Aoknon (Ze epyaotnplako neptpaiiov).

Katd tnv neptiynoi oo oto Aladiktuo adrvete «ixvn» o€ onola Tonobeoio EMOKENTECTE. ZTNV
aoknon avtr Oa deite L mMAnpodopieg propel va CUANEEEL yLa E0AG EVOG SLKTUOKOG TOTIOC LLE Lol
artAr) eniokeyPn o€ AUTOV, AAAQ KoL TG LMOPELTE va «KPUYPETEN KATOLA Ao Ta XV oagG.
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SKTuakoU g TOMouUG e aKatdAAnAo IePLEXOMEVO, EEMEPVWVTOG TOUG TIEPLOPLOHOUG TIOU
eniBalel to NMaveAAnvio ZxoAwko Aiktuo. Mpoteivetal ota BApaTa AUTd va yivel Lovo
enidelgn pe BvteonpoPfoléa oo Tov EKMALSEUTIKG.

c H ektéAeon TG AOKNONG QUTAG LETA TO Brpa 5 propel va emtpédel tnv npocpaocn oe

1. Juvbebeite oe ekoviki  PUOLKA pnxavr Le Asttoupykd cvotnua Linux n Windows.
2. Xpnolomnowwvtag £va browser avoifte tn oeAiba hitp://mybrowserinfo.com/

3. Matnote oto ouvdeouo «See Detailed Location and Browser Information» yia va Seite 0Aeg
TG mMAnpodopiec ou o browser avadépel otov Web Server.

4. MNoleg amd aUTEC TG TANPOdOPLEC MIOTEVETE OTL EVAL OL TILO GNUOVTLKEC KOl UTopouV va
«TPOSWOOUV» TNV TAUTOTNTA O,

5. Avolypa tng oeAida http://kproxy.com/, ij k&mowa AGAANG avtiotoxng.

6. Xto mAaiolo kewpévou avaypadn tng StevBuvong «mybrowserinfo.com» kat mATnua Tou
mAnktpou [Surf].
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7. Ynapyet aAhayn otnyv IP dtevBuvon; Mota xwpa avaypadetal Twpa;
8. AM\afe KATL O€ OXEON LE TIPONYOUUEVWE OTLG AVAAUTIKEG TTAnpodoplec;

37n Aoknon (Ze epyaotnplako neptpaiiov Windows 1 Linux).
O 1o amAdg TPOMOoG yLa Vo XpnoLomnolost Kamnotog to Siktuo TOR sival va katefaoel tov Tor
Browser mou eival pia £kdoon tou Mozilla Firefox, ywpig emektaosig | aAAa mpocOeta, bk
Stapopdwiévn wote va Xpnotomnolei to Tor.

H ektéAeon tng doknonG UTHG UopEl va emttpEPeL tnv mpodoPaon o€ SLKTUAKOUG TOTIOUG
A ME aKOTAAANAO MEPLEXOUEVO, EEMEPVIIVTOG TOUG EPLOPLOHOUG Ttou emtPBAAEL To Moavel-

Afvio ZxoAwko Aiktuo. MNpoteivetal va yivel povo enideién pe BvteonpoPolréa and tov
EKTLOLOEVUTIKO.

1. ZUvbeon oav SLOXELPLOTNG OE ELKOVLKN 1 GUGCLKNA LNXavn 1e AettoupyLko cuotnpa Windows.

2. Avowypatng oehida https://www.torproject.org/projects/torbrowser.html.en kat petaddp-
Twon g otabepnc (stable) €k6oan Tou Tor Browser yla to Aettoupytkod cuotnua Windows.
Jtnv (6la oglida umdpyouv Kat odnyleg eykataotaonc.

3. Autho click oto apyxeio eykatdotaonc (.exe).

4. Eykatdotoon onwg oe onoladnmote dAAn edoapuoyn.

5. Avolypa tng epappoync anod Evapén = Oha ta mpoypappata - Start Tor Browser.

6. MNatnua to kouumnt [Connect] ywa va yivel n ouvéeon oto diktuo Tor Kat va EEKLVROEL O
Browser. Ztnv apxtkn ceAida mou Ba epdavicBel matnua oto cuvdeopo «Test Tor Network
Settings». H mapakdtw oeAiba emiBeBatwvel TV évapén TG avwvupng Aornynong.
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7. Avowypa tn ogliba http://mybrowserinfo.com/

8. Ano mola xwpa paivetal va mpogpxetal n IP StevBuvaon;

9. Avolypa tng apxikng oeAidag tng Google otn dtelBuvon http://www.google.com Epdavile-
tat n ogAida g (blag ywpac;

10. Avolypa peplkwv GAwv oeAibwv. Yridpxel Stadopd otnv TaxutnTa LE TV onola epdavi-
(ovtay;
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http://www.cyberciti.biz/tips/linux-security.html

How (and why) to set up a VPN today, http://www.pcworld.com/article/2030763/how-and-why-
to-set-up-a-vpn-today.html

Tor: Overview, https://www.torproject.org/about/overview.html.en
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Kedalato 90
Texvoloyieg AcUppatng Alktuwong

Ewcaywyn

Ta acuppata diktua eivat MAEoV HEPOC TOU GUYXPOVOU TPOTOU {wNG Tou avBpwrou Kat 6Ao Kal
TIEPLOCOTEPEC KOBNUEPLVEG AELTOUPYLEC TOU OAOKANPWVOVTAL LE TN XPHON EPAPLOYWVY TTOU CUVEP-
yalovtal pe €EUMVEC OUCKEUEC Ue acUpuatn Siktuakn KGAudn. Ta moAAG TAEOVEKTHATA TNG TE-
xvohoylog acUppatng SIKTUwong, o€ GUVEUAGCUO HE TO TIAYKOOUL ULOBETNUEVO TTPOTUTIA KOL TV
mAnBwpa cuvepyalOUEVWY CUGKEUWY, TNV KaBlotoUv pia Slapkwg eéehlocopevn texvoloyia. Ta
aoUppata diktua cuvbudalovtal pall pe Ta EVOUPHOTA YO VO SNLOUPYHOOUV TILO EVEALKTEG TOTIO-
Aoyieg kat va KaAUouv OAo Kal LeYOAUTEPEG TIEPLOXEG UE TIG UTINPECLEG TTOU TpoadEpouv. QoTdoo
dlaitepn mpoooxn amattoly ta Bépata acdaleiag mou ta kablotolv evaiobnta oe emBEoelg.

Alsaktikoi Ztoyol

Me tnv ohokAfipwaon tou 9ou kepahaiou ot pabntég Ba mpémnel va eivat os B€on va:

AnoplBpoUV Ta TAEOVEKTAATA KAl TIG adUVapiES TS aoUpUaTnG SIKTUWONC.

Eneényolv ta Stadopa mpwtdkoAAa acUpuatng SIKTUWGONG KAl va SLOKPLVOUV TLG LETAEL TOUC
Sladopeg.

AvtutapaBdAiouy g U0 BACIKES KATNYOPLlEC ACUPUATWY SIKTUWV KaL Vo €€nyoUV TG LETOEY
ToUG SL0pOpE.

Avtiotolyilouv ta e€aptruato UALKOU TIOU XPNOLUOTOLOUVTaL OTNV aoUpHaTh SIKTUWGON, UE
TO £pYO0 TIOU TO KAOe €va emiteel.

EnAéyouv to katdAAnAo UALKO yia T dnpuoupyia evog acUppatou SiKTUou, avaAoya pe TIG
UPLOTAUEVES ATALTHOELC.

E€nyouv Toug TPOTOUG e TOUG omoioug n Asttoupyiol GAAWV CUCKEUWVY eMNPEAlEL TO acUp-
pato Siktuo.

EniAéyouv tnv KataAAnAdtepn tomoBeoia yLa TNV YKATACTACN TOU UALKOU €VOC AoUpUATOU
SIKTUOU, £TOL WOTE VAL LEYLOTOMOLOUV TNV EUBEAELA TOU Kat TNV LoXU TOU oAUATOC Tou.
AviYveUOULV TO YELTOVIKA QCUPHOTA KOl VAL ETUAEYOUV TO KAVAAL ETUKOWVWVINC UE TIG AlyOTEPEC
TIOPEUPOAEG.

Juvbéouv évav otabud epyaciag os éva elelBepo (xwpic aodpdiela) acvppato diktuo.
AmaplBuouv Kat va e€nyolv Toug KvEUVoUG yia TNV aohaAela Twv deSopéVwy Kal Tou SIKTU-
ou aro Ta Siktua e eAeVBepn pooBaon.

Alatuntwvouy Tig mpoduAdéelg mou mpémnel va AapBavovtal katd tn ouvdeon og ehelBepa
Inueia NpdoPaonc (Hotspots).

Xpnotuomnolouv tov aAyoplBpo WEP mpokelpévou va mpocdwoouv aohalela o £va aclp-
poto Siktuo.

Avayvwpilouv Ttig aduvapieg mou poodepet N aodaleta WEP kal va ripoteivouv evalaktL-
KEC yLa TNV avénon tng aodaleLag.

Na xpnotpomnolouv toug adyoptBuoug WPA kat WPA2 yia thv avénon tg acdalela tou i-
KTUOU.

AtlomotoUv tnv texviky MAC dktpapiopatog (MAC Filtering) yia tov emumAéov EPLOPLOUO
N¢ MpdoBaocng oto acupuato SikTuo.

Alakpivouv Tig SladopeTikég avaykeg aodaAelag oTo OIKLOKO KOL OTO ETXELPNOLAKO TIEPLBAA-
Aov kat va uAomotoUv acdalela pe xprion E€umnpetnti Radius.
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¢ AnuloupyoUv onpuela mpdoBaong amd KVNTEG CUOKEUEG yLa TO SLAUOLPATHO TG oUvoeong Awa-
SIKTUOU HEOW KVNTAG TnAsdwviag.

ASaKTikEG EvotnTE(

9.1 Texvohoyia AcUppatng AKTUWONG.

9.2 Mpotuna aclpUATNS SIKTUWONG.

9.3 E€omALopdg yia T dnuovpyia AcUpuatwy AKTUwv.
9.4 Eykatdotaon Kat 2Uvéeon oe AcUppato Aiktuo.

9.5 KaAuyn xwpou pe Acupparto Aiktuo.

9.6 Aodahela ota AcUppata Alktua.

9.1 TexvoAoyia AcUppatng Aiktuwaong

9.1.1 H avdykn yia acUppatn Siktiwon

‘Eva acUppato Siktuo sival éva Siktuo to omoio dev xpnotponolel KOAWSLA yla TLG CUVEETELS TwV
Sladopwv CUCKELWV TIOU SLKTUWVOVTAL 0€ AUTO. AvTi Tou KaAwdiov xpnoluonoleital n petadoon
HEOW €L8IKA SLapopbWHUEVWY OTITIKWY, UTIEPUBPWYV 1 aKOUO KoL padLOKUMATIKWY onudtwy. Mpo-
0m6Beon yla Tn oUVEEDN TWV CUCKEUWV HETAEL TOUC gival va eival eEOMALOUEVEC e TO KATAAANAO
UAIKO Slemadr G ou EMITPETEL TN OUVOEDH TOUC HECW ACUPUATNG TEXVOAOYLaC.

Ewova 9.1: TUOKEVEC KoL TUOAVES XPROELG UE EDPAPUOYES EVOUPHOTOU Kol acUpHaToU StkTUou.

(Tpomonownuévn and nnyi: http://www.conceptdraw.com/How-To-Guide/home-area-network)
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H acUpuatn Siktiwaon orEPa €XEL EMAVACTATIKA OANAEEL TOV TPOTO {WNG KOG, OTIWG CUVERN UE
TOUG TIPOOWTLKOUG UTIOAOYLOTEG T Sekaetia 1980 kal to Aladiktuo, Ta omola dAAaav Tov TpOTo
TIOU ETUKOWWVOULE Kol TpooAapBavouue mAnpodopieg. H xprion acuppatwv Gopntwy cUoKEU-
wv, onwg Eumva tnAédwva (smartphones), H/Y taumiéteg (tablets) kat ot dopntol umoloyLoTég
(laptops), yta tnv amootoAn kat AP pnvupdtwy, Thy mAonynon oto Awadiktuo, Tnv mpocpacn os
ETALPLKEC EPAPUOYEG KaL BAoelg SeSopévwy, lval TAEOV HEPOG TNG KABNUEPLVIC POUTIVOC TOU OUY-
xpovou avBpwrou. Eniong mAnBog dAMwv cuokeuwv pootiBevtal cuvexwe otn AT AUTWVY TToU
UIopoUV va EMLKOWVWVIC0oUV Xwpig TN xprion KoAwSiwy, 6nmwe BvTteokauepes, GopNTEC CUOKEVEC
avamapaywyng nxov, akopa kot Puyeia.

IUEPA OL AVOPWITOL XPNOLUOTIOLOUV TLG ACUPHATEG GUOKEUEC TOUC OXL LOVO YLOL VOl ETUKOLVWVH-
OOUV PECW NYNTLKOU OAUATOC, 0AAG KAl yla va €xouv mpoopaon o€ mAnpodopleg, va mpopundevo-
VTOL ELOLTAPLA VL0 TOL LECO LETADOPAC, VLA OYOPEC OE NAEKTPOVLKA KATAOTHUATA KoL TTOAAEG GANEC
XPNOELG. ApKEL 0 XPNOTNG TNC CUOKEUNG va BpeL éva onuelo acUpuatng mpocpacng oto Internet
(hotspot).

9.1.2 lotopLKa otoLyEia

H aoUppatn emkovwvia eivat évag xwpog mou avantuooetal 8w kot 100 xpovia, EEKVWVTOG
yUpw oto 1897 e tnv emtuyn enidetén tng aclppatng thAsypadiag tou Marconi, evw to 1901,
gykataotadnke n padlo-enikowwvia Stapéoou Tou Athavtikol Qkeavol. Méoa og auTd ta Xpovia
rioAhol tumoL acVppatng Siktiwaong epdaviotnkay, GANOL AKUAcV Kot GANOL eyKOTOAELDONKav.
Iuepa Ta acVppata Siktua pe Tn peyahlutepn e€amlwon Kat ebapuoyr eivat ta kueloeldn, Ka-
Bwg MoAA and ta acUPUATA CUCTAUATO UopoUlv va KotataxBolv wg blaitepeg epappoyeg f
QMAEG YEVIKEVOELS TwV KU ehoeldwv Siktuwv. KaBe Siktuo KAAUTITEL YLol TTEPLOX TIOU OVOUALETAL
KUWPEAN XpnoLlomolwvTag éva oTtabpo Bacng kat moANoUC aoUPpATOUC XPrOTEC-OEKTEC. AvTioTolXA,
KABe KUPEAN KAAUTITEL € ACUPUATO OHLA LA TIEPLTIOU EEAYWVLKI 1} KUKALKI) TLEPLOXT) TIOU OUWG OTNV
Tipaén dev eival TEAELO YEWUETPLKA OXNUATIOUEVN, KABWE N KAAUYN TOU OAUATOC EEQPTATAL OO TN
popdoloyia tou £6adoug TNG MEPLOXNG KOL TOL GUCLKA 1) TEXVNTA EUMOSLA TTIOU UTIAPXOUV OE QUTH.
Onwc¢ daivetal kat 0to mapddelypa Tou oxAuatog 9.1, n kAAuPn ¢ mMEPLOXNC TOU APASELYLOTOG
ylvetal pe tn xprion Acuppatwy tabuwv Baong (Mobile Base Hosts - MBS) cuvbeduevwy petaty
ToU e €va evoupuato Aiktuo Koppou kat ot AcUpuatol Yriodoxeig (Mobile Hosts -MH) cuvééovtal
oto 6ikTtuo Péow Tou oTtabpol BAang, Tou EXEL TO LOXUPOTEPO GO OTNV TtEPLO) Ttou Bplokovtal.

Ixnua 9.1: KaAun meploxng Le aoUpprato SIKTUO Ue Xprion TexVoAoyiag KuPeAwy.
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To 1997, petd amo entd xpovia HeAétng, n IEEE dnupooieuoe to mpotumno IEEE 802.11, To mpwto
TPOTUTIO YLl acUppath SIkTUwoN, To omoio mpoPAEnel pubuolg petadoong 1 kat 2 Mbps. To IEEE
802.11 xpnotpomotloltav ota Mpwta acUppata Siktua awodntipwv (wireless sensor networks,
WSN) kot pmopet akoua va Bpebet oe Siktua pe uPnAég amattnoelg o eUpog Lwvng, OMWE elvat
oL aoBntrpeg moAupéowy (multimedia sensors). ZUEPQ TO POTUTIO SLALPELTAL OE LA OLKOYEVELDL
TPOTUTIWV ACUPHATNG SIKTUWONC, Ta Omola armoteAoUV Ta EMKPATECTEPA MPAOTUTIA AUTHG TTOYKO-
ouiwg.

9.1.3 NAcoveKtApata Ko MeLOVEKTA LT

Ta Baokd TAEOVEKTALOTA TNG AcUpUATNG SIKTUWONG Elval:

EukoAia ko eueli§ia otnv eykataotaon - Asv XpelAlETOL VO EYKATOOTOOUUE KAAWSLWOELG
Uéoa amo toiyoug Kat Tapavia. Mmopet va yivel n Siktuwon og pépn omou n kaAwdiwon Ba
Atav aduvatn, onwg n Siktuwaon ypadeiwv Ta onoia Bpiokovtal o andotoon HeTaél TOUG.
H eyKaTAOTOON OTIG MEPLOCOTEPEC TIEPUTTWOELC UMOPEL va yivel eUKkoAa, av akoAdouBnBouv
Kamolol Baoikol KAVOVEG EYKATACTAONG.

Kwntikotnta - Ol XprioTeg TwV acUPUOTWY CUCKEUWVY UITOPOUV VA LETAKLVOUVTAL EVTOC TNG
eUBENeLAC TOU agUppaTou SikTUou, SnAadH o€ Ywpo Tou Ba Exouv EMAPKEG onpa, Slatnpw-
VTQG TN CUVSECLUOTNTA TOUG E QUTO.

Avvatotnta eméktraon( - Ta acUppata SikTtua Unopouv va opyavwBouv oe éva mARB0g ano
TomoAoyleg, oL omoieg aAAA{oUV EUKOAQ Kol ETIEKTEVOVTOL MO OTTAG SikTUA PE ULKPO aplBpo
XPNOTWYV, WG LEYAAEG SOMEC SIKTUWVY UE EKATOVTASEG XPNOTEC KAl SuvVATOTNTA TIEPLOYWYNS
(roaming).

XapnAo KOGTOoG cuvTrpnong — Av Kal To apxLlko KOOTOG eykatdotaong elvat unAotepo oe
oxéon pe AUoelg evolppatng diktuwong, To kdotog dlaxeiplong Tou Siktuou eival oAU ut-
KpO. H guelifla eméktaong tou SiktUou, Wblaitepa og Suvautko reptBaAiov mou amnattet ou-
XVEC aAAQYEC, KaBLOTA TO CUVOALKO KOGTOC LKPOTEPO, YLa OAN Tt Stdpketa {wng tng emévou-
ong. Emiong o €évtovog avtoywvIopog TwV KATAOKEVAOTWY UAKOU £XEL CUMBAAEL 0TN pelwan
TOU KOOTOUG TWV GUOKEUWV KOL 0TNV AVOS0 TWV MOLOTIKWY XA POKTNPLOTIKWY TOUC.

Zuvexn abénon TwWv ToXUTATWY Petddoong - Hon o péylotog pubpog petadoong deSopévwv
£XEL ONUEPA OE TAXVUTNTEG TTAVW artd 100Mbps, evw nén €xouv e€ayyeABel akOpa peyaAute-
PEC TOXUTNTEG.

Eppédeia - H epPédeta evog acUppatou SIkTUou UMopel va elvat Hepikeg dekadeg pétpa. Ta
padlokbpata mou £X0UV Vo SLAmeEPACOUV TolXouG kal opodEc udloTavtatl onuavtiky e€a-
00€vnon, OUWG O AVOLKTO XWPO HUE OMTIKA emadr QVAUECSA 0TI 0CUPUOTEG CUOKEUEG, OL
QTTOOTACELC TTOU Umopel va kKaAudpBoUv eival peyalltepec.

TupBatotnta pe vnapyovta diktua - Ta MeEPLOGOTEPA aoVppata SlkTua £XOUV MPOTUTO-
ToLNKEVO TPOMO oUVSEDNC e Ta polmapyovta evolppata diktua. Etol, n mpoaobnkn acup-
patng SIKTUWONG 0 UTTAPXOUOEC SOUEG SIKTUWV £lval EUKOAN, AMOTEAWVTOC EMEKTOCN EVOG
evouppatou Siktuou.

AvTtioTtolya PaoLKA PELOVEKTAMOTA ElvaL:

o Aoddlela — H aclppatn petadoon lval mo eVAAWTN o€ eMBECELS amoO Un e€oualodotn-
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LEVOUG XPNOTEC, 08 OXEon e Ta evolppata Siktua. Auto cuppalvel emeldn ta aclpuata
SiKtua eilval £T0L KATAOKEUOOUEVA WOTe emefepydlovtal OAEG TIC PASIOUETASOOELG EVTOG
EUPBEAELAC, OKOUA KO TIG N E€0UCLOSOTNUEVES QIO TO SLAXELPLOTH TOU SIKTUOU. EMOpEVWG
anatteitat blaitepn mpoooxn otn Bwpdkion TG aoPAAELAS TOUG.



¢ MapepPolég — H xprion kat AAwv acUpuatwy padlo-cuvOEcEwy HEoa O EVa KTipLO Umopel
TPOKAAEDEL TTOPEUPOAEG, OONYWVTOG O TTPOPANUATIKA ETUKOVWVIA 1] OKOMO KAl OIWAELN
NG olvdeong.

e KaAuyn onpoatog— e oplopéva KTipLa, N oAoKANpWHEVN Kol GUVEXNG KAAUYN elvat SUGKOAN,
odnywvtag otnv Umapén pavpwv onpelwv (black spots) pe anoucia orpatog.

¢ XapnAég taxvtnteg — Mmopel oL TaxUTNTEG HeTAdoonG Twv Sedouévwy otnv acuppatn Si-
KTUWaon va au&avovtal cUVEXWGS, OUWG aKOUA UTIOAELTOVTAL TWV eVoUpaTwy. MNa auto To
Aoyo ta Siktua KoppoU, Ta omola amattolv unAotateg taxutnteg, e€akohoubolv va gival
gvouppaTa.

9.1.4 TonoAoyieg AcUppatwyv ALKTOWV
9.1.4.1 AcUppata Aiktua Autoopyavwpéva (Ad Hoc)

‘Eva acUppato ad hoc Siktuo (autoopyavwpévo 1 Kat' amnaitnon), yvwotod Kot w¢ Peer-to-peer,
elval €vag amokevIpwUEVOC TUTIOG acUppatou Siktuou. To diktuo eival ad hoc dev Baciletal o
Kamola mpolmapyouoa urtodopn, Omwe 6popoAoyNnTEC ota evolppata diktua 1 aclpuaTa onueia
npooPaonc (AP, access points) ota dtaxelpl{opeva acVppata Siktua. AvtiBeta, kaBe kOpUBog Aap-
Bavel pépog otn Spouohdynon mpowbwvtag ta dedopéva mPog Toug AAAoUg KOUBOUG, KL £T0L O
KatBopLopOG Tou Tolot KopPoL powBolv Sedopéva yivetal SUVAULKA He BAon Tn cuvdeoLuotnta
Tou SIKTUOU.

Ta acVppata ad hoc diktua pmopouv va TaévopunBouv mepattépw e Baon Tnv edbappoyr Toug OF:
e Kwnta ad hoc 6iktua (MANET - Mobile Ad hoc NETworks)
e AcUppata diktua mAéypatog (WMN - Wireless Mesh Networks)
e AcUppata diktua atodntipwv (WSN - Wireless Sensor Networks)

MAgovektpata

O amoKeVIPWUEVOG XOPAKTAPAC TWV acUppatwy ad hoc SIKTuwv ta KaBLoTd KatdAAnAa Lo oLKi-
Aeg edappoyEg, oL omoleg g prmopouv va Bacilovtal og KEVTPLKOUE KOUBOUC Kal pmopoly vo. BeATL-
woouv tnv eveli§ia toug os oxon e ta Stayelp{opeva acvpuata diktua. H ypriyopn eykatdota-
on Kat n ehaytotn anotropevn Stapopdwon kablotolv ta acvpuata ad hoc Siktua katdAAnAa
YLOL KOTALOTAOELG EKTOKTNG OVAYKNG, OTIWE PUOLKES KATAOTPODEG ) TTIOAEULKEG CUPPALELC. Emtiong ta
ad hoc diktua elvat evéAkta Kot KataAnAa yia Tty ansvdeiag ouvdeon §U0 GUOKELWV, XWPLG TN
XPNon evog KeviplkoU onueiou mpoopaonc. MevikdTepa N mopousiol SUVOULKWY KOL TPOCAPUOOTL-
KWV TPWTOKOA WV emutpénel ota ad hoc Siktua va oxnuatilovtal ypryopa.

MelovekTipota

QoT000, anmalTel MEPLOCOTEPOUG OPOUG OO TG CUCKEVEG yLa T dlatpnon tng ouvdeong, av
OUTEG LETOKLVOUVTOL KAl TTapAAANAa N ELBEAEL TWV CUCTNHATWY CUVOECHG TOU Eival LLLKPOTEPN
oe oxéon pe éva otabepd onueio mpooPBaong. TENOG PACIKO LELOVEKTNUA TOUG £lval aduvapio
npoPAedNG TNG MOLKIALOLG TWV MLOAVWV KATOOCTACEWVY TIOU UIoPEL va pokUouv, Aoyw tou Suva-
MLKOU TOUG XOpOKTHPA.
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Ewkova 9.2: Tpomog ouvdeong Siktuwv Infrastructure kat Ad hoc
(Mnyn: http.//www.e-cartouche.ch/content_reg/cartouche/LBStech/en/html/LBStechU2_wlantopo.html)

9.1.4.2 AcUppata Aiktua Yrodoung (Infrastructure)

Avtifeta ta acUppata Siktua urtodopng (Infrastructure Wireless Networks) ivat pio o oUv-
Betn tomoAoyia acUppaTNC SIKTUWONG. 2€ AUTH TO ACUPHOTO SIKTUO EXEL pia KU ENOELSH Hopdn,
amoteAoUEVO amo €vav aplOpo amo KUuPEAEG. 2 kaBe kKUPEAN uTApXEL Evag onueio mpooBaong
(AP, Access Point) kat €vag aplBpog amd acVpUATouG otabpouc, ol omoiol e€umnpeToUvVTaL QMO
10 onueio mpooPaong. H kuEAn elval to Baoikd SopLko otolxeio evog acupuatou Siktuou. Kabe
otaBuoc mou BéAel va ouvbeBel oto acUpUATO SIKTUO TIPEMEL val KAVEL aiTtnuo oUVEeaNG o€ éva
onuelo mpooPaong kat Eekva t Sladikacia cuoxeTlopoU (Association Process), OTou 0To TEAOG
TNG To onpeio MPOoBaong KAVEL SEKTO TO AT N TO AMOPPLTTEL.

H tpomog autdg aclpUATNG oUVOECNC Elval LOAVIKOG YLOL TNV EYKATACTAON EVOG LOVIHOU SIKTUOU.
Ol acUppaTol 5POROAOYNTEG TTOU XPNOLOTIOLOUVTAL WG OhUELa TTpOoBacng €xouv cuvnBwg peya-
AUtepn guBéAela KAAUYNG Kol SLEUKOAUVOUV TV KLVNTIKOTNTO TWV AOUPUATWY CUCKEUWY EVTOC
¢ kuPehoeldolg mepLoync.

Téhog umdpyouv kal UPBPLELKEG TOTtOAOYLEC, oL omoieg cuvdudalouv Kal T SU0 mpoavadepOUEVES
TOTOAOYIEC, AUTOOPYAVWHEVEG KOl UTIOSOMNG, VLA KAAUTEPN KAAUN TIEPLOXWV E ACUPATO ONLAL.

9.2 Npotuna acVPHATNG SIKTUWONG

9.2.1 IEEE 802.11

H IEEE 802.11 &lvat pLa olKoyEVELa TTPWTOKOA WV Ttou Tieplypddouv Tn Altoupyio acUPUOTWY TO-
Tukwv Siktuwv (WLAN, Wireless Local Access Network) kat kaAUrttouv OAa ta arapaitnTta ototyeia
YLOL TN GUVEPYOLOLOL CUOKEUWV KoL AOYLOMLKOU OE €va acVUppaTo Siktuo. ITo MPWTOKOANO auTo Tte-
pypadovtat ta Suo katwtepa enineda tou OSI, nAadr to duokd eninedo kal to eninedo cuVEe-
onG 6e80UEVWY, ETILTPEMOVTAC T CUVEPYACLO TWV GUOKEUWV TIOU TO akoAouBouv kal omotadnmote
edappoyn ocuvepyaletal Ue LA CUOKEUN Tou akoAouBel to mpdtumo autd. Ot cuokevég 802.11
SnAadn petadepouv tnv mMAnpodopia amo Ta o navw enineda tou OSI. Yrootnpilel SuvatotnTeg
Onwc elval n mpotepalomoinon TNE Kivnong Kat n urmootrpLen edapUoywV MPAYHUATIKOU XPOVOoU.

Q0oTO00 TO MPOTUTIO 0XeSLACTNKE Kal yla uPnAoug pubuolc HeTadoong, e AMOTEAECHO N KATOVA-
Awaon evépyelag Kal o eUpog {wvng Tou TPOTUTIOU lval TOAU unAdTepa amo TG GUVABELS amalth-
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o€lg petadoong deSopévwy. To yeyovog auto odnynoe otn dnuloupyla piog mAnBwpag mpoTunwy
TIOU KAAUTITOUV KAAUTEPA TLG AVAYKEG XAUNANG KATAVAAWGNG EVEPYELOG KAL XOUNAWY puBUWY pe-
taboong dedopevwv.

9.2.2 |EEE 802.11a

To 1999 dnuioupynBnke n eméktaon IEEE 802.11a 0TO 0pXLKO TPOTUTIO, TIOU QTTOCKOTIOUCE VA Ka-
AUUEL TNV avaykn yla peyaAutepouc puBbpolg petadoong. H eméxktaon autr mpoBAEnel petadoon
5GHz pe pubuoug petadoong 1, 2, 5.5, 11, 6, 12, 24 Mbps Kat mpoalpeTikd 36, 48, 54 Mbps xpnot-
pomowwvtac OFDM (Orthogonal Frequency Division Multiplexing) dtapdpowon. EmAéxOnke n Aet-
Toupyia tou o€ pLa uPnAotepn {wvn cuxvoTHTWY, AdEVOC yLa VA UITOPOUV va UTIOGTNPLXBOoUV oL Ue-
yoAUtepol puBuol, adeTépou WoTe va NV UTTAPXEL TTaPEUBOAN oo TIC AANEC OUGKEVEG. EMOPEVWC
oL oUoKeUEG Tou 802.11a elval aoUpPATEG e AUTEG TTOU gpyalovTal pe AAAa LEAN TNG OLKOYEVELAG
TOU TPOTUTIOV, OTIWG TO TLo YVwoto 802.11b, adou o tpomog petadoong aAa kat oL padlocuxvo-
TNTEG OV Xpnolponolouvtal ivat SLadopETIKA.

9.2.3 IEEE 802.11b

To IEEE 802.11b avamntuxBbnke to 1999 kal amoteAel Lo EMEKTACH OTO APXLKO TPOTUTIO. ZUYKEKPL-
péva umtootnpilel petadoon o pubpoug 5.5 kat 11Mbps kat otn {wvn cUXVOTATWV Twv 2.4GHz. Ei-
VOLL TO TILO SNUODIAEG amd OAa TO TPOTUTIA KOL AUTO WE TN HeyaAUTepn SLaAElToupyLKOTNTA, KABWE
glval éva SoKLUAOUEVO KOl OmOTEAEOHATIKO TtpotuTto. Ot mpooBrkeg tou 802.11b o oxéon e To
apyko 802.11 apopolv POV ToV TPOTIO HETAS00NC, EVW 0 TPOTOG TPOCRACNG TWV CUCKEUWV Kal
oL Tpomol Aettoupylog mapapévouy ot idlot.

9.2.4 |EEE 802.11g

To 802.11g anotelel eméktaon tou 802.11b, wote va unootnpilet akdpa peyaAltepoug pubuouc.
‘EToL ektdg amd toug pubpolg petadoong tou 802.11b , umootnpilel kat pubuolg péxpt 54Mbps.
OL avtioTol eg oLOKeVEC epyalovtal otn {wvn ouxvotTwy Twv 2.4GHz, dlatnpwvtag cupBatdtnta
pe 1o 802.11b.

9.2.5 IEEE 802.11n

H IEEE &exivnoe va gpydletal mavw oto mpotuno 802.11n to 2004, wg pia BeAtiwon Tng TeEXVo-
Aoyiag Twv acUpuaTwy TomKWY Siktiwy, kabwe Atav Eekabapo OtL Ta 54 Mbps dev ntav mAéov
OPKETA Yla TNV KAAUPN TWV CUVEXWG AUEAVOUEVWY OVAYKWY TWV 0LCUPUATWY SIKTUWV 0 €UPOG
{wvnc. Baolkd XapaKTtnpLoTIkG TOU TPOTUTIOU lval n umoothpLlén tng texvoloyiag MIMO (Multiple-
input and multiple-output), n omoia Baociletat otn xprion npodiaypadwv TOANATAWY CUXVOTHTWY
Kat Kepatwy, amootéAlovtag Sedopéva tautoxpova o MOMEG Kepaieg Kal Mopeieg onuatwy. Me
UEYLOTO apLlOUd TECOAPWY TTOUMWY KoL TEOOAPWVY SEKTWV Kat umtootnpilovtag mapdAnAa cuxvo-
nteg 2,4 GHz and 5 GHz, oxeddv SumAaotalel to eUpog KAAUYNG TwV 0lCVUPUOTWVY TOTILKWY SIKTUWV,
dtavovtag tnv tayutnTa petddoong ota 600 Mbps. Ot UNAEC TOU TaxUTNTES UmopolV BewpnTIKA
va. umootnpifouv akopa Kot 0dgvoelg moAamAwy kavaAlwv Pndlakng thnAeopaocng HDTV (high
definition TV), ta omoia Ta onuePLVa Siktua dgv Umopouv va Ta urtootnpifouv.

MoANol KaTtaoKeuaoTEG UALKOU €xouv NON EEKLVAOEL va MAPAYOUV GUCKEUEC TTOU UTIOOTNPIL{ouV TO
TIPOTUTIO AUTO, OL OTIOLEG IPETEL €TioNG VA UTOOTNPLoVV Ta PATUTIA TTOAUPESWY Tou Wi-Fi (Wi-Fi
multimedia, WMM), tnv motdtnta utthpeotwv QoS (quality-of-service) kat pnxaviopoug achaleiag
WPA kat WPA2. Qotdoo to npotumo 802.11n eival akopa ota mpwta Brpata tou Kot ev elvat
QKOMO TIANPWE SOKLUATUEVO OTNV TIPALN.
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Mpotuno IEEE MEéyiotog puBuoG petadoong ZuXVOTNTEG
802.11 1 Mbps / 2 Mbps 2.4 GHz
802.11a 11 Mbps 5 GHz
802.11b 5.5 Mbps / 11 Mbps 2.4 GHz
802.11g 54 Mbps 2.4 GHz
802.11n 600 Mbps 2.4 GHz & 5 GHz

Mivakacg 9.1: TuykpLtikdg mivokag mpotumwy Tou IEEE 802.11

9.2.6 Wi-Fi

To mpotuno Wi-Fi (Wireless Fidelity) nuioupyndnke amo tnv évwon WECA (Wireless Ethernet
Compatibility Alliance) Uotepa amd pia akoAoubio SOKLUACLWY TPOKELUEVOU val TiloTomoLnBel n
OUMBATOTNTA TWV MPOIOVTWY pe TO MPWTOKOAO IEEE 802.11b. OL CUGKEUEG OL OMOLEG TIEPVOUV e
emutuyla Ti¢ Sokiuaoieg autég, amoktoUv to Aoyotuno Wi-Fi, To omolo miotomnotel tn cuppatotnta
TOUG pe omoladnmote AAAN CUCKEUN e auTtd To Aoyoturo. H miotonoinon adopd Asttoupyila Twv
ouoKeuWvV ota mpotura 802.11a, 802.11b, 802.11g kat unootrpLEn Suvatdtntag BEATLWUEVOU TIPO-
tumnou aopaletac WPA/WPA2 ota acUppota diktua.

9.3 E§omALopoG yLa T dnpovpyia AcUppatwv AtLKtowv

9.3.1 Acupparteg Kapteg Atktiou

H acUppatn kapta diktvou (Wi-Fi NIC, Network Interface Controller) eivat g povada kat mapéxel
O€ Jla 6UOKeUN duvatdtnTa oUVEEDNC TNG Ue €va acUppato diktuo. Elval cuvnBwe cupPatn pe
Ta potunta 802.11b/g/n kat ouvBwg unmootnpilel Ta Mo yVWoTd MPpwtdkoAa aodaleiag, Omwg
WEP, WPA, WPA2. H acUppatn kapta Siktiou propel va £xet tn popdn evog USB Stick, va elvat pia
Kapta enéktaonc PCl ) va eivol EVOWUATWHUEVN OTO KUKAWUATO TG GUOKEUNG.

Ewkova 9.3: Ao popdEg kaptwy Alktuwv: Kapta enéktaong PCl (aplotepd) kot USB Stick (&e€ud)
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9.3.2 Znueia NpooPaong

‘Eva Acupparo Znpeio Npocpaong (Access Point, AP) gival pia cUOKEUN TTOU avOAQPBAVEL TN AEL-
Toupyia TNG PASLOETILKOWVWVIAG E TOUC aoUPUATOUC oTabuoUg o pia KUEAN. Asttoupyel cav
OTABUOC BAONG CUYKEVTPWVOVTOG TNV KIvnon oo Toug acUpUaToug oTabpoug kat kateuBuvovtag
TNV pog To umohourto Siktuo. ANeG Aettoupyleg tou avaAappavel, sivat n auBevtikonoinan evog
KatvoUpylou otaBpou mou Nt npooBach oto acUpuato SIKTUo Kal N cuoxETion pall tou.
Juvnbwg éva onuelo mpooPacng elval eEWTEPLKN CUOKEUN oUVEEOUEVH evolpuaTta pe éva dpo-
poAoyntr, ecWTEPLKN Hovada og éva Spopoloyntr 1) UAOTOLE(TAL e XProN AOYLOMIKOU Kol oG
kaptag PCl og éva H/Y.

‘Eva hotspot 1| eEAevBepo onpeio acUppatng mpooPaong sival pia puotkn tonobeoia mov mpoodé-
PEL LA acVppaTh oUvdeon pe Eva acVppaTo Toriko Siktuo (WLAN) kat n omola mapéxeL unnpeaoieg
Aladiktvou gupelag ouvdeonc (broadband). H cUvdeon mpaypotonoleital péow evog acUpUATOU
Spopoloyntn mou cuvdéstal pe évav MNapoxea Ynpeolwv Atadktiou Kat TUTILKA XPNOLUOTIOLEL Te-
xvoloyia mpotunou Wi-Fi. ONo kat replocotepa puépn Stabétouv mAéov hotspots kat £vag xprnotng
Umopel va ta BpeL o€ apKeETA dnUooLa LEPN, OTWG agpodpopLa, Eevodoxeia 1 KaTaoTAUATA E0TiA-
ong, Ta onola TpoadEPouV TLG UTNPETLEC TOUG elte Swpedv, €lte Ue XPEWON XPAONG.

Baokd petovéktnpa Twv hotspot sival 0tL og mMOAAG amd auTtd eival omevepPyomoLnUéEVO TaL CUCTH-
pata achaleiag, mou cuvrBwg Stabétouv Ta aclppata SIKTUA, WOTE va EMLTUYXAVOUV TAXUTEPO
OUOYETIOWO HE OTIC acUPUATEG GOPNTEG CUOKEUEC, KOBLOTWVTAG TA TILO EUAAWTA OE EMLOETELS UTTO-
KAOTN G MANpodopLWV.

H Baown) Stadopd evog AP pe Eva hotspot slvat 6TL To MPWTO elval cuoKeur) evw To SeVTEPO gival
pla duoikn tomoBeoia ) mepLoyn.

9.3.3 Enektaoelg (Extenders)

Mua enéktaon acUpuatou onuatog (range extender rj range expander) eivat évag tunog acup-
HOTOU EMAVAAATITN TIOU XPNOLUOTOLE(TAL Yla TNV EMEKTAON EVOG ACUPHUATOU TOTIKoU Siktvou. H
ouokeun TomoBeteital avapeoa oto dpopoloynth Baong ) oto onueio mpooPacng (AP) kal tn ou-
OKeLN/e¢ ToU amaLtouv cUVSEDN LE TO AcUPHATO TOTLKO SikTuo Kot aduvatolv Adyw Umapéng ¢u-
oKWV gUmodiwv 1 £xouv peydAn amootacn amnd to eUPog KAAUPNC TG apXLkAS Bdong. H eméktaon
0oUPLOTOU OAUOTOC CUVEEETAL aioUppaTa e To Spopohoyntr i To AP, AaBAVEL TO apXLIKO o
Kal To avapetadidet. H taxUtnta tou orpatog mou AapPBAVEL PLa CUCKEUN OO TNV EMEKTACN OgV
elvat (dla pe ™ TayvtnTa mou Ba eixe oe pla aneuBeiog ouvdeon e To BACIKO ONUELO EKTTOUTNAC,
AOyw NG KBUOTEPNONG TTOU AMALTELTAL YLa TNV avapeTtadoon.

Ta ooKA XAPAKTNPLOTIKA ULOG EMEKTAONC LOVUPATOU ONUATOG Elvat OTL:

e [pénel va eival TomoBetnuévn oe aktiva KAAUPNG oAUATOC TOCO amd TNV TNYI EKTIOUTAG,
000 Kal amo tn cuckeun AnPng (client).

o Anautei ta kpumttoypodnuéva KAELSLA CUOYETLONG av TO OAUA Elvatl KpuTttoypadnuEvo.
¢ ‘ExeL otaBepn IP StevBuvon kat dev avayvwpiletal wg cuokeur APng (client).
e To onua mou avapetadidet eival To (6Lo pe auTtd TNG MNYNG EKTOUTAC.

¢ H Giepyaocia tng Aettoupyel kakutepa otav xpnotpomotel Ta dta cUvolha oAOKANPWHEVWY
KUKAWHATWV (chipsets) kot Aoylopikd pe to Spopoloyntr) BAcnS | ONUELO EKTTOUTAG.
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Ewkova 9.4: Napadelypa Xpriong CUOKEUNG EMEKTOONG YLt KAAUTEPN KAAUYT TOU XWPOoU

(Tporomownuévn and nnyn: http://www.edimax.com/au/produce detail.php?pd id=513&pl1_id=1&pl2 id=99)

9.3.4 Kepaiieg

Mo kepaia Vol Lo ayWYLUN CUCKEUN TIOU XPNOLUOTIOLETAL yia TN petddoaon r/kat yia tn Afgn
PASLOKUMATIKWY onuatwy. Elval katd Baon mabntikn cuckeun Kat iowg n mo amAn povada-e€ap-
TNUA o€ €va aoVPUATO SIKTUO. QOTOOO yLa TN AELTOUPYLA TOUG UTTAPXEL ONOVTLKOG LNXAVIKOG OXE-
SLaopo¢ Kat TOAUTTAOKA LaBNUATIKA XApn oTa omola oL KEpAieg MANPOUV TIG AIMALTOUMEVEG avA-
YKEG AELTOUPYLKOTNTAC TOUG. H Kepaia elval amapaitntog eE0MALOUOC VLA TIG CUCKEUEG Tou BEAouv
va ouvdeBolv oe éva aclppato Siktuo.

Yrdpyouv U0 Baoilkol TUTIOL KEPALWV TIOU XPNOLUOTOLOUVTAL oTa acUpuata SiKTuo:
e OL kateuBuvTiKES Kepaleg (directional antennas), mou elval oxeSLACUEVEG VO EKTIEUTIOUV TO
ONMa OE PLa CUYKEKPLUEVN KaTeVBuvon oe popdn éoung (beam).
¢ OL mavkateuBuvTikég Kepaieg (omnidirectional antennas), mou petadiSouv/6éxovtal ofua
and/mpog OAEG TG KATeUBUVOELG.

9.3.5 MopnTéG TUOKEUEG

Ta acUppata Siktua eival oxedlaopéva va petadépouy dedopéva petall GopnTwWV GUOKEUWV.
Mo dopntr GUCKEUN Elvatl pia UTIOAOYLOTIKA Hnxavn Le Slemadn acUpuatou Siktvou, n omoia A&t
Toupyel pe xpnon punatapiog, 6nwe £vag popntdg umoloylotic (laptop), £vag UTOAOYLOTA G TAUTTAE-
Ta (tablet) n éva é€unvo tnAédwvo (smartphone). Baoiko xopaKktnpLoTLko TOUG lval n cuveXns n
TEePLOSLKI LETOKIVN O TOUC EVTOG TNC OKTIVaC EPBEAELOG EVOG SIKTUOU.

9.4 Eykatdotacn kot Zuvéeon og AcUpparto Aiktuo

Ma tn énuoupyia evog aoUppatou SIKTUOU AMALTELTAL N EYKOTAOTACN EVOG I TIEPLOCOTEPWY ON-
Ueiwv mpooBaonc (Access Points) | eméktaonc, avaloya e TNV avaykn KAAuPng pLa HeyaAltepng
1 e eumodia meploxng. Ta onuelo mpooBaonc Umopel va cuvS£ovTal avtioTolya Le Eva EVOUPUATO
SiKTUO KopuOU, WoTe va poad£PouV UTtNPEeaieg Aladiktiou i Slopolpacpol MANPodopLWV.
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To acUppato diktuo eival eEomALoUEVO pe Eva cUCTNHO SLOVOUNG OHUATOC, To omolo efaodalilel
TNV KWWNTIKOTNTA TWV CUCKEUWV TIOU CUVOEOVTAL HECW TWV ONUElWY eKIopmnG. Apkel OAeg oL ou-
vEPYA{OUEVEG GUOKEUEC EKTTOUTING KoL ARG OAOTOC va ElVOL TILOTOMOLNEVEG E Ta (5La ipoTUuTIaL
acUppatng Siktiwaong, onwe to 802.11 | Wi-Fi kat va urtootnpilouv ta ibla mpdtuma acdAleLag
(WEP/WPA).

Meta tnv eykataotaon tng aclpuatng BAong, 0oL CUOKEUN HE EVOWUATWHEVN KAPTA aoUp-
patou Siktuou BploKeTal HECA OTNV OKTIVA EKTTOUTAG TOU GHHOTOG, UMOopPEl val KAvel Stadikaoia
ouoyEtong Kot va ouvdeBel e to Siktuo.

9.5 KaAuyn xwpov pe AcUppato Aiktuo

KaBwg to acupparto Siktuo eival e€omAlopévo pe Eva clotnua Stavopnc, eéaodaliletl Tnv Kvnt-
KOTNTA TWV CUVSEOUEVWY CUOKELWV Kat ppovtilel va mapadidel ta mhaiola mAnpodoplwv (frames)
0TO OWOTO oneio mpocPaaong (AP) Kat 0T CUVEXELA OTNV EMBUUNTH CUGKEUH TIPOOPLOUOU.

9.5.1 Kwntwotnta (Mobility)

Kwntikotnta eivat n duvatotnta eAeuBeplag kKivnong mou €xel €va UTTOAOYLOTIKO CUOTNHA XWPLg
NV €€ApTNOoN Tou amd KOAWSLA, EVW TAUTOXPOVA TAPEXEL TN SUVOTOTNTA EKUETAAAEUGNG OAWY TWV
UTtNPEoLWV Tou Ba 6LEBETE av ATav evouppata cUVSEUEVO O€ va SIKTUO. H KLVNTIKOTNTA ETULTPETEL
0TOUG XPNOTEG va elvat ouvbebepévol oTo SikTuo omoudnmote Kal av Bpiokovial HEca oTNV aKTva
kaAudng tou Siktvou. MNa mapadetypa, av ta dedopéva pag Baong dedouévwy eivat amobnkeu-
HEVOL KEVTPLKA, N KLVNTIKOTNTO EMLTPETEL OTOUG XPHOTEG va €XOUV TPOCGBACN OE AUTA OOV Kol OV
Bpiokovrtal.

9.5.2 Nepraywyn (Roaming)

Otav pta dopntn acUpuatn cuokeun Bpebel evtog epuPENELOG EVOC ) IEPLOCOTEPWY CNUELWY TIPO-
oBaong (AP), Slaléyel ekeivo To AP To omolo €xeL LOXUPOTEPO ONKA 1) TNV KAAUTEPN TOLOTNTA ETL-
KOWWVLAC. 2T CUVEXELQ, YIVETAL N GUOYXETLON TNG GOPNTHG CUCKEUNG LE TO eMAeyévo AP Kat ival
mAéov duvatn n acuppatn enkowwvia. Meplodikd yivetal avixveuon twv Slabéoipwv onuatwy
Kol oTnV mepinmtwon mou Bpebel orjpa pe KAAUTEPA XAPOKTNPLOTIKA, YIVETOL ETTOVACUCXETLON HE TO
KatvoUpyLo AP Kall GUVTOVLOMOG TNG CUOKEUNC 0TNV KavoUupla ouxvotnta.

Emiong emavacuoyétion pe dAlov onpeio mpooPaong pmopel va yivel Aoyw petakivnong tng ¢o-
PNTNG CUCKEUNG N Umopel va yivel oav amotéAeopa uPnAol dpdptou oto Siktuo, wote va Ppebel
KaAUTEPO AP. M€ TOV TPOTIO QLUTO LKOVOTIOLELTAL EVOL OO TAL BACLKA XOPAKTNPLOTIKA TNG 0LoUPUATNG
SIKTUWONC TIOU €Vl N KVNTIKOTNTA TWV XPNOTWV.

9.6 Aodaleila ota AcUppata AikTua

Ta acUpuata SiKTua yevikoTepa €lval MEPLOCOTEPO euaioBnTa oe emBEoel UTIOKAOTING, KABWC
ot otaBpot Baong Séxovral Kat eme€epydlovTal QLTHUOTO CUCXETLONG At OAeG aveEaLPETWE TIG
OUOKEUEG-0TaBOUG TTou Bplokovtal evtog epPéetac. Ma mapddelypa €va aclppoto Siktuo mou
OXeSLAOTNKE YLO VO KAAUTITEL TIG QVAYKEG €VOC KTLpilou, propel n epBENeLd Tou va Bploketal Kot
EKTOG QUTOU, ETUTPEMOVTOC O€ £vayv e€WTePLKO KAl TBava pn e€0UCLOS0TNUEVO XPAOTN VA ETILXEL-
pnoeL va ouvoeBel og auTo.
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la auTo To AOYO KaL yLa Tnv pootacio Twv S€60UEVWY TTOU SLaKLVoUVTAL O€ €va CUPHATO SIKTUO
ebappolovial CUVOUNOTIKA OPLOUEVEG TEXVIKEC aodalelag, oL omoleg SLapopdwWVoUV CUYKEVTPW-
TIKA TTPOTUTIAL achadeiag eL8IKA yLo TNV AcUPUATH EMLKOWVWVLA.

9.6.1 Texvikég Ao aAetag pe xprion npotunwv WEP kat WPA/WPA2
9.6.1.1 Npdtumno acdaleioag WEP

To npotumno aodaleioag WEP (Wired Equivalent Privacy), xpnolplomoleital oo Ti¢ cUOKEUEC-0TaD-
poUg mou cuvdEovtal og éva SiKTUOo yla va ipootateutoly ta dedopéva mou Staoyilouv Ty amno-
otaon and QUTEC HEXPL TO onpeio ekmopmng. Ixeblaotnke yla va e€aodalilel OAeg T Slepyaoieg
TIOU amaLtouvtal o€ éva acUpuato Siktuo yla va kaAudBoUv ol avayKeg TNG EUTMLOTEUTIKOTNTOC
(umokAomn dedopévwy), TG akepaldtnTac (aAhoiwaon dedopévwy) kat Tng aubevtikomoinong (mi-
oTonoinon TautotnTag XpNotwy). Emiong mpoodépel ota onpeia mpdoBacng loxupn aubevtikomnoi-
non Twv cuVEEOUEVWVY OTOOUWY HEoW Stapotpalopevou KAELSLOU.

la tnv mpootacia tne kivnong Sedopévwy amo emBéoelg anokpumnrtoypadnong wung Biag (brute-
force attacks), to WEP xpnotuormnolel £va o€t and téooepa pokoBoplopéva KAELSLA 1) Kal ehapuo-
el Levyn kAelbwwy, Ta omola ovoudlovtal xaptoypadnuéva kKAewdia (mapped keys). Ta mpokabopt-
opEva KAELOLA SLapolpalovtal HETOEY TWV CUCKEUWV-0TABUWY e VO TIAKETO UTINPECLAG KAl amd
TN OTLYUA TIou BaL TAPEL PLa CUGKEUN-0TOOUOG Eva KAELST TOTE PMOPEL val ETUKOVWVHOEL LEGW TOU
WEP. Avtiotowa ta elyn KAWLV potpalovtal Petafy U0 oUOKEUWV-0TOOUWY SnULoupywvTag
UETaV Toug pLa xaptoypadnuévn oxéon kAeduwv (key mapping relationship).

Qotooo otnv mpagn to WEP Sev ikavormoinoe otov anattoUpevo Babud Tig LOLOTNTEG TNG EUTILOTEL-
TIKOTNTAC, TNG OKEPALOTNTAC KAl TG avBevTtikomoinong, kabwg:

¢ O RC4 alyoplBuog kpumrtoypadnong mou XpnoLUomoLel EXeL aduvapied.

o O £€heyyoc akepalotnTag Péow tou aAyopiBuou CRC (Cyclic Redundancy Check) ntav ava-
TIOTEAEOUATIKOC, adoUl Sev pooEdepe G LKAVOTIOLNTLIKO BaBOUO gyyunon TwV MAKETWY TIOU
SlayetpLotay.

e H auBevtikomoinon 6ev xpnoluomolel Toug xproteg ald tig Sieubuvoelg uAikou MAC, ol
omole¢ elval eUKOAO va UTTOKAQTTOUV.

o Av évag eloBoAéac avakal el To kKAelSt WEP, Tote umopei va ouvdeBei pe To §ikTuo we €vag
KOLVOVLKQ TTLOTOTIOLNEVOC XPHOTNG.

9.6.1.2 Npotuno acdaleiag WPA

To pdtumo WPA (Wi-Fi Protected Access) sival éva mpotumno acdaleiag tou Wi-Fi tou oxediaotn-
Ke Kal €ywve dlabéaipo to 2003 yla va avtikotaotiosl to WEP, BeAtuwvovtag Ti¢ aduvauieg mou
UTTAPXQV. ZUYKEKPLUEVAL:
o BeAtiwoe tnv kpumtoypadnon HEow Tou pwtokoAAou TKIP (Temporal Key Integrity Protocol),
avéavovtag ta Peyedn Twv KAeWSLwy amo 40-bit 1} 104-bit oe 128-bit kal peTatpémovtag Ta
QMo HOVIUA yla KaBe auvdean og SUVALIKA yla KABE TTAKETO.
¢ Beltiwoe 1o Babud akepatdtntag twv SeSopEvwy Pe T Xxprion Tou adyoplBpou Michael yia
TOV £AEYX0 TNC OKEPOLOTNTAC TWV TTAKETWV.
¢ H auBevtikomoinon tou xpnon éywve Péow tou mpwTtokoAou EAP (Extensible Authentication
Protocol). To EAP givat xtiopévo o€ €va mio achahég cuotnua kpurmtoypadnong dnupoaciou
KAeLSL0U Tou e€aodalilel pooPacn o0To SIKTUO LOVO GTOUC TILOTOMOLNEVOUG XPIOTEG.
To mpotumo auTo amotelel évav evilapeco oTtabuo petafl tou WEP kol tou mpotunou acdaleiog
IEEE 802.11i i aAAw¢ yvwoTtol w¢ WPA2.
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9.6.1.3 Mpotumno acdaleiog WPA2

To npotumo WPA2 (Wi-Fi Protected Access II) | aAAwwg IEEE 802.11i €ywve StaBéatpo to 2004 kat i-
VoL 0TV oucia To oAokAnpwpévo rpdturio WPA. To WPA2 xpnoLUOTOLEL ETLITAEOV yLa TNV KPUTTTO-
ypadnaon toug alyoptBuoug CCMP (CCM Mode Protocol) kat AES (Advanced Encryption Standard)
TIOU €VIOXUOUV OKOHO TIEPLOCOTEPO TNV AohAAELA TOU, UTIEPKEPATLOVTAG TLG aduvallieg mou Siarmt-
otwBnkav otov alyoplBuo Michael. Irpepa sival MAEOV UTIOXPEWTLK N UTIOOTAPLENR TOU QO TLG
OUOKEUEG oL hEPOUV To AoydTuTo tou rpotumnou Wi-Fi.

Yrdpyouv 6Uo tumoL Tou mpotunou WPA2:

¢ To npoowrtikd WPA2 (WPA2-Personal) i aAAwwg WPA2-PSK.
e To emiyelpnolakd WPA2 (WPA2-Enterprise), TOU TILOTOMOLEL TOUG SIKTUAKOUG XPNOTEG LECW
£VOC ETIXELPNOLAKOU SlokouLoTh aubevtikomoinong, omwc o RADIUS Server.

To npoowrikd WPA2, ripootatelel and tn Un €oucloSotnuévn xprion XPNOLUOTIOWVTAG Eva
nipokaBoplopévo kAeldi (Pre-Shared Key, PSK), uikoug amnd 8 wg 63 xapaktipes. XpnoLUomoLel to
nipwtokoAAo TKIP (Temporal Key Integrity Protocol) kat cuvSudlel To uVONUATIKO KAl TO SIKTUAKO
ovopa SSID (Service Set Identifier 1 Network Name), wote va &npoupynoel €va Hovadiko KAeLSL
Kpumtoypadnong.
To SSID (Service Set Identifier i} Network Name) eivat to 6vopa tou acUpuUatou Tormikoy SKtUou
(WLAN). Artote)eital amo pia oelpd amo aAdaplOpuntikolg XopaKkTpeS e LEYLOTO UAKOC TOug 32
xopaktrpeg. OAeG oL acUppateg cuokeueg o éva WLAN mipénel va xpnotomnolouyv to 6o SSID yia
VOl UTTOPOUV VA ETIKOWVWVACGOUV PETALD TOUG.

To eruyetpnotakd WPA2, TioTOMOLEL TOUC SIKTUOKOUG XPHOTEC HECW EVOG ETILXELPNOLAKOU SLOKOUL-
ot auBevtikomoinong, 6rmwg o RADIUS Server. MoTOMOLEL TOUC LELOVWUEVOUC XPNOTEG HE TN XPN-
oN OVOUATOG XPrioTn KAl ouvInUATIKoU Kol Sivel éva Lovadiko KAELSL kpuTtoypddnong, To omolo
Sev yvwplleL o xprotng

9.6.2 Xprion Awakopiotr Radius (Radius Server)

Yo eTapLka meptBarlovta n mpootoacia mou npoodépetal arod to WPA/WPA2 Sev sivatl emapknig.
Elvatl xapaKtnpLoTtiko 0Tt OAOL OL XPrOTEG TIOU GUVEEOVTAL OE £val 0.UPHATO SIKTUO LE TETOLOU TU-
Tiou a.ohAeLa xpnoLomololy To (610 KAELSL. AuTh n IPOCEYYLON £XEL ONUAVTIKA UELOVEKTUOTO:

e Aufavel tnv TBavotnTa UTOKAOTING Tou KAELSLOU Kol Xpriong Tou amo pun eéouctlodotnuéva
npdowmna.

e 3TNV TEPIMTWON OV CUMPEL KATL TETolo Ba TpEmeL va yivel aAhayr Tou KAELSLOU og ONEG
TLG OUOKEUEG TNG acUpUatng urtodoung (dpopoloynteg, onpela mpoopaong, EMAVAANTTES),
OAAG KAl 08 OAEG TLG CUCKEUEG TWV XPNOTWY TTOU guvE£ovTal 0To acUppato Siktuo (urohoyt-
OTEC, KLVNTA ThAédwva, Tablets, ekTUNMWTEC K.at.)

e Mn e€ouclobotnpévoL XpHOTeC TToU prmopel val umtokAEPouv To KAELST, aAAG Kl oL KavoviKol
XPNOTEG TOU aoUppatou Siktiou propouv va umtokAEPouv Tn Siktuakn Spactnplotnta (Ue
XxPNon AoyLopikot cUAAOYAG TTaKETWY), adol OAoL xpnotpomolouVv To idLo KAeLSL yla Kpumto-
ypadnon kot amokpumntoypddnon.

Evw Aoutdv auTo To OXAKA UITOPEL VAL ELVOL AITOSEKTO YL T(POOWTTLKF/OLKLOKT XPrOr, OTA ETALPLKA
nieptBaihovta, aAAd Kol 0 OMOLAdATIOTE MEPLMTWON N AohAAELA lval O TILO GNUAVTLKOG TAPA-
yovtag, xpeldletal pa pebodog pe tnv omola va Pmopel va yivel miotomoinon tou kaBe xpnotn
EeEXWPLOTA, KABWG KaL AvVeEAPTNTN KPUTITOYPAPNCN TWV LETASLOOUEVWY TTOKETWY TOU KABE Xprotn.
‘Evag Stakoptotng RADIUS Srayelpiletal tnv mpooPaon ota diktua. To ovopa RADIUS mpokUmTeL
amo ta apxlka Twv Aé€swv "Remote Authentication Dial-in User Service” kol mpogpxetat amo tyv
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enoxn

TIOU OL XPNOTEG CUVEEOVTAV OTA ETALPLKA CUCTHUOTO LECW TNAEPWVIKWY KANOEWV. ATO TOTE

BeRara £xel urtooTel MOAAEG BEATLWOELG KAl OCRUEPA Kol EXEL KEPSIOEL VPEla UTIOOTAPLEN avapeoa
OKOMO KOLL OTOUC TTOPOXOUG UTINPECSLWV (ISPs).

‘Evag RADIUS Server emnutelel Tpelg BaOLKEG AELTOUPYLEC:

Noyw
TIOAAE

Mwtonoinon (Authentication): Elval n dtadikacia pe tnv omola kaBopiletal moLog £XeL MPO-
oBaon oe éva Siktuo. ZuvnBwg yivetal pe xprion pag Baong Sedopévwy mou amoteAeital
amo ovopaTa Xpnotwy (usernames) Kol cuvOnuaTka (passwords) oto Stakoutotn mpdoPa-
oNG, UTAPXOUV OUWE Kol To e€eAlypéva guothpata. QOTO00 TO YeYoVog OTL N TAUTOTNTA
KQATOLOU XProth miotomnolOnke & onuaivel OTL AUTOC £XEL AMTOKTHOEL IPOOPACN O OAEC TIG
UTtNPEGieC Tou SikTuou—eival mBavo va tou Intnbel ek vEou KAmoLog KWLKOC av BeAnoetL va
KAVEL XPoN KATIOLOC CUYKEKPLUEVNG UTINPEDLAC.

E§ouclodotnon (Authorization): Mpdkettal yla TNV LKAVOTNTA TOU TIEPLOPLOHOU TWV SIKTua-
KWV UTINPECLWV O€ SLapOPETIKOUG XPNOTEC BATEL HLog SuvapLkd epapuolopevng Aiotog npod-
oBaong (access list), mou pepkég dopég avadepetat kat wg "mpodiA xpriotn" kat ou Paai-
{etat oto cuvbuaopo Ovopa xpriotn/ouvOnuatikol. To XOPAKTNELOTIKO QUTO ETULTPEMEL OTO
SLaXELPLOTHA TOU SIKTUOU va ETUTPETEL 1) va amayopeVeL TV TPOoBach o UTNPECLEC avaloya
TLX. L€ TNV TomoBeaoia mou BploKeTaL 0 XprOTNG I LLE TOV TPOTIO LE TOV OTTIOL0 £XEL OUVOEDEL.
KootoAdynon (Accounting): O Stokoptotrc mapakolouBei kat kataypddel Tn Spaoctnplotn-
T TWV XPNOTWV WOTE QUTOL val UItopoUV TL.Y. va XpewBoUV yLa To XpOvo TIou Xpnaolonoinocav
KATola UTtnpeoia ) Tov oyko dedopévwy Tou Slakivnoayv.

akpBWG Twv AyyAlkwyv Aé€ewv Tou meplypadouyv Ti¢ Baotkég Asttoupyieg Twv RADIUS Server,
¢ popéc autol ovoudalovrat kat AAA Server. A&ieL va tovioBel 6Tl ot RADIUS Server &ev xpnot-

pomoloUvTaL HOvo o€ cuVOUAOUO pe aoUpuata Siktua, aAAd ormoudnToTe KplvovTal amapaitnTeg
oL AetToupyieg mou mpoadEpouv.

Epwtrosig Avakepalaiwong

[ERN

O 00 N O Ul B WN

10.
11.
12.
13.
14.
15.
16.
17.
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. Tieival éva acUppato diktuo;

. Mota eival ta Pacikd MAEOVEKTALOTA TNG AcUPUATNG SIKTUWONG;

. Nota gival to BoolKA PELOVEKTAATA TNG AoUPpUATNS SIKTUWONG;

. Noleg eivat oL U0 BacikEG TOMOAOYieG AOUPUATWY SIKTUWY;

. Mota elval ta Pacikd XapaKINPLOTIKA evog acuppatou ad hoc Siktuou;

. Noleg eivat oL TpeLg Tagvopnoelg pe Baon tnv epappoyn twv actpuatwy ad hoc Siktvwy;
. Mola elval To TAEOVEKTALATA KAL TIOLOL TA LELOVEKTAMATA TWV acUppatwy ad hoc Siktiwy;
. Mota elval ta Pacikd XapoKTNPLOTIKA eVOg acuppatou Siktuou umtodopnc (Infrastructure);
. TL kaAUTITeL 0Tn Asttoupyla Twv acUpUATwV SIKTUWV N OLKOYEVELX TIPWTOKOAWV |EEE

802.11;

Moteg elvat ot Baoikeg Sladopég Twy mpotunwy 802.11a, 802.11b, 802.11g, 802.11n;
T iva To Wi-Fi;

Tuelval éva Acuppato Znueio MpdoPBaaong (Access Point, AP);

T elval éva hotspot 1 eAelBepo onpeio acupuatng npocPoaong;

Ye 1L Stadépet Eva AcUppato Znueio NpooBaong pe éva hotspot;

TLelval pla eméKTacn aoVPUATOU oNUatog (range extender 1| range expander);

T elval pua kepaia kat motog eival o Bacikdg poAog Tng;

Moteg elval oL BaoLKEG APXEC EYKATAOTAONC EVOC ACUPHUATOU SIKTUOU;



18.
19.
20.
21.
22.
23.
24.

Aokn

Tuelval n Kwnukotnta;

T elval n meplaywyn;

Moteg Ntav ot aduvaypieg tou mpotumou achaleiag WEP;

Tt BeAtiwoe To mpotuno acdadeiag WPA og axéon pe Tov mpokdtoxo tou WEP;
Moteg Nrav ot BeAtiwoelg tou WPA2 og oxéon pe to WPA,

Motot eivat ot o TuMOL Tou TpotUTou aodaieiog WPA2;

Moleg eivat ot Baotkég Asttoupyieg mou emitedei o Stakopiotrg RADIUS;

OELGg

1n Aoknon (Ze epyaotnplako neptBdaAiov)

Jtnv aoknon auty Ba Stapopdwoete piot cuokeun MOAATAWY Aettoupylwy (router — switch —
wireless) yla cUvdeon aoVpUATWY CUCKEUWV 0g eAelBepo Siktuo wi-fi.

1.

3.

Ao €vav UTOAOYLOTH TOU lval ouVEESEUEVOC EVOUPUATA OTO TOTILKO oag Siktuo avoifte
évav browser kat dwote t dtevBuvon 192.168.1.1

. @a oag InTnBel va Swoete dvopa Xprotn Kat KwSLKO ylo cUVEECH 0TO EVOU TNG CUCGKEUNG.

Awote kal ota duo media tn AéEn «adminy». Oa eudavioBel n apxikn oehiba tng epapuoyng
PUBULONG TTOPAUETPWY TNG CUCKEUNG.

To TPWTO TPAYUA OV TPETEL VA YIVEL elvat N aAayr Tou KwSKoU pe Tov omolo yivetal n
ouvdeon. Natnote otnv koptéAa «Administration» kat aA\dte Tov kKwdikd ota SUo MpwTa
nedia og katL GANo, T.x. password. Matriote [Save Changes] yla va anoBnkeuBolv ot ala-
VEC.
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4. MetaPeite otnv kaptéha Wireless = Basic Wireless Settings ko aAAAETE TO Ovopa TOU SIKTU-

212

ou (SSID) oe MyWirelessNet. Natriote [Save Changes|.

A6 évav uTtoAoyLoTr Ttou SLaBETEL KAPTA acUppatou SIKTUOU R aro pia AN cuoKeLT (TL.X.
Smartphone ) Tablet) Sokiudote va ouvdeBeite pe to acUpuato Siktuo mou Snuloupynoarte.
ATO TN ypOuun VIOAWV (yLat UTIOAOYLOTH) 1 Ao avtioTolya epyolela yla AANEG CUOKEUEG
Swote TNV eVvtoAn We Tnv omola Ba Bpeite tnv IP StevBuvon tng acUppatng ouvdeong. Kata-
ypate TNV VIOAN TTOU SWOATE KAL TO OMOTEAEGHLA IOV T POTE.

ATO TN ypOuun eVIOAWV (yLat UTIOAOYLOTH) 1 Ao avtioTol o epyalela yiar AANEG CUOKEUEG
SwoTe TNV eVToAN We TNV omoia Ba emPBePaALWOATE OTL UTIAPXEL ETIKOLVWVIA LE TN CUGKEUN
TIOAAQTAWY AELTOUPYLWV. INUELWOTE TV EVIOAN TIOU SWoaTte, KABWE KaL TO XPOVIKO SLdotn-
L0t TIOU XPELAOTNKE YLa VO TIAPETE AMAVTNON.

Motot ot kivéuvol otav cuvdéeote o€ €va acUpUaTo Siktuo mou Sev €xel aodalela;



2n Aoknon (Z€ epyaotnplako neptpaiiov)
‘Eva acUppato Siktuo xwpic aodpdiela eival ektebelpévo o urtokhonn deSopévwy, KabBwg oL An-
podopieg petadidovral xwplg kapia amoAlTwg KWSLKOMoInon Kol UMoPEL 0 0MOLoaSHTOTE Va TLG
Slapaoel pe éva mpoypappa cUAAOYNAG TIAKETWY. ITNV Aoknon auth Ba UAomoloeTe éva oxfiua
aodpAAelag 0To acUPUATO onpelo mTpooPaong £ToL WoTe oL TAnpodopieg va petadidovtat Kwdiko-
TIOLNUEVEC.
1. Ano £vav umoAoyLoTH Tou elval ouVEESEUEVOC EVOUPLATA OTO TOTILKO oag Siktuo avoifte
évav browser kat Swote tn StevBuvon 192.168.1.1
2. Oa oag {ntnOeil va Swoete dGvopa xpnotn Kat KwdLko yla cUvSecn oTo Pevol TG CUOKEUNC.
Awote cav 6voua Xprotn To admin Kot tov KwdLKO mou LoyVEL.
3. Metaeite otnv kaptéda Wireless = Wireless Security.
4. Avoifte ™ Alota kol avatpgyovtag otn Bewpla, otn Borbela mou eival Slabéoiun ano to
Setup tou Router, aA\& Kat 0To ALaSIKTUO CUUITANPWOTE Tov akOAouBo Ttivaka (Ue v 1 X):

Mpoopiletat yla Mpoopiletatl yLa

EiSog Ao  ypf 1 xPr
i6og Aodderag MPOGWILK XProN ETALPLKA XpPrioNn

WEP

WPA Personal

WPA2 Personal

WPA Enterprise

WPA2 Enterprise

RADIUS

5. And ta eidn aodalelag mou mpoopilovral ylo TPOCWITIKA XPAoN, ToLo lval autd mou onuepa
Bewpeltal o acdalEg;

6. EmAé€te amod Tov katdAloyo tnv acdpaleia WPA2 Personal. Xpnoluomnoteiote cav kpumtoypadn-
on tov aAyoptBuo AES kat dwote évav KwdLKO yla tun tou kKAeldlou (Pre-Shared Key fy PSK). O
KWOLKOC TIPETEL va 0kOAOUBEL TOUG KaVOVES yLa T SnpLoupyia Loxupwv KwdKwy, oAd 6w yLa
guKoAila dwaote tn Aé€n password. Matrote [Save Changes] yla va amoBnkeutolv ot aAAayEG.
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7. Dokiudote AAL va ocuvbeBeite pe To acUppato diktuo. Tt Ba cag {ntnbel mpLv va AMOKTNOETE
npooPaon;

3n Aoknon (2€ epyaotnplako neptBaiiov)

Itnv doknon auth Ba avénoete TNV acdalela Tou acUpUatou SIKTUOU oag Ue TNV emLBoAn meplo-
pLopWV oTL¢ duatkéC (MAC) SleuBUVOELS TwV CUCKEU WV TTIOU UIopoUV va cuvdeBolV 0To acUpUATO
Siktuo. OL meplooodtepol SpopoloynTtég €xouv ouvnBwe SU0 eMIAOYEG:

o No emntpénouy tn cUvSeon ouokeuwv Ue omotadrmote MAC StebBuvon, EKTOC Od AUTEG TTOU
neptAapBavovtal o€ pLo CUYKEKPLUEVN AloTa,

o No MITPEMOUV UOVO T cUVEECN oUOKEUWY HE TI¢ SleuBuvoelg MAC mou mepthapBdavovtat
o€ pia Alota.

1.

Bpeite kat onuelwote t MAC SlelBuvan TnG CUCGKEUNG LE ThV omola cuvdéeaTte oTo aoUp-
pato diktuo.

. At évav umohoyloTr Tou elval cuvoeSEUEVOC EVOUPUATA OTO TOTIKO oag Siktuo avoifte

€vayv browser kat Swote tn dtevBuvon 192.168.1.1

. O@a oag {ntnBel va dwoete dvoua xpAotn Kat KwdLKO ylo cUVEESN 0TO PeVOU TNG GUOKEUNC.

Awaote oav 6vopa xpriotn To admin Kal Tov KwLKO Tou LoUEL

4. Metafeite otnv kaptéha Wireless - Wireless MAC Filter.

10.
11.
12.
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. NMoatnote oto oTpoyyuAo mMANKTpo [Enabled]
. BeBoawwBeite ot eival evepyn n emthoyn «Prevent PCs listed below from accessing the

wireless network». e mola amno TG neputtwaoelg (a) i (B) mou avadépbnkav mapandavw
QVTLOTOLKEL aUTA N emAoyn;

. TNV MpWTN Kataywpnon tng Atotag ypadte tnv MAC dtetBuvon tng aclppatng ouvdeong

nou Bprikate oto BAua 1. Mpooitte va SlotnproeTe TOUG XAPAKTHPES Tou Slaxwpilouv Ta
dnoia tng StevBuvong. Mnv Eexdoete va natrioete [Save Settings].

. NpoonaBdrote va cuvdebelte ue to acvpparto diktuo. T mapatnpeite; Tt uAvupa epdavi-

(etay;

. ANa&te tpv MAC 8tetBuvon tng acUppatng cuvdeong, aAhaovrog .. ta dVo teleutaia

Unodla tng, 6nwg otnv avtiotolyn acknon tou Ked 8. Mpadte tnv tun tng véag MAC Steu-
Buvong nou Ba dwoete.

Mrnopeite twpa va cuvdebeite;

YuvdeBeite Eava oto router kol amevepyormnolrote to Wireless MAC Filter.

Av 0 0T0)0¢ 00 elval va amotpePete pe e€ouolodotnuévoug xproteg va cuvbeBouv o éva
acUppato diktuo, mota amo Ti¢ pebddouc (a) N (B) Ba emhéyate kat ylati;



4n Aoknon (e epyaotnplako nepBaiiov)

MoA\Eg dopég oupBaivel otnv meploxn mou BEAETE va EYKATAOTAOETE £va aloUPUATO SIKTUO, vVa
Bpiokovtat moAAG dAAa 1én og Asttoupyia. ITNV AoKNOn aUTr Ba XpnoLLOTOLNoETe epyaieia e
Ta onola Ba propéoete va Ppeite TV KAAUTEPN cUXVOTNTA AELTOUPYLAG YLa TO SIKO 0AG ACUPUATO
Siktuo.

1. Avaloya pe To AELTOUPYLKO GUCTNLO TIOU XPNOLUOTIOLELTE avolETe TNV edappoyn TuTou wi-fi
Scanner, onw¢ daivetal 6Tov MAPAKATW TVOKA. € KATIOLEG OO AUTEC XPELALETAL VA TIOTH-
O€Te 0€ €va KOUWTTL [Start] yla va EeKLVAOEL N AVIXVEUGT TWV GUXVOTHTWV.

Aettoupywd ZuoTnpa Edappoyn
Windows XP InSSIDer 2.1
Windows 7, 8 Acrylic Wi-Fi Free

Linux LinSSID
Android Wifi Analyzer

2. Metakwn0Beite oto onuelo mou daivetal To ypddnua e Ta SIKTUA TTOU EKTEUTOUV OE KABE
KavaAL otn ouxvotnta Twv 2,4 GHz.

3. Evtomiote Kamola KavaAla Tou va lval Katd mpoTinaon Keva nf va €xouv 660 to Suvatov
Alyotepa kal pe xapnAn évtaon orjpato WiFi.
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4. Kataypayte ta amoteAéopatd oag. e molo KavaAl Ba tormobetoloate To VEO ACUPUATO
Siktuo;

5. Ano évav umoAoylotr) Tou eival ouvdeSeévog evoUpUaTa OTO TOTIKO oa¢ Siktuo avoifte
£vayv browser kat dwote tn dtevBuvon 192.168.1.1

6. Oa oag {ntnbel va Swoete dvoua Xprotn Kot KwdLko yla cUVSean oto Pevol TG CUOKEUNC.
Awote oav ovopa xpriotn to admin Kot Tov kwdKo mou LoXVEL.

7. MetaBeite otnv kaptéda Wireless = Basic Wireless Settings.

8. Optote v tun tou Network Mode avahoya e To €160¢ Twv Kaptwv Sktuou Tou Ba cuvde-
Bouv oto acuppaTo oag Siktuo. Kataypdte Tnv emthoyn oag.

9. MNpoodlopiote To KAVAAL 0TO omoio Ba ekméumel To SIKTUO oag, cUUPWVA (e Ta EUPHUATA
TOU epwTAHOTOG 4. Z& Siktua 802.11n €xeTe TN SUVATOTNTA VO XPNOLLOTOLOETE CUVOUAOUO
800 kavaAlwy (40 MHz) yia va au€noeTe TV TaXUTNTA TOU acUppatou Siktuou. Kataypadte
TG ETAOYEG 0QG:

Radio Band:

Standard Channel:

Wide Channel:

BipAoypadia

David Tse, P. V. (2005). Fundamentals of Wireless Communication. Cambridge : Cambridge
University Press.

Gast, M. (2002). 802.11 Wireless Networks: The Definitive Guide. O'Reilly.

Olenewa, J. L. (2012). Guide to Wireless Communications, Third Edition. Cengage Learning.

Oliviero, A., & Woodward, B. (2009). Cabling - The Complete Guide to Network Wiring, 2nd Ed
(Malestrom) (2 ed.). Indianapolis: Wiley Publishing, Inc.

Waltenegus Dargie, C. P. (2010). FUNDAMENTALS OF WIRELESS SENSOR NETWORKS. Wiley.
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KedaAaro 100
Iuyxpovn KaAwdiwon Ktipiov

Ewcaywyn

H dopnuévn kaAwdiwaon eival pa eyKkataotaon mou oToxeVEL VA KATAOTHOEL VOl KTIPLO AELTOUPYL-
KO and amoPn eyKATACTACNC UTINPECLWY, EPAPLOYWV KOL QUTOUATIOMWY. O 6WOTOC OXESLACUOG
KaL N €yKaTaotoon tg KaAwSiwong Kat Twv SIKTUWV EMITPEMOUV OE €Va KTIPLO val glval SIKTUOKA
OUTOVOUO Kol AELTOUPYLKO, eV TtapdAAnAa e€aodalilel Tn SuVATOTNTA EMEKTOCNG TNG UE XOUNAO
KOOTOG Kal EAAXLOTEC TTaPEUPATELG.

Awdaxtikoi Ztoxot

Me tnv ohokAnpwaon tou 100u kedaAaiov oL pabntég Ba mpémnel va eival og Bgon va:

e [epypadouv ta Baotkd ototyeia mov MePNAUBAVEL N TUTIKN THAETUKOLVWVLAKE KOAwSLwon
€VOG KTplov.

e [eplypadouv T PACIKES apXEG oxedLOOUOU KaAwSIwoNg KTipiou.

e Ixedlalouv Kal va TPOTElvouv TNV KAAUTEPN €mAoyr KTpLakng kaAwdiwong avaioya pe
Soopéveg mpodlaypadeg.

Awdaktikég Evatnteg

10.1 20yxpovn ThAemikowvwvLlakn kKaAwdiwaon ktipiou.
10.2 BaolKEC apXEC OXeSLAOUOU KTLPLOKNG KaAwSiwaong.

10.1 2Uyxpovn TnAEMKOWWVLOKN KaAwdiwon Ktipiou

H koAwbiwaon kTipiov 1 aAAwg Sopnpévn kKaAwdiwaon elval pia eykatdotaon, n omola anoteAeltal
amnod €va oUVoAo e§omALOLOU, OTIWG KaAwbLa, TIPLTEC, KATAVEUNTES, LKPLWULATA, OXAPEG 0POdNG K.a.
Méow autng mpayuatomnoteital n petadoon dwvrg/nxou, n petadopd dedopévwy, n petadopd
TIOAUPESWY KoL N Slaxeiplon GAAWV ebappoywy, OTWE N EYKATACTOON GUVAYEPHOU, TTUPAVIXVEU-
oNG, KALLATIOUOG K.Q..

H Baowkn kahwdiwon evag ktiplou mepthapBavel ta e€ng otolyeia:

e To wpiwpa tnAemikowwviwy (Telecommunications closet and racks) mou Bpioketat og ke
opodo mou amattel optZovria Katavour Siktuou.

e TnvkaBeth kaAwdiwon r kaAwdiwon payokokaAidg (backbone), n omoia Statpéxetkabetato
KTipLo Kat ouvdéetal og KABe 6podo e TN viouAdma tnAemikowwviwy (Telecommunications
closet) kat ta padia tnAemnikowwviwy (racks).

e Tnv optlovtia kaAwdiwon (horizontal) mou Statpéxel opllovtia €vav 6podo Kal UVEEEL TO
IKpLWHLO TNAETUKOWWVLWV UE TLG TIPLIEC TNAETILKOLVWVLWV.

OL BaolkEG apxEC Kat oL 0dnyleg yla tnv ulomoinon tng Sopnuévng kKaAwdiwaong Ktiplwv Kataypd-
dovtal avoAuTika uro popdn mpotunwy, ta omnoia eéacdalilouv Thv molotnTa AslToupyiog Twv
SIKTUWV. Tal TILo YVWOoTd mpotuna Sopnpévng KaAwdiwong maykoouiwg eival ta:

e [SO/IEC DIS 11801 (AteBvec) pe tnv 1o mpoodatn £kdoaor tou 2.2 to 2010.

e ANSI/TIA/EIA - 568 (H.M.A.) pe t1¢ avaBswprosic tou 568-A, 568-B kat 568-C.

e EN50173-1, EN50174-1, EN 50174-2 (Eupwrn) moU €XOUV QVOYVWPLOWEVN TNV TUTOTOlnoN
TOUG Kol Ao Tov EAANVIKO 0pyavLopo Tumomnoinong (EAOT).

e |EEE-802.3-2012 mou opileL tig mpodlaypadég yia tn Aettoupyla Stadopwy TUMWY petddoong
SikTuwv texvoloylag Ethernet.
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Ewdva 10.1: TUTLKA OTOLKEL TIOU UTIAPXOUV O€ €va cUOoTNUA SopunpévNg KaAwdiwong.
(Tporomownuévn anod nnyr: Oliviero, A., & Woodward, B., Cabling - The Complete Guide to Network Wiring)
Ta mpotumna ouvBwg Kabopilouv TIG EAAXLOTEG QMALTOELG ULOG EYKATEOTNUEVNG SOUNUEVNG Ka-
Awdiwonc og éva KTiplo f Kal o€ MePLooOTEPA GUVEESEUEVA PETOEY TOUC, LEXPL KOL TNV TNAETILKOL-

vwviakn €€080 toug. MNa mapddetyua to npdtuno ANSI/TIA/EIA-569-A avadEpel OTL éva cUoTnUA
Sopnpeévng koAwdlwong MPEMEL va amoTeAelTal amno ta e€ne:

e Eykataotoon elcodou.

o Awpdrtio e€omhlopou.

o KaAwdilwon paxoKoKaALA.
o TNAEMKOWWVLAKO KplwHQ.
e  Opuovtia kaAwdiwaon.

¢ TnAemKoWwVLAKES Tpilec.
e Koataveuntng opodou.

e Koataveuntng Ktipiou.

o OG8eU0ELG OTTIKWV LVWV.

o OMTIKOL KOTOVEUNTEG.

o Katakopudn koAwdiwaon.
o [elwoeLC.

e YAIKG xwpou gpyaoiag kot Sopnuévng kahwdiwonc.
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Ewova 10.2: Tumikd oTolyeia ou uTdpxouv atnv opllovtia kaAwdiwan evog opddou.

(Tporomownuévn anod nnyn: Oliviero, A., & Woodward, B., Cabling - The Complete Guide to Network Wiring)

10.2 BaolkEG apXEG OXESLAOUOU KTIPLAKAG KaAwdiwaong

Mpv TV €vapén tou oxedlaopol tng kKahwdiwon evog KTiplou elval amapaitntn n cwotr Kataypa-
&N Twv avaykwv ou Ba mpénel va kahudOolv, woTe To KTiplo va elval AelToupyLko kat n kaAwsdi-
wan 1ou Ba KOTAOKEVAOTEL VO KOAUTITEL TLC OVAYKEG VLo TLG OTtoleG oxedLaotnke. EAv n kKaAwdiwon
€VOC KTipiou Sev elval oxeSlaopévn Kal EyKATECTNUEVN cUUdWVA LE TIG avaloyeC podilaypadEg
KaL T Xpron tTnv omota mpoopiletat va KaAUPEL, TOTE TO KOOTOC and Ta mpofAnuata ou Ba npo-
KUY ouv elvat moAAEC GpOpPEC aVUTIOAOYLOTO.

Mapakatw avadEpovral cuvABeLg KAAEC TTPAKTIKES TToU AauBdavovtol urton Katd To oXESLUOHO
™C¢ SOUNC TOU GUOTHHATOC TNG KOAWSIWONC EVOC KTplou:

Elval mpotipotepo va oxedlaletal éva eviaio cUoTnUo KoAwdiwong mou Ba KOAUTITEL TIC ava-
VKEG TO0O o€ petdadoon dwvng, 660 kot SeSoUEVWY 1] AWV edapUoywV.

Elval mpoTiudtepo va xpnotpomnolouvtal ta mo Stadedopéva mpdTuma SoULKNG KaAwdiwong
KOlL TTOLOTIKOG E€OTALOMOG. EAv N KaAwSilwon Tou KTlplou elvat moLoTIkn, N «lwn» TnG Uropel
va Eemepaoel Ta 16 xpovia.

Emeldn ot avaykeg Siktuwong ouvnBwg auvavovtal Kat ta SiKTtua TElVOUV va yivovtal Tio
niepimAoka, oxeSLaloupe e TETOLO TPOTO, WOoTe Vo POPAEPOUHE Kat va KOAUPOUUE Kol TTiL-
Baveég peMovtikég avaykeg. My. Adnvoupe erumAéov mpilec-amolnéelc oe évav 6podo amod
TLG TPEXOVUOEG QAVAYKEC .

e Aivoupe LSLaitepn MPOOOXI KATA TNV EYKATAOTOON TOU EOMALOUOU, e GUVEXE(G EAEYXOUG.
e Elval mpoTIUOTEPO VA XPNOLUOTTOLOUVTaL UTIOSOUEG TTou uTtooTtnpilouv 660 to Suvato peya-

AUTEPEG TAXVUTNTEC SESOUEVWY, AKOUA KAL OV OL TPEXOUOEG tpodlaypadéc Sev TIg xpelalo-
vtal. MNati oL avaykeg Twv eGOpUOYWV YL TAXUTNTEG LETAS00NG AUEAVOVTAL CUVEXWG.
Kataypadr kol €VTumn TeKUNPLwon Tou cUCTAUATOG KAAWSIWGONG KATA TOV EAEYXO0 TNE EYKA-
taotaonc. H avadopd ota éyypada tng Tekunpiwong odnyel oe TaxUTEPO EVIOTILOUO TNG
attiog peMovtikwy mpoPAnuatwy mou Ba mpokuouv.
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Metd 1o oxebSlaopo g dounuévng kahwdiwong, Aaupavel xwpa n gykaraotacn tou Siktvou
€VTOC TOU KTLplou. TuykekpLuéva yivovtal ta e€nc:
® H eykatdotaon Twv KaAwdiwv pHéoa o€ ELOIKES OXAPES A0 TOUG TNAETLKOWVWVLAKOUG BaAd-
HOUG OTIG TNAETILKOWVWVLIAKEG £€060UC — YWPOUG gpyaaiag.
® JTNpLEn Twv KoAwSiwv pe HeTaAAIKoUG aywyoUc i oTnpilylaTa.
e O TEpUATIONOG TV KaAwdiwy, N amoyUpvwor] Toug and To HOVWTIKO UALKO Kal n ouvdeon
TOUuG OTLG KATAAMNAEG mpilec-amoAnéeLg, avahoya pe Tt xprion tou kaAwsdiou.
® ToroB£Tnon LETAANKWY LKPLWHATWY YLal TNV EYKOTAOTACN TWV TNAETKOWWVLOKWY CUCGKEU-
WV, 0w SpouoloynTES, SLavouElg, KATAVEUNTES KTA.
® JUvbeon TwV KAAwSIwWY OTOV KOTAVEUNTH Kol 0TLC GAAEC SIKTUAKEC CUOKEUEG, AvAAoya HE TO
oxedLaouo Tou SikTUou.
® Iuavon Twv KaAwSiwy e EVAVAYVWOTEC ETIKETEC yLa KaAUTepn Slaxeiplon tng kaAwdiwaong
00 TOUG SLOYELPLOTEC TOU SIKTUOU.
Eniong dAAeg oupPBoUAEG TTou Kahd gival va akoAouBoUuvtal Katd Thv UAomoinon Ulog Sopnueévng
KoAwbiwaong ktiplou elval oL akdAouBeg:
e Na xpnotpomnoleital Stadopetikd KaAwdlo yla tn petadoon Gpwvng Kot SLadopeTiko yia T
petddoan dedopévwy.
Na pnv katormovouvtal ta KaAwdLa e cUoTPodEG, TooKioUATA, TEVIWUATA.
Na unv TomoBeTouvTal TPOEKTATELS OTA XPNOLUOTOLOUEVA KaAwSLa.
No urtdpyel owoth yelwaon yla Ta Bwpakiopéva kKahwdia.
Na pnv tomoBetouvtal ta KoAwdla Kovtd oe TnyEG uPnAng BepudTnTAC, T.X. CWANVWOELG
Béppavonc, ylati aufavovtal ol anwAeleg otn petadoaon Sedopévwy.
e Noa pnv tonoBetolvtat To KaAwdia kKovtd og KaAwdia Petadopdg pevpatog uPnAng taong,
ylott avéavovral ol mapeUPoAEg otn petddoon deSopevwy.
e Na Sivetal Slaltepn MPocoyr OTOV TEPUATIONO TwV KAAWSIWY Kal 6TV amoyUUvwor Toug
QIO TO LOVWTLKO UALKO.

Y€ OUTO TO ONUELO TIPETEL VO TOVIOOUUE OTL OTOV KATA TNV EYKATACTACH TNG SOUNUEVNG KOAW-
Slwong evoc ktipiov anodaoiletat va pnv tnpndoulv 6Aa ta mAaiclo ov opileL To MPOTUNO
TIOU €XEL ETUAEYEL, TLX. VO TIEPACOUV OL YPOUUES TwV KOAWSIWV amo onpelo mou dev mpoPAEmel
TO TIPOTUTIO 1 VA XPNOLUOTIOL)00UV UALKA TToU 6€V £XOUV TNV TLOTOMOLNGN TOU TPOTUTIOU, TOTE
UTTAPXEL O KivEUVOoG TO SIKTUO VO TaPOUCLACEL TPOPBAN AT KOTA TNV AElToupyia Tou.

Emeldn og éva ktiplo extdg amd v kodwdiwon diktvou H/Y pmopei va urtdpyouv kat aAa Siktua,
onwg to Siktuo petadopds peUUATOG, OL 06eUCELS TOU KALLATIOMOU KTA., TIPEMEL va Yivel pia TiAn-
PNG Kot OAOKANPWHEVN HEAETN Tou Siktuou Sedopévwy mou Ba ulomownBel. Kabe mpotumo eival
OXEOLOOUEVO LLE TETOLO TPOTIO, WOTE VAl KAAUTITEL OAEC TIC TIOAVEC TIPOBANUATIKEG KATAOTAOELG TTOU
umopet va dnutoupynBolv kal eMoUEVWCE, av ev TnPNBel o OAEG TOU TIG IPOEKTACELG, eV Hmopet
va e€0o0daALoTEL N amoTeAeoUATIKOTNTA TOU SLKTUOU ToU Ba KATOOKEUAOTEL.

Epwtrosig Avakepalaiwong

1. Nota elvatl Ta Baotkd oTolxela amod ta onola anoteAeital n dSopunuévn KaAwdiwon evog KTi-
plou;

2. Mola elval To o yVwoTtd mPoTuTta SOUNUEVN G KOAWSIWONG KTIPLwV TTAYKOOUIWG;

3. Moteg eival oL ouVABELG KOAEG TIPAKTIKEG TTOU AapBdvovtal ultodn Katd To oxedlaoud Tou
ouoTnUatog KaAwdiwaong evog Ktipiou;
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4. MNowa eivat ta Baoikd otadia vAomoinong tng KaAwdiwong evog Ktiplou;

5. TLTPEMEL va TTPOOEXOULE KATA TNV TOMOBETNON TwV KOAWSLWY;

6. TLumopei va cuppel o€ €va SikTuo, av KATA TNV KATAOKEUN TNG Sopnpévng kadwdiwong tou,
Sev tnpnBoulv 6Aa ta rAaiota mou opilel To MPOTUTIO TIOU €XEL ETUAEYEL;

AOKNOELG
Acknon 1n
Evtomniote oto Aladiktuo ta mio Stadedopéva mpotuma Sopunuévng KoAwdiwaon mou umdpxouV ma-
YKOOUIWG. TN CUVEXELO QIMOVTNOTE 0T akOAouBa epwtipaTa:
1. Mota elvatl Ta BacLka XopAKTNPLOTIKA TOUG;
2. TimepthapPAavouv Kal TToLEG elval oL UTIOSLALPETELG TOUC (av UTIAPXOUV);

3. Mola gival Ta KOWA onela TTOU €XoUV;
4. Moteg elval oL Bactkég Sladopég Toug;

Aoknon 2n
Av urtoBéooupe OtL oxebldloupe Eva epyaotrplo H/Y, oto omolo amatteital va sykataotadel Soun-
Hévn kaAwdSiwon yla Snuoupyia SIKTUOU UTTOAOYLOTWV.
1. Avaintnote T mAnpodopieg mou xpelaleote Kat oxetilovral Ye tn oxediaon tng Sounuevng
KaAwbilwaong:
¢ 010 BBAlo tou pabruatog YAKS kat Aiktua Yrohoylotwy tng B’ Aukeiou EMAA
® OTIG ONUELWOELS TOU paBrjpatog Aiktua YrtoAoylotwy tng I’ Aukeiou EMAA.
¢ oto Awadiktuo.
2. Xwploteite og opadeg epyaoiag Kot Kabe opdda ag avaAdPel KATOLEG OO TIG MAPAKATW apLo-
UNUEVEC epyaaieg.
Epyaoieg Zxedraopol Opilovriag Aopnpévng KaAwdiwong:
i. Na Bpeite TNV KATAAANAN BE0N TOU KPLWHLATOG YLOL TNV TOMOBETNON TWV CUOKEVWV SIKTUW-
ong (router, switch, hubs).
ii. No oxedlaoete TNV 66guon Twv KaAwdiwv mou Ba guvdEaouv Toug oTabUoUg epyaciog He
To switch péoa oto kplwpa. Mpoooxn va 800l otnV aloBNTKA TOU XWPOU, £TCL WOTE TUXOV
UeANOVTIKES emeBAOELG VO UAOTIOLOUVTOL EUKOAQL.
iii. Noemhé€ete tov kataAAnAo tumo kadwdiou yia tnv uhomoinon tng Staclvdeong kabe otabd-
pou epyaoiag pe To switch.
iv. Na emilé€ete TNV katdAAnAn anoAnén (mpila) yia kaBe otabuo epyaciag.
v. Na armotunwBouv Ta napandavw os €va oxédlo mou Ba amotelel onpeio avadopdc.

la TNV eKTEAEDN TNG AoKNONG, KABE opdda TPEMEL VaL:
e MeAeTOEL TO XWPO.
o Koataypael TIG MPOTACEL TNG.
e AkaloAoynoeL tnv emloyng tne.
e [apoucLACEL TO AMOTEAECHA TG EPYACiag TNG otV OAOMENELA TNG TAENC OaC.

Aoknon 3n
Av umoBéooupe otL anodaciloupe va UAOTIOLNGOUE TO oX€SL0 Sounuévng KoAwdlwaong oto véo
epyaotiplo H/Y.
1. Avaintiote tig mAnpodopieg mou xpeldleote Kat oxetilovtal pe tnv uAomoinon tng Sounué-
vNng koAwbdilwong:
¢ 310 BLBAio Tou pabnuatog YAS kat Aiktua YrtoAoylotwy tng B’ Aukeiou ENAA
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® 3T ONUELWOELG TOU pabnuatog Aliktua Yrodoylotwy tng I" Aukeiou EMAA.
e 310 Awadiktuo.

2. Xwploteite oe ouadeg epyaociog kot kabe opada o¢ avoAdBEL KATOLEG ATIO TIC TTOPAKATW
apLOUNUEVEC EpYOOLEC.

Epyacieg YAomnoinong Opudvriag Aopunpévng Kadwdiwong:
i. AdoU ylvel n EyKATAOTOON TOU LKPLWHOTOG, Va yivel opBr TomoBETtnon Twv CUCKEUWV SLKTU-
woaong (router, switch, hubs).

ii. Naeykatoaotrioste ta Kodwdia mou erlé€ate cuvS£ovTag TN pia Akpn otnv avtiotolyn Bupa
TOU petaywyea (switch) kat kAeivovtag ta péoca oto 5tadpopo 6dguong.

iii. H &\An dkpn tou kdbe kahwbdiou va ouvdebel pe tv andAnén (mpila).

iv. T ta BAuata 2 Kat 3, va eLodyete apibunon ota KoAwdia yia kaAUTepo EAEYXO0 KL EVTOTIL-
OO TUXOV AaBwv, EMLOKEUNG TOUG 1 KOl AVTIKOTACTOONG TOUG.

v. Na yivel éheyxog HeTd TNV ohokAnpwon, wote kabe mpila va Asttoupyel kat va divel mpo-
oBaon oto diktuo.

3. Zulntiote otnV taén Kot avalvote To Babud Suckohiog mou avtipeTwnioate o€ kAbe Bripa ulo-
moinong tng oplovtiag kaAwdiwong.
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KedadaAawo 110
Awktowon Powerline

Ewcaywyn

H texvoloyia tng Powerline Siktiwong xpnotomnolel to én undpxov 6iktuo dlavoung NAEKTPLKOU
PEVUOTOC O€ EVa KTIPLO WOTE Vo peTadépel dedopéva PEow autol. ATOTEAEL pLa TIPOKTIKA AUon
yla tnv eykaBidpuon Siktuou oe Ktipla 6mou Sev UTAPYEL N SUVATOTNTA EYKATAOTAONG VEAC KAAW-
Slwongc. H emiloyn tng eykataotoong plag Powerline ebappoyng Siktuou e€aptdtal mavra and
UEAETN TWV TTAEOVEKTNUATWY TIOU UMOPEL va TTPOOHEPEL OE AVTLOTABULON LIE TA LELOVEKTHLOTA TTOU
uropel va unapyouv o€ kaBe mepimtwon.

Awdaxtikoi Ztoxot

Me tnv ohokAnpwaon tou 11ou kebaAaiov oL pabntég Ba mpémnel va eival og Bgon va:
¢ Meplypacdouv TG Bacikeg apxeg tng texvoAoyiag diktiwaong Powerline.
¢ ATaplOUoUV TG BaoIKEG LoVASEG UALKOU TIOU glval amapaitnTeg yla tnv tTexvoloyia autn.
o AvadEpouv Ta TTAEOVEKTAOTA KOL TA LELOVEKTALOTA QUTHG TG TEXVOAOYLog

e TomoBetolv T0 KOTAAANAO UALKO Kol va uAormoloUv Siktiwaon Powerline péoa oto oyoAkod
£pYQOTNPLO.

AwdaktikéG Evotnteg

11.1 Xprion udlotapevwy cuotnpdtwy KaAwdiwong yla petodopd Sedopévwv.
11.2 Texvoloyia Aiktuwong Powerline.

11.1 Xprion uPpLoTApEVWY cUSTNHATWY KaAwdiwong yia petadopd Se6opévwv

Jtnv mapovoa Ynolakn emoxn TnG TEXVoAoylag twv mAnpodoplwy, n IATnon ylo Ty amooTtoAn
Undrakwv edopevwy, onwg dwvn, Bivieo kot Sedopévwy Tou AlaSIKTUOU, QUEAVETAL CUVEXWS.
H eykatdaotacn koAwdiwv petadopdg dedopévy yla TNV LKAVOMoinon autng TG avaykng sivatl
pa akpLBn kat xpovoBopa Stadikaoia. Ma autod to Adyo oto mAaiolo tou meptBAAOVTOG OLKLAKAG
SIKTUWEONC, 0 OPOC TOU E£XEL EMIKPATNOEL Kal edappoletal, ovoudletal “no new wires”, dniadn
oxL véa kaAwdia. Anhadn, n xprnon TeXVOAoYLWY ToU XPNOLUOToLoUV T UPGLOTANEVO CUOTHUATA
kaAwdiwaong yia tn dtavoun dedopévwv vPnAnig TaxvTnTag Kot Bivteo oe 6Ao To omtitL f ot éva
Ukpd ypadeio.

OL 600 kuplopyeg texvoloyieg petddoong Sedopévwy mMoU UTAKOUY OTOV TMAPATAVW OPO TNG KN
XPNong véwv kaAwdiwv eivat n ekpetd@evon ¢ udlotapevng KaAwdiwong Tou GUOTAKATOC TN-
AedWVIKAC YPAUUAG Kot TOoU SIKTUOU TNE SLavopng ToU NAEKTPLKOU PEUHATOC. EVvw N mpwtn Texvo-
Aoyia eival Wolaitepa SladeSopévn Kat XPNOLUOTIOLEITAL EUPEWC QIO TOUC SLOVOELC UTNPECLWV
AladiktVou, n Texvoloyla mou xpnotpomnolel to S{kTuo Slavourg peUUATOC EXEL APXLOEL KOl QUTH Val
kepbilel £dadog yla owLakn xprion kat ovopaletal Powerline.
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11.2 Texvoloyia Aiktowong Powerline

11.2.1 BOOLKA XOLPOKTNPLOTLKAL

H texvoloyia Powerline ekpetalhevetal to 18N eykateotnpévo SikTuo SLavopung nAeKTpLKOU pev-
patog og €va omitt. la av Katavonooupe KaAUTepa Tov TpOmo Aettoupylog Tng texvoloyiog authg
TIPETEL VAL LEAETHOOULE TOV TPOTIO LE TOV OTolo eival oxeSlacpévo to Siktuo auto. Ma tn Stavoun
TOU NAEKTPLKOU PEVUATOC OTOV TEALKO KATAVOAWTH UTIAPXOUV Tpla oTtddla n mapaywyn, N Hetagdo-
pa, KaL N TOTKN Stavopn.

H tomikn tavopn aotikol NAEKTPLKOU PEVUATOC ELval QUTH TTOU MAPOUGLALEL TIG EUKALPLEC YLa TNV
TIOPOXA VEWV UTINPECLWY, EKTOC QIO TNV Tapox NAEKTPLKAG evépyelag. H umdpyxouoa umodoun
kaAwbiwang mou Bploketal og KAOE KTIPLO EUVOEL KAL AUTHA HE TN CELPA TNG TNV TAPOXH OPLOUEVWY
unnpeotwv. O dtadopol ThAemikowvwviakol Gpopeic, yia mapadelypa, evbladépovral yla va al-
OTILOTO TPOMO yla va SLaBECOUV TO TIEPLEXOUEVO KOL TLG UTINPECLEG TOUC OTIC SLAPOPEC GUOKEUEC
UEoa oTa OTTiTIo TV MEAATWV TouC. ETal, Ta otklakd Siktua KaAwdiwaong nAEKTpIKOU peUOTOC A
tnAedwviag, amotedolv Evav TPOTO yla va emiteuxBel auTo.

YTo ouothuata enikovwviag (Powerline Carrier - PLC), n ypOouUn XpnoLUOMOLETAL OXL LOVO yLa T
petadopd evépyelag, oA eMioNG WG HETO yla T petadopd dedopévwy. H Siktbwon PLC sival
pLa avaduopevn Texvoloyia oLKLOKG SIKTUWONC TTOU EMLTPETEL OTOUC TEALKOUG XPrOTEG va Xpnol-
LOTIOL00UV 8N UTTAPXOVTA CUOTAMOTA NAEKTPLKWY KOAWSLWOEWV yLla TN GUVEECNH OLKLOKWY OU-
OKEUWV METAEU TOoug aAA Kat pe To Aladiktuo. Eva owkiako Siktuo, xpnotpomolwvtag thv uPnAng
Tayutntag texvoloyia PLC, eival og B€on va ehéyéel otidnmote unopei va cuvdebel og pia omola-
dnmnote npila evaAhaoodpevou pelpatog. Auto meplhapBavel ta pwra, tnv tnAedpacn, Bepuootd-
TEG, CUVAYEPLOUG K.QL.

Av kot 6ev urtdpyet akopa pla dtebvrg mpotumonoinon yla tnv texvoloyia autn, to 2001 o opyavt-
OuOG Blopnyavikwy mpotunwv HomePlug Powerline Alliance, péAn tou omoiou Atav eTatpieg OMwWg
n Cisco, n Motorola, n Intel k.a, oAokArpwoe éva cuvolo mpodlaypadwv, to Homeplug 1.0, mou
unootrptle petadoon Sdopévwy g TaENg twv 14Mb/s.

11.2.2 Tponog Aettoupyiog

Ta cuotipata ntpdoBacng Powerline xpnoLomoloUV TPELC GUVIOTWOEG TOU SIKTUOU SLavopng nAe-
KTPLKAG LoYVOG:
® H mpwtn ouviotwoa gival n ypoppun HEGNE TAonG, mou peTadEpel ouvnBwg amd 1.000 £wg
40.000 Volt kat péow Twv omoilwv HeTadEPETAL PV QIO £VAV UTIOOTABUO O JLOL KATOLKN-
HEvN TEpLOXN).
® H 8elTepn ouvVIoTWOO €(VOL O METAOXNHOTLOTAG XOUNANG TAoNG TTOU PeTaoynuatilel tnv
taon ota 220 Volt ou amattouvtal yLo OlKLOKN Xxprnon.
® H tpitn oUVLOTWOO TOU UTIAPXOVTOC CUCTAATOC SLOVOUNAG NAEKTPLKAC EVEPYELAG glval n Sia-
vour XaunAng TAonG amo TO ETOOXNHATIOTH 0 NAEKTPLKEG UTOSOXEG LECQ OTA KTiPLaL, KOl
o€ autnyv cuunep\appavovtat: To KaAwdlo Mapoxng UMNPESLWY, o Tivakag (panel) dlako-
TITN KUKAWUATOG Kol N E0WTEPLKA KaAwdiwan Tou KTiplou.
Avtiotolya, n texvoloyla mpooPacng Powerline 1 eupuTWVLIKNAG MPOCRACNG HECW YPAUUWY NAE-
KTPLKAG Loxvog (BPL mpdoPaong — Broadband over Powerline) sival n umeuBuvn yla thv amooto-
An dedopévwv uPnAng TaxUTNTAS KAl GWVNTIKWY ONUATWY HECW Tou SLkTUOU Slavoung, amnd éva
onuelo omou umdpxeL pa ouvdeon o €va SikTuo TNAEMIKOWWVLIWY. AUTO To onuelo TG ouvdeang
Umopel va elval o€ évav UTOoTOOUO NAEKTPLKNG EVEPYELOG I O€ £va EVOLAUEDO ONUELD PETOEY TwV
unootaBbuwy, avaloya pe TNV TomoAoyia tou Siktvou. Kovtd oto onueio SLavoung o€ pio YeLto-
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Vi, eykadiotatal évag ouleuktng 1 yédpupa yla va emtpePel tn petadopd Yndlokwv onuatwy
uPnANg ocuxvotntag KEow Tou Slavopéa xapnAng taong. O Aoyog yla Tn xprnon evog oulelktn N
védupag elvat OTL n petaTponn tng peoaiag taong (MV) og xaunAn (LV) mou mpoopiletat yia tn He-
Tadopd onuatwv ota 60 HZ, Sev amoteAel kaAo aywyo yia Ynolakd orjpata uPnAng cuxvotnTog.
Eniong, elval anapaitntog évag petatponéag X-Node, omolog xpnotyomoleital yia t petadopd
ONUATWY HETaEL Twv MV kal LV ypapuwy katl oav emavaAnmtng (repeater) petald twv MV ypoppwy.

Ixnua 11.1: Tpdmog eykatdotacng texvoloyiag Powerline

11.2.3 Xprio£Lg o€ TOMIKO SikTuO

Mua turikn edapuoyn Powerline Siktuwong péca o éva omitt (home network) 1§ og éva pikpd
ypadeio anattel touhdylotov duo mpocappoyeic Powerline. Evag mpooappoyéag Powerline 61afé-
TeL touldytotov pia BUpa Ethernet mou tou emutpénet T cUvdean pe omoladnmote AAAnN CUOKELN
Ethernet. O mpwtog mpooappoyag sivat cuvdedepévog og Eva Spopohoyntr, ONwCE oL TUTILKoL Spo-
poAoyntég texvoloyiag DSL, o éva undpyov evoUppato Tormiko Siktuo, péow tng Bupag Siktlou
tou. O &eutepog mpooapuoyeag Ba ocuvdebel o pla cuokeun Ethernet, omwg elval évag umoloyt-
0TNG, £VOG EKTUTIWTAC SIKTUOU N pia EEUTvn TNAEOpAON.

‘ETol, otav cuvdéooupe TI SUo Powerline cuokeu£G og omolodnATOTE amd TIG UTIOSOXEG NAEKTPLKOU
pPEVOTOC HEDQ OTO OTIiTL I oTo ypadelo Ba umapyel Siktuakn ocUVEeon UETAEY TOUG, LIE ATMOTEAE-
OMQ TNV EMEKTAON TOU OLKLOKOU SIKTUOU, XWpPI¢ TNV eykatdotacn VEwv kaAlwdiwv. EmumAéov, undp-
Xouv ocuokeu£c Powerline mou SlaB£touv evowpatwévo onueio mpdoBacng (access point), wote
V0L ETUTPEMOUV TN Snutovpyio acUppatou Tomikou Stktuou.

Ave€aptnta amnod to av uAomoleital evoUppatn i acUpuatn Powerline Siktiwon, ot taxUTNTEC TOU
EMITUYXAVOVTAL, CUUGWVA HE TOUG KATAOKEUOOTEG QUTWV TWV CUCKEUWVY Kupaivovtal aro 200
Mbps péxpt mavw anoé 1000 Mbps.
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Ewova 11.1: Tpomog eykataotacng texvoloyiag Powerline og éva omitL ) Kikpo ypadeio

11.2.4 NAeovektpota Kot MELOVEKTAROT

Ta BaolkOTEPO MAEOVEKTHHOTO O€ AUTH TN oUTeUEN UETAEY TWV TNAETUKOWVWVLIOKWY CNUATWY e
T NAEKTPLIKA orjpaTa €lval To XapnAd KOOTOG KAl N EUKOALD TTPOCOPHOYNG KOl GUVTAPNONG TNG.
Emiong, pa tétola oUleuén dev Ba umoBabuioeL TN GUVOALKN aLOTLOTIO TOU CUGTHOTOG SLAVOUNC
NAEKTPLKOU PEVUOTOG. AANOL TTAEOVEKTILATAL TTOU EVLOXUOUV TN XpHon QUTAG TG texvoloyiog eivad:

e Mua Siktiwon PLC ekpeTaAeVETAL TNV aXPNOLLOTOINTN TAPAYWYLKA LKAVOTNTA TwV KoAW-

Silwv tpododooiag yla tn petadoon dedopévv mavw amd To undpyouca KaAwdiwaon nAe-
KTPLKNG EVEPYELAG.

o H dtabeoiudtnta twv moAamAwy unodoxwyv pevuatog oe kaBe Swpdrtio. Etol ealeidpetal n

avaykn va yivet emumAéov kKoAwbdiwon f emavakaAwdiwon péoa oto oritL.

e H duvatotnta Stavopng nxou, Bivreo, kat AWV UTNPECLWY O TPAYUATIKO XpOVo Hall Ue Ta

Sedopéva, og 6Ao TO OTiTL.

e H duvatdtnta petadoong Sedopuévwy pe taxutnteg ano 40Mbps €wg 80 Mbps, kat peAAovTL-

KEC TaXUTNTEC HETAS0ONC TNG TAENC Twv 300 Mbps, yeyovog mou kablotd Thv mpowbnaon g
Texvoloylog EMITAKTLKN.

AvTiOeTa OTA LELOVEKTAOTA TNE TEXVOAOYLAG AUTHC CUYKATAAEYOVTAL:

® H oeTIKd peyaAn moootnTa NAEKTPLIKOU BopUBoU OTIC NAEKTPLKEG YPAUUES LeTadopAC nAe-
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KTPLKNG EVEPYELAG TTEPLOPLLEL TNV TIPAYUOTIKN TAXUTNTO LETAS00NG SESOUEVWY OE XOUNAOTE-
PEC TLUEC OO TLC OVOUOOTIKEC.

OL6Ladopeg mnyég mapaywyng Bopuou, OTwWG NAEKTPLKEG OKOUTIEG, POOOTATEG GWTWV, NAE-
KTPLKOL AOUTTHPEG, CUOKEVEG KOUuTlvag Kal NAEKTPLKA TPUTIAVLA, TTOU EMNPEAlouV TV anddo-
on evog PLC Siktuou.

Ta miotomnotnuéva npoidvta HomePlug éxouv evowuatwiuévn Kpurmtoypadnaon 56-bit DES,
wotooo bev eival evepyormolnuévn amo mpoemhoyn. Etol, ta KavaAla emikovwviog Héow
Powerline dgv mapéyouv kat' avaykn éva acdalég péco petddoong.

H rapouacio twv Stadopwv ototyelwv (NAEKTPLKEG CUOKEVEC OTWE PuYELo, TAUVTAPLO K.0) OF
£va Siktuo Powerline rou odnyei og anwAela Sedopévwy eivat éva onpavtikd ITnua otny
Powerline diktwon.

Y& oUYKpLoN Ue Tov e€0MALOUO Tou Siktuou PSTN, ol cuokeu€g Powerline Siktiwong elval o
Sdamavnpég.

H éMewpn tumomnoinong, kabwe {NTAUOTO KOVOVIKOTNTOG Of OpLopEVeG SleBveic ayopeg
gumodilouv tnv avamtuén MayKOOLLOU TPOTUTIOU.



Epwtrosig Avakepaaiwong

1. Moleg elval oL TPELG CUVLOTWOEG TOU SLKTUOU SLaVOUNS NAEKTPLKAG LOXVOC TTOU XPNOLUOTIOLEL
n texvohoyia Powerline;

2. NMwg ovopdletal n texvoloyia mou eivat n umevBuvn yla tnv anootolr dsdouévwy uPnAng
TayUTNTAC KAl GWVNTIKWY ONUATWY HECW TOU SIKTUOU SLOVOUNG;

3. Moleg povadeg LALKOU amaltoUvTal yla TV uAomoinaon evog Siktuou BPL mpoofaong;

4. MNoleg HoVASEG UALKOU amaltouvtal yla TNV UAomoinon evog tomikol Siktuou texvoloyiag
Powerline;

5. MNota elvat Ta Baotkd mAeovekTaTa TN TexvoAoyiag Powerline;

6. Mola elval Ta Baotka PeLOVEKTAUATO TG Texvoloyiag Powerline;

AoknoeLg
Aoknon 1n (Ze epyaoctnplako neptBaiiov)
Eniéeién epappoyng Powerline tktiwong oto oXoAwKo epyactiplo.

MapakoAouBrote T mapakaTw Bruata yia tn cuvdeon U0 cuokeuwv Ue xprion Powerline texvo-
Aoyiag.
1. TormoBétnon pag ocuokeung diktuwong Powerline dimha oto dpopoloynth i SlmAa o€ pLa
emutoiyia npila Ethernet.
2. ZUvbeon NG pLag akpng evog kaAwdiou Ethernet otnv mpila Ethernet otov toixo 1 og pia
BUpa tou SpopoloynTh.
3. ZUvbeon Tng @AANG akpng tou kaAwdiou Ethernet otn BUpa Ethernet tng ouokeung Powerline.
4. TomoBétnon NG 2NnG GUCKEUNG OTO XWPO Ttou Sev SLabETeL oUVEEDN LIE TO TOTILKO SIKTUO N
10 Atadiktuo.
5. ZUvbeon ™G pLag akpng evog kalwdiou Ethernet otn Bupa Ethernet tng cuokeung mou Ba
ouvdebBel oto Aladiktuo.
6. 2Uvdeon NG AAANG dkpngtou kahwdiou Ethernet otn BUpa Ethernet tng ouokeung Powerline.
7. Aok g oUvSeong mou WOALS SnuoupyrOnke.
TLoUpMEPAOHATA EEAYETE OO TOV TPOTO EPAPHOYNG TNG CUYKEKPLUEVNG TEXVOAOYLAG O GUYKPLON
LLE TOUG OUVNBLOPEVOUG TPOTOUG oUVEEDNG CUOKEUWV pe Ethernet kaAwbLo;

Aoknon 2n (Ztnv aibouoa Sibaockaliog)
Xwploteite o ouadeg epyaoiog kat culnTrHOTE WOTE VAL ATAVTNOTE 0TA akOAouBa epwtruata:
1. MNoleg evépyeleg Ba TPOMOTMOLOVUCNTE TPOKELUEVOU VO cUVSETeTe Péow piag Powerline ou-
OKEUNG, MEPLOCOTEPOUC 0TABLOUC epyaciag oto Siktuo f oto Aladiktuo;
2. Na Slepeuvnoete T SuvaTOTNTA ACUPHUATNG EMEKTOONG TOU SIKTUOU GOC UE XPRoN Twv
Powerline cuokeuwv.
Na mapoucLAcouV oL OUASES TA AMOTEAECATA TNG CUINTNONG TOUG OTNV OAOUEAELD TG TAENG.
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Opoloyia kot AKpwvOpLa

Absolute Path AnoAutn Stadpoun

Access list Alota pooBaong

Access Point, AP Acuppato Inueio MpooPaong
Accounting Kootog/kootohoynaon

Ad-Hoc Wireless Networks

AcUppaTo SIKTUO AUTOOPYAVWHEVO N KT amaltnon

Advanced Encryption Algorithm, AES

AAYOPLOLOC GUUUETPLKNAG N} oUVBETNG N €€EALYEVNC KPU-
mroypadnong

Application layer

Entinedo Edpappoync

Association Process

Aladikaoio GUOYETLOUOU

Asymmetric Cryptography

Kpuntoypadnon acUUUETPOU KAELOLOU

Attack EniBeon
Authentication AubBevtikonoinon/miotonoinon TauTotNTag
Authorization E¢ouolodotnon

Backbone Aiktuo koppoU f Kabetn kaAwdiwon f kadwdiwon payo-
KOKOALALG

Bandwidth EUpog Lwvng

Base Clock i} BCLK Baotkd PoAOL xpoviopol

Base station Ytabuog Baong

Bating Xpnon SoAwpatog

Beam Aéopn

Benchmark program Mpoypoppa LETPNONG EMLEO0EWY

Bridge, SLI/Crossfire rédpupa texvohoyiag SLI ) Crossfire

Broadband/Wide band Eupela Lwvn

Broadcast Exmournn

Brute-force attacks

EruBéoelg wung Blag n e€avtAntikr avalntnon kAedLou

CAS (Column Access Strobe) latency

Xpovog adpaveiag avapeoa otny aitnon tg K.M.E. yia
SeSopéva Kal oTNV OITOOTOAN TOUG artd TN UVAKN

Cell

Kup€An i kuehida

Certification Authorities CA

Apx£g Motomoinong

Chiphertext

Kpumtoypadnua

Chipset

Tolnoet | 2UVoAo OAOKANPWUEVWY KUKAWUATWY

Client

MeAdtng

Client-server

(Movtélo) mehdtn-e€unnpetnt

Closet (Telecommunications)

IkplwHO TNAETUKOLVWVLWY

Cloud

JUvvedo

Cluster

Juotouyia

Common Internet File System, CIFS

Koo Aladiktuako cUoTNUA OPXELWY

Computer cluster

JuoTtolyia urtoAoyLloTwy

Confidentiality EpmioteuTikOTNTOL

Configuration Mapapetponoinon

CPU frequency JuxvotnTa xpoviouou K.M.E.

CPU multiplier, CPU Ratio Pohot-moAamAactaotig K.M.E.

CPU Temp (Temperature) Oeppokpacia Kevipikng Movadag Enetepyaoiog
CPU Vcore Voltage Taon nAektpikol peupatog K.M.E.

Crossfire Texvoloyia Suthwv kaptwv ypadikwy tng AMD
Cryptography Kpumtoypadnon

Cyclic Redundancy Check, CRC

‘EAeyx0G KUKALKOU TTAeoVaGOU (aAyopLlOpoc)

Data frame

M\aioto Sedopévwv

Denial of Service, DoS

Apvnon E¢unnpétnong

Digest

Juvoln

Direct Attached Storage, DAS

At euBelag i apeon ouvdeon anoBnNKeUTIKOU LEGOU

Directional antenna

KateuBuvtikn kepaia

Distributed Denial of Service, DDoS

Kataveunuévn Apvnon E€untnpétnong

Domain

Meploxn

Download

Andn A KotéBaopa apyeilwy

Drivers

0b6nyol cuokevwv
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Dynamic configuration

Auvopikn puBuLon/mapapetpomnoinon

Encrypted File System, EFS

Kpumtoypadnuévo cuotnua apxeiwv

Extender, Range extender rj Range expander

EMEKTOON QA0UPHOTOU OAUATOC I ACUPHUATOG
EMAVOAATITNG

Extensible Authentication Protocol, EAP

MpWTOKOAAO EMEKTEVOUEVNG OUBEVTIKOTIOINGNG

Failover Cluster

Yuotoia YPnAng AtaBeotpotntoag

Fiber/Fiber optic

Ontkn va

File Transfer Protocol, FTP

MpwTOKoAAO peTadOPAG apXELWY

Firewall Teiyog mpootaociag

Format Mopdomoinon

Frame MAaiolo

Frequency Control (Panel) Mivakag EAEYXOU GUXVOTITWY
Geoblocking FewypadLkog AmMOKAELOUOG

Graphics processing unit ,GPU

Movada enetepyaciog ypapikwy

Hacker, Cracker , Vandal, Hacktivist

E€wteptkoc eloBOAEQS

Hacking

Mapavoun npocBoaocn

Hash Function

Juvaptnon Keppatiouou

High Availability Cluster

Suotoia YYPNnAng AwaBeotpotnrog

High definition TV HDTV

TnAedpaon uPnNANC EUKPLVELOG

High Performance Cluster, HPC

Juotolia YYnAng Amodoong

Home Page ApxLkr) oeAida

Hop ANpa (peTagy Spopoloyntwy)

Host YroAoyLoti¢/8€KTng

Host ID — suffix AvayvwpLoTIKO UTTOAOYLOTH 0TO SiKTuO
Hotspot Ynuelo aouppatng mpooPacng oto Atadiktuo
Hub AlovopEag

Hypertext Markup Language, HTML Mwooa ZRpavong YIepKeLLEVOU
Identification Avoyvwplon

Inbound (traffic) Eloepyouevn Kivnon

Infrastructure Yrnodoun

Infrastructure Wireless Networks

AcUpuata diktua UTtoSOUNG

Institute of Electrical and Electronic
Engineers, IEEE

Ivotitouto HAekTpoAGywV Kal HAEKTPOVIKWY MnyavIKwy

Integrity

Akepalotnta

Interface

Alenadn

International Organization for
Standardization, ISO

Alebvng Opyaviopog Tumonoinong

Internet

Atadiktuo

Internet Assigned Numbers Authority, IANA

Apxn Tou avtiotolyilel TnG BUPEG o€ UTNPETiEG
(0 péxpL 1024)

Internet Engineering Task Force, IETF

Taktkn Avvaun Mnxavikwv Aladiktuou

Internet Protocol Security, Ipsec

MpwtokoAAo aopdaAetlag Aladiktuou

Internet Protocol, IP

MpwtOKoAAO AlaSIKTUOU

Internet Service Provider, ISP

Mapoxog urtnpeotwv Aladtktuou

Just a Bunch Of Disks, JBOD

Texvoloyia tng amhol cuvolou Slokwv

Key mapping relationship

Xaptoypadnuévn oxeon KAELSLWY

Laptop Dopntdg NAEKTPOVIKOG UTIOAOYLOTIG
Layer 2 Tunneling Protocol, L2TP MpwTOKOAAO onPAYYwVY SEUTEPOU ETLTESOU
Link Juvdeon N evén

Load Balancing Cluster

Yuotolyia Eéloopponnong Qoptiou

Local Area Network, LAN

Tomiko diktuo

Log-in Aladikooia ELl00d0u

Login name ‘Ovopa xpnotn

MAC Address AlevBuvon VAkoU 1) duoikn lelBuvon
Mail Server ALOKOULOTAG NAEKTPOVIKOU TaxuSpopeiou

Man in the Middle, MitM

AtopecolaBntic

Manual configuration

Mn autopatn pubuion

Mapped key

Xaptoypadnuévo KAeLdi

Master

Kuploc | Baotkog
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Media Access Control, MAC

Eninedo n unoemninedo EAEyyou Npoopaocng oto Méco

Members

MéAn

Memory bus

AlauAog pvnung

Memory multiplier

MoAAarmAactaotrc KUplag Mvrung (RAM)

Message Digest

Juvoyin Mnvupartog

Metropolitan Area Network, MAN

MnTPOTMOALTLKO SIKTUO

Microdots

MikpokoUKKibeG i} MIKPOOKOTILKEG dwToypadles o€
uéyebog koukkidag (dot)

Mirroring

Katomtplopog

Mobile Ad hoc NETwork, MANET

Kwvntd acuppato §iKTuo aUToopYaVWEVO
1 kat anaitnon

Mobile Base Host, MBS

AocUppatog Stabuog Baong

Mobility Kwntikotnta
Monitoring program Mpoypaupa mapakolouOnong
Multimedia sensor AloOnTnpag mMoAUUECWY

Multiple-input and multiple-output, MIMO

Texvoloyiag moAQMAWY CUXVOTHTWY KAl KEPALWY

Network Attached Storage, NAS

AKTUOKO PECO amoBrKeLoNg

Network File Systems, NFS

AKTUAKO CUOTNUA APXELWV

Network, Computer

Alktuo umoAoyloTwy

Node Koupocg

Omnidirectional antenna MovkateuBuVTLKY Kepaia

One-way Movodpopog

Orthogonal Frequency Division MoAumAeéia opBoywviou SLaYwPLOUOU CUXVOTATWY
Multiplexing, OFDM

Outbound (traffic)

E€epyOpevn Kivnon

Overclocking YTEPXPOVIOUOG

Parity bit Auadiko Pndio wootipiag

Partition Awapéplopa

Password JUVONUATIKO

PCI Express slots Yrodoyég tumou PCl

Phishing NapamAavntikn aAAnhoypadia i NAEKTPOVIKO «Papepa»
Plugin Npoobeto

Point to point, P2P Ynueio mpog onpeio

Point-to-Point Tunneling Protocol, PPTP MpwTtokoAAo orjpayyog ONUELOU TNG onpeio

Port Oupa

Port Forwording

NMpowBnaon Bupag

Powerline / Broadband over Powerline, BPL

Texvoloyla eupLIWVIKAG TPOCRACNC LECW YPOUUWY
NAEKTPLKNG LOXVOG

Powerline Carrier, PLC

DOépov onpa texvoloyiag Powerline

Pre-Shared Key, PSK

MpokaBoplopévo KAELSL

Pretexting Anuoupyia Zevapiou
Private key I6LwTko KAELSL

Proxy server ALoKoLOTAG LEGOAABNONG
Public key Anpooto kAeldt

Public Key Cryptography

Kpuntoypadnon dnpociou kAel6L0U0

Public Key Infrastructure, PKI

Yriodoun dnuoaclou KAebLou

Public key servers

E€umnpetntég Snpociwv KAESLWY

Quality of service, QoS

MolotnTa ulnpeciog

Quid pro quo

Katu yia kAt ) «Aovvat Kot AaReiv»

Racks (Telecommunications)

PadLa TNAEMKOWVWVLWY

RADIUS Server

Alakoplotng aubevtikonoinong

RAID Controller

EAeyktrc MAeovalouoag Tuotolyia Avetdaptntwy AloKwv

Redundant Array of Independent Disks, RAID

MAegovalouoa Suotolyia Aveédptntwy Alokwv

Relative Path

YXeTIKN Sladpopn

Remote Authentication Dial-in User Service,

YTnpeoia AmMOUAKPUOUEVNG TILOTOTOLNONG XPNOTN ELOEP-

RADIUS XOMEVNG KARONG
Repeater EnavoAnmng
Roaming Meplaywyn
Router Apopohoyntig
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Scalable Link Interface, SLI

Texvoloyia Sumlwv kaptwv ypadikwy tne NVIDIA

Secret key MuoTiko KAeLdL

Secure Sockets Layer, SSL Eninedo aodpalwv Bupwv
Security Aodalela

Server ECUTNPETNTAG 1 ALAKOULOTNG

Server clustering

Juotolyieg EEunnpetnTtwv/Slakopuotwy

Service Set Identifier, SSID/ Network Name

‘Ovopa N AVayVWPLOTIKO 0.oUPHATOU SIKTUOU

Settings Mapapetpol

Shared medium Alapolpalopevo PEco

Shut down TePUOTIOUOC AELTOUPYLOG

Site TomoBeoia

Slave Aeutepelov

Smartphone ‘E¢unvo thAédwvo

Social Engineering Kowwvikn Mnyavikn

Sockets Yrodoy&g N mpileg

Spoofing MAaotonpoowrtia f petaudieon

Storage Area Network, SAN AlKTUOKN TIEPLOXN amoBnKkeuong

Stress Test STPEC-TEOT 1) SOKLUN avToxn ¢ Asttoupyiag evog H/Y

Stress Tool Epyalelo yla eKTEAEON OTPEG-TEDT I} SOKLUNG AVTOXNG AEL-
toupyiag H/Y

Striping Aloypappion

Symmetric key JUUUETPLKO KAELST

Tablet HAEKTPOVLKOC UTTOAOYLOTNC TAUTAETAL

Temporal Key Integrity Protocol, TKIP

MPWTOKOANO OKEPALOTNTAG TPOCWPLVOU KAELSLOU

Terminal Adaptor, TA

TEPUOTIKOG TTPOCAPHUOYEQS

The onion router, Tor

Kpumtoypadnaon moAwv eninedwv Kot UTIOAOYLOTWY Slape-

cohafntwv
Thread NAua
Threat Anel\n
Upload AvéBaopa apyelwv
Username ‘Ovopa xprotn
Validity Eykupotnta

Virtual LANs, VLAN

Etkovika tormika diktua

Virtual Private Networks, VPN

Etkovika IStwtikd Aiktua

Voltage Control (Panel)

Mivakog eEAEyxou NAEKTPLKAG TACNC

Vulnerability Aduvapia

Web browser buMopetpnTnc/monyog

Web of Trust, WoT Aiktuo Epmiotoouvng

Web server AtoKopLotAc/eEUTNPETNTAC TOU TTOYKOGULOU LOTOU
Web Site lototonog

Wide Area Networks, WAN ALKTUO EUPELOG TIEPLOXNAG

Wi-Fi multimedia, WMM

Mpoturno noAupéowv Wi-Fi

Wi-Fi Network Interface Controller, Wi-Fi NIC

AcUppatn KApTa SIKTUOU 1 EAEYKTAC AOUPUOTOU SIKTUOU

Wi-Fi Protected Access Il, WPA2 / IEEE 802.11i

Mpootatevpévn npooBacn texvoloyiac Wi-Fi 2n €kboaon

Wi-Fi Protected Access, WPA

Mpootatevpévn npocBacn texvoloyiag Wi-Fi

Wired Equivalent Privacy, WEP

I6lwTtikoTNTA Looduvan evoupuatou (Siktuou)

Wireless Ethernet Compatibility Alliance, WECA

Juppayia acupuotng cupBatotntag Ethernet

Wireless Fidelity Wi-Fi

MPOTUTIO ACUPUATNG TILOTOTNTAC

Wireless Local Area Network, WLAN

AcUPUOTO TOTIKO SIKTUO

Wireless Mesh Networks, WMN

AcUpporta SIKTua TAEYUATOC

Wireless Sensor Networks, WSN

AcUppata diktua aedntnpwv

Workstation TEPUOTIKO N} IPOOWTILKOG UTIOAOYLOTAG N} 0TaBUOG epyaciag
World Wide Web, WEB MaykoouLog lotog
Worm IKOUANKL

WPA2-Enterprise

Emixelpnotakn mpootateupévn npooBacn texvoloyiag Wi-Fi

WPA2-Personal, WPA2-PSK.

MPOCWITLKA TTPOCTATEVUEVN TIPOOPaon Texvohoyiag Wi-Fi

ZombiePC

YroAoyLotég avuroiaotwy XpnoTwy HOAUGHEVOL E TIPO-
YPAUUOTA LWV
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