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KedaAato 1

Baokég Eloaywyikég Evvoleg

‘Evac umtoAoylotic elval éva guvolo amo Siadopa Tunuata uAkou (hardware) mou cuvepya-

{ovtat

HEeTafl Toug. MOALS To oUvoAo auto TpododotnBel e NAEKTPLKO pelpa, Ta e€apTAHOTA

autd apyilouv va Asttoupyolv cuvtoviopéva. Eudaviletal éva ieptBarov oto onoio pnopou-
HE va ekteAéooupe Sladopa MPOoyPARLAT, O armAd NAEKTPOVIKA TtaLXvidla LéXpL oUVOETEC
ebappoyec enetepyaoiag Sedopévwv. O GUVTOVLOTHG AUTWV TWV e€APTNUATWY glval éva oUvo-
Ao mpoypappdtwy mou ovopdletal Asttoupytko uotnua (AX). to kedbdalalo autd mapouotd-

{ovtat

Ta BaoLKA OTOLKELA TOU.

Aldaktikoi ZToxoL

Y€ aquTo To KedpaAalo Ba pabete:

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8

Na replypadete Tov pOAO Kot ThV avayKaotnta UTAPENG TWV AELTOUPYLKWY ZUCTNHATWY
(AZ).

Na avayvwpilete Tig dtadopeg katnyopieg Twv AZ koL tnv EEALEN TouC.

Na npoodlopilete Ta AT avolytol KwiKa.

Na evrtorilete TI¢ amaltioelg Twv A 6cov adpopd To UALKO.

Na avayvwpilete ta AY GopNTWV CUGKEUWV.

Awdaktikég Evotnteg

AOYLOULKO ZUOTAOTOG

Tt elvat AeLToupyLKO ZUOTNUA

Baotkég appodlotnteg kot Asttoupyieg tou AX

H dopun evog AeltoupyLlkol GUOTHUATOG

O Nupnvag (kernel) Tou AettoupyLkoU GUOTHUATOC

H emkowvwvia pe tov xpnotn 1 Alemadn xpriotn (User Interface)
Katnyopleg AELTOUPYLKWY CUCTNHATWY

lotopikr €€EAEN TwV AZ
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1.1. AOyLOMIKO ZUOTHLOTOG

1.1.1 Ou évvoleg «MNpoypappoy Kot «AOYLOMIKO»: Ao Tnv oTlyun mou Ba tpododotnOel pe
NAEKTPLKO peU A O UTIOAOYLOTNG apyileL Tnv ekTéAean evog MARBouG poypappatwy. Otav ava-
$EPOUOTE OTOV OPO MPOYPALILO EVVOOULE VO GUVOAO EVTIOAWV ToU KaBodnyel AsmTopepwWE
£vav UTIOAOYLOTN YLoL VO EKTEAECEL CUYKEKPLUEVES pyaoiec. Kamola amd autd ekteAoUvTal au-
TopaTa Kat £xouv oToxo TN Slaxeiplon tou umoAoyLotr Omwe Ba SoUpEe MAPAKATW, EVW KATOL
AaM\a ektedolvTal povo adou to INTroEL KATIOLoC XPRoTNG.

H onuavtikn Stadopomoinon Tou umoloylotr amo aAAeg cuokeUEg enefepyaciog deSopévwy
(TL.X. TALXVIOOUNXOVES, CUCTALATO EAEYXOU TWV OLUTOKLVATWY) glval N LkavoTnTo Vol eKTEAEL Eva
TANB0G SLadOPETIKWV TTPOYPAUUATWY OVAAOYQ LIE TIG OTTALTHOELG KAL TLG OVAYKEG TOU XProTh.
Mta taxviSopnxavn Unopel va eKTEAECEL CUYKEKPLUEVO LOVO TTOLXVISLA HECW TIPOYPAUUATWY
TIOU £XOUV KATOOKEUAOTEL ELSIKA yLo aUTH f 0 «NAEKTPOVIKAG eYKEDANOG» EVOC CUYXPOVOU OlU-
TOKWVATOU Umopel va Staxelplotel Intipata puBULoNG TNG KATOVAAWONG KAUGOLUWY, EAEYXOU
TWV aLoBNTNPWY, Kataypadng TPoPANUATWY Asttoupylag kat GANA INTAKATA EVOG CUYKEKPLUE-
VOU LOVTEAOU €VOG GUYKPLUEVOU KATAOKEUOLOTH QUTOKLVITWY. AVTIBeTa 0 UTTOAOYLOTHG TTOPEXEL
OTO XPNOTN HLOL YEVLKN NXOVN HE €val 0UVOAO oToLXelwv UALKOU (emefepyaotng, Uvnpn, o8ovn,
TANKTPOAOYLO0, TIOVTIKL, OKANPOG 8lokog Kol AAAEG CUCKEUEG) N omola pmopel va TpoypapaTL-
otel va ekteléocel omotadnmote edoappoyr enefepyaociog dedopévwy, amo Eva malxvidt uéxpt
£va mpoypappa availuong dopudoplkwv wroypadlwy Kal Kalplkwv SeS0UEVWY LE OTOXO TIG
HETEWPOAOYLKEG TTPOPAEYELC.

Noylopiko (software) ovopaZetal To GUVOAO TWV TPOYPOUUATWY TIOU XPNOLLOTIOLOUVTOL OTOUG
uroAoyLotég. Madl pe to uALko (hardware) amoteAoUv éva oAoKANPWHEVO UTIOAOYLOTIKO cUOTN-
pa (ewk.1.1).

Ewodva 1.1: Mpoowrttkog Yrohoylotng (mnyn: Siktuoypadia #9)

la va ypael Kavelc éva mpOypaLLLa YO €VOV UTIOAOYLOTH, TIPETIEL VAL XPNOLUOTIOLOEL KAToLa
YAwooa npoypoppatiopol. Ol YAwoOoeC MPOYPAUUATIONOU avaAoya e TIG EVIOAEG TTOU Xpn-
ollomololv katataocoovtal o€ Stadopa eminmeda avaloya e TO TOCO KOVIA Bpiokovtal otov
avBpwro (uhnAov emumédou) f oTov UTOAOYLOTH (XaNAOU eTLTESOUL).
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Ewkova 1.2: YoAoyloTn¢ Kat Katnyopieg Aoyloptkol (mnyn: BLBAoypadia #4)

1.1.2 Eién Noylopikou Onwc dpaivetal kot otny €Lk. 1.2 To AOYLOWIKO umopel va xwpLloBel og Suo

LEYAAEG KATNYOPLEG: 2TO AOYLOUIKO EPapUOYWY KAl 0TO AOYLOULKO ZUCTAUATOC.

Noylopiko Epappoywv: Ztnv katnyopia autr meplapBavetal pia peyaAn motkilia Stadopett-

KWV TIPOYPOUUATWY Ta OTtolal €lvoll KATAOKEVAOUEVA YLOL VAL EKTEAOUV CUYKEKPLUEVEG EPYATLEG

oUUdWVA PE TIC AMALTACELG KO TIG AVAYKES Hag. AvaAoya pe Tt 6paotnplotnta mou avamntlo-

OOULE ETUAEYOUE KAL TO AVTIOTOLYO TIPOYPaUUA. MepLkd mapadelypata AoyLouKoU epappio-

ywv givad:

e Ta npoypauuata oxebioong, eneéepyaoios pwroypaiag, Bivteo, LkKOVwWVY, HYoU Kal mo-
Avpéowv. Mag mapéxouv tn Suvatotnta va SnLoUPYCOULE KOL VA ETIEEEPYAOTOUE TIAN-
podopleg autoL Tou £idoug.

e Ta mpoypaupate cutouatiouoU ypapeiov. MmopoU e va ypdaou e Kat va dtapopdwoou-
LE éva Kelpevo xpnotpomowwvtag Stadopa idn ypadng, mivakeg, mAaiola, elkOveg. Emiong
UITOPOUE VA XPNOLUOTIOCOUE BATELS SE60UEVWV KAL AOYLOTIKA GUANQL.

® Ta eknalbeutika npoypdupata. Mog Sivouv tn duvatotnta va ekmolSeUTOVUUE O€ KATIOLO
SLOaKTIKO avTikeipevo (Lotopia, pabnuatikd, puotka, xnueia, mAnpodopikn, Kal oTLdATOTE
VEVIKA). Emiong umopoupe va avalntriooupe mAnpodopleg oa va eixape otn Stabeon pag
L0 TIPOYLATLKY eyKUKAOTtaiSELa TTOAAWVY TOUWV.

® To rouyvidia. Yrapyouv OAAEG KATNYOPLES TAXVIOLWY OO T TILo amAOiKA UéXpL oUvOeTa
mayvidia otpatnyLkng kat Spaonc.

® O PUANOMETPNTEG. MO EMLTPEMOUV VO KAVOULE TIEPLYNON 0TO SLaSIKTUO Kal va Xpnotuo-
TIOLOUE SIKTUOKEG EDAPLOYEC.
NOYLOWLKO ZUCTAMATOG: TNV KaTnyopia autr meptAauBavovTal OAa To TPOYPAUUATA TTOU XPN-
OLLLOTIOLOUVTAL YL TOV EAEYX0 TNG AELToupyLag Tou uTtoAoyLoTr Kal T nuoupyia Kot eKTEAEDN
TWV TIPOYPAUUATWY edappoywy. To Baotkotepo AoyLoUkd tng katnyoplog autng eivat to Ast-
TOUPYLKO ZUotnua (AZ, Operating System, 0S). To A eival éva 6UVOAO TPOYPAUUATWY TIOU £(-
val urteLBUVA YLaL T CWOTK KOL CUVTOVIOUEVN AELToupyia TOU UTTOAOYLOTH Kal Tn SlaBeotuotn-
Ta TWV SUVATOTATWY TOU 0 GAANQ TIPOYPALUATA 1} OTOV XPNOTHN. 2TN KATNYOopia TOU AOYLOULKOU
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OUOTAUATOG OVAKOUV ETLONG Kol Ta L8IKA epyaleia (utilities) Omwg mpoypdppata eAéyxou Kat
Slapodpdwong tou okAnpou diokou, eAéyyou Kal embLOPBwWONG SUGAELTOUPYLWV TOU UTIOAOYL-
oth, avaAuong tng kivnong dedopévwy os €va SiKTuo UTTOAOYLOTWV K.Q.

Ewkova 1.3: Ta EUMOPLIKA GAUATA TIOU AVTUTPOCWIEUOUV KATTOLA AELTOUPYLKA GUOTHUATA.

1.2. Tueivat AsttoupyLko Zuotnpa

Onwg avadepOnke, To A amoteleital amod pia opada mPOoyPALUATWY TA OMola EVEPYOUV WG

“gvlLANECO” UETOEY TOU UTIOAOYLOTH KAl TWV XPNOTWV, EGOPUOYWY Kal TIEPLPEPELAKWY TIOU
KAVOUV Xpron tou.

Ewkova 1.4: To AZ mpooouoladeTal e ToV LaESTPO Tou umoloytotr (rinyn: BLBAloypadia #2)

To Aettoupylko IUOTNUO EMITPEMEL OTOV UTTOAOYLOTH va avTlapBavetal tig odnyieg mou tou
Silvoupe HEOW TWV CUCKELWVY L0060V (MANKTPOAOYLO, TIOVTIKL K.Al). MaC ETLTPEMEL EMiONG va
ETILKOLWVWVOULLE LE T TTpoypappata Sta uéoou tng 086vng Tou umoAoyLoTh, va amoBnkeloupe
otolxela oe Siokoug kat flash disks kat yevika va emikowwvoUpe Kat va Slaxelpl{OUaoTE TIG
TEPLDEPELAKES CUOKEVEG.

Fevika €va AglToupylkd Tuotnua eival utelBUVO YL TNV apUOVIKN AEtToupyla Kol Slaxeiplon

TOU UALKOU TOU UTTOAOYLOTH, TNV EMIKOWVWVIA HOG L€ OLUTOV KL TNV EKTEAEON AAAWVY TPOYpa-
HATWV.
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Me tnv avamtuén tng texvohoylog Kat TNV EUdAvion Twv cUYXPOVWVY «EEUTIVWV» KIVNTWV TNAE-
bwWVWV 0 pOAOG TOU AELTOUPYLKOU GUOTHHOTOC EYLVE TILO KATAVONTOG. OAEC OL CUCKEUEG QUTOU
Tou TUToU, aveEapTATWG KATAOKEUOOTH, Slaxelpilovtal TMAEoV HEOW EVOG KOLVWG YVWOTOU Tie-
ptBaAovtog (m.x Android) To omoio emitpénel v ektéAecn edapUOywV yla TIPAyUATOMOoinGN
KANoewv, meptiynon oto dtadiktuo, AnPn pwroypadlwyv KTA

H ewova 1.4 mapopoldlel ToAU emituynéva Eva AELTOUPYLKO ZUCTNHA (1) To pOAO eVOG AeLToup-
YLKOU GUOTHHOTOC) L€ TO HOEOTPO ULaG 0pXNOTPOC. Ot LOUGLKOL UE T LOUGLKA Opyava gival ta
HEPN TOU UALKOU €VW OL TAPTITOUPEG TNG LOUGLKNG HUE TIG VOTEG ELVAL TO TIPOYPALLATA. I€ QUTO
TO MOPASELY A O XPNOTNG €XEL TOV POAO TOU KOWOU TOU armoAaBAVEL TO TEAIKO QIMOTEAECHAL.

1.3. BaowEG appodLotnteg Ko Aettoupyieg Tou AELTOUPYLIKOU ZUCTHHATOC

Ot Baokeg "appodlotnTeg” Tou AELToupyLkol GUCTHOTOG lvat AOLTov:
® Noa Asttoupyel wg evblaueocog (Atemadn 1 Interface) avapeoa otov avBpwmo Kol otn
unxown.
® Na Sayelpiletal Tig SuvaTOTNTEG KAl TOUG OPOUG (resources) Tou CUOTAUATOC UTTOAOYL-
ot £T0L, WOTE Va TTIOPAYETAL XPHOLUO £PYO.
® No peTadEPEL EVIOAEC I)/KaL OMALTAOELG TOU Xprotn otov H/Y.
® Na Sivel xpnotpeg mAnpodopieg yla TNV KATAOCTOON TOU CUCTAATOC, LeTadEPEL HNVUpOL-
Ta tou H/Y mpog to xpriotn yia Addn r mpoPAfparto o spdavilovral.
® Na Slayetpiletat tnv Kevrpkn Mviun (RAM) Tou cuoTtipoToc.
® Na evepyormolel kat Sivel odnyleg otnv KME. katavépovtag To XpoOvo AEToupylag tng
OTOUG XpNOTEC Kal oTa Stadopa MPOYPAUATA TIOU EKTEAOUVTAL.
® Na Slayelpiletal I cUOKEUEC €lo0dou Kal e€06ou eléyyovtag Tn pon Twv SeSopévwv
(eloodog) kat TNV €€060 TwV MAnpodopLwy (£€0dog).
® No opyavwvel Kal Slaxelpiletol Ta apxeiot TOU CUCTAUATOC LECW TOU CUCTAUATOC ap)XEi-
wv.
® No eA€yXEL TNV EKTEAED TWV TIPOYPAUUATWY TWV XPNOTWV.
® Na epapuolel unxaviopolg Tou BEATIWVOUV TNV aoPAAELD TOU UTTOAOYLOTH Ao dtddo-
poUG KWSUVOUC.
Eva AX €xeL Suo Baolkoug oKomoug:
O npwtoc Boolkdg okomdg evog Asttoupylkol cuothuatog ival n SteukdAuvan tou xpnotn
OTNV EMLKOVWVIA TOU UE Tov UTtoAoyLotr). H SleukOAuvan auTh EMITUYXAVETOL HE Th SnuLoup-
yla evog meptBarlovtog enikovwviog (dAotol). Autd pecolafel avapeoa oTo XpRoTn Kat Tov
UTTOAOYLOTH] KalL £T0L §€V Elval AmaAPALTNTO 0 XPrOTNG VO yVWPLLEL AEMTOUEPELEG TOU UALKOU yLa
VoL KAVEL Xprion Tou.

O xpNotng Aoutdv UMopEL va E0TLACEL O€ AUTO TIOU EMLBUUEL va YIVEL KAL JLE TIG EVTOAEG TOU Kot
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Ewkova 1.5 Emineba evOg GUGTAUATOC UTTOAOYLOTH

T TIPOYPAUUATA EPAPUOYWY TIOU XpnoLuomolel va AUoeL éva mpoBAnud tou. To A elval otn
OUVEXELQ UTEUBUVO yLa TNV HeTaBiBacn 0To UALKO TWV EVEPYELWV TOU TIPETIEL VAL YIVOUV.

Ma mapadelypa, o xpnotng Sivel pia eVToAn yla Thv avilypadn evoc apxelou amd to okAnpod
Sioko og éva flash disk. To AZ avayvwpilel Tnv evtoAn Tou xprotn, avalntd to apyxeio oto Sioko,
evrtomileL tn B€on tou, eAéyxel av uTIAPXEL EAeVBepog Xwpog oto flash disk kat apyilel tn peta-
bopa tou apyeiou evoTNTA - EvVOTNTA OO TO £va HECO OTO GAAO.

0 6e0TteEPOC OKOTIOG EVOG AELTOUPYLKOU GUOTHUATOC elvat n afldmiotn Kat n anodotikn Aettoup-
yla Tou ocuotuatog Tou unmoAoylotr Kat n KaAutepn aflomoinon Twv mopwv tou (KME, puviun,
Slokol, mepldpepelakeg cUOKEVEC). Omwe Ba SoU e Kal oTa eMOpeVa KeGAAaLa, N KOTAVOUN aU-
TWV TWV TOPWV yivetal pe Paon kpltripla ta onoia eéacdalifouv ion xprion amod 6Aoug Toug
evlladepopevouC (XpoTeg Katl eGapUOYEC) KAl AMOTEAECUOTIKOTNTA 0TNV aflomoinon Toug.

1.4. H dopn vl AELTOUPYLKOU GUOGTHULOTOG

‘Eva AX amoteAeital amo Ta mopakATw TUAUATAL:

a) Tov Muprva (Kernel). Eival to KuploteEPO TUAKA £VOG AZ. To TUAUA UTO GOPTWVETAL TTPWTO

otnV KUPLA VAN Kal EKTEAELTAL oLUVEXWC 0 OAN TN SLAPKELX AELTOUPYLAC TOU UTIOAOYLOTH.

Ta mpoypappata ehapUOoywV EMIKOWVWVOUV LE OUTO HECQ OTIO €va KaBoplouévo oUVolo

KAnoswv. O mupnvog eival o kKOpLog uTELBUVOC YLa TN CUVEPYAGiO TOU AOYLOULKOU UE TO

UALKO TOU UTIOAOYLOTH,

To Zuotnpa Apxeiwv (File System). Eivat to TuRpa tou AZ to omoio Slaxelpiletal ta ap-

xela (ovoparodoaia, kataxwplan, avaktnon K.AT.) Kot ppovtilel emionc yia tn d1abeon Toug

OTOUC XPNOTEC,

¥) Tn dienadn xpnotn (user interface). Eivat to tpuiua mov avahaupdavel va dxetal kat va Si-
VEL 0TO GUOTNHLA TOU UTTOAOYLOTH) TOL QULTHLATA (EVTOAEC) TOU XPrOTN KAl EMIONG VO LETAPEPEL
0TO XPNOoTN unvUUaTa amo To cVoTNUA. To TUAKA auTtd Snploupyel To meplBAAiov emikoww-
viag xpriotn — umoAoyLoth Kot pnopei va uhomolnBel pe meptBaAAov ypauunc evioAwy 1 pe
VPopiko TteptBaAAov 1) Kal e Toug SU0 TPOTIOUG.

B

~—
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1.5. Nupnvag (Kernel) Tou ActtoupyLlkoU CUCTALOTOG

O MNupnvog Tou AELToupyLKOU CUCTAUATOC Elval Eva oUVOETO Mpoypappa To onoio Staxetpiletal
aLTipaTa Xprong cUCKEUWY £l0060U/e€060U o TIG EGAPUOYES KOl EAEYXEL TNV KOTAVOWU TNG
UVAUNG KOl TNG KEVTPLKNAG povadac enetepyaoiag (KME) ota mpoypdppata mou eKteAolvTaL.
Anotelel To 1o xaunAo (kovta otn punxavr) eninedo tou AL Kal €ival TO TPOYPOUUA TTOU EKKL-
Vel QUECA LE TO AVOLYHLO TOU UTIOAOYLOTH KOl TepUatilel TeAeuTaio.

O mupnvog xelpiletal auto mMou oVOUATETOL KANOELG CUCTAUATOC. AUTEG Elval alThpaTo amno
LG ehOpPUOYEC yLa XPrion Tou UALKOU, Snpoupyia vEéwv Slepyactwv mou Ba ekteAouvtal otnv
KME kot Stoxelplon Tng UVAKNG TOU GUOTAMATOG. H emikowvwvia pe To UALKO (GANaL KAl PE TLC
ebappoyEc) mpaypatomnoleital Sla HEGOU eVOC CUOTNLATOG SLAKOTIWV TIOU £lval £vag Baotkog
UNXOVLIOUOG Tou AZ. MOALS SnuLloupyeitatl pia SLaKOTI IOV AVTLOTOLXEL O€ KATTOLO aitnpo KaAel-
TOL TO QVTIOTOLYO TIPOYPULLLLA VIO VO SLOXELPLOTEL TO altnpa auTo. MeplocOTEPA OUWE YLOL AUTEG
TI¢ Asttoupyieg Ba Soupe oto 30 kedahato.

1.6. H emukowvwvia tou xpriotn N Aienadr xpriotn (User Interface)

AvadEpBnke TponyoupEVWE OTL 0 TTPWTOC BaoLkog okomdg Tou AZ eival n SleukoAuvaon Tou
XPNOTN OTNV EMKOWVWVLA Le TOV UTIOAOYLOTH. AUTOC 0 pOAOG KAAUTITETAL OO T AsyOpevn Oie-
niadn xpriotn (user interface) n omola elvat €vag UNXaviopog TTOU EMLTPETEL 0TOV XPNotn: (1) va
XPNOLUOTIOLEL AITOSOTIKA TO cUCTNa apXeiwy, (2) va ekkivel kat va Slayxelpiletal Tig ebappoyEg
TIOU eKTEAOUVTAL GTOV UTTOAOYLOTH Kall (3) val el TANpodopieg yLa Tn Aeltoupyla TwWV Lovadwy
TOU UTIOAOYLOTH pe duvatotnta va poPel o pubuioeLg.

H dlemadn xprnotn umopet va mpayuatonotndet pe U0 Kuplwg TPOMoUC:
® MéEow VoG SLEPUNVEUTH EVTOAWV.

® Méow evag ypadikou meptBailovtog emkowvwviog.

1.6.1 Aleppnveuti¢ evtoAwv. O SLEpUNVEUTNG EVIOAWVY VOl O TTPWTOG LOTOPLKA UNXAVLOUOG
eMKowwviag pe Tov urohoyloth. O Xprotng xpnoLpomoLel éva mpokaboplopévo oUVOAO evto-
AWV TI¢ omoleg propei va Swoel oTov UTTOAOYLOTH Sla LECOU ULAG TEPUOTIKAG CUCKEUNG XOpa-
KTAPWV (1 EVOG avayvwoTn KOPTWVY OTLG TIOAU TAALEG EMOXEG..). AUTECG OL EVIOAEG HtopoUV va
napapetponolnBolv wg mpog Tn Asttoupyia touc. Emiong, avahoya pe to AZ, mapexetal n du-
vaTotnTa ocuyypadnc oevapiwy. & auth Ty Mepimtwon Pnopel va autopatonotnBouv moAAEG
£pYaoieC TOU amaltolV T Xpron MOAAWY Ao AUTES TLG EVIOAEG. AGYW TwV TTOAU Lloxupwv Suva-
TOTATWV KoL TNG OLKOVOULOG XpOVOU TIOU UMOPOULE VAL EXOUE LLE TN XPHON QUTWV TWV EVIOAWYV,
N Xprion tou SLEPUNVEUTH EVTOAWV CUVEXITEL VO UTTAPXEL OKOUO KAL OTOL GUYXPOVOL AELTOUPYLKA
ocuotrpata. AuTo ylveTal Ue TN Xpron evog 181KoU mpoypdpupatog eéopolwong TepUaTIKoU.
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Microsoft Windows [Exéoon 6.1.7601]
Mvevpartika dikawwuata (c) 2009 Microsoft Corporation. Me eniuAaén kade vouiuou
Sikauwuarog.

C:\Users\osnotes>help

la mepLoooTePeg MANPOPOPIEG CYETIKA UE ULO CUYKEKPLUEVN EVTOAN,

niAnktpoAoynote HELP ovoua-evtoAng.

ASSOC Eu@avilel 1 TponmonoLel CUCKETIOELS EMEKTAONG PXEIWV.

ATTRIB Eupavilel § aAAddel Ta YUPOKTNPLOTIKA OpXELWV.

BREAK OpileL n analsipel tov ektetauévo éAsyyo CTRL+C.

BCDEDIT  KaSopilel 1510tnteg otn Baon Sebouévwy ekkivnong yLa tov EAeyxo
POPTWONG EKKIVNONG.

CACLS Eupavilel j tportorntotei Aioteg eAgyyou npooBaong (ACL) apyeiwv.

CALL KaAei éva npoypauua 6éoung ano éva aAlo.

cD Eupavilet to ovoua 1 ti¢c aAAayég Tou TpEYovTog KataAoyou.

Ewova 1.6: Tuipa tng e€660u tng evioAng HELP n omotla Sivetal Héow TOU MPOYPAUUATOC TPO-
oopoiwonc teppatikol cmd.exe ota Windows 7

Mapd to ATl évag SlepunveuTng eviodwv pag Sivel ToAEG duvatdtnteg Lallkng Kupiwg enetep-
yoolag apxeiwv, evtoutolg eivat SUoKoANn n xprion tou, SLOTL amattel e€0IKEIWON LIE TIC EVTOAECS
KOl TLG TTIOPAETPOUG TOU. ATTOTEAEL ONUOVTIKO gpYaAElo YLl SLOXELPLOTEG CUOTNUATWY KoL TTe-
TIELPAUEVOUC XPNOTEG KAl UImopel va e€0LKOVOUNOEL XPOVO KOl VA AUTOLOTOMOLNOEL SLadIKOGLEC.
Yta & ouotipata UNIX i ota Baolopeva o auto (m.y LINUX) umdpyouv mepLoGOTEPOL TOU EVOG
SLEPUNVEUTEC EVTOAWV UE TTOAU TIPOXWPNHUEVEC SUVATOTNTEG TPOYPAUUATIOMOU (sh, csh, bash).

1.6.2 Mpadiko nepitBaAlov enikovwviog

To ypadikd meptBarov enikovwviog (Graphical User Interface, GUI) epdaviletal ano ta uéoa
¢ dekaetiog tou 80 Kal EMelta Kat XL yivel TTAEOV 0 BACLKOC UNXAVIOUOG ETILKOWVWVIOG e TOV
unohoylotr). Baoikd otolxeia Tou sival ta g€nc:
® H yprion mepBAaAAovTog ypadikwy Kot OXL AMANG YPAUUNG KELUEVOU.
® H xpnon «mapabupwv» mou elval opBoywVIEC TTEPLOXEC OTNV 000V €VIOC TWV OToiWY
pmopoUv va ekteholvTal epapuoyES. Ta mapdBupa autd £xouv Evav KaBopLlopévo TpOmo
gUdaviong Kat xelplopou (tithog mapabipou, xpwpata mAALoiou, peylotomoinon, ehoyl-
otonoinon, kKAelowo).
® ‘Yrapén plog «emudAvelag epyaciac» otny omoia Umopolv va UTAPXoUV Ta mapabupa
Twv ektehoUpevWY ebappoywv Kabwg Kat elkovidla mou avtlotolyouv os edbapUOYEC,
apxeia kat pakélouc.
® MANpng éAeyyoc HECW CUOKELWV KatddelEng (m.x movrtiky, light pen, touch pad, 08dvn
adng). O xproTng UIMOPEL va EKKIVAOEL KOl va TepUaTiosl epappoyEg, va alagel BEon
Kat péyebog ota mapabupa Kol YEVIKA va TIPOKAAEL «yeyovoTtay (M. TATNUO TTARKTPOU
TIOVTIKLOU, TomoBétnon Seiktn movtikiol o pia meployn, k.a) Ta omoia Staxelpilovrat
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aro 1o A kat 0dnyouvTaL TPog TIG avTioToLXeC ePapUOYEG yLa EAEYXO KaL AVTATIOKPLON.
® Auvatotnta UTAPENG LLAG TTIEPLOXNG OTIOU UTIAPXEL £Vl « LEVOU» TWV EGOPLOYWV.
® Auvatotnta Umapéng piag meploxng omou epdavilovral (oe popdn ewovidiwv) ot epap-
HOYEG TTou ektedouvTal Kat Stadopeg AAMeG mAnpodopieg (T.x wpa)
Ma tn xpron OAwv aUTWV Twv SUVATOTATWY Ao TIG EDOPHUOYEC TO AT TTOPEXEL LA OELPA KAN-
ocwv ol omoleg eivat SlaBéoiueg Sia péoou BLBALOONKWV AoylouikoU. To ypadikod meptBaAiov
ETILKOLVWVLOG UITOPEL val glval avamdomooTo KOUUATL Tou A (1. onwg cupPaivel oe OAa Ta
Microsoft Windows) 1} va emiléyetal/eykabiotatal ano tov xpnotn (m.x Aeltoupyka Linux pe
Suvatotnta xpriong tou KDE, Tou Gnome, K.q.).

Ewova 1.7: Moapadeiypata ypadikol neptBariovtog (Windows XP (ota aplotepd) kot Ubuntu ota Sg€1d)

1.7. Katnyopieg AELTOUPYIKWVY CUCTNHATWY

J€ Lo TTPOOTIABELO KATNYOPLOTIONGNG TWV AELTOUPYLIKWY CUCTNHATWY Ba pumopoloape va Ka-
vou e Slokploelg avahoya Pe To MApoKATW:

® TUmo tn¢ enetepyaoiag mAnpodoplwv mou umootnpilouv

® YmoothplEn evog 1 ToOAAWVY XpnoTwv

® AVOLKTO 1 KAELOTO AOYLOIKO
Evvoeital 0Tl éva AEITOUPYLKO UTTOPEL VA KOTATACOETAL TAUTOXpOVA O SLAdOPEC KOTNYOPLEC
QVAAOYQ [LE TA CUYKEKPLUEVA YWWPLOUATO TOU.
1.7.1 Katdataén pe tono enefepyaociag nAnpodoptwv. Avdhoya pe tov tumo enefepyaciog Si-
akpivou e TI¢ katnyopieg mou Ba avadepBolv mapakdTw Kat ot onoleg Stapopomnolovvral Ba-
OLKA OTO XPOVO amOKPLONG KOl 0T YEWYPAdLKN SLAcTIopd Twv Lovadwy. Oa MPEMEL VO TOVLOTEL
£6w OTL AUTA N KATNYOPLOTIONGN CUUTEPNOUBAVEL KATIOLOUG TUTIOUG AELTOUPYLKWY OL OTtoioL
ouotaotika dev udiotavrat mMAéov Adyw TG TepaoTiag eEEALENG TNG TeXVoAoyiag KaL TG auén-
0NG TNG UMOAOYLOTIKAG LoXUOG, TNG MVAKNG, TOU amoBnKeUTIKOU XWPOU KOl TNG TAXUTNTOS TNG
SIKTUOKNG EMIKOWVWVIAC.
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® Kata 6éoueg (batch). Av kal cuvavtdtal o MOAOLOTEPA CUOTAUATO, UTIAPXOUV KAl Of)-
HEepa KATA KATOLO TpOmo ota cuotripata GRID (umoAoylotika mAéypata). Mapa moAhol
XPNOTEG avaBETouV TIC CUVNBWCE AMALTNTIKEG O TTOPOUC EPYACIEC TOUG KOL QLUTEC EKTE-
Aouvtal, Omote givat Suvato, amno To cUCTNUO UE KEVTPLKH Slaxeiplon.

® Juvaldaywy (transaction). ESW UTIAPXEL CUVEXNC ETILKOLVWVIN XPOTN-CUCTIUATOC KOl N
amnokplon Ba mpénel va Slvetal 600 To ypriyopa yivetal. AUTO TO XapOoKTNPLOTLKO cuva-
vtatal kot ota Stahoyika (interactive) cuothpoTa.

® Meplopou xpovou (time sharing). To cUotnpa Slapolpaletal o TIOAOUC XPNOTEG Kal
elval SuvaTto va UTIAPYXEL XPEWON YLa TIC UTINPECLEC TOU.

® [lpayuatikoU ypovou (real time). To cuotnua mpénel va eaodalilel dueon amokplon
0€ TIPOKABOPLOUEVO Kal 6UVABWG TTOAU ULKPO Xpoviko Slaotnua kabwg n Asttoupyla Tou
eMNPealel KplolUeg SLadLkacleg OMWC .Y EAEYXOG BLOUNXOAVIKWY SpaoTnpLlOTATWY, EAEY-
XOG aepomAavwy, SlaotnuomAoiwy KTA.

® Avoync opaiuatwy 1 aveu mavonc (fault tolerant p non stop). ESw mMpPOKELTOL yLA GUOTH-
pata ta onola dev emtpénetal va Stakopouv Tn Asttoupyia Toug Aoyw BAaBwv UALKOU
A aAAwv Aoywv. Mpodavwg €va cUOTNN TIPAYLATLIKOU XpOvou Ba MPEMEL va TTAPEXEL Kall
autn ™ duvartotnto.

® Kataveunuéva (distributed). MPOKeLTAL YL CUCTHOTA T OTOL £XOUV YEWYPAPLKN SLa-
onopa twv otabuwv epyaciog oe Stadopa onueia.

® Juotnuarta meAatn-séunnpetnty (client-server). Amoteholv Tnv Teleutaia e€EALEN evow-
HOTWVOVTAC TTOAAG artd TO OPATIAVW XAPOKTNPLOTIKA. MPOKELTAL Yl CUCTAUATA OOV
UTTAPYEL EVaG N TIEPLOCOTEPOL KEVTPLKOL UTIOAOYLOTEC pe emauénuéveg Suvatotnteg (e€u-
TINPETNTEG/servers) oL omoiol SEXOVTaL AMOUAKPUOUEVEG OUVOEDELG amd GAoUG uTtoNo-
ylotéc (melarteg/clients) kat Stapolpdlouv UTOAOYLOTIKOUC OPOUC OTIWG AMoBNKEUTIKO
XWPO, EKTUTIWTEG KTA KoL ePapHOYES OTIwG BAoelg deSopévwy, ebapuoyEg ypadeiou KTA.
O eEunnpetntig Kat ot otabpol epyaciag (meldreg) eAéyxovral cuvnBwe amod Stadope-
TIKGQ AELTOUPYLKA cuoThpata Kabwg mpémel va eEUMNPeToouV SLadOoPETIKEG OVAYKEC O
kaBévag. Evag véog 6pog atnv MAnpodoplkn, n urtoAoylotikn védboug (cloud computing)
elval plor okopa eEEALEN EVOC TETOLOU GUOTALATOG TTOU BACIleTal OTN XPON UTNPECLWY
TOU TTOYKOGLOU LoTOU KaL T Suvatotnta Xpnong amobnkeuTikol Xwpou Kal ebapuoywy
Sla péoou tou Stadiktuou.

1.7.2 Kataragn pe mAR0og xpnotwv. Avaloya Le Tov aplBud Twv XpnoTwy Tou unootnpilouv
Ta AsLToUpyLIKA cuotrpata Stakpivovtal oe Vo katnyopiec:

Evég Xpriotn (Single User). Ta AELTOUPYLKG GUOTAHOTO QUTA UITopoUV va eEUTNPETHGOUV UOVO
£€va XpAoTN O€ KABE XPOVIKN OTLYUN. XOPAKTNPLOTIKA TOPASELYATA TETOLWVY AELTOUPYLIKWY GU-
otnudtwy eivat ta Windows 95/98/2000, to MS-DOS kat to Aettoupytkd Suotnua twv Apple
Macintosh.

MoAAwv Xpnotwv (Multiuser). To AELITOUPYIKA CUCTAUOTA QUTA UMOPOUV va eEUTNPETGOUV
TIOA\OUG XPrOTEC TO (610 YPOVLKO SLAoTNUA. XAPAKTNPLOTIKA Ttapadelyuata TETOLWY AELToup-
YlKwv ouotnudtwy sivat ta Windows NT/2000/Server, to UNIX, to LINUX, to NOVELL, to VMS
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tn¢ DEC, to 0S/400 tn¢ IBM Kat ta AELTOUpYLKA ouoTrpata twv mainframes (IBM MVS, IBM VIV,
CDC NOS k.Am.).

1.7.3 Katdtagn pe kabeotwg Asttoupyiag. To kabBeotwg Asttoupyiag kabopiletal amnod Tnv ava-
VKN UTtopéng R OXL pLag AdeLlog Xpriong Tou AOYLOULKOU TOU AELTOUPYLIKOU GUOTAOTOG N orola
£XEL KATIOLO KOOTOC. OTWG Kot o€ TOAAEG Katnyopileg AoyLopLkoU epapUOYWY, Ao TIC APXEC TNG
dekaetiog Tou 90 Kal EMELTA e TRV AVATTUEN Kot Tou SLadLktuou, UTIAPYEL Kla véa dLthocodia
otnv avantuén Aoylopikou Baollopevn otn Snuloupylo avolXTwy KoWoTTwy avantuéng Ao-
YLOULKOU. € QUTEG TLG KOWVOTNTEG N CUMUETOXN lval ouvnBwg eBglovtikr). Ouddeg mpoypap-
HaTLoTWV S0UAEVOUV O KOLVEG epyaaieg oxeSlaopol Kat avamtuéng AoyLlopikol. AtotéAeopa
autwv Twv dpdoswv eival n dnuloupyia AoylopLkol To omoio mapéxetal ya xprion Swpeadv
Kol Tautoxpova sival Stab€otpog kat o mnyaiog kwdikog tou (EAevBepo Aoylopiko/AoyLlopikd
Avolytol Kwbdika, EAAAK). ZuvrBwg n Lovn umoxpéwaon lval n cuvéxLon tng Swpedv mapoxng
0€ MEPLMTWOoN MEPALTEPW AVATITUENC TOU, EVW UTTOPEL va UTIAPYXEL XPEWON YLa UTIOCTAPLEN OTN
XPNON QUTAC TNG KaTtnyoplog AoylopikoU. EKpOcwnog autol Tou TUou AOYLoULKOU ota AEL-
TOUPYLKA cuoThpota eival to LINUX to omoio mapéyetal Swpeav oe ladopeg ekdooelg/dlavo-
UEG kat Baoiletal otn dhocodia tou UNIX.

1.8. lotopikn EEEALEN TwV AZ

H totopikr] e€€AEN Twv AL akoholBnoe TNV e€EALEN TNG APXLTEKTOVIKAC TWV UTTOAOYLOTWY. N
10 AOYO aUTO ta AZ pmopoUV va KOTnyopLloTolnBolv o€ YeVIEC QVTIOTOLXEG UE TLG YEVIEG TWV
UTIOAOYLOTWY OTIWE OVOLPEPETOL TTAPAKATW:

1n leved (1945-1955): H/Y Ywpig AL.

OuOCLOOTLKA OL TIPWTOL UTIOAOYLOTEC SeV glyav ALTOUPYLKO ZUOTNUA. AVT’ auToU oL XpPHOTEC, oL
omoiot ftav e€elSLKEUUEVOL ETTLOTALOVES — TIPOYPOUUATIOTEG, EMPETIE VAL TIPOYPOUUOTICOUV TNV
KABe epyaoia og YAWooo UnNxaving n akopa Kot pe GUOLKO XELPLOUO SLAKOTITWV.

2n evid (1955 — 1965)

Me tnv avakaAun kat xprnon Twv tpaviiotopg (kpuotaAlotpiodol) Ta omola avVIIKOTESTNoaV
TLG AUYViEG 0TOUC NAEKTPOVIKOUG UTIOAOYLOTEC UTINPEE LA TIPWTN HEelwan Tou OyKou Kal avénon
NG AElTOUPYIKOTNTAC TouC. H avaBeon epyaciwy pmopel va yivel TAéov Pe xprion Statpntwy
KOPTWV TO TIEPLEXOUEVO TWV OTOLWY TTEPVOUOE O LAYVNTIKESG TALVIEG KAl amd €KEL OTN UVAUN
Tou uTtoAoyLoTh akoAouBwvtog pLa avtiotpodn mopeia Katd tnv £€060 Twv amoteAeopdTwY. H
XPNon Twv urmtoAoylotwy cuveyilel va amattei e€eldikevon Kot TOAAEG YVWOELG.

3n levea (1965 — 1980)

Je auth TN yeved gpdavilovial olyd olyd To XOPAKTNPLOTIKA TOU avadEPAUE OTIC KATNYO-
pleg TWV AELTOUPYIKWY CUOTNUATWY. EMvoolvtal £VOLEG OMWG O TMOAUTIPOYPOUUATIONAC
(multiprogramming) kat n moAudiepyaoia (multitasking) mou avadépovtal otn duvatdtnta va
OUVUTIAPYOUV OTN HVAKN KAL Va eKTEAOUVTOL 0TASLAKA TIOAAG TTpoypApaTa 1) Slepyaaieg Tou
i6lou mpoypaupartoc. Anptoupyouvtal YAwoosg unoBoAng epyactwv (Job Control Languages)
Kat epdavilovral emiong TEPUATIKA YLoL eUKOALO oTnV Slemadn Kal AmoUoKpUOHUEVN TPOcBaacn.
O XpOVOC TWV CUCTNUATWY AUTWV UMopel TAEOV va SlapolpaoTtel o MoANOUG XPrOTEC oL oTtoloL
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pmopoUv va elval tautoxpova cuvdedepévol. Auth tnv nepliodo dnutoupyeitat to mpwto UNIX
oUOoTNUA TIoU KawvoTopel kabwg undpyel Stabéoiuo yia SladopeTIkoUg TUTIOUG UTIOAOYLOTWY
oe avtiBeon pe To AELTOUPYLKA CUCTIHATA TIOU KOTAOKEUATOVTAY OIOKAELOTIKA Yo £vay TUTIO
urtohoytotn (r.x VMS yla tov VAX 11/750). Zav neptBaAAov Stemadng e Tov Xprotn umdpxouv
TIAE0OV OL SLEPUNVEUTEC EVIOAWV.

4n leved (1980 — 1990)

To onUavTLKO otolyelo ebw lval n eUdPAvIon TWV MPWTWV TPOCWTTLKWY UTIoAoyLoTwv (IBM PC
Kal cuuPata) ot omoiotl €gouv w¢ A to MS-DOS tn¢ Microsoft. MapdAAnAa uTdpxoUV Ta pE-
YOAo UTTOAOYLOTIKG cuothpata (mainframes) ou kavouv xprion tou UNIX kupilwg aAAG kol Ta
Macintosh tng APPLE pe to MAC-0S w¢ To AELTOUPYLKO ZUCTNUA LE TLG TPWTEC XPNOELS ypadL-
KoU mePLBAANOVTOG EMKOLVWVIAG.

‘Evvoleg 0mwg n GAKOTNTA TPOG TOV XPHOTN AMOKTOUV onpacia kat emtBarouv Tnv ohoéva Kal
peyaAUTepn xprion ypadikwy onwe daivetal kat otnv €ik. 1.8. Auth tn neplodo epdavilovrtat
KoL T AELToupyLkd cuotrparta Stktuou uroloytotwyv (NOVELL).

Ewdva 1.8: AettoupyLkd ZuoTApATA 4n¢ YEVLAC

5n levead (1990 — onuepa)

H taxUtatn mAéov e€€ALEN TNC TexvOAOyiag TOGO 0TO UAIKO OGO Kol 6TO AOYLOULKO KOl N AvATTuén
Twv SIKTUWV 06NyouV TIC €eNiEelc. MpoowTLKOL UTTOAOYLOTEG QPXLKA KOl TIPOCWTILKEG EEUTIVEC
OUOKEUEC Ta TEAEUTALO XPOVLA ATTOKTOUV TEPAOTLEG UTIOAOYLOTIKEG LKOVOTNTEG O GUYKPLON LE
TOUG UTTOAOYLOTEG TNG 4n¢ YEVEAC. Ta AELTOUPYLKA cuoThpoTa e€EAlO0OVTOL KOl EVOWUATWVOUV
T TIEPLOCOTEPO OO TA YyVWPILoHATA TToU €X0UV oipepa (GALKOTNTA, TTOAUTIPOYPOUUATIONO,
noAuyxpnota, Siktuwon, aohalela). Tuothuata MeEAATN-eEUNNPETNTH Elval TO PACIKO LOVTEAD
TIoU akoAouBeital pe KatdAnén onwe avadépdnke Kal otnv mponyoUpevn mapaypado to on-
pepwva cuotiuata védoug (cloud computing) pe xprion tou dtadiktvou.
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Ewdva 1.9: Asttoupyikd Tuotipata 5n¢ Mevidg (Epmopikad orjpota)

EpwtrosLg

O 00 N O U b

11.

12.

13.
14.

15.

16.

. Mota givat n Sopun Twv cLYXPOVWV ZUCTNUATWY YITOAOYLOTWY KOl YLOTL;
. Na avadépeTe GUVOMTLKA TIG KOTNYOPLEG OTLG Omoieg SLOKPIVETOL TO AOYLOULKO GUGTHLOTOG.

J€ ToLa EVPUTEPN KOTNYOPLO EVIAOCETOL QUTO;

. Molo poAo emuteAel to Aettoupyilkd fUoTnpa o €vav umoloyloth; Tt Ba ywotav av dev

UTTNPXE QUTO;

. Noteg givat oL BaoLkEG ApUOSLOTNTES EVOC AELTOUPYLIKOU CUOTAUOTOC;
. NMwg emkoWwVveL 0 XpNoTtng e To ALTOUPYLKO ZUOTNUA ;

. Treival éva ovotnua NMoMwv Xpnotwv (Multiuser System);

. Tieivat éva avotnua MoAudiepyaciag (Multitasking System);

. Na avadEpete oVOUAOTIKA TA KUPLOTEPQ LEPN EVOC AL

. Tuyvwpilete yla Tov muprva katL To poAo Tou ot €va AZ;

10.

Mola sival ta onpavtikotepa Pripata otnv EEALEN Twv AL amd TNV MPWTN YeVLA PLEXPL ON-
Hepa;

Mota elvat n Stadopd petalL Twv dpwv Moludiepyaaciog (Multitasking) kot MoAAwv Xpn-
otwv (Multiuser);

MoLEG ATAV LOTOPLKA OL KOTNYOPIEC TWV AEITOUPYLKWY CUOTNUATWY KOL TIOLEC KOULVOTOLEG
£depay;

Moleg elval oL TAOELG 0TO OXESLACUO AELTOUPYIKWY CUOTNUATWY oo To 1980 Kat UETA ;
Na oploBoulv ol évvoleg MeplopoU xpovou (Time sharing) kal eme€epyacia Mpayuatikou
xpovou (Real Time processing),

Y€ Tmold Katnyopia AELTOUPYIKWY CUOTNUATWY avikel to MS-DOS, ta Windows 98 kat o€
mota to UNIX;

Na avadépete Ta o yvwotd AL, TLyvwpilete yia to kabéva;
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17. MNoleg amo TIC TOPAKATW EPYACLEG AMOTEAOUV EPYOCLEC TOU AELTOUPYIKOU CUCTAUOTOC:
1.

18.

19.

vk wn

OpBoypadikn 516pbwon Kelévou

Awapopodwon Sokou

YrnootrplEn ektéAeons mMoAwY Slepyaoiwy Tautdypova
Mopdomnoinon napaypddou

Alaxeiplon mOpwv CUCTAUATOC

Mol amo Ta MAPAKATW AMOTEAOUV UEPN VO AZ;

o U A wN e

EKTUTTWTAG
JUotnuo apyeiwv
MAnKTPOAOYLO
Awaxeiplon pvApng
08dvn

Awoyeiplon KME

EMAELTE TIG OWOTEC EKPPATELS :
1.
2.

o ukw

~

To Aoylopiko xwpiletal oto AOYLOUIKO JUCTHUATOG Kal 6To AOYLOULKO Edappoywy.

To Aettoupylkod ZUoTnUO aoKel €va SlakoounTkO poAo Seutepelioucag onuaoiog oto
UTTOAOYLOTLKO JaG cUOTNU

‘Eva AeltoupyLko Zuotnua odnyel oTnv omatdAn Twv MOpwV TOU GUCTHUATOG

To apyelo gival pa vontn povada amobrnkeuonc Sedopévwv

O nupnvag puBbpuilel TNV enkowwvio Twv Slepyactwv

Otav Svo enefepyaoieg {nTouv TawToOXPOvVa TNV UAOToinon toug amo tnv KME tote
KATOPPEEL TO CUOTNUA

To Aettoupytko TUotnpa ev AapuBavel pépLuva yla mpootacio Kot aopaieta

Me tnv Slaxeipton Tng uvnung to AL petadEpel oAOKANPN TN KVAN 07O TN pia emegep-
yaolo otnv aAAn

2TOL CUOTAHOTO TTPAYHATIKOU XPOVOU ELVaL TIEPLTTO VA TNPOUVTAL OL XPOVIKOL TtEpLOpL-
ouol
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ApaotnpLotnTeg

(vta Windows kat Linux)

1.

MoapaTnproTE MPOOEKTIKA KAl KataypdPte Ta BALata mou pecoAaBouv amo T oTlyun Tou
TuELeTe To MANKTPo ON/OFF TOu UTTOAOYLOTH 0aG LEXPL TN OTLYI TIOU 0 UTIOAOYLOTAG gival
£tolpog vo 6exBel epyacieg. Av xpelaotel va maywoeste tn Sladikaoio mathote to TMANKTPO
Pause/Break.

. Availntrote oto Sladiktuo toug opoug POST boot, BIOS, boot sequence, OS Loader, GRUB

Kol oulnTHoTE o€ OPASEC YLa TNV EpUNVELA TOUG.

. Katd tnv Stadikaoia ekkivnong twv Windows miéote kat Baotrite matnuévo to mANKtpo F8

Kol EEETAOTE TLG ETUAOYEG EKKIVNONG.

. MOALC To AsLTOUPYLKO gival £Toupo va SexBel evToAEG e€olkelwBELTE e TN XPON TWV ELKOVL-

Slwv, avoifte epapuoyEg, petakiveiote kat aldate péyebog ota mapabupa toug.

. E€epeuvnote Tic 181otNnTeG Tou ypadikoL mepBAAAOVTOG EpYOGLAG TTOU XPNOLUOTIOLELTE. AOKL-

paote va kavete Se€l KA tavw oe pa B€on tne emidavelag epyaciog kot eAéyéte Tig duva-
TOTNTEC MAPOUETPOTIOINONG Kol E€ATOUIKELGNG TIOU COC TIAPEXOVTAL.

. E€epeuvnote TG ehopUOYEG TIOU Elval EYKOTECTNEVEG OTOV UTIOAOYLOTH ToU £pyAleOoTE.

Mropeite va TI¢ Katatafete o€ AOYLOUIKO EdapuUoywV Kal elSLIKA epyaleia;

. EAéytte Tnv €kdoon tou AX ou xpnotpomnoleite (ota Windows pe 8e€i kAik oto elkovidlo «O

YroAoylotng Hou» Kat Petd «ldidtnteg», oto Ubuntu «PuBpioelc Juotipatogy/«Aemtopé-
PELEGY)

. Avoléte éva mapabupo ypapung evioAwv Kat mANKTpoAoyrote tnv evioAn HELP (eiwk. 1.7).
. Xto. Windows XP 1} 7 mAnktpoloyriote tnv evtohr MSCONFIG og éva mopdbupo ypopunc

EVTOAWV Kal e€epeuvnoTe TIC SuvATOTNTEG TTOU cO¢ Ttapéxovtat. Avalntrote Anpodopieg
yla Tnv evtoAr oto Stadiktuo.
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Kedalato 2

Opydavwon uotipatog Apxeiwv

To avTikelpevo autol Tou kedalalou elval n opydvwon TOU CUCTHATOC 0PXELWY TOU UTIOAOYL-
otn. Napouatalovrtal £vvoleg, omwc n dlaxelplon apxelwv Kol To cuoTtnua apxeiwv, avalletal
N GUOLKN 0pyAVWON TWV AIMOBNKEUTIKWY HECWVY KAl avapEpovTal BACIKA OTOLXELQ OXETIKA e
NV aodAAELA CUCTALATOG.

Awdaktikol Ztoxot

2€ aUTO To Kedalatlo Ba pabete:

Na xpnolomnoleite Tnv Llepapxikn Sopn amnobrkeuong apxeiwv.

Avayvwpilete TI¢ povadeg amobnkeuong dedouévwy (omtikog Siokog, okAnpog Slokog,
usb-flash, k.A.m).

Ma T SIKOLWHATA XPNOoTWY 08 apxela Kot KataAdyouc.
Mo tnv duoLKr opyavwon Twv apxeiwv otov okAnpod dioko.

o TV avayKoLOTNTA TG AoPANELOG GUOTHLLATOG.

Adaktikég Evotnteg

2.1 Awxeiplon apyelwv kat cuotnuo apyeiwv

2.2 Kotavoun Twv apyeiwv oe GUOKEUEC.

2.3 Quolkn opydvwaon tou diokou

2.4 Tpoomnélaon dlokwv

2.5 Aoddiela ouoTAATOC
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2.1. Awayxeipion Apxeiwv kat Z0otnua Apxeiwv

2.1.1. Ewoaywyn otn Staxeipion apxeiwv. H kavotnta anobrikeuong Sedopévwy lvat évag
armd Toug AOyou¢ Ttou cUVTEAECAV oTnv e€GmAwon twv H/Y og pyaciakd Kot OLKLOKO XWPO.

la va anoBnkeutouv dedopéva oe H/Y, eival amapaitnto va toug 600ei £va ovoua (file name).
AuTO pmnopel va oplotel we apyeio, Snhadn éva cUvolo and Sedopéva mou sival amodnkeupé-
vl e €va Ovopo. Aedopéva OMwCE LLOUGCLKN, TALWVIEG, Keipeva, dwTtoypadieg Kal TpoypauUaTa,
amnoBnkevovtal w¢ apyela oe cUOKEVEG TWV H/Y. OL GUOKEVEG QUTEC AéyovTal SEUTEPEUOUOEG N
BonONTKEG LVAKEG Kal  amoBRKevon o’ AUTEC ival pOvVLUN, og avtiBeon Pe TV KUPLOL UVA N
RAM mou n anoBrkeuon eivatl mpoowpvn (LExpL va kKAeiosL o H/Y). Tétoleg ouokevég amoBn-
Keuong eivat ot okAnpol 6iokot (hard disks ) magnetic disks), ot onttikot Siokot (CD, DVD), pvi-
pec tumou NAND omwcg USB stisks kat Solid State Drive (SSD), ot payvntikég tatvieg (magnetic
tapes) kat ot eUkapmrol Siokol (floppy disks).

H pikpn Taxutnta mpocBaong lvol To KUPLOTEPO PELOVEKTNHA TWV CUCKEUWV SEUTEPELOUCOC
UVAUNG (xthtootd SeutepoAéntou, msec=103), oe oxéon pe v KUpLa pvAun RAM (8loekatop-
puplootd, nsec=107), eivat dnAadn moAAEC XIALASEG POPEC ULKPOTEPN.

Ewodva 2.1: Aeutepebouca PVAHN

2.1.2 30otnpa Apxeiwv (File System). Otav o xpriotng BéAet va amoBnkeUoeL KATOLO apyELo, TO
AZ tou {ntd povo to dvopa ou BéAeL va tou Swoel. Ao TO ONUELO EKEIVO Kal PETA, O,TL dAAO
amatteitol yla va amobnkeutei to apxeio to avalauBdavel to Aettoupytko Tuotnua tou H/Y.

Mo va EAEyXEL TNV QIOBAKEUGN KAl TNV OVAKTNON ApXELWV O CUOKEVEG, TO AL XPNOLUOTIOLEL
éva ZUotnpa Apxeiwv (file system). KaBe uotnua Apxeiwv opyavwvel (amoBnkelel) ta apyxeia
pe tnv 81Kkn Tou Aoyikn (tpomo) kal kpatd mAnpodopieg yU' autd Onwe: To Ovoua, To Héyedog,
TOV LOLOKTATN TOU, TNV WPA KoL NUEPOUNVia dnuloupylog Katl Tpomonoinong, ta SIKolwHoT
XPNOTWV Kol OUASWVY KoL TO ONUELD TNG CUCKEUNC TIOU £XEL amoBnKeUTEL
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Yriapyouv moAAd €idn Zuotnuatwv Apxeiwv. KaBe A pmopel va eykataotabel g CUYKEKPLUEVA
amo auta kot eivat mbavo va unv €xeL mpoofaocn o’ aAAa Zuotnuata Apxeiwv xwpic mpoobeTeg
ebappoyéc tétolou okomoU (my ta Windows xpetaovtatl tétola edappoyn yia va Slopdcouvv
amno ext3 olotnua apxeiwv). Nvwototepa edn Zuotnpatwy Apxeiwv eival: yia Windows to
NTFS kat FAT32, yia Linux (Aivou€) to ext3 kat ext4, kat yto Mac Os X 1o HFS+.

Ewova 2.2: AlEIKOVLON TWV amoBnKeUTIKWY uéowv o€ H/Y pe AZ Windows 7

2.1.3 Eupetipto (Directory). S kaBe H/Y undpyouv XINASEC apxeia OMWG KELUEVWY, TIPOYPALL-
UATWVY, LOUGLKAC KAl Toviwy. Av armoBnkebovtav OAo autd otov iblo xwpo, g Ba Atav eUkoAo
va BpeBel éva oUYKeEKPLUEVO apXELlO VAUETE TOUG.

O\a ta auyxpova AL xpnoLuomololv Tov lepapyiko TPOTo 0pyAavwWaong apxelwv yia va pumopei va
ylvetal eUkoha n Ta&lvopnon Kal eUPECK) TOUC. &’ aUTOV, XpnolomoloUvTalL EL6IKA apyeia mou
ovopalovral ¢pakelot (folders) i katdhoyot (catalogues) 1| eupethpla (directories) kat mepté-
xouv mAnpodopieg yla apxeia (ovoua, péyebog, Sikawwpata, K.AM.) kot dAAouc dakeéloug (umo-
dakéloug). OL umodakeNoL e TN OELPA TOUG UIMOPOUV VOl TTEPLEXOUV TIANPOdOpPLeg Yl AAA
apyeia kat urtodokéAoug KA. Me auTOV ToV TPOTO SNLOUPYELTAL £Va OVTECTPOUHMEVO SEVTPO
omou otnv kopudn Tou Bpioketat n pida (root) Tou S€vtpou Kat KAadLA Tou eival ot pakeAot
TIOU UOPOUV Vol £XOUV yLa TapokAASLa UTtodaKEAOUC.
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Ewodva 2.3: Mapddelypa Soung bakéAwv

Mo nopddetypa, otnv €ik. 2.3 undpyet o Alayxelplotrc Apxeiwv (File Manager) twv Windows7.
3TNV apLoTePr TTAEUPA TNC ELKOVAC KO KATW oo tnv Aé€n YmoAoytotr¢ Bplokovtal ol CUGKEUEG
Aegutepevouoag pvnung: C:, D:, E;, F:, G:, H:.

Katw amo tn ouokeun F: (mou €xel w¢ ovopa to HDA_40) umdpyouv ot pakelot (kKhadia 6é-
vtpou) SRECYCLE.BIN, System Volume Information kot Madfuata. Kdtw and ta Madhquata
unapyouv ot urtodpakelot (mapakAadia) A’ TAZH, B’ TAZH, I’ TAZH kol KATw Ao tov UTtohAKEANO
B’ TAZH umndpyet o urtopakelog AEITOYPIIKA 2Y2. KAl AS@ANEIA. O dakelog AEITOYPIIKA 5Y3.
KAI AXDAAEIA omwg daivetal kat amd tn Mpappn AteuBUvoewy elvat ETUAEYUEVOG LE TO TIOVTIKL.
Otav emAéyetal amo aplotepd £vag GAKeEAOC, TOTE aUTOG Aéyetal TPExwv @akeAog (current)
@akedo¢ Epyaaiog (working), kat oto 8e€16 pépog tng 08dvng epdavilovral Ta MePLEXOUEVA
autol Tou pakéAou TToU oTo TapadeLypa ival Lovo To apxeio Epyaaoiec-20u-kep.docx.

310 mapadelypa auto, n pila sivat oto HDA_40 (F:) (ouvBwc oupBoAiletal pe \ os Windows
Kot pe / og Linux)
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2.1.4 Tunpoodépel to TUotnpa Apxeiwv. Ta Zuotnua Apxelwy, kat avaloya e To AelToupyL-
KO ZUOTNUA, TTAPEXOUV TOU EENG UNXAVLIOUOUG XELPLOMOU apXELwV:
Apxela opydvwong. Autr ylvetal pe Tn xpnon dakéAwv yla va opadomnotnbouv ta apxeia ava-
Aoya pe: Tov LBLOKTATN TOUC, TN CUOKEUT amoBrKeuong Kat e omotov dAho tpdmo emtbupel o
XpRoTng.
Apxeia ovoparodooiag. T& KAOs AT UTIAPYOUV KATIOLOL XAPAKTHPES 1 AEEELC TTOU SeV eMITPETE-
TalL N Xpron toug og ovouata apxeiwv f dakéAwv.
Aev emuTpEmovral 1) Umopel va SnutoupynoetL mpoBAnuata n xprion Toug:
e e Windows: oL xopaktApeg\ / ?: ¥ “ | >< éyouv elbkn xprion amod to AL
Ta ovopata coml kat lptl péxpt 9, CON, AUX NUL, PRN yuarti
elval ovopaTO CUOKEUWY
® Je Linux: o xapoktnpag / (slash) kat

(Ouxapaktipec\ ?: * “ | > < éxouv eldikn xpnon amnd to AL kot

lowg dnuioupynosL mpoPAnaTa n xprion Toug (kupiwg ot

neplmtwon petadopdg toug) )
To unkoc ovoudtwv (filename length) eivat: yia Windows 255 xapaktrpeg kat yia Linux 255 yla
ASCIl yapaktnpeg kat 64 yla Unicode
Enéktaon (extension) i kataAnén (suffix). Zta ovopata apxeiwv pmopoulv va xpnotponotnBouv
uia n meploootepeg teheieg. Ano TV TeAeutala TeAela Kat LeTd umdpyxouv cuvnBwg 3 N 4 xapa-
KTAPEC, N EMEKTAON TOU APXELOU, TIOU ELvalL ULa EVOELEN YLoL TO TIEPLEXOLEVO TOU apXElOU KOl e
Tt eldoug mpoypappa Snuloupyndnke. tov mivaka 2.1 eudpavilovtal PEPLIKES ATO TLG YVWOTO-
TEPEC EMEKTAOELG OPXELWV.

Eibog apxeiov Enéxtoon

Microsoft Word docx

Microsoft Excel xIsx

Microsoft PowerPoint pptx

Adobe Portable Document Format pdf

Shockwave Flash swf

Apxela kelpévou txt, rtf

Apxeia elkovag/ypadikwv gif, jpg, tiff, pict, png, mng

Apxela Bivteo avi, dat, mpeg, swf, flv, Xvid, DivX, mov,
mp4, 3pg

Apxela nxou wav, mp3, wma, m3u, mid

Mivakag 2.1 Ot o cuvnNBLOUEVES EMEKTACELS OPXELWV

Awdakplon ne(wv-kepaaiwv. 2to AL Windows dev yivetal Stakplon nelwv-kedbalaiwv ypap-
HATWV Ty Ta AaTvikd A kal a ival to iblo. Emopévwg to apyeio Abc.txt elval to i6lo pe to
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abc.txt kat 6ev umopoUv va umapyouv otov (8lo pakeAo kat ta duo. Ito Linux yivetal Sid-
kplon nelwv-kedpoahaiwv. Andadn, To apxeio Abc.txt eival SladopeTikod amo to abc.txt kal
UITOpOUV OV GUVUTIAPXOUV oToV (610 ddkeAo.

‘EAeyxo npoomnélaong. MmopoUv va §08ouv /adaipebolv Sikalwpato mavw o’ éva apxeio
ylOl VoL TTPOOTATEUTEL 2€ KABE apyeio kaBopiletal o LELOKTATNG TOU KoL To SLKOLWLATO TTOU
Ba €youv mavw o’ auTd oL umtdAoLmol XproTeg Tou AZ. AvaAoya e To ZUoThua Apxeiwv Kol
10 AL, umopouv va kaBoplotolv Staklwpata: Eyypadng (write), Avayvwong (read), Alaypa-
én¢ (delete) kot EktéAeong (execute).

QDuowkng anobrikevong. Aivetal n dSuvatotnta va emhexBel og mold cuokeur BondnTkn
pvAUngG Ba amoBnkeutel éva apxeio. AladbopETIKEG CUOKEUEG UmopoUV va €xouv SladopeTi-
KA oUOTAUATO aPXELWV EMOUEVOC KOl TPOTIO gyypadrg TOUG.

AnoAutn (absolute) kot Zxetkn (relative) avadopd os apxeio. H 6£on evog apxeiou mpoo-
Slopiletal amno to povomnatt fj Stadpour (pathname) mpog autd. To SLaxwpLloTiko GokEAWV o€
Windows givat to obpBolo \, evw ot Linux givat to cUpBoAo /. 3To mapddslypa tng €ik. 2.3 n
Sladpopr mpog to apxeio Epyaoisg-20u-kep.docx sival:

F:\ MaBnuata \ B’ TAZH \ AEITOYPTIKA 2YZ. KAl AZDAAEIA \ Epyacieg-2ou-ked.docx
Otav n dtadpopn avadopdg mpog Evo apyelo Eekva amo tnv apyr tou dévipou (pila) Aéyetat
AnoAutn Sladpoun KoL UTIAPXEL yla kade apyeio uovo pia tétola Stadpopn kat apyilel mavta
ue \ (back slash) oe Windows kat / (slash) oe Linux.

O yovikog dakehog evog umtodakéAou Agystal o

LEPOPXLIKA avwTEPOC dakehog Kol cupPoliletal

Ue buo ouvexOueveg TeAeiec ... ETOL, 0 YOVIKOG

dakehog Tou AEITOYPIIKA Y5, KAl ASQAAEIA ei-

val o B’ TAZH, tou B’ TAZH eival o ¢pakelog MA-

OHMATA kat tou MAGHMATA eival n pida \.

Ektog amo tnv AMOAUTN UTIAPXEL KoL N IXETIKA

avadopa Stadpoung mpog eva apyxeio. I’ autny,

n avadopad ylvetal oe oXEon Le Tov TpEXovTa (ep-

vaoiag) pakelo tn oty tng avadopdc. 2To mapddelypa tng evotntag 2.1.3 Kal otnv £1k. 2.3,
dakehog epyaoiag eivat o AEITOYPTIKA 2YZ. KAl AZDAAEIA.

MNapadetypa: £otw nwg otov dpakeho A’ TAZH umdpxel To apxeio abc.jpg kot BEAOUUE va KAVOU-
e OXETLK avadopd PO OUTO To apxelo.

la pla oxetikn avadopd (Umopet va umapyouv ToAAEC) Ttpog To apxeio abc.jpg amo tov TpExov
dakeho Ba mpemel va AdPBoupe urtoyn ta e€nG: tpExov dakelog eivat o AEITOYPTIKA ZYZ. KAI
ASOAAEIA. Ta va BpeBoupe otov dpakeho A’ TAZH Ba mpémel va ptdooupe otov pakelo MA-
OHMATA yloti Katw anod autov Bpioketal o A’ TAZH. N va mape otov pakeho MAOHMATA
TIPETEL VO TEPACOU E €O Ao Tov B’ TAZH.

+\..\ A’ TAZH \ abc.jpg (oe Windows) Kat ./../NTAZH/abc.jpg (o€ Linux)
.. (yovikdg tou AEITOYPTIKA 2YS. KAl AXOAAEIA yia va e otov B’ TAZH) \ .. (yovikoc tou B’
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TAZH yia va aue otov @akedo MAOHMATA) \ A’ TAZH (yia va umoUue otov Uo@akeAo Tou
MABGHMATA rou Bpioketat to apyeio) \ abc.jpg
KaBe Aettoupylkd ZUotnua Stadetel evroAég mou pmopoulv va 60600V amd To MANKTPOAGYLO
(ypopn eVtoAwv) 1 e EVEPYELEC TOU TIOVTLKLOU UECQ ATTO TO POYpappa Alaxeiplong Apxeiwv
(file manager), ue TIg omoleg pmopel va Kavel 51adopouC YELOLOLOUG O apyEia KOl QOKEAOUC.
TETOLEG EVEPYELG KOL XELPLOMOL TTOU yivovTal e EVTOAEG glval

e Avalntnon Apxeiou

® EktéAeon MpoypAppatog

® Anutoupyia Apxeiou
Alaypadn apxeiov
Avtiypadn apyeiou
AM\ayr Ovopatog apyeiou
Anuovpyia Eupetnpiou
Kataotpoodr Eupetnpiou
Mapoaywpnon Awkolwpdtwy Npoomélacng
® Adaipeon Aikalwpdtwy NMpooméhaong

OL eVTOAEG QUTEC, cuXVA SladEpouv amo AZ og AX TG0 WE POG TNV 810 TNV EVTOAN aAA KAl WG
TPOG TNV oUvTagn t™C. Mapadeiypata xpriong Toug umdpxouv oto oXoAkd BLBALo oTic oeAideg:
® 37-42 yia Windows
® 137-154 yia ypapun evtohwv Linux-Unix

2.1.5 TOmou apxeiwv. Onwc eidape otov mivaka 2.1, Ta apyeia, avaloya LE TO TEPLEXOUEVO

TOUG, £XOUV Kol KATIOLO EMEKTAON. MEVIKA UTTAPYOUV OL TIOPAKATW TUTIOL APXELWV:

Apyxeia Asdopévwy (Data Files): mepiéxouv mAnpodopleg mou pumopouv va Slaxelplotouv etdkd
nipoypdppota. Moapadsiyuata: éva apxeio pe eméktaon .mp3 MePLEXEL LLOUOLKNA Kol UMOpEL
KATOLOG VO AKOUCEL TO TIEPLEYOUEVO TOU LLE TIPOYPAUHUATA QAVATIAPAYWYNG LOUGLKNG.

Apyxeia Kewpévou (Text Files): Eival amAd apyeia KEWWEVOU LE TIEPLEXOUEVO LOVO XOPAKTAPES
ASCII 1 UNICODE. Autd propoUv va eudaviotolv Xwpic L8IKA TPOYPAUATA OKOMA Kal
QMO TNV VPO EVTOAWV.

Apyxeia Mpoypappdatwv (Program Files): meptéyouv evtohég oe yAwaooa pnyavg (0 kat 1). Ae
Slapatovtal, OUTE EKTUTIWVOVTAL.

Apyxeia Zuotipatog (System Files): sivat etdikd apyxeia mou xpnotponolouvtol Hovo amd to AL,

Apxeia Zuokeuwv (Device Files): ival CUOKEUEC TOU GUOTAUATOG (EKTUTTWTEC, Slokol, K.AT.)
Tou epdavifovral ano To AEITOUPYLIKO ZUOTNUA WG AAG apyela.

Mpoowplva Apxeia (Temporary Files): dnuioupyolvtat yla mpoowpLvr anmoBrikeuon Kat Koto-
oTPEPoVTaL amo To AEITOUPYLKO TUOTNUA 1) TO TTPOYPAULA TIOU TO XPNOLUOTIOLEL OTav Sev
xpetalovral mAov.

Apyxeia Ektinwong (Printer, Spooler Files): eivat BonBntika apxeia yla vo ektuntwBel o,TL £xel
oToAel oTOV EKTUTWTA.
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Ededpka Apyeia (Backup Files): sival avtiypada onpavtikwy apyeiwyv mou anobnkevovtal og
SLapOPETIKT) GUOKELT LA VA TIPOCTATEUTOUV Ao KATACTPOdH.

Apyxeia Aé¢opng EvtoAwv (Batch Files): elvat amAa apyeia Kelpévou Tou epLEXOUV TIOAAEG EVTO-
Aéc Tou AZ. BonBouv Toug xproteg ylati, Slvovtag autog pio eVIOAN Yl va EKTEAECTEL TO
Apxeio Aéounc, ekteholvtal OAEC OOEG MEPLEXEL TO APXELO QUTO.

2.2 Katovopr Twv opXelwV 0€ CUOKEVEG.

Ta apxeio evog H/Y pmopolv va armoBnkeutouv og KATOLR OO TLC OUVOESEUEVEG CUOKEUEC
Seutepelovoag pvAUNG. H emhoyr g cUoKeUNG ou Ba amoBnKeuToLV Ta apxeiat YiveTal pe
KATTOLO OKETTTLKO:

® Av ypelalovtal ouXVA OTOUG XPrOTEC, TOTE €lval MPOoTLOTEPO va aroBnkelovTal o€ KA-
TIoLo okANPo Sioko ylatl €xouv peydAn taxutnta petadopds SeSoUEVWY.

e Otav unapyouv moAAot diokol, Ta apyeia pnopouv va potpalovral ¢’ autouc, ylo va v
uTapYouV KaBuaTEPNOELG OTaV SivovTal TOUTOXPovVa TIOAEG EVTOAEG yLaL OVAYVWaN 1 Ey-
ypadn apxeiwv.

® Meyala apyeila j omavia XPNOLULOTOLOUKEVQ, UITOPOUV Vo aroBnkelovTal o HEoA ToU
elvat pTNVOTEPA KAL EXOUV EYAAN XWPNTIKOTNTA (LAyVNTIKES Tavieg, AAA KAl okAnpoUG
Slokoug).

e Ta avtiypada acdadeiag umopouv ypadovtal o LayVNTIKEG TALVIES I} okANPoUG Slokoug
Kat pulayovtal og aoharéc Lépog. AlAol xproTEC UmopoUV va Xpnaotomnotroouy kat CD/
DVD av enopkel 0 Ywpog TouG.

2.3 ®uown Opyavwon tou diokou

MpLv TN Xprion tou Slokou Ba TPEMEL AUTOC va opyavwBel KatdAAnAa armod to Asltoupykod 2U-
0TNUA, £TOL WOTE VA UTIAPXOUV ONUAdLa yia va uropouv va BpeBouv oL armoBnkeupéveg mAnpo-
dopleg. Ta onpadia autd ypdadovtal Je HayvnTIKO TpOTo Kal xwpllouv Tov kabe Sloko o€ ouo-
KEVTPEC TPOXLEG ) iXvn (tracks) kat Ttopeig (sectors) ava TpoxLd 6nwg paivetal otny €ik.2.5. Mia
opada amno topeic kaheital cuotowyia (cluster) (f povada ekxwpnong o€ veotepn opoioyia),
EVW OL avTioToLXEC TPOXLEC amd KABe empépouc Sloko o€ éva okAnpd Sloko ouvioTouv Evav
kUAwSpo (cylinder). H Sladikacia Snutoupylag tng mapandvw Soung oe éva okAnpo dioko
kaAeitatl popdomnoinon (format) | Srapopdwon kat eival anapaitnto va yivel mpv o Slokog
UIOpPECEL VA XpnoLorolnBetl.
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Ewkova 2.5: Quaotkr opydvwon Tou pécou amnobnkeuong. (mnyn: BLBAloypadia #9)

H ouotolyla eival n Likpotepn meploxn tou dickou mou pnopei va anodobei o éva apyelo. To
TARB0G TWV TOPEWV TIOU GUVLOTOUV WLa cucoTtolyia opiletal katd thv popdomnoinon (Stauop-
dwon) (BA. €1k.2.5 Kat £1K.2.6) Kol elval cuvnbwg 1, 2, 4, 8, 16, 32 r} 64 topeic. To puéyebog piag
ouotolyiag os bytes opilel kat To péyeBog Tou UmAok SeSopévwy ou peTadEpeTal o KAOe
Moyikn Stadikaoio avayvwong/syypadng otov Sioko.

Emeldn 1o mAnBoc twv bytes o kaBe Topéa eival otabepd Kkal emiong to MANB0G Twv TOpE-
WV ova TpoxLA elval otaBepo Ba mpémel to MARBo¢ Twv bytes kat avd tpoxld va eival otabe-
pO. AUTO onualvel OTL OL ECWTEPLKEG, TIPOG TO KEVTPO, TPOXLEG ELVAL TTLO TIUKVOYPOUUEVEC OO
LG eEWTEPIKEC. AUTO OUWC CNUALVEL EMIONG OTL UTTAPXEL AVAELOTOINTOC XWPOG OTOV SLOKO Kot
QVTLUETWTeTaL TTAEOV LE pLa VEQ TexvoAoyia ou ovoudletal Zone Bit Recording (ZBR). Autr
ETUTPETIEL VAL UTIAPXOUV TIEPLOCOTEPOL TOUELG OTLG EEWTEPIKEG TPOXLESG Xwpilovtag Tov Sioko oe
{WVEC TIOU TIEPLEXOUV TTEPLOCOTEPEC O LA TPOXLEC. OL TPOXLEG TTOU PBpioKovTal evtog piag {w-
VNG €xouv Tov (810 aplBud Topéwv aANG KaBWES UETOKLVOULAOTE TIPOG TNV €EWTEPLK TIAEUPA
Tou 6lokou 0 aplOUOG auTdg auéavel.

Me Ta mopanavw otolxeia, yla va mpoodloplotel n B€on piog opadag dedopévwy amattovvral
n emudavela (motog amnd toug Siokoug mou amaptilouv tov okAnpd Sloko dnAadn), To xvog
(tpoxLd), n cuctolyia (Lovada ekxwpnaong) Kal o Topeag (opada). Autd Ta otolyeia KahouvTal
kat StevBuvon tng opadag.

[29]



Ewova 2.6: Emloyég Stapopdwonc ota Windows 7

2.3.1 Xwplopog Siokou og Stauepiopara

Av TPOCEEOUE TNV ELK. 2.2 Ba mapatnprooupe OtL anelkovilovtal €L povadeg okAnpwv &i-
OKWV. ZTNV MPAYHATIKOTNTA oL okAnpot diokot eivat povo dUo aAAA ival XWPLOUEVOL O TTIPWTOG
o€ Téooepa Kol 0 deUtepog o SUo Slapeplopata (partitions). To yeyovog auto amelkoviletat
QVOAUTIKA oTnV €Lk, 2.8. H dladikaoio dSnuioupyiag twv Slopeplopdtwy (f topwy, volumes)
Aéyetal Slapeplopog (partitioning) kat elval évog €lkovViKOg Slaxwplopog Tou diokou og S0 1
TEPLOOOTEPA TUAATA.

Opwg, OAa to tuApata Sev mavouv va eivat pépog tou (Slou diokou. Autd onpaivel mTwe, av o
oKkANPOg diokog xaAdoel, To dedopéva OAWV Twv Slapeplopdtwy Ba xabouv.

H xpnon twv dlapeplopdtwy diokou elval onpavtikh ylo Adyoug opyavwongc, mpootaciag Kol
Slaywplopol Twv debopévwy PeTafl Toug Kal XProng TEPLOCOTEPWY TOU EVOC AELTOUPYLKWV
JUOTNUATWY Kol uoTtnuatwy Apxeiwv otov umoloylotr pag. Emiong avaloya pe tov okomod
Xpnong tou dlapepiopartog urmopolpe va opicoupe SLadopeTiko PéyeBog povadag ekywpnong
(6nAadn SladopeTikod TMARBOC TopEwY avd cuaTolyia yia kabe Stapéplopoa tou Siokou).

2.3.2 Eidn cuotnudtwy apysiwv

Eibape o1, yla va propéoet va dnutoupynBel n mopandavw doun Kot va xpnotpornotnBel évag
Silokog, elvat anapaitntn n Stadikacia popdomnoinonc. H popdomnoinon kabopiletl ektog amd
T MOPATIAVW XAPOKTNPLOTIKA ({Xvn, TOWELC, KTA), KoL TOV TUTIO TOU CUGTAATOC apyXEiwv Tou Ba
xpnotporotwnBel. O timog autdg kabopilel mwe Ba uhomotnBel n Soun apxeiwv mou meplypddn-
KE OTIC TIPWTEC EVOTNTEC KL TL SUvVATOTNTEC Ba EXEL.
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Ta eMIKPATESTEPA CUCTALATA APXELWV TTOU Xpnotpomolouv ta Windows eival to FAT otig S1a-
dopeg ekdoxEC Tou — FAT12, FAT16, FAT32- kot To NTFS. ZTa AELTOUPYLKA cUOTHUATA TTou Ba-
otlovtal oto Unix (m.x Linux) umtdpyouv avtiotolya cucTipato apxelwv onwe to UFS (Unix File
System) Ta ext2, ext3, ext4 kat AA\a.

Ewova 2.7: AlelkOVLON TOU TUTIOU TOU CUGTHUOTOC apXElwv.

FAT/FAT32 - File Allocation Table

To FAT avamtux0nke and tn Microsoft to 1977. Elvat tdaviko yia pikpou peyéBoug iokoug Ka-
Bw¢ kKataAapBavel AlyoTEPO XWPO YLA TG OPYAVWTIKESG ToU TTAnpodopieg armod to NTFS. Emiong
10 FAT (nou undpyel o Sladopeg ekdooelg Onmwe FAT12, FAT16, FAT32) eivat o eUKoAa ava-
yvwplolpo amnd GAa Asttoupykd cuotipata ektog twv Windows (6rwe Unix, Mac OS, Linux,
FreeBSD k.AT.).

To Baotko petovéktnua tou FAT kat tou FAT32 eival mwg Sev Hrmopouv va SLoXELPLoTOUV apxeia
peyoAUtepa Twv 2 GB kat 4 GB avtioTolya, evw £XOUV ToV TIEPLOPLOUO Twv 32GB oto péyebog
Twv Slapeplopatwy ( partitions) mou pnopei va SlaonacBel o iokog.

NTES - New Technology File System

To NTFS avamntuyxbnke to 1993, Tautoxpova Ue TV mpwtn €ékdoon twv Windows NT.

O tOMoC¢ aUTOC AUVEL OUGLACTLKA OAOUG TOUG TEPLOPLOUOUG eyEBOUG apxelwv kal SlapepLopad-
Twv Tou €xouv ta FAT. Etol, To peyaAUtepo apyeio mou pnopel va umootnpifel to NTFS éxel
néyeboc 1 Exabyte (1 Sioekatouulplo Gigabytes), evw pmopet va nuoupynoet Stapéplopa
diokou pey€boug 2% clusters.
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Itnv mpagn, to ueyaAltepo partition mou umootnpiletal auth tT otyun elval 256 Terabytes.
Entiong, ta Windows 7 pmopouUv va avayvwpioouv éva apyxeio pe péyeboc péxpt 16 Terabytes,
evw ta Windows 8 péxpt 256 Terabytes.

To NTFS umnopel eniong va Stoxelplotel kKahUtepa Tov eAeUBepo Ywpo oe oxéon pe ta FAT kat
FAT32 Kol 0 KATAKEPUATLONOG apxeiwv (fragmentation) mou Ba doUpe MAPAKATW, ElVAL PLKPO-
Tepoc. EmumAéoyv, to NTFS mapéxel meploooTeEPeC SUVATOTNTES KOL XAPOKTNPLOTIKA aodaleiag
OMWC TL.X OPLOUO SIKOLWUATWY TIPOoBacng Kat SuvatotnTeg kpumtoypddnong Kot GULTESNC.

exFAT (FAT64) - Extended File Allocation Table

To exFAT elval éva cuotnua tng Microsoft oxedlaopévo yla pvrueg flash. Xpnoluonoteital ket
Ttou oute To NTFS eivat kaAn AUon (yati xpnotpomnotel moAAG Sedopéva Slayeiplong Tou cuoth-
patog apyxeiwv) dAa oUTe kal to FAT, AOyw TWV MEPLOPLOPWY LeyEBOUG TToU eldapie Topamavw.
To péyloto Bewpntikd péyebog apxeiov mou umootnpilel ival 16 Exabytes, evw to péyloto
Partition eival 64 Zettabytes (=tploekatoppipla gigabytes).

To exFAT £xel epappootel og oplopéva povtéda USB flash, kaBwg emiong kat o tnAeopdoeLg,
media centers kal popntolg media players. Opw¢ KaBw¢ MpooTaTEVETAL QMO MATEVIEC N UTIO-
otnpLén tou mépav Twv Windows kot tou MAC OS eival mePLOPLOPEVN, KAL OL TIEPLOCOTEPES
OUOKEUEC ouveyilouv va xpnotpomotolv to FAT/FAT32.

ext2, ext3, ext4 — Second/Thirs/Fourth extended file systems

Ta GUOTAUATO AUTA XPNOLUOTIOLOUVTAL OO TA GUOTHKATA Linux Omwe avadpEpOnke mopanavw
Kat otn tehevtaia €ékdoon toug (To ext4) unootnpilouv 1 Exabyte xwpntikotnTa KoL HeYEOn
apxelwv péxpL katl 16 Terabytes evw 6ev €xouv MePLOPLOUO 0TO TTARBOG TWV KATAAOYWVY Kal
TiPpoadEPOUV SUVATOTNTA AVACUYKPOTNONG KOTA TN AELTOoUpYLa.
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Ewova 2.8: ATELKOVLOT TOU SLOEPLOUOU TWV SloKwV O€ Eval CUGTN O UTIOAOYLOTH.

2.4 Npoomnélaon Siokwv

H Sladikaoieg avayvwaong f eyypadng os éva 6loko yivovtal mavta Péow KANGEWVY Tou AeLToup-
YIKoU ouoTAUOTOC. AUTO Sev glval mavta mPodaveC 0€ £VAV TIPOYPALLATLOTH IOV YPAdEL Eva
Tipoypappa o€ yYAwooa uPniol emunédou dMa OAEG oL amatthoelg avayvwonc/syypadng (1/0
Requests) petadppalovral teAkd o KANOELG TOU AELTOUPYLKOU GUOTHHOTOC.

OL OMOLTAOELG OUTEG amoTeAOUVTAL OO TO TTAPAKATW OTOLXELaL:

e EvtoAn (Read,Write, k.AT.)

e Moy Zuokeun (C:, sda KTA)

e Aoyikn SlevBuvon opadog Sedouévwy (1n, 2n, 3n ...)

e (Quotkn 6levBuvon opadag (tn Bplokel To Aettoupyiko ZUoTNUA)

® AplBuoc opddwv dedopévwy (blocks) mou Ba petadpepbouv
Ol amaltAoELS OUTEG CUYKEVTPWVYOVTOL 08 0UPEG (Queues) yla kaBe amoBnkeuTikO UECO Kall
eEumnpeTouVTaL [E KATIOLA OELPAL.

O xpOvog Tou avaAWveTal amod éva mpoypapua otlg Stadikaoieg eyypadric/avayvwong amno-
Tehel To peyaAUTePO MOOOOTO KABUOTEPNONG OTNV €KTEAEON ToU. 16iwg OTaV TO TPOYpPOUUA
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KAVEL EVTOTLKA XPron Twv amobnkeutikwy péowv (I/0 intensive). I& TETOLEC MEPLTTWOELG EXEL
napatnpnBel 6tL to 90% TG KaBuoTEpnong odeiletal oe autd tov Adyo Kat povo to 10% otnv
avapovn xpnong tng KME. Autd odeiletal otn peydln Stadopd tayxutntag Asttoupyiag Twv
amoBONKEUTIKWYV LECWY O€ OXEON UE TNV KUpLA LvApn Kattnv KME. Ot mapdyovteg TG Kabuoté-
pnong avadépovtal mapaKATw:

e O XpOVvog avVapoviG oTny oupd UEXPL va apxioel n eEunnpétnon (Wait Time)
e O xpovo avalntnong tou ixvoug (track) amd tnv kedpaln (head) tou diokou (Seek Time)

e O xpovog neplotpodng kat kabuotépnong tou diokou pEXpL n kedaln va EABeL mavw amo
10 {nToLpevo Topéa (Rotational Delay j Latency Time)

e O xpovog petadopadg twv blocks (Transfer Time) and r mpocg to dioko.

Onwc sivat puotkd, 6TOX0C TOU AELTOUPYLKOU GUOTAUOTOC, EKTOG Ao TNV aLOTLOTN SLEKTEPL-
won TwWv artnudtwy syypadnc/avayvwong elvat kat n ehaylotonoinon tou xpovou Kabuoté-

pnong.
2.4.1 Kataywpnon neploxwv tou diokou.

Otav ¢ptacel n otiyun va dnuoupynBel éva apyeio, To Asttoupyko TUoTNHA To anobnkelEeL o
HovAdec ekywpnong (ouotolyieg, clusters). KaBe apyelo €xel TOUAGXLOTOV HLa LOVASA EKXWPN-
on¢. Autd onpaivel otL, av n povada ekxwpnong éxel néyebog 4096 bytes kol To apyeio €xet
TIEPLEXOUEVO Evav Yopaktnpa (dnAadn 1 byte), tote 0 Ywpog mou Ba katalapBdavel To apyeio
otov Sioko Ba eival 4096 bytes. Ta untoAouna 4095 bytes Aoutdv dev Ba aflomolovvral. Auto
OVOUALETAL EOWTEPLKOG KATAUKEPUATIOUOC (internal fragmentation) Tou diokou.

H anodoon twv povadwv ekywpnong (blocks, pmAok) ota apxeia yivetat pe Stapopoug Tpomoug
oL omoiot avadEPovTaL TOPAKATW.

Zuveyng kataywpnon (Contiguous Allocation)

2TNV KATOXWPNOoN QUTH Ta UITAOK Tou apxelou elval cuvexoueva otov Sioko. AuTO €xeL TO TTAE-
OVEKTNUA OTL elval anm\o6 otnv uhomoinon Kat 0Tt yla kKaBe apyeio amatteitat povo n dtevBuvaon
TOU TPWTOU UTAOK. To HELOVEKTNUA gival OTL To PéyeBog Twv apxeiwv Sev elval mavta yvwoto
KQTA TN oTWYUN TNS Snuloupylag Toug Kal To cuoTtnpa dgv yvwpilel mOCo XwPo va SEoUEVUOEL
Kataxwpnon cuvdedepévng Aiotag (Linked List Allocation)

Ie auth ™ HéBodo to apxelo kataywpeital wg plo cuvdedepévn AloTa almd UMAOK. 2TO TEAOG
TOU TMPWTOU iAok tormoBeteital o aplBuog Tou emopevou UmAok (évag Seiktng SnAadn oto
ETOWEVO UTAOK) KOL TO TEAEUTOLO UMTAOK EXEL PLal ELOIKA TLUA Yo va Seiéel To TéAog tng aluai-
6ac. Eva PELOVEKTNA aUTAG TNG LeBASou elval otL bev elval Suvartr n dpeon mpoomélaon oe
KATTOLO TUAMA Tou apxelou KabBwg Sev elval ywwoTEg ol SleuBUVOELg TWV UITAOK.

Kataywpnon pe xprion dgiktn (Indexed Allocation)

Auth eival pla mapoadayn tng pebodou ouvbedepévng Alotog otnv omoia Slatnpeital évag
miivakag Omou uTtapxeL pia Bon yla kaBe pmAok tou diokou (FAT, File Allocation Table). Eto,
TO TIEPLEXOUEVO TNC BEONC TOU TTIiVOKOL TIOU QVTLOTOLXEL OTO TTPWTO UIAOK TOU apXeiou Ba lval
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n 61evBuvaon tou SeVTEPOU UTTAOK TOU OpXELOU K.0.K. 2Tn B€0n Tou TEAEUTALOU UTTAOK UTIAPXEL
€MIONG UL L8LKNA TLUA TTIou onpatodotel To Téog Tou apxeiou. Onwg daivetal kat anod to ovo-
ot Tou Tivaka auth n wéBodog xpnotpomnoleital ota cuctrpata FAT mou sibape mapanavw.

Koupot-6 (i-nodes)

H néBodog autr otnpiletal mdAL otn xpnon delktwv ala pe dtadopeTiko Tpomno. Etal, yia kabe
QpPYELO UTIAPXEL EVOC ULKPOG Ttivakag Tou Agyetal 6-kopPog (i-node) Kot autdg MePLEXEL TOUG
apLBpoUg Twv HITAoK Tou apyxeiou. 2e mepimtwon peydAwv apxeiwv Omou o mivakag Sev gival
QPKETOG YLOL VO XWPEDEL OAEC TLG BE0ELG TWV UITAOK, pla BEaT TOU TIVAKO AUTOU TIEPLEXEL TNV SL-
g0Buvon évav aAAou Ttivaka Tou TePLEXEL TLC UTIOAOLTEG BEOELC. T auTr TN AoyLkn othpilovtal
T CUOTAMATO ext2, ext3, extd mou eldape mapandavw. Emiong to ovotnua NTFS uAomotel katt
avaAoyo e Tn xprion tou Master File Table (MFT).

2.4.2 Katakepuatiopog (Fragmentation). Metd and moAEg Stadikaoieg Snuoupyiog kat Sia-
vypadng apxelwv eival avapevopEevo OtTL Ta UItAok Tou kaBe apyeiou Ba Bpiokovtal Stackoprt-
opéva otov Sioko. Auto Ba éxel wg amotédeopa oL GUOLKES Sladikaoisg avayvwonc/syypadnc
V0L OTTOLTOUV TIOAAEC LETAKLVAOELG TWV KEDAAWV Tou okAnpoU Slokou €Tl wote va Bpeboulv oTig
KatdAANAeg B€oelg. EToL OUwE auéAveTal 0 xpOVoC TTOU amalteltal yla tnv avayvwaon/syypadn.
AuTh n Kotaotaon ovopaletal eEWTEPLIKOC KATAKEPUATIOUOC (external fragmentation) Kot HEL-
WVEL TNV anddoaon tou diokou. Ma TNV AVTLLETWILON Tou elval uvaTto va yivel pia Asttoupyia
avOoUYKPOTNONG (amokatakeppatiopou, defragmentation) Tou Siokou Gmou Ta UMAOK TwV op-
Xelwv TomoBetolvTal 08 VEITOVIKEG BE0ELG 0TO peyaAlTepo duvato Babuod. H Asttoupyia auth
elval kAo va ylvetal TOKTIKA o€ KABe 510KO EVOC UTIOAOYLOTIKOU GUOTHLATOG.

2.5 Aodalela cuoTHPATOG

Stouc H/Y amoBnkelovtal Sedopéva o apyeio ou pmopsi va xouv Wiaitepn aia ya toug
XpNoteq. Apxela TLpoAoyiwy, epyaciwy N pwtoypadlwy, eival KamoLla apxeia ou ot LBLOKTATEC
Toug Ba B€Nouv va pootateloouv. Apxeia kat H/Y kivduvelouv amno:

e DUOLKEG KATAOTPOPEC
® BAdBec uAkoU
e N\ABoG 1} EOKEUUEVOUG XELPLOHOUG XPNOTWV
® Amo KakoBoulo Aoylopiko (Loug), K.AT.
O povoC TPOTIOC VLA VO TTPOCTATEUTOUV TTARPWG TOL CNUOVTLKA apXelo Ao TG TOPATAVW ATTEL-
A€c eival va Bpiokovtal anoBnkeupéva o avtiypado acdoaleiac.
To A mapéyel 51adopeg eMAOYEC YO VA TIPOOTATEUTOUV TO OpXEl0l OO KATOLEG OEIAEC, OL
BaokoTePEG Ao TIC omoleg eivat:
1. Avtiypada acdaleioag (backup). Ita nepliocotepa cuyxpova AZ umtdpxetl BonbnTiko mPo-
vpauua yia Andn Avtypadwv Aopaleiag Twy apyxeiwv mou BEAEL 0 XproTng, O€ TOKTA XPO-
VIKQ Slaotrpata.
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3.

To
Aa

. Kwdwkog ouvdeong (password). Zuvodevel mavta éva Ovoua Xpriotn kat ivovtat pall ylo va

emutparnei n ovvdeon otov H/Y. AnoteAeital amd ypdapuata, aptbuoug kat cuuBola. ' auto,
UTtapxeL SLakpLon HeTay Telwv Kal kepaAaiwv. MNa peyaAltepn aodAalela mpoTeiveTal: n
XPron TouAdyLoTo 8 xapaktripwy, va eivat ppdon kat oxtL AEEn, va mepléxel ocuvduaoud and
YPAUUOTO, aplBuoug Kol cUMBOoA av emLTpEMOVTAL KAl va aAAG{ouV Og TAKTA XPOVIKA Sla-
otAuata (ry kabe 3 PAveg).

‘EAeyxo¢ npocpaong. Avaloya pe To cUOTNUA APXELWY, O LOLOKTATNG EVOC APXELOU UMOpPEL VO
Swoel N adalpETel SIKALWUOTA TIAVW O AUTO (VLo XPrOTEG KAl OUASEG XpNOTWV).

QVTIKE(UEVO TNC o AAELOG CUOTAHOTOC avaAUETaL kol mapouctaletal Sle€odika oto Keda-
10 5 QUTWV TWV CNUELWOEWV

EpwtnoeLg

1.

LW o N o Uk WD

T =
N = O

Moleg elvat oL Stadopég petaty, kKupLag pvpng RAM kot Twv BondnTiKwY CUCKEVWVY WVA-
ung;
Tt elvat apyelo nAekTpovikoU umtoAoyLoth;

TLelval cUOTNUA OPXELWV KOL TTWE OPYAVWVEL TA. apXeial TOU;

Mepypadte t Stadikacia Mopdomnoinong (Format) evog okAnpou diokou.
Mola elval n xpnooTnTa Twv Slaueplopatwy (partitions) o’ €éva okAnpo Sioko;
Mo motou¢ Adyoucg To cuotnua apxelwv NTFS elval mpotiuotepo amo to FAT;
Molol mapayovteg ennpealouv TNV TAXUTNTA EVOG OKANpoU SioKou;

Tt elval 0 KATOKEPUATIOUOG KAl TTwG Umopel va S1opBwBel;

Molol tumoL apxelwv elval yvwoTOTEPOL KAl TL TIEPLEXOUV T OPXELQ QUTA,;

. 2e L Sladépet N AMOAUTN amd Tt IXETIKY Stadpopn evog apxelou;

. TuBa cupPEL OV LUETOVOUOOTEL N EMEKTAON KATIOLOU apXElou amd .jpg og .mp3;
. Moleg oo TI¢ MapoKATW eKPACELG ElVOL CWOTEC:

i. Me xpnon dakéAwv umopouv va opyavwBolv ta apxsio evog H/Y.

ii. Méoa o’ évav pakelo UmopoUlV vo cuVUTIApXoUV urtodAaKeAoL KaL apxeia.

iii. 2" évav dakeho emitpEneTal va unapxouv Suo apxeia pe akplBwg to (8Lo dvopa Kat
EMEKTAON.
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ApaotnpLotTnTEC

1.

Anpoupyeiote otov dpakeho Eyypa-
pa: €va GAKeAO PE TO OVOUA 0QgG
KoL OTN OUVEXELX SNULOUPYNOTE TO
SEVTPO PakEAWV OTWE OTNV ELKOVAL.

. Evtomiote 11 Baowkég Nepidepelakég Movadeg amobrkeuong tou YoAoylotn cag. € moio

VYPA UM avTLOTOLKEL N KABe pia amo auteg; Nwe epdavilovtal autég os meptBaiiov Linux;

. AvalnTtroTe OTIC MAPAKATW LOTOOEAISEC YWWOTEG EMEKTATELG apXElwV:

- http://www.file-extensions.org

- http://en.wikipedia.org/wiki/List_of file_formats

. Kavovrtag 8&€l KAk mavw oto 6vopa evog apxeiou elkovag erAéEte Avolyua Le .. yia va Selte

NV ELKOVA UE SLALPOPETLKO TIPOYPAULO TIPOBOANC ELKOVWV.

. Avoifte 10 TMpoypappa Staxeiplong apxeiwv kal avalntiote OAa Ta apyela Tou GakéAou

‘Eyypadoa. TaflvounoTte Ta we mpog: ovoua, uéyeboc, nuepopnvia tpomomnoinonc.

. Eudaviote to cuotnua apyelwv mou £xouv oL SeUTEPEVOUCEC CUGKEUEC UVANG Tou H/Y.

. AN\G&te o 6vopa tou USB stick oac Sivovtag yla vEo Ta opXLKA YPALUATA TOU OVOUOTETW-

VUHOU 060G KOL TN XWPNTLKOTNTA TTou €XEL N ouoKeun (my SP-8gb).
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Kedalato 3

Aepyaoieg kat Ataxeipion Kevtpikng Mvipung

Y& éva UTIoAoYLOTLKO cUotnua n Kevtpik Movada Enefepyaociog (KME) ekte)lel TG evioAég Tou
Bpiokovtatl otnv KUPLO Uvrn Tou. Ot EVIOAEG OUTEC AVKOUV O€ TIPOYPALLLATO TO oTtola, OTav
ekteAouvtal, ovoudlovral Stepyacieg. Adyw tng LeyAAng TaxuTnTag tng n KME elvat duvato va
gtunnpetel MoAEG Slepyaoieg kat va daivetal OTL aUTEG ekTedoUvTal TauTtdxpova. O TPOMmoC e
Tov omoio N KME e€umnpetel moAAEG Slepyaoieg HECW TOU AELTOUPYLIKOU GUGTILOTOC KAL O TPO-
TIOG SLOOLPAGHOU TNG LVAKNG YLat TIG Slepyaoieg eival Ta avTKELPEVA auTOU Tou Kedalaiou.

Awdaktikoi ZToxoL

Y€ auTo To Kedpahalo Ba pabete:
o Mwc n Kevtpikr Movada Enetepyaoiog ekTelel meEPLOCOTEPA TOU EVOG TIPOYPAUUATO.

e Mowa eival n €vvola tng Siepyaoiag, Ta 16N Twv Slepyaotwy, tov KUKAO {wnC Toug Kol
TOUG TPOTOUG CUYXPOVLOUOU TOUG.

e [lola gival n kUpLa Kal ot n Seutepeliovoa UVAN TOU UTIOAOYLOTH.
e Mwc n deutepelouca UVHN XPNOLUOTIOLE(TAL yLa evioxuon TG KUPLOG.

e [ola eival ta povtéAa Slayeiplong LvAENg mou XpnoLuomolouvTaL.
AdaktikéG Evatnteg

3.1 Eloaywyn
3.2 Alepyaoieg
3.3 Atayxeipton Mvrung
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3.1 Elcaywyn

H kevtpikn povada enetepyaoiag (KME) kat n kUpla pvrpn amnoteAolv Ta Bacikd SopLKA oToL-
XEla vOC UTIOAOYLOTIKOU GUOTAUATOG. H TTpwTn eKTEAEL EVTOAES XELPLOUOU deSOUEVWY (AOYLKEG
KOl opLOUNTLKEG TIPAEELS KL LETAKIVAOELG) Kal  SeUTEPN EXEL AMOONKEUUEVEC TLG EVIOAEG TWV
TIPOYPOLLATWY TIOU ekTEAOUVTAL KOBWC Kat Ta Sedopéva mou yivovtal avilkeipevo Slaxeipt-
ong. Na va ekteAeotel éva mpdypappa Ba mpeEmeL va €xel poptwBel oTnV KUPLA UVA N OE HopdN
EVTOAWV ToU pmopei va ekteAéosl n KME Kat LeTd va Tou apayxwpenBet xpovog otnv KME.

Itnv 1o amAr popdr UTOAOYLOTIKOU GUOTHHATOC IOV UMOPEL Vo UTIAPEEL (M. CUCTHATA Li-
KPOEAEYKTWV) N €KTEAECN EVOG TIPOYPAUHOTOC apyilel pe tnv Tpododocio Tou CUCTHUATOG UE
pella KoL T GOPTWAN TOU OTN KVAN. Zuve)ilel be uéxpL To TENOG TG Tpododoaiag e pelpa
1| To TA0C TOU TPoyPAPUATOG. EkteEdoUvTal g OAEG oL eVTOAEG TTOU Bplokovtal aTov avtiotoL o
XWPO EVIOAWV GTNV UVAUN. Z€ TIEPIMTWAN TIOU 0 ULKPOEAEYKTNG SV £XEL ANNEC EVTOAEC YLl EKTE-
Aeon ouvnBwg ektelel ouvexopeva tnv Aeyopevn evtohn pn Aettoupyiag (No Operation, NOP)
KOl OUCLOOTIKA Bploketal o adpavela.

3TNV mepinTwon evog Mo oUVOETOU UTIOAOYLOTIKOU CUOTAUATOC UTIAPXEL N SUVATOTNTA EKTE-
Aeong MOAAWV TIPOYPAUUATWY UE TPOMO TOU daivetal OTL AUTA EKTEAOUVTAL TAUTOXPOVA
(concurrent). Me autn tnv Suvatdtnta yivetol ekpetdevon te KME og oAU peydaho Babuod
Kal eAayLloTomoleital o xpovog mou auth Bpioketal oe adpavela.

o QUTOV ToV AOYO UTIAPXEL L0l OUAS A TIPOYPAUUATWY TIOU EKTEAOUVTOL CUVEXWG KL AVKOUV
OTOV TIUPNVA TOU AELTOUPYLKOU GUOTAUATOG. MEPOC Twv KABNKOVIWV Toug €lval va «HoLpd-
{ouv» Tov Xpovo tnc KME kat tn Stabéoiun pvAun ota mpoypappata mou dbaivovtal 0Tl eKte-
AoUvtal tautoxpova. Ma mapadelyua, OTav Eva TPOYPON TTOU EKTEAEITAL TTEPLUEVEL SESOUE-
VO OTtO OO TOV TIOAU TTLo apyo (o€ ox€aon pe tnv KME kat tnv kupla pvnun) okAnpd dioko , tote
£XeL TN SuvoTOTNTA KATTOLO AANO TTPOYPALLA VO GUVEXLOEL TNV SIKNA TOU eKTENEDN atd TO onuElo
OTO Omoio BplokoTav.

Y€ auTO To KedaAalo Ba yvwpioou e tnv Evvola Tng Slepyaoiog mou amoteAel Booiko oTOLXELD
yla TNV TIPAYUATWoN TNE Mapamavw Asttoupyiag kat Ba SoUpe WG He TN XPRON TNG €vvolag
¢ Slepyaoiag kat tnv KataAAnAn xpovodpopohdynon tng KME kat Staxelplon Tng KEVIPLIKAC
MUVAUNG elval Suvath n amoTeAeoUOTIKA AELTOUPYLO TOU UTTOAOYLOTH).

3.2 Aepyaoieg

Me tov 6po Siepyacia (process) voeital €va MPOypappa TO omolo €xel dopTwOEeL otV KUpPLA
MVALN KoL BPlOKETOL O€ KATAOTACN EKTEAEONC [LE AMOTEAECUA VO KATAVAAWVEL XpOvo tne KME
KOl TIOPOUG TOU CUCTAUATOC (KUpLAL VAN, XWPO O amoBnKeUTIKA LECQ, KAVAALOL ETILKOWVWV(-
ac). H Siepyaocia Snhadn ekppalel katL SuvapLko kol g e€EALEN o avtiBeon e To MPOYPOUUA
TIOU €lval KATL OTATLKO.

Ie OAn TN SldpKela NG Asltoupylag tou umoloylotr yivetal mpoomndbeia n KME va eivat 8t
OPKWG arooXoAnuévn Ue TNV ektéleon Slepyactwy. Ao Tnv PEPLAE TOU XPHOoTN oL Slepyaoieg
QUTEC dailvovtal va gival o€ TAUTOXPOVN EKTEAECN VW OTNV ouacio Hovo pia amd OAeg Tig Si-
£PYOOLEC lval o€ eKTENEDN OE KABE XPOVIKN OTLYUI o€ €va cuotnua e pia KME evog mupnva.
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Auth n uéBodoc Asttoupyiag ovopaletal MOAUTIPOYPAUUATIONOC (multiprogramming) kat Sivel
pa Peudn evtinwon maparnAtopol. Oa npemnel ebw va avadepBel OTL yLa va UTIAPXEL TTpAY-
Lotk TtopdAAnAn enetepyacia Ba MPEMEL va UTIAPXOUV TTAPATTAVW Ao EVOC TIUPNVEC eMefep-
yooliag site péow KME moAAamAwv rupnvwy ite péow moAwv KME eite kat ta dvo.

Mia elkOva TwV SLEPYACLWV TTIOU EKTEAOUVTOL OTO GUCTN O LA UITOPOUE VAL EXOUUE HECW TOU
nipoypappatog Task Manager ota Windows to onoio gudavilet ¢ Siepyaocieg omwg daiveral
otnv €. 3.1

Ewodva 3.1: O Stepyaoieg og évav H/Y pe AL Windows 7 énwc daivovral e Thv xprion
Tou Tpoypaupatog Task Manager

Avtiotolyn duvatotnta o Aettoupylkd cuotnuata Baclopeva oto UNIX €xoupe e xprion Tng
EVTOANG gnome-system-monitor (€1k. 3.2) ya tn Stavour) Ubuntu tou Aettoupytlkol GUCTHATOC
Linux 1 NG evtoAng ps (LK. 3.3) oe mepBArAov ypaupng evioAwv (BA. Spaotnpldtnteg 7 kat 8)
3.2.1 Ta £i6n twv Siepyactwv. OL Slepyacieg Lmopouv va avTlotolyoly eite og StadopeTikd
TIPOYPAULOTA, E(TE OTO (510 MTPOYPAUUA OTAV AUTO KTEAE(TOL TTOAAEG POPEG 1) UTTOPOUV AKOUA
va SnLoupyolV LE TNV OElpd TOUG VEEC Slepyaoieg. TNV Mepimtwon auth MAGHE Yo Ta VAUA-
To (threads) Ko TPOKELTAL YLA TALATO TIPOYPAUUATWY TIOU UIOPOUV VO EKTEAECTOUV KTTOPAA-
AnAa» petagy Touc.
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Ewkova 3.2: O Stepyaoieg og £vav H/Y pe AL Ubuntu 12.04 énwcg daivovtal e TV Xprion Tou poypau-
HaTog gnome-system-monitor

3.2.2 Kataotdoelg Kot KUKAOG {wHG Twv Slepyactwv. Amo th Snutoupyla piog Slepyaoiag peé-
XPL TNV OAOKANPWON KoL TOV TEPUOTIOUO TNG UTTAPXOUV Tpla SLakpLtd Kal EmavaloppBavopeva
otadia. Etol, pua Slepyacia pnopel va sivat:
e EkteAoUuevn (running): Otav amaocyoAei tnv KME
e FErowun (runnable, ready): Otav, kat adou el OTAUATACEL TIPOCWPLVA Va EKTEAE(TAL, Elval
TIAEOV £TOLUN KOL TIEPLUEVEL TN OELPA TNG YLa VAL TLAPEL Xpovo otnv KME kat va cuveyioel
TNV eKTEAEON TNC.
e Yo avaotoAn (blocked): Otav meplpével TNV 0AOKANPWON KATIOLOU EWTEPLKOU Ao aUTH
ouppavtoc (rm.x dedopéva amod Karmola MePLGEPELOKT CUCKEUN) yLa val UItopel val petaBel
O€ KOTAOTAON ETOLUOTNTOC £TOL WOTE VA UMOPEL va ekteAeoBeL.
KaBe dopd mou pia Stepyacia aAAleL Katdotacn oo eKTEAOULEVN OTLG SUO UTIOAOLTIEG KOl
avtiotpoda sival anmapaitntn n Aeyouevn petaywyr neptBailovtog (context switching) omou
enavadépetal ano f anodnkeleTal atn LV 0An n avaykaio ya tnv ektéAeon tng dtepya-
olag dlapdpdwon (TILEG KATOXWPNTWY, EMOUEVN EVIOAN TPOG EKTEAEDH, TIEPLEXOUEVA KUPLAG
HVARNG).
H anodaon yla to nota Siepyaocia Ba mepdoel amo t pia Katdotaon otnv GAn AauBavetal
amno Tov ypovodpouoloyntr SLEpyaciwV TIOU Elval €va TPOYPALA TOU TIUPAVO TOU AELTOUpPYL-
KoU ocuothuatog. H Asttoupyla Tou otnpiletal og mopauétpoug mou Ba Soupe otny mapdypa-
¢0 3.2.4 mapokaTw.
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Ewodva 3.3: OL Siepyaoieg og €vav H/Y pe AL Ubuntu 12.04 énwce daivovtal Pe Thv Xprion Tou mpoypau-
HOTOG PS TNG YPOUUNG EVIOAWV.

3.2.3 Zuyxpoviopog Sitepyaotwv. Katd tnv SLdpkela ekTEAEONC Twv SlEpyaoLwy TTOAAEG oo
QUTEG elvat Suvatov va BeAncouv va KAVOUV KOLVH Xpron TEPLPEPELAKWY CUOKEU WV KOl KOLVWV
TIOPWV TOU CUCTAHATOC. AUTO TO YEYOVOC SNnULoUPYEL CUVINKEG avTaywviouoU Kol Ba puropol-
o€ va 08nynoeL and To apolBaio PmAokaplopa Twv Stepyactwy (6mou duo 1 mapandvw Siep-
yooleg pmlokdapouv apolBaia n pic tnv @AAn), HEXPL TNV TPOBANUATLKY Asttoupyia TOUG (T
aMayn twv dedopévwy plag dtepyaciag amo pa aAAn)

MLa onUavTLKn €vvola 0To BEpa Tou CUYXPOVIoUOU TWV SLEpYACLWY Elval AUTr TOU Kpiotuou
tunuarocg (critical section). KaBe popad mou pia Stepyacia ELGEPYETOL O TUA O TOU TTPOYPAUUO-
TOG TtoU ekteheital kol £xel TpdoBach oe Stapolpaldpevouc mOpoug AEe OTL BploKeTaL OTO Kpi-
OLUO TUAMO TNG. Anploupyeital €ToL Miong n Evvola Tou auotBaiou amokAELOLOU TTOU CUVLOTA
TNV QIayOpPeUan pLag Sltepyaciog va ELEPBEL 0TO KPLOLUO TUAUA TNG OTAV Lita GAAN BpiloKeTal
0TO avtioTtoLyo 81Ko TNG.

Ma tov A0yo autd UTIAPXEL UNXAVIOUOC eKOovwviag petafl Twv Siepyactwv (Inter Process
Communication, IPC) o omoiog uAomoteital pe dtadpopeg ueBodoug (apxeia, Kavailo EMKOVW-
viag, pogc 6edopévwy, onuata, onuatodopelg, OUPES UNVUUATWY K.Q).

[43]



3.2.4 Xpovobpopoloynaon Siepyaciwv. H xpovoSpopoAoynon Twy SLepyactwy €XEL OUCLOOTLKA
val KAVeL e tnv xpovodpopoloynon tng KME kal onwg €xel nén avacpepBel yivetal anod tov
xpovodpopohoynth (scheduler).

H xpovobpopoloynon AapBavel ywpa o uo emnineda:

e Makpoypovia xpovodpouodoynaon (long term scheduling n job scheduling). ESw kaBopi-
{etal ToLeC oo TI¢ Slepyaoieg mou €xouv uTOBANBEL Ao Toug XPNOTEC yla ekTEAEON Ba
doptwBoUV otnV pvun Kol Ba yivouv ETOLUEG YL EKTEAED.

e Bpayuxpovia xpovodpouoAoynon (short term n CPU scheduling). E&w emAéyovtal ot
Slepyaoieg amo v Alota étolpwy Stepyactwy ou Ba toug mapaywpnBel xpdvog otnv
KME €10l wote va yivouv eKTEAOU IEVEG.

Ewdva 3.4: Anelkovion Stepyaciwv o€ umoloylotr| he AL Windows 7 pe xprion Tou MpoypaULaTOoq
process explorer (8taBéoiuo kat ya Linux). H teAeutaia 6€ld otnAn avadépetal oto MARBOG Twv HETA-
ywywv reptpariovroc.

O xpovodpopohoyntic anodacilel yio to mdte Kot mota diepyacia Bo Slakomel kat mota Ba
ouveyloel pe Baon kamola kpttipla. Ta o cuvnBlopéva and ta omola Bacilovtal oTig £€NG
£VVOLEC:
e Amodbortikotnta (efficiency): H KME Ba mpémnel va eival armooxoAnpévn Kotd to peyallte-
po SuvaTto Xpoviko Slaotnua.
e Awatoouvn (fairness): O xpovog tng KME Ba mpémel va polpdletal dikoto Petatd Twv
£TOLUWV TIPOG EKTENEDT SLlepyacLWV.
® Xaunlo ypovo amokpioncg (low response time): O xpOvog avapovAg LEXPL TNV TTPWTN £€o-
S0o-amokplon og éva SLaAOYLKO cUCTN LA TIPETEL val elval xapnAdg.
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® XaunAo ypovo Sieknepaiwaonc (low turnaround time). O GUVOALKOG XPOVOG yLa TNV AN PN
EKTENEDN HLOG EQYAOLAG TIPETEL VAL ELVAL XAUNAOC.
Avaloya pe Tn oTpatnyLkn mou akohouBolv ol alyoplBuol xpovodpopoloynong Slakpivovtal
oe 6U0 Katnyopleg:
e Mn blakomntol (non preemptive) adyoptduot: Mia Siepyacia mou €xet tov éheyxo thg KME
Tov Slatnpel péxpLg 6tou oAokAnpwoOei n xpelaotei kamola GAAN Asttoupyia.
o Awakontol (preemptive) adyopiduot: O xpovog tng KME polpaletal o€ Xpovikd dlaotrua-
Ta opola N SladopeTikd Petagl Toug (KkBavta xpdvou) kat autd polpalovtal otig Slepya-
olec pe oelpa n omola kaBopiletal eite amo tn otyun adLeng tne Siepyaocieg ite amnod tov
QTIOLTOULEVO XPOVO EKTEAEGNG TNG.
Epyalopevol pe Baon Ta mapandvw ot aAyoptBuol xpovodpopoloynong kabopilouv tn oslpd
KOLL TOV XPOVO eKTEAEONC TV Slepyaotwv. e TTOANEC TIEPUTTWOELG OUTH N OELPA UTIOPEL VO TPO-
miornolnBel Ye PAcn KATIOLO TPOTEPALOTNTA TTOU OPLleTAL OO TOV XPrOoTh YLla KAToleg Slepyaot-
£¢ LEOW TWV TIPOYPAUUATWY Slaxeiplong Slepyactwy.

3.3 Awaxeipion MviApung

OL Slepyaoieg ou eibape OTL umopoUV va GUVUTIAPXOUV OE KABE XPOVIKN OTLYUN EXOUV OVAYKN
Ao TNV KUPLOL VAN TOU UTIoAOYLOTH). ME Tov Opo KUPLO VAN TOU UTIOAOYLOTH avapePOUOOTE
oTNV v n omola Sev latnpei ta meplexOpeva TG OTOV CTAUATAEL N AELTOUpYLa TOU UTTOAO-
YLOTN Kol TTopEXEL TaxUTATN KL GUEDN TPOOTEAACH OE omoladnmote BEan TG yla avayvwaon n
yla eyypadn. Av Kal o oplopog autog avadepetal otnv RAM (Random Access Memory, pvrun
Tuyalag npooméAacn ), eVvtoUToLg oTNV KUPLOL VAN OUUTEPAAUBAVETOL GUUITANPWHATLKA KOl
n pvrun ROM (Read Only Memory, pvnun eyypadnc Lovo) atnv omoio umtdpXouV HOVIUA EyYE-
YpappEVa BaoLKd Tpoypappata Slaxelplong Tou UALKOU a6 TOV KATAOKEUOLOTH) TOU.

Ie évav umoloylotn BERala, eKTOC Ao TV KUPLOL VAN, UTIAPXEL KL N SEUTEPEUOUCH UVALN
(okAnpot &iokol, CD/DVD, diokéteg, pvrueg flash), pe xapaktnplotikd e yvwplopo tnv dlo-
TAPNON TWV TEPLEXOUEVWV TNG AKOUA KAl XWPIG va AEITOUPYEL 0 UTIOAOYLOTAC KOL TNV QPKETA
HLKPOTEPN TAXUTNTA MPOCPACNC O OXECN LE TNV KUPLAL.

‘Exovtag Aoundv otn 81abeon Tou TV KUpLA KOL TNV SEUTEPEUOUCA VAN TO AELTOUPYLKO ZU-
otnua Ba mpEmeL va Kavel TNV kaAUtepn duvatn Slaxeiplon Toug €10l woTe va e€umnpeTnBolyv
000 T0 SuVaATOV TIEPLOCOTEPEG Slepyaoies. Oa PEMEL €6wW VO TTOUUE OTL AVAPEPOUATTE EMIONG
Kat otnv eutepelouca UVAKN O QUTH TV evotnta kabwg, onwg Ba Solpe mopakdtw, eival
Sduvartn n xpron evog LEPOUG TNG TPOKELUEVOU va auEnBel n StaBéoun otig Slepyaocieg mooo-
TNTA UVAKUNG LECW TN avTaAlayng (swapping) Kol TN ELKOVIKAC LvANG (virtual memory). 2tn
OUVEXELX UE TOV OO VAN Ba avadepopoote Yevikd otn SlabBéotun otig Stepyacieg viun.
3.3.1 Katavopn tThG MVAKNG oTLg Slepyacieg. H katavoun Tng UvnuNng otic dlepyaoieg yivetal
Ao To AELTOUPYLKO TUCTNUA KAl VAL E(TE OTATIKN €(TE SUVALLKN.

JTNV OTATIK) KOTOVOUN N UVAKN EVOL XWPLOUEVN €K TWV TIPOTEPWV O TUAUATA T omoia &i-
val Stadpdpwv peyebwv kat StatiBevral otig Stepyaocieg avahoya Ue TIG avaykeg Touc. Elvat o
anmAoUOTEPOC TPOMOG KATAVOUNG UVAUNG OAANG Ta TUAMATA UvhANng dev alomolouvtal mANpWG
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Kkal 6ev eival ebkoAa duvartr) n amd Kowou xpron Toug and cuoeT{opeveg Slepyaoied.

3TN Suvautkn KATAVOUI TO AELTOUPYLKO ZUOTNUA TIAPEXEL OTLG SLEPYACLEG OGN UV LN QmALTOUV
otav apyloouv va ektehovvtal. AUvel Baoikd mpoBAnpata aflonoinong tTng LVAKNG aAAG amoat-
Tel o oUvBeTeC KaL TOAUTIAOKEG Stadikaoieg yia tnv SLdBeon Kat Tov EAeyX0o TNG UVAUNC.

Ewkova 3.5: OpLopog TNG EKOVIKAG KVAKNG o€ auotnua Windows 7

Otav n kUpLa LV N n omota eivat tayVtepn aAa Alyotepn amd tnv deutepelouoa Sev emapkel
ylo o MARB0g Twv SLEpyaoLwy, TOTE To AELTOUPYLKO ZUOTNUA £XEL TN duvaToTNTA TG avtaida-
ync (swapping). Ze autn TV MEPIMTWON UETAPEPOVTAL TTPOCWPLVA 0T SEUTEPEUOUCO VAN
TIEPLOXEC TNG KUPLAG Ttou Sev elval amapaitnto va Bplokovtal otnv kUpLa pvAun. Otav ta mept-
EXOUEVA TOUG amaltnBolV TOTe HeTadEPOVTAL KOL TTAAL OL TIEPLOXES AUTEG OTNV KUPLOL VI LN KOl
avtiotolya petadEpovral GANEG amo tnv KUpLa otnv Seutepeliouod.

3.3.2 ElkovLKA pvApn. Onwg avadEépBnke Kol mapandvw umdpxetl Suvatdtnta cuvepyaciog tng
KUPLOG UE TNV SEUTEPEVOUOA UVHLN TIPOKELUEVOU N GUVOALKA SLaBEatun puvnun otig Slepyacieg
va lvat peyaAltepn tg uUOLKAG UvANG. H duvatotnta auth avadEPeTal YEVIKA WG ELKOVI-
k) uviun (virtual memory) Kol €TUTPEMEL OTOUG TTPOYPAUHUATIOTEG Va ypAdOoUV TpoypappaTa
Xwpi¢ va toug anacyoAel anapaitnta n GUCLKA UVAUN TOU GUCTAUOTOC OTO Omoio Ba ektele-
otoUV. OL SLeUBUVOELG UVANG TIOU XPNOLUOTOLOUVTOL QIO TO IPOYPALUATA EIVOL ELKOVIKEG KOl
LETATPEMOVTAL OE TIPAYHUOTIKEG KOTA TN OTLYUN TNG EKTEAEONC TOUG e BAon TV B€on TG pvi-
UNG otnv omoia hbopTwONnKe apXIKA TO MTPOYPAUUA VLo va eKTEAEOTEL To PEYEDOC TN ELKOVIKNAG
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uvAuNng mpoadlopiletat ouvnBwe oto 150% tnG GUCIKAG VKNG, SnAadn yla éva cuoTnua pe
4GB RAM n elkovikn pvrun Ba oploBel ota 6GB mepimou.

3.3.3 ZeAlbonoinon Ko KATAtUnon. H LeTatpomn Kol n avtlotoiylon TwV eLKOVIKWY SleuBuvoe-
WV UVAUNC OTLC avTioTolyeg duatkég SLleUBUVOELC yLaL T Xprion Toug oo TI¢ Slepyaocieg yivetat
ue Stadopoug tpomouc. H aedibomoinon Kat n Katdtunon sivat ot 500 PACIKEG OTPATNYIKEC
TIOU XPNOLLOTIOLOUVTAL.

ZeAibonoinaon (paging). Me tn oTpatnyLkn TNG 0eALS0MOINGoNG N ELKOVIKN UVAKN (KUpLa + PHEPOG
n¢ Seutepevouoag) xwplletal oe LooueyEBelg oeAldeg kal n duaoikn uvrun (kupla) xwpiletat
o€ avtioTolyeg evoTNTEC TOU (Slou peyEBoug. Mpodavwg to MANBOG TV GeAIBWY TNG ELKOVIKAG
UVAUNG elval Ttavta peyaAlTePO OO QUTO TWV EVOTATWV.

OL 6leuBuvoelg Tou xelpilovtal ot Siepyaacieg eival eikovikég SleuBuvoelg (EA). Ma tnv avrl-
otolyton Toug og GuoKEG SleuBuvoelg (DA) sivat amapaitntn pa Stadikaoio Katd tnv onola
ylvetal xpron evog mivaka avtlotoixlong oeAldwv — EVOTATWV.

Ie mepintwon mou amnottnBel mpocPacn oe oehiba mou dev avTloTol el o evotnTa Tou Ppi-
OKETOL 0TNV GUOLKA HvAUN TOTE MPEMEL va TpayatononBet pla dtadikaoia petadopdg tng
oehibag autng amo tnv deutepelouca otnV GUCLKY HvAuN. Tautoxpova Ba TPEMeL va yivel
aneAevBépwan KamoLag evotntag amnd tnv GucLKr LvAUn Kot petadopd tng otnv deutepelou-
ool VAUN.

‘Eva LELOVEKTN A TNG oeAdomoinong elvat OTL n TeAeutaia oeAiSa TTOU XpNOLUOTIOLELTAL ATIO KA~
mola Stepyaoia dev xpnollomnoteital mTARPWS. AUTO OVOUATETAL EOWTEPLIKOG KATAKEPUATIOUOG
(internal fragmentation).

Katatunon (segmentation). Me tnv TeEXVIKA TNG KATATUNONG YIVETAL La tpoomnabela anodu-
VNG TOU ECWTEPLKOU KATAKEPUATIONOU. ATtoSidetal eTolL og kKABe Siepyacio 6N UvrApn amaltel-
Tal KOl N HvApn xwpiletal og TuRpata Stodopetikol peyéBouc. H avtloTolXlon Twv ELKOVIKWY
SleuBuvoewy o PUOLKEC YiveTal kot TTAAL e TNV PorBela evog mivaka avtloToixlong omou yla
KaBe tunua Statnpouvtal n apxtkn tou SlevBuvan ot PvAN Kot To HEyeBoc Tou. Av XpelaoTel
avtaAlayn kat petadopd amnd tnv deutepeliouca oTtnV KUPLA VAN, TOTE TIPAYLATOMOLoUVTL
e Tov (610 Tpomo onwc kat otnv oeAbormoinon.

Mua Siepyacio Umopel va xpnoLULOToLEL Tapammavw amo va TuRpata SladopeTikol pLeyeBoug.
Ie mepilntwon mou n Slepyacia ) KAmolo amd Ta THARATA TS Mavoel va elval anapaitnto
VOl UTLAPYEL TOTE SnLoupyeital éva Kevo 0TOV avTioToLXo XWPOo Tou KataAdpupove. Autd ovo-
HAeTOL EEWTEPLKOC KATOAKEPUATIOUOG KAL I AVTLLETWTILON TOU YIVETOL [LE TOV CUVOUAOUO TWwV
neBodwv NG oeAdomoinong Kat TNG KATATUNONG KATA TLG OTOLEG TOL TUAKLATA TNG KATATUNGNG
elvat SladopeTikd HETAEY Toug Kat TTAAL aAAd amoteAouvTol amo LoopeyEDelg oeAidec. Ma TV
QVTLUETWTILON TNG EEWTEPLKAG KATATNONG elval dSuvato va ekteAeoTel Evag alydplBuog «ava-
OUYKPOTNONG» TNG UVANG KOTA TO TIPOTUTIA TN AVAOUYKPOTNONG SLOKWV Ao To AELTOUPYLIKO
JUotnuo aAAd auto Ba ntav apketd xpovoBopo.
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Epwtioelg

Molog elval o kUpLog poAog tng KME kat TnG vAung;
. Me molo tpomo avéavetal o Babuoc ekpuetdAAeuong tng KME;
. Ta toLtd AOyo UIopEl KATIOL0 TIPOYPAUUO TTOU EKTEAELTOL VO OVOYKOLOTEL VOl TIEPLLLEVEL;

. TLevvooU e pe Tov 6po Slepyaoia; Ze TL SladEpeL amd To MPOYPAULA;

1.
2
3
4
5. Tt ovopaZetal TOAUTIPOYPAUUATIOUOG;
6. Mwg umopetl va emuteuyBel mpaypatikn mapdAAnAn enefepyaocia;
7. Nboa €idn Slepyaoiwy umapyouy;
8. X€ MOLEC KATAOTAOELG Umopel va Bpioketal pia Siepyaoia;
9. TtoupPaivel otn petaywyn neptBaiiovrog;
10. Motoc givat o poAog Tou xpovodpouoAoyntn Slepyaciwy;

11. Note pmopouv vo uTtapEoUV CUVONKES avToywVIoHoU HETaE Twv Slepyactwy; Matl mpémet
VO UTTAPXEL GUYXPOVLOUOG LETAEL TOUG;

12. TioupPaivel otav pla Slepyooia eLOEPXETAL OTO KPLOLUO TUAKA TNG;

13. e mooa enineda cupPaivel n xpovodpouohdynon tng KME;

14. Nowa gival ta guvnBLopéva kpLtrpLa xpovoSpopoAoynong;

15. Ze moleg katnyopieg xwpilovral ot xpovodpopoloynteg; Molo elval To XOpaKTNPLOTIKO Ka-
Bepiag;

16. e L Sladépel n kKUpLA Ao TNV SeuTEPEUOUCA UVAUN;

17. Ze T SladEPEL N OTATIKA ATIO TNV SUVOULKE KATAVOUN UVAUNG;

18. TioupPaivel katd tnv avtaAlayn LVAKNG;

19. MNota duvatoTNTA OVOUATIETAL ELKOVLKI VAN KOl TL cupBaivel e tig SleuBuvoeLg pvAung
TWV TPOYPOUUUATWY;

20. MNwg Aettoupyel n oeAddomoinon;

21. TioupBaivel 6tav pia oeAida TNE ELKOVIKAG LVANG SV avTLoTOLKEL 08 EvOTNTA TNE PUOIKAC

22. TiLovopaleTal ECWTEPLIKOC KOTAKEPUATIOUOG;

23. Mwg AetToupyel n katdtunon;

24. Tiovopaletal eEWTEPIKOC KATAKEPUATIOUOC KOL TTWE YIVETOL N OVTIUETWTILON TOU;
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ApaotnpLotnTeg

Windows

1.

Ie évav umtoloytotn pe AZ Windows XP } Windows 7 matriote tautoxpova Ctrl+Alt+Del yia
V0L EKKLVAOETE ToV Slayelplotr Siepyactwy (Task Manager) onwc daivetat otny eik. 3.1. E€e-
TAOTE TIG MANPodopLleg IOV 0a¢ TOPEXEL KAl SOKLUAOTE VO TEPUATIOETE KATola Slepyacia.

. Ao tov Slaxetplotn Slepyactwv aAAGETE TNV MPOTEPALOTNTO KATIOLWY SLEPYATLWV.

. EkteAwvrtag to mpoypappa msconfig twv Windows e€eTaoTe Ta GTOLXELQ TTOU KAVOUV EKKivN-

on Katd tnv évapén Aettoupyiag touv H/Y

. Amo tov SLayelplotr) SLepyaoLwy Kot oo Tty KopTéAa SO0l EMNEETE TNV EMOMTELN TTO-

pwv yla va Selte TNV Aemtopepn avabeon PvApNG oTig Slepyaoied.

. EAéy€te kal puBULOTE TNV TTOOOTNTA ELKOVIKAC LVAUNG TOU UTTOAOYLOTH 006 LECW Tou [livaka

EAgyxou > Zuotnua > PuSuioeic Suotiuartog yia Mpoxwpnuévoug > Mo mpoxwpnuUeVoug >
Embooeig > MNa npoywpnuevouc (6Ane k. 3.5).

. Eykatootrote to mpoypappa process explorer amno tn dtebBuvon https://technet.microsoft.

com/en-us/sysinternals/bb896653 kat eAéyéte Tig mMAnpodopieg mMoOU oag MAPEXEL yio KABE
Stepyaoio.

. Avoifte éva mapaBbupo tou Windows Explorer kavovtag SumAG KAk oTov «YTIoAoyLoTH Hou»

Kot eAéyEte Ta meplexopeva tou Slokou C:, adol €xete opiloel mpwta va eudavilovral Ta
Kpuda apxeia Kol Ta apxeia cUOTAUATOC. ZUYKpiveTe To pHéyeBog Tou apyeiou pagefile.sys pe
To HéyeBoG Tou apxeiou oeAdomoinong yLa TNV ELKOVIKA UV TTOU avTlotolxel otov Sloko
C.. Tunapatnpeits;

Linux (ubuntu)

8.

Avolte €va TEPUOTIKO KOl TANKTPOAOYNOTE TNV EVTOAN ps. Mapatnprnote Thv €£060 tne. MNa
g€ynon tng Aettoupylag Tng Kot MEPLOCOTEPECG TMAPAUETPOUC TTANKTPOAOYHOTE TNV EVIOAN
man ps.

Avoi€Te éva TEPUATIKO Kol TTANKTPOAOYNOTE TNV EVIOAN ghome-system-monitor. EAEyETe TIG
duvatotnteg mou oag Sivel auth n edpapuoyn HEow Tou ypadikol Tng meplBailovtoc.
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Kepdahato 4

Awaxeipion Zuokevwv E/E

‘Eva UTtoAOYLOTLIKO cUoTnua eKTOG amd tnv KME kat tnv KUpLa LvAn TIou Xpnotpomnolouvtal
yla tnv enefepyacia kal mpoowplvn amobnkevon dedopévwy Baciletal otic mepldhepeLaKES OU-
OKEUEG yLA TNV ETUKOLVWVIA LE TOV €EWTEPLKO KOOHO Kal yla TNV Bonbntikn (Seutepeliovoa)
UVAUN. H Xprion tTwv mepldpepeLaKwY CUCKEVWVY EMITUYXAVETAL AOYW TG oXedlaong Tou ouoTh-
HaTOG KaL TN UTtapEnG KATtAAANAoU UALKOU Kot AoyLopLKOU.

Alsaktikoi Ztoxol

Y€ oUTO To Kedbalalo Ba pabete:
e [a TNV avaykalotnta,
® TOV TPOMO CUVEPYATiaC,
® TIC SuvaTOTNTEC KOl

® TOV TPOTO EYKATAOTACNC TWV TTEPLPEPELAKWY GUCKEUWV.
AdaktikéG Evotnteg

4.1 Ewaywyn
4.2 El00606-£€060¢ Kal TTEPLPEPELNKEC CUCKEUEG
4.3 EAeyktéc kot obnyol cuoksvwy E/E.

4.4 Aloxeiplon Twv MEPLGEPELOKWY CUCKEUWV OTIO TO AELTOUPYLKO ZUCTNUA.

[51]



4.1 Eloaywyn

Onwc eivat yvwoto, £va UTTOAOYLOTIKO UCTNUA OITOTEAEITAL OO EMIUEPOUC UTTOGUOTHLATO T
omola dlaouvdéovtatl PHeETagL TOug yla va avtoldoouv Sedopéva. Exovtag pia yevikn oxedia-
on, onwg auth ou daivetal otnyv eik. 4.1, n Kevtpik Movada Enefepyaciag (KME, CPU) emt-
KOWWVEL He TN pviun RAM kal TG mepldpepelakEG LOVASEC HECW EVOC GUOTHLATOG SLadpOopwy
(bus) mou petadépouv Sedopéva Kal oraTa EAEYXOU. Z€ €VA UTIOAOYLOTIKO GUCTN LA UTIAPXOUV
SLadopeTIKEG KaTnyopieg SLadpdpuwy avaloya He TNV TAXUTNTO EMIKOWVWVIAG KoL TOV TUTTO TwV
UTTOCUGTNUATWY TIoU SLOlGUVEEOUV.

AuTég eival a) ol Stadpopol pvnung-enetepyaotn, B) ol Stadpopol eloddou-e€080U Kat y) ot
eninedol (flat ) backplane) Stadpopot.

Ewodva 4.1: Atacuvbeon povadwv evog uTtoAoyLoTH e BAaon To povtélo BopeLag Kat voTLag yedupag
(northbridge, southbridge). Ta mpdowa BEAn SnAwvouv toug Sladpopoug entkowvwviag (bus). To FSB
(Front Side Bus) givat o dtadpopog enikowvwviag tng KME pe tnv Bopeta yédpupa (mnyn: Wikipedia)

OLTPELC AUTEC KaTnyopieg SLOSPOUWY UTIAPXOUV O€ ONEG TIC CUYXPOVES UTTOAOYLOTIKEG LLOVASEC,
pall pe oxedlaoTikeC BeATLWOELS Kat 610dOPOTIOLOELG TOUG, LE OTOX0 TNV £Miteuén TayUTEPNC
gTiKkovwviog. Etal, BAEMOULE OTOL GNUEPLVA CUOTAATO TNV UTIOPEN SUO KUKAWUATWY UTTOOTH-
PLENG NG emkowvwviog, tnv Bopela répupa (North Bridge) kat tn Notwa Médupa (South Bridge).
H Bopeta MEpupa eival autn mou eival urtebBuvn yla Tnv enkovwvia Hetaél Tou eneéepyaotn,
NG LVAKNG KAL TOU CUOTAMATOC YpadLkwy evw 1 Notia MEpupa £Xel avaldBeL TNV EMKOWVWVIA
HEeTafl OAWV TWV AAAWV TILO 0PYWV CUCTNUATWV.
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Baolkd otolyeio otnVv emikowvwvio LETOEY TWV UTTOCUCTNUATWY OE €vayv UTIOAOYLOTH €ival To
TMPWTOK0AAO emikowvwviog 6tadpopou SnAadn To cUVOAO TWV KAVOVWY TIou KaBopilouv To Twg
ylvetal n emikowvwvia. Ot kavoveg autoi puBuilouv moleg eival ot Sladikacieg Kot n popdn Twv
onuatwv eAéyyou kat deSopévwy. Eva onpavtikd otolxeio emiong sival ot dtakomég, Snhadn
ONUOTA YL ALTAOTO ETIKOWVWVIAG. AUTEG Ywpilovtal oe Stakomméc UALKOU Kal SLakomeéc Aoyt-
outkoU. OUCLAOTIKA OL SLAKOTIEG ELvall O TPOTIOC [LE TOV OTIOLO LLLOt GUOKEUN, VOl TIPOYPAUO 1} TO
AELTOUPYLKO ZUOTNA ATOKPLVETAL OE QLTAOTA EMKOWVWVIAG 1 «IntdeL Ty mpoooxn» (SnAadn
XPOVO OTOV EMeLePYAOTH).

Ewodva 4.2: H katavoun twv Slakomwyv UALKol onwg mpoBailetal amo to mpoypappa PC Wizard.

Baowlopevn otny mapanavw oxediaon mou avadépOnke mepAnmTikd, eivat Suvatr n cuvdeon
TEPLDEPELOKWY CUOKEUWY OE ML UTIOAOYLOTIKA povada n omola elval avaykaia adpevog yla
TNV ETILKOLVWVIO TOU UTTOAOYLOTLKOU GUOTAUOTOG UE TOV XPrOTN Kol UE AAAQ UTTOAOYLOTIKA GU-
oTAUaTA, APETEPOU YLOL TOV EUMAOUTIONO TOU GUOTHHOTOC e VEEG SUVATOTNTEC KUPLWS OG0V
adopd ota péca Seutepeliovoas UVAKNG. 2To KepdAalo auto Ba yvwploouue Ta 16N Twv mepL-
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bEPELAKWY CUGKEUWV TIOU UIopoUV va ouveeBoUv KaBwe Kal Ta amaltoUeVa OTOLXEL YLa TN
owaotr Slacuvdeaon TouG.

4.2 Eicobog — ‘E€080¢ Kal MNepldepelakEG ZUOKEVES

Ol TtepLPEPELOKEG CUOKEVEG OE €VOV UTIOAOYLOTH UMOPEL va elval oUCKEVEG SeuTEPEUOVOAG
uvAuNG (okAnpot diokot, CD/DVD, Flash disks) ) cuokeuég elodbou-e€660UL yLa TNV EMIKOWVWVIA
LLE TOV XpNOTN N e GAAQ UTIOAOYLOTIKA GUOTHHOTAL.

SuoKevég beutepeliovoag uviung

Me tov 6po auTto avadepOUOoTE 08 CUOKEUEG amoBnkeuong deSopévwy omwg oL okAnpot 6i-
OKOL KOlL OL CUOKEVEG avayvwaong omtikwy diokwv (CD/DVD/Blue Ray). MNa touc okAnpoug &i-
oKoug n auvexnc e€EAEN €xel odnynoeL otnv UTtaPEN TOCO payvntikwy okAnpwv diokwv (Hard
Disk Drives) 600 Kol GUOKEUWV HOVLUNG AmoBNKeUaNnG o€ OAOKANPWUEVO KUKAWUOTA UVALNG
(flash disks rj Solid State Drives) mou opw¢ akoAouBouv Tig ibleg apxeg 0cov adopd oTnV opyad-
VWaon Tou péoou amoBnkeuong (TOUELS, TPOXLEG, EVOTNTEG KTA). H EMLKOLVWVIO QUTWV TWV OU-
OKEUWV LLE TOV EMEEEPYNOTI KaL TNV KUPLO LVALN TOU UTIOAOYLOTH yiveTal pe Xpnon dtadpopwv
Tonwv ouvdeong. H obvdeon USB eival autr tnv nepiodo n kupla PEBoSOG yla OMOCTIWHUEVES
OUOKEUEC Kat ) SATA Lol TIC EVOWMATWEVEC OTOV UTIOAOYLOTH CUOKEVEG. MEoa amoBrnKkeuang
OTWG Ol HaYVNTIKES Tawvieg kat ol Slokéteg (floppy disks) kKaBwg Kot oL avVTiOTOLXEG CUCKEUES
avayvwaong Kol eyypadng o QUTEC €XoUV apXIloEL va eKAELTIOUV £6W Kol OPKETA XpOvLa.

Y& €va oUYXPOoVo UTIOAOYLOTIKO cUotnpa (2015) Ba SoUpe peyebog kuplag uvnung (RAM) amd
2 uéxpt 4 Gigabytes ouvnBw¢ va cuvduadletal pe péyebog deutepelioucag UVAKNG TG TAENC
Twv 500 pe 1000 Gigabytes (1 Terabyte) 6cov adopd Toug payvnTikolg okAnpoug diokoug. H
6¢ xpron uvnunc flash eivat tng ta€ng twv 16-32 Gigabyte kaBwg elvat Pev Lo ypryopn, OLWE
glvall Kol 0PKETA TILO aKPLPA.

H xpnon Twv cuoKeuwV SEUTEPEUOUCAC UVAUNG KAL KUPLWG TWV EVOWUATWHUEVWY OKANpwv &i-
OKWV £lval onUavtikn ylo T SuvatotnTa ELKOVIKAC MVANG TTou avadEpBnke oto kedpalato 3.
Onwg avadépdnke ekel, To cuvnBLOpEVO PEYEDOC TN ELKOVIKNAG LVAKNG ElvVOL TTEPLMOU HLaULON
dopa tnv mpaypatikn. Anhadn ywa 4 Gbyte RAM Ba kaBoplooupe kal 6 Gigabyte elkovikng
UVAUNG oTov okAnpo dioko.

JuokeUég eto6bou/sE660ou

Ol oUOKeUEG £10060U/€060U eival ouokevEg Stemadnic (emikowvwviac) Le Tov xpriotn Kot da-
KplvovTal 0 GUOKEVEG £L0060U SeS0UEVWV OTIWE TO TANKTPOAGYLO, TO TIOVTIKL, TO HIKPODWVO,
0 0aPWTAC (scanner) KatL cuoKeUEC 660U OTWCE N 008dvN, Ta NXeio, 0 EKTUNWTNAG, 0 OXESLAOTAC
(plotter) k.a. Yrapyouv &€ KoL GUOKEUEG TTOU €lval TAUTOXpovVA £L0OSOU Kal 080U Kat elvat ot
0006vec adnc (touch screens) mou elvat apketd StadeSopéveg ota clyxpova Kvnta tThAépwva
(smartphones) kat utoloyLotég TapmAeTeg (tablets) kat emiong kat ta hands free péow kKoaAwdi-
wv 1 Bluetooth.

3TIG OUCKEUEG ETILKOWVWVING cUTEPAaUBAVOVTAL ETIIONG KAL OL CUGKEUEC SIKTUWONG HEOW TE-
Xvohoylag evoUppatwy 1 acUppatwy torikwv Stktuwyv (LAN i WiFi), uéow Bluetooth 1 Stktvwv
KntAc thAedpwviog.
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4.3 EAeykteg Ko O8nyoi Zuokevwv E/E

Mo va eival Suvatn n oUVSECN TG GUGKEUNG OTO UTTIOAOYLOTIKO GUOTNUO KAL N EMTUXNAG AEL-
Toupyla TNG elval amapaitnto va UMAPXouV va KUKAWUA TIPOCAPHOYAG KaLl EAEYXOU TNG OU-
OKEUNG, 0 eAeyktnc (controller), kal éva TPOYPAUUA TTOU avaAABAVEL TNV EMIKOWVWVIA LE TO
Nettoupyko Tuotnua, o 0ényoc (driver). To mPOYPAUUA AUTO GE CUVEPYAOIA LLE TO QVTIOTOLXO
UALKO avaAaUBAVEL TNV ETILKOWVWVIN LE TO UTTOAOLTO GUOTN O XPNOLLOTIOLWVTOC LETAED AWV
TG Stakomég (UALKoU kal Aoylopikou) kat to kavaiia DMA (Direct Memory Access).

NOyw g e€EALENG TNC Texvoloyiag Ta KUKAwUaATA eAéyxou sival TTOAMEC GpOpPEC EVOWUATWHEVA
otn ouokeun (m.x okAnpol diokol) Kal n emkowvwvia, 6cov adopd oto UAIKO HEPOC, yiveTal
UECW TUTIOTIOLNUEVWY KUKAWHATWY Kol TIPWTOKOAA WV SLadpopwy Kat Bupwv enkovwviag (T
IDE, SATA, USB, PS2, RS232, PCI, AGP k.q).

Emiong, Aoyw tng e€€AENG oTNnV TEXVOAOYLO AOYLOUIKOU KOL TWV AELTOUPYLKWY CUOTNUATWY, TIOA-
AEC popég Ta mpoypaupata 0dnynong tng cuckeung (odnyol) sival Ndn evowpatwpéva oto
Aeltoupykd Z0oTUa N uopolv va Ppebolv pe avtopatn Stadikaoio avalntnong oto dla-
Siktuo oe amoBetnpla (repositories) AoylopikoU TNG €TALPELNG KATAOKEUNC TOU AELTOUPYLKOU
OUCTHHLOTOG,.

Ma tnv mepinmtwon ekelvn mou n cuokeun Tou BENOUE VA CUVOECOUE O€ €vVaV UTIOAOYLOTH

elval apketd mOALOTEPN 1 VEOTEPN TOU A£LToUpyLkoU cuothuatog Ba mpémnel va poPolpe ot

pio r) kaL oTig SU0o Ao TIG MAPAKATW EVEPYELEC:

1. Evnuépwoaon tou Asttoupyikou auotiuartog. H Stadikaoio auth emBAAAETAL YEVIKA VA YIVETAL
QOXETWG AV YKABLOTOUE CUCKEUEC 1 OXL, KABWG oL VEEC EVNUEPWOELG TOU AELTOUPYLKOU
ouoTtAuatog lval duvatdv, eKTOC TNG UTOOTAPLENG VEWV GUOKEUWY, va Slopbwvouv f va
OVOVEWVOUV TUAHATO TOU AELTOUPYLKOU GUOTHHATOG.

2. Eykataotaon twv odnywv tn¢ ouokeung. H Stadikaoia autr mepAapBAaveL TV eYyKOTAOTOCN
TWV POYPAUHUATWY 06 YNong (08nywv) tTng CUGKEUNG T OMOLo TTAPEXOVTAL OO TOV KaTa-
OKELQOTH TNG CUOKEUNC €(Te AUECA OE KATOLO AMOBNKEUTIKO HEDO €iTe PHEOW SLadIlkTUoU
QMo TNV avtiotolyn LotoceAida umooTHPLENG TNG CUCKEUNG.

ITIC TTEPLOCOTEPEG TIEPUTTWOELG N EYKATAOTAON HLOG VENC CUCKEUNG elval pia amAr urmdBeon.

Elval yvwotn aMwote n opoloyia Plug and Play (PnP, cUvdeoe kal maife) mou dpxloe va umap-

XEL a6 TNV emoxn Twv Windows 98 kat £metta. YApXouv OUWG Kol TIEPUTTWOELG OTIOU 1 OAN

auth Sladikacia pmopel va yivel apkeTd SUOTPOTN. 2€ QUTEG TIC TIEPUTTWOELG N opoAoyia PnP

petadpaletal (ue 66on xoupop) oe Plug and Pray (cUvdeoe kal mpooeuynoou) anodidovrag
£T0L TNV KOTAOTAON TToU Umopel va dnpoupynOet.

4.4 Awoyeipon Twv nepLPEPELAKWY CUCKEUWV Ao To AELTOUPYLKO ZUOTNU

Eidape otL, otav pia mepLPepPELOKr cuokeur ouvdeBel og Lo UTTOAOYLOTLK povada, Ba pEmeL
VOl UTTAPYEL KOIL TO OVTLOTOLXO TIPOYPOUUA ETILKOLVWVIOG UE QUTAV. H KEVTPLKN Slaxeiplon autwy
TWV MPOYPAUUATWY YiVeTal amd To AEITOUPYLKO TUOTNHO KoL UTIAPXEL TTAVTA £vag TpOTog Kobo-
plopol TNG Aettoupylag Toug N TG avaBAaduLong Toug e VEOTEPQ TIPOYPALLOTAL.
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Ewova 4.3: H Slaxeiplon cuokeuwv twv Windows 7

Onw¢ avadépBnke Kal otV PONyoUevn evoTNTa, Ue TNV Texvoloyia PnP eivatl Suvatn n au-
Topatn puBULON pLag MepLdEPELAKNG CUGKEUNG, 000V adopd oTIC SLOKOTIEC KOL OTA KaVAALQ
ETILKOLVWVLOG TIOU Dot XPELAOTEL, £TOL WOTE VA NV EPXETOL OE GUYKPOUOELG UE AAAEG CUOKEUEG.
Onwg paivetal kat otny eik. 4.3, otn Atayeipton Suokeuwv epdavilovtal OAEC OL CUGKEUEC TIOU
elvat ouvbedepévec otov H/Y. Tla To mpdypappa autd OAa eivol CUOKEUEG, AKOUA KoL O TETPO-
TUpNvog enefepyaotng Onwe daivetal oTnV €lKOVA 0 omoiog avayvwpiletal wg tTéooeplg Sla-
bOPETIKEC CUOKEVEC. Me XELPLOUOUC o TN Alaxeiplon ZUoKeEUWV HropoU e va SoUE TIG LoL-
OTNTEC TLC CUOKEUNG, TOUG TTOPOUG TIOU XPNOLUOTIOLEL, TLC TLUEG TWV MAPAUETPWY TNG KAl AANEG
puBuioelg. MmopoU e €miong v KAVOUUE KATAPYNON TNG GUCGKEUNC 1 avoBaBuLon Twv odnywv
n¢. H avtiotolyn Suvatdtnta npoodépetal o ypadiko meptBailov oto AsltoupyLkod TUoTnua
Linux péow twv pubicewv cuoTAATOG OTWG Palvetal oTig elkOVeC 4.4 kal 4.5 (yia tn Stavoun
Ubuntu 12.04), evw umapxet mavta kat n duvatotnta puBuLong Kal poBoAng AEMTOUEPELWV
HEOW TIG YPAUUAC evioAwv (r.x evtoAn Ispci, BA. Spaotnplotnta 9)
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Ewova 4.4: H Sloelplon ouokeLwv PLECW Twv pubuioewv cuotnuatog oto Ubuntu 12.04

Ewkova 4.5: Ot puBpicelc mopapéTpwy Tou movtikiot oto Ubuntu 12.04
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Epwtioelg

1.

Moto cuotnua petadEpel mANPodopLeg KAl ETUTPEMEL TN GUVOEDN TIEPLDEPELOKWY CUCKEU WV
o€ évav umoloyLotn;

. Molog eival o TPOMOC e TOV oMol pia TepLdEPELAKT] CUGKEUN €LGOTIOLEL TO UTIOAOYLOTIKO

oUoTNUA YLa KATIOLO CUUBAY;

. Motot eival oL TUTOL TWV TIEPLPEPELOKWV CUOKEUWV;

4. YIApYouv CUCKEUEC TIOU Va Elval Tautoxpova eL.6odou Kat e€68ou;

. TL amotteitol yla tnv emtuyn oUvEeon Kat EMKOWWVIO TNG TEPLOEPELOKNAG CUOKEUNG HE TO

UTIOAOYLOTLKO GUOTNUA;

6. Elval avaykaio va eykaBLoToU e TAVTA XELPOKIVNTA TOUG 08nYyoUC LG CUGKEUNG;

7. Tieival KoAO va YIVEL TIPLV KAVOULE EYKATAOTAON LLOG GUOKEUNG TTOU E(ValL OXETIKA TILO GUY-

XPOVN Ao TNV UTIOAOYLOTIKA Lovada Log;

. Nwg ylvetat n kevtpikr Slaxeiplon Twv MePLHEPELOKWY CUOKEUWV;

ApaotnpLoTNTEG

Windows

1.

EAEYETe TIC CUOKEUEC TTOU elval cuVEESEUEVEG GTOV UTTOAOYLOTH 00¢ e BAon Thv Stayeiplon
OUOKEUWV OTIWG paivetal otnyv €Lk. 4.2

2. KotapynoTe plo CUCKEUN Kol ETA KAVETE avaliTNoN YLa VEEG OUOKEUEG.

3. TomoBetroTe €va OMTIKO TOVTiKL USB, TOV eKTUNWTI Tou epyactnpiou | éva flash disk otov

umoAoyLoTr oag Kal mapatnpnote Tt Ba cupPel 6oov adopd TG auTOpaTEG dladikaoieg
£YKATAOTACNG TIOU Bal EKKLVOOUV.

4. EEETAOTE TIC AEMTOUEPELEC KATIOLAG TTEPLPEPELAKNG CUCKEUNC OO,

5. EA€yEte TOUG MOPOUG TTOU XPNOLUOTIOLEL N KAPTA YPADLKWY OaG.

6. Eykataotriote pio Stadopetikr kapta ypadikwy otov H/Y oac kot mpoonadrote va Bpeite

TOUG KatdAAnAoug 0dnyolc HEow TNG 0eALBOC TOU KATOOKEUQLOTH] TNG.

Linux (ubuntu)

7.

10.

Ao TI¢ puduiosic ouotnuatoc (LEow Tou €lkovidiou mavw Se€Ld) mnyaivete oto cuoTnUA
KOLL LETA OTLG AETITOUEPELEG. 2TO YPadLKO TEPLBAAAOV TToU pdavileTal eEepeUVOTE TIG OU-
OKEUEC TIOU daivovTtal EyKATECTNHUEVES OTO GUOTNLA OOC.

Amo TG puBUIcELG CUOTAUATOC Kot TIAAL KOl LECW TOU UALKOU eAEYETE TIC SUVATOTNTEG TTOU
oag Slvouv ta eKel ELKOVISLA TTOU AVTLOTOLXOUV OE CUCKEUEG.

Avolifte £va TEpUATLKO Kol TANKTPOAOYNOTE TNV €VTOAN Ispci. Avalntriote mAnpodopieg yla
TN Xpron TG oto SLadiktuo Kol eAEyETe TIC TANpodOopLeC yLa TO S1KO 0aG UTIOAOYLOTH.
Exteléote tn Sokuun cuotiuatog (system testing) kat eAéyEte Ti¢ mAnpodopieg mou eival
SLABECIUEC VLol TIC CUOKEVEC TIOU £lvail oUVOESEUEVEC OTO GUGTN O OO,
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KeddaAao 5

AocdaAeia MAnpodoplakwv ZUCTHUATWY

To kedbalalo auto eival pla etoaywyr] ota Bactkotepa onueia tng Aodalelag NMAnpodoplakwv
Juotnuatwv. Mapouaotdlel SnAadn pia obatpkn amodn autol Tou Topéa TnG MANPodopLKNG
Kat 8ivel fapuTnTa o€ AUCELG TTOU UITOPOUV VAL EPAPOOTOUV OTO OXOALKO EPYAOTIPLO.

Awdaxktikoi otoxoL

Y10 kedpaAalo auto Ba pabete yia:

® To avtikelpevo g Aodahelac MAnpodoplakwyv uotnudatwyv (Information Security
System) Kall GNUAVTIKA LOTOPLKA OTOLXEld TNG.

® ta £ibn Twv Xakepc (hackers) kat ylo to HAeKTPOVLKO EyKAN UL

o TI¢ Baoikéc Evvoleg TG Aoddlelag MANPodopLaKWY TUCTNUATWY, OTIWG TNV TPLAda Eumt-
OTEUTLKOTNTA, AKEPALOTNTA, ALOBECLUOTNTA KAl TV avAyKn UTtapEng Xpnotwv e dtado-
PETIKA SlKAlWHATA.

o 1 Alaxeiplon kat A€lohdynaong Kwvduvou kaBwe kat yia to 2xédto Aodaleiag pe tig MoAt-
TIKEG Aodalelag kal ta Avtipetpa aodaleiac.

® 10 Xxedlaouod Emuyelpnotakng Tuvéxelag kal Emavadpopdg and Kataotpoodn, pe tn pon-
Bela twv Avtypadwv Aodaleiag.

e ta mpoPfAnuata aohaleiag tou Aoylopikou katta dtddopa £i6n KakoBouAou AoyLopKoU.
® TNV Kpumtoypadla KoL TN XpNoLUOTNTA TNG.
o ta Boowkdtepa epyoaleia Siktuakng oaohaleLac.
® TOoUuG omoudalOTEPOUC TPOTOUC GUGCLKNG AohANELOC.
ALSOKTLKEG EVOTNTEG
5.1 Eloaywyn
5.2 Baotkég Evvoleg
5.3 Aodahetla AoyLopIKOU
5.4 Aoddhela Aiktuou
5.5 Quowkn Aodpaiela
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5.1 Elcaywyn

5.1.1 lotopwka Ztowkeia yia tnv Aodpdadeia MAnpodopwwv. Me tTnv avamtuén Tou avBpwrnivou
TIOMTLOMOU €YLVE KATOVONTO TO OO0 GNUAVTIKA €lval N aIMOCTOAN HUNVUHATWY Ue aodAAeLa,
Xwplg va Kwduvelel SnAadr va pabeutel aAAd Kot va LV TpomomnoLnBel To meplexOUEeVO TwV
UNVUHATWV.

Yriapyouv ypamtég avadopEg amnd Tnv apxaia EANGSa kal tnv Pwpaikn emoxn yla mpootaoia
UNVUUATWY Pe TV Kpumtela ZKUTAAn tng apxaiag Xmaptng kat tov Kwdika tou Kaioapa otnv
Pwpaikn emoxn.

2tn olyyxpovn enoyxn, katd tov B’ Maykoopto MoAepo, €yve yvwotn n cuokeur Atviypa (Enigma),
LE TNV omola amootéAAovTav Kpumtoypadnuéva UnvuUaTa amno To valloTiko Mepuaviko otpa-
10. H amnokpumntoypadnon (omAoLuo) Twy UNVUUATWY TG UE TN CUMUETOXN Tou AAav ToupLyk
(Alan Turing) BoriBnoe otnv teAwkn £kBaon Tou TIOAEOU.

Apydtepa, Tn dekaetio Tou ‘80 katl otnv emoxn tou ARPANET akopa, meplypddnke oto BLBAlo
The Cuckoo’s Egg (1989) tou KAwd ZtoA (Cliff Stoll) n avakaAun kot cUAANYN Tou Mdpkoug
Xe¢ (Markus Hess) yla nAeKTPOVLKY KATAoKOMela Katd Tou Auepikavikol otpoatol. To 1988 o
Poumnept Mopig (Robert Morris) dnuiolpynoe to MPwTo IKOUANKL (worm) yvwoto wg Morris
worm, To omolo mpo&évnoe mpoPAHaTa o XIALASEG UTIOAOYLOTEG Kat ATav N attia dnuwoup-
ylag Twv Opadwv Avtipetwriiong Neplotatikwyv Aodadeiag, yvwotwv kal wg CERT! (Computer
Emergency Responce Team) oto mavemiotiuio Kapviyt Mélov (Carnegie Mellon) tou Mi-
Topmnoupyk (Pittsburgh) otig Hvwpéveg MoAtteieg Apepikng. Ekeivn tnv emoyn duAlakiotnke yla
TPWTN Gopd Kol £vag amod ToUG yVWOoTOTEPOUG LEXPL ONUEPO XAKepS, 0 KERLY Mitvik (Kevin
Mitnick). Autog, katd tnv mepiobo Spaong Tou eixe ELOPBAAEL O CUOTHLATO TWV HEYAAUTEQPWV
ETALPLWV TNG EMOXNG EKELVNC, KABWG €Miong elxe UTTOKAEPEL KL OTOLXELD EKATOVTASWV TILOTWTL-
KWV KOPTWV Ypnotpomnolwvtag tnv Kowvwvikn Mnxavikn (social engineering).

Inuepa n e€amlwon tou Sladiktuou (internet) éxel dTdoel og OAa Ta PAKN Kol TAGTN TNG MNG.
Metadidovtal péca ano auto mAnpodopieg pe Stddopouc TPOMOUC, amod WOLWTEG KAL OpYavL-
OpOUG, EVW TOUTOXPOVO UTIAPXOUV G' AUTO aVTAYWVLOTEG aAAd Kat Stadopes ouddeg ATOUWY
TIou KapaSoKoUV Kal ouxva To katadEpvouv va urmtokAEPouv dedopéva Kal vo To EKUETOANEL-
TOUV pe Stadopoug TPOToUG.

5.1.2 Opiopol

NAnpodoplako Luotnua (MNZ) - Information System (IS): Eivat éva cUvolo avBpwrivou Suva-
ULKOU, UTtoAOYLoTWY Kat Sladikaoiwy, ta omoio cuvepyalovtal approvika yla va BonBrioouv
£vVav opyaviopo va TIETUXEL TOUC 0TOXOUC Tou. (mx to TAXIsnet tou Ymoupyeiou OLKOVOLLKWV)

Acddaleia NAnpodoplakwv Zuctnudatwy — Information System Security: H AoddAeta MAnpo-
dopLaKWY TUOTNUATWY Elval €vog TOUENC TNS emOTAUNG TNG MAnpodopikic, o omoiog acyo-

! oruepa Aettoupyouv oyKooUiwe apa TTOANEG OMASEG. TN XWPA AC UTTAPXOUV OPKETEG METAEY TWV OTOLWY: TOU
NzA http://cert.sch.gr kat tou E.A.E.T. https://cert.grnet.gr)
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Aeital pe tnv npootacia Twv dedopévwy evog MAnpodoplakol JUCTAUATOC OO ATOUA XWPLS
gtoualodotnaon.

Atopo xwplic e€ouolodotnon eival omolodnmote dev €xeL Adela MPOGBaON 0 KATOLO TUAUA
Tou MAnpodoplakol cuoTHUAToC. Mapadelypata TETOLWY TUNUATWY Uopel va ival évac ¢pa-
KeAog apxeiwyv, pia Baon Aedouévwy K.AT.

HAektpoviko EykAnua (tatooeAida EAAnvikn¢ Aatuvouiag): elval ol 0€LOTIOWVEG EYKANUATIKEG
nipaéelc mou tedovvtal Pe Tnv BorBeLa NAEKTPOVIKWY UTIOAOYLOTWY KOl TTIOU TLWPOUVTAL ard TN
vopoBeaoia. Avahoya L Tov TPOTO TIoU payUatonolouvtal dtaxwpilovtol o eykKARUaATa TTOU
€ywvav He Tn xpnon HAektpovikwv YmoAoylotwy (computer crime) kot oe KuBepvoeykApata
(cyber crime), edv €ywvav péow tou Aladiktuou. Autol Tou eidoug ta eykAfuata ovopalovtatl
HAektpovikad EykAfpata Kot TETolo BewpouvTal TO MAPAKATW:

= Tpomomnoinon 6edopévwy - Khomn dedopévwv
* Mapeunodion kupepvokukhodopiag

= EwoBoAr og Siktuo - Zaumnotdl o Siktuo

* Mn e€oualobotnuévn npooPacn

= Aloomopd Wwv - YoBaAn adiknuatwy

= MAaotoypadia - Andatn

Xakepg (hackers): autd ta dtopa | opadeg atOpwWY, elval ouvhBwWg eEOLPETIKA HeYAAn ameL-
AR yla SIktuwpéva cuoThpata yloti elofailouv péow tou Stadiktiou. Exouv Bablég ywvwoelg
Aeltoupylkwy Tuotnudtwy (Operating Systems) kot YAwoowv mpoypappatiopol (Programming
languages).

Avaloya pe TG nBIkEG Toug apxEg xwpilovtal TouhdyLotov oTig €ng 3 katnyopieg, Black Hat /
White Hat / Gray Hat:

e OuBlack hats hackers moA\ég popég Aéyovral kat kpakepg (Crackers) kat ouvrBwg elopa-
Aouv oe cuothuata pe okomd va kKAEéPouv, va kataotpéouv dedopéva, dnuiouvpyolv
KaKOBOUAO AOYLOUIKO, OTIAVE TIPOYPAUUATA, UTTOKAEMTOUV KWEIKOUG K.ATL.

e O White hats hackers ydyvouv yla «keva» (vulnerabilities) aodpaleiag o Asttoupyikd
Juotiuota, eboproYES Kol TOUG AOYoUC UTIAPEEWE TOUG. AEV £XOUV OKOTIO TNV KATAOTPO-
dn Sedopévwy Kal cuvnBwE EVNUEPWVOUV TOUG UTIEUBUVOUG yla Ta Keva a.odadeiag mou
Bpiokouv, wote va emidlopBwBolv (NBKO XAKLVYK).

o Metafl Black kat White Hats Bpiokovtat ot Gray hats hackers. Eivat dtopa mou xpn-
OLLLOTIOLOUV TOUG UTIOAOYLOTEG YL VOl TLLWPNROOUV UTIOTIOEUEVOUG eykKANpatieg tou Ku-
Bepvoxwpou (Cyberspace). Ovoudlovrat kot xaktiLoteg (hacktivists) otav petadépouv
TIOALTIKA pnvUpoTa péow Stadiktiou.

Kowwviky Mnyxavikn (social engineering). 2tov xwpo tn¢ MAnpodoptkng €xeL TNV évvola TNG
etanatnong 6ladopwv atOUwWY, LE OKOTIO TNV ATIOOTIACH EUMLOTEUTIKWY TANpodoplwv. Ot
TIAnpodopleg AUTEC UIOPEL val elval TIPOCWTILKEG, aAAd evoExeTal va adopoUv Kal TOV XWwPo
gpyooiag. OvopaTa, NUEPOUNVIEC YEWNOEWS, KwdLkol, aplBpol tTnAedwvwy, TaxUSPOULKES OL-
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€VBUVOELg, NAeKTPOVIKEG SleuBUVOoELS (TTOAAEG POpPEG oL XprioTeC Sivouv TETOLO OTOLXELA PEOW
LotooeAibwv Kovwvikng Alktwong) kol Tparmellkd otolyeia eival kamoteg amod T mAnpodopieg
TIoU (owg elval otoxog Twv evbladepopévwy. TETOLA OTOLELD PTopoUV va xpnatpomnotnbouy,
yla mapadelypa o€ SLaSIKTUAKEG ayopES 1 va TouAnBouv o€ Tpitoug i yla eKPOoBLOUO Kat yLa
EKBLOOUO TWV LBLOKTNTWV TOUC.

H yvwoTtdoTepn TEXVLK TIOU XPNOLLOTOLOUV yLa TNV amoonacn AnpodopLwy gival To NAekTpo-
VIKO apeua (phishing), 6rmou cuvrBwg XpNoLUOMoLOUVTOL TAAOTA NAEKTPOVLKA pnvOpata (ry.
oo tpamnelec) Kal cUVOECHOL TIPOC TTAAOTEC LOTOOEALISEG KAl {NTOUV TNV KATAXWENON TWV TAN-
POdOpPLWV TIOU TOUC eVOLAdEPOULV.

5.2 Baowkég Evvoleg

5.2.1 AntelA£g Katd Twv Asdopévwv Artethn Aéyetal kaBeti tou umopel vo cupBel amo eowTtepl-
KO N e€wTEPLKO apayovta, Guaotkr) kataotpodr, avBpwrivo AdBog, AoyLopiko (my. KakoBouAo
Aoylopiko 1 kevo aodaleiag tou), eloxwpnon oto Siktuo, Kal va mpokaAéoel mpoPfAnua o
£€vav opyaviopo. Mepika mpoBAfuata mou Propouv va mpokAnBouv eival ta e€nc: Slappon
nAnpodopLwy, Tponomnoincn e5oUEVWY 1] N avVooTOAN AELTOUPYLAG KATIOLOU UTTOAOYLOTLKOU OU-
OTAMATOG, OTIWG £vag SLAKOULOTNG LoTooeASwV. EAv oupBel KATL A6 QUTA TOTE avaAoyd LE TO
£i60¢ Twv MAnpodoplwy (.. LATPLKEG eEETAOELG, OXESLO EVOG UNXAVALOTOC K.ATL.), Umopel va
TPOKANBOUV TIPOBARLOTO OLKOVOULKA KOL KOWVWVLKA OE LOLWTEG KOl ETILXELPNOELC.
5.2.2 Baoikég Apxég Aopaleiag MAnpodoplakwv Zuothpdtwy. H Aobdlela MAnpodoplakwyv
JuoTtnUATWY otnpiletal o TPELC PACIKEC APXEC ATMAPALTNTEG YLl TNV CWOTH AELTOoUpYyila TwV
NAnpodoplakwy ZuoTtnUatwy. AUTEG eival n tplada EpmioteutikdTnTa-AKEpALOTNTA-ALaBEeCL-
poétnta EAA - (Confidentiality-Integrity-Availability — CIA triad). Zuykekpiuéva:
1. Eproteutikotnta (confidentiality)

YTOX0C TNG ivat n e€aodaiion nwg ta dedopéva 6e Ba yivouv Staboua, g Ba pumopouv

va ta Stapacouv dnhadn, pn e€ouctodotnpéva atopa.

Ta Sebopéva Ba MPEMEL va KATNYOPLOTIOLOUVTOL AVAAOYQ HE TNV ONUAVTIKOTNTA TOUC.

Avaloya SnAadn e TO TL ETUMTWOELG Ba €XeL N epdavior| Toug oe AdBog dtopa. Etot, Ba

Uropouv va prouv Sladopetikol meploplopol oe kaBe katnyopia ov Ba SnutovpynOet.

‘000 oNUAVTIKOTEPA €lval QUTA TIOU TIPEMEL VA TIPOOTATEUTOUV TOOO LOXUPOTEPA UETPA

Ba mpémnel va AapBdavovtal (my anopovwon and To SIKTuo CUCTNUATWY e Kplolpa be-

Sopéva, tornoBetnon emumAéov PETPWY TpooTaciag, ansvepyomnoinon USB Bupwy, Kpu-

TiToypadnon Kat o akpaia mepimtwon Ba Hmopouv va UTTAPXOUV HOVO TUTIWHEVA 00

BéNou e va pooTtateuTtoUV TIY: oXESLA, 08NYyLEG K.ATL.)

2. Akepaiotnta (integrity)

H apxn t™g Akepatdotntag e€aodalilel mwg ta dedopéva de Ba unmtootouv kapio arolw-

on anod pn e€ouclodoTNUEVA GTOMA ) UE KN QVLIXVEUGLUO TPOTTO. I€ TIEPLTTWAELC TPOTIO-

rioinong Ba MPEMEL Vo TapAyovTaL OXETIKA punvUpata elbomoinong (m.y. Le xprion eAéy-

xou aBpoiopatog MD5, Avtiypadwyv acdpaleiag K.Am.)
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3. AwaBeowotnta (Availability)
Autn e€aodalilel mwg to clotnua Ba pumopel va mapéxel g mAnpodopieg Tou, OTaV TOU
{ntnBouv Kat péoa og amoSeKTd XPOVIKA OpLa.
Yriohoylotég, Siktua Kal cuoKeUEC SikTuou Ba mpénel va emiblopBwvovtal 600 yivetatl
ypnyopotepa. (m.x. ue Ixédlo Amokatacotaong ano Kataotpodr - Disaster Recovery Plan
Kot 2x€S10 Emuyelpnolaknc uvéxelag - Business Continuity)

5.2.3 EAeyxo¢ MpooPaocnc (Access Control). Mo va Umopécel £vag opyaviopog va PooTatey-
o€l TI¢ MAnpodopleg Tou amod tuxaieg ) eokeppéveg oAOLWOELS e€0UCLOSOTNUEVWY KAl OO
E0KEUMEVEG aAOLWOELS amo pn e€ovolodotnuéva atopa Ba TpEmeL va ehopUOOEL EAEYXOUG
MPOoBACNE OTA GUCTA AT KOl TOUG SIKTUOKOUG TOU TTIOPOUC.

0 €\eyxog npooPaong ebapuoleTal 08 TPELG TIEPUTTWOELG:

1. Awtuakn mpoéoBaon: oL XpAoTeg £xouv TV duvatotnta mpocPfacng o’ 6Aoug Toug To-
POUG Tou SLkTUOoU. Mo To Adyo auTO Ba TPETEL OTOUG TTOPOUG TOU SLKTUOU VAl UITOUV TIE-
PLOPLOMOL (MY TIOLOG-TL), VOl TTPOCTOTEUTOUV Kal va tapakolouBouvtatl. Ot xprioTeg Tou
Tunpartog NMpoowritkoU ylo mapddetypa, 6 Ba mpémet va £xouv mpooPoacon oto Siktuo
Tou OtkovoptkoU TUAUATOG EVOC 0pyavIopoU.

2. NpocBaon og cuoTAPATO: OL XPrOTEG XpNoLpomololy Stadopa cUCTAUATA TOU SIKTUOU
OTWG SLOKOLOTEC (servers), eKTUTIWTEG (printers) aAAd kat kdBe dAAo eidog Stapotpa-
{ouevng ouokeung (shared device) oto Siktuo. H mpooPacn o’ aUTEC TIG CUOKEUEC Ba
TIPEMEL VOl TIEPLOPLLETAL, VO TIPOOTATEVETOL KAl VO tapakoAouBeital.

3. MpodoPaon ota dedopéva: oL xprnoteg Exouv mpoaoPaon ota Sedopéva Tou Siktuou. Ala-
Batouv kat tpomomnololy apyeia (files) kat Baoelg AsSopévwy (Databases). Ta Sedopéva
Ba MPEMEL VL UTIOKELVTAL OE TTEPLOPLOUOUG, TTpooTacia kal mapakololBnaon.
O ‘EAeyxog MpooPacng elval onUOVTIKOTOTOC VLo EMIXELPNOELS, KUBEPVNTIKOUC OPYAVIOHOUG
KOl XPNOLUOTIOLELTOL VL0 VO QTTOTPETOVTAL AMATES Kat AdOn. MNa mapddetypa, Ba dSnuiovpyndei
npoPAnUa, edv TpomomnolnBouv otolxela pag tpamnelag i ta otolyelo evog Anélapxeiou.
H Akepatdtnta Asdopévwy Ba mpénel va mpootatevetal, Sivoviag Sikalwuata npocBacng
o€ MOPOUG Ue Baon Tic apxeg: Xpetdletal-No-z£pw (need-to-know) kat Xpetaletat-Na-Kavw
(need-to-do).
Ta Sikalwpoto xpnotwy Ba mpémet va xopnyouvTat avaAoya e ToV pOAO TOUC, TIC eUBUVEC TOUC
KQL TLC EPYQACLEG TTOU EKTEAOUV EC GTOV OPYQAVIOUO.

OL mopol Ba mPEMEL va Katnyoplomolovvtal os emineda. Ma mapddeypo £va yypado pnopsl
VoL XopaktnpLotel Amoppnto, EUmLoTeUTIKO, Anpoato.

Oa mpémnel va urtdpyouv Apxeia Kataypadnc cupBavtwy (Log files) wote os mepintwon my and-
NG f anwAetlag va propet va avalntnBei n tinyn (rtx H/Y 1 xpriotng) mou thv mpoKAAeoe Kal va
TLLWpPENOel 0 évoyxog.

Oa MPEMEL Aoumdv va xopnyouvtal Sikalwpato e ocUveon yla va Slaodpaiiotel n mpootacia
Twv SeSopévwy.
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5.2.3.1 Motonoinon Tavutotntag (Authentication) kot E§oucloddtnon (Authorization). Mi-
otonoinon Tautdtntag ival n Stadikaoia Tautonoinong Kat emBeaiwong mwe KAToLog £XEL
e€ouclodotnon mpooBacng otoug SIKTUAKOUG TOPOUG TOU OpyavLIoHOoU, KATL AVAAOYO LE TO Va
SelouEe TNV OOTUVORIKA HOC TOUTOTNTA YLOL VO UTTOUKE O€ KATIOLO PUAACOOUEVO KTipLo. ITNV
nAnpodopikn autd yivetal cuvnBwg pe to Ovopa Xpnotn (username) Kat e TOV KwOLIKO Tou
(password). Aev elvat 0 aoPaAESTEPOG TPOTOC KL UTIAPXOUV TToANOL AANOL, yLa TapASeLya pe
Blopetpikd otolyeila (SakTtUAKO amotumwa, iptda patiol K.ATL).

5.2.3.2 Edappoyn EAeyxov MpooPBaong. Ao Stadopéveg popdég ulomoinong EAéyxou Mpo-
oBaong eivat ot Aloteg EAEyxou MpooPaong kat autr tou Active Directory (AD) 1 tou LDAP

Mioteg EAéyxou NpooPaong (Access Control Lists i ACL)

Me g Aloteg EAéyxou MpooPaong (ACL) og kABe OPOo Tou SIKTUOU 1} TOU CUCTIUATOC UIOPOUV
va epappootolv SUo Baotkol kavoveg: emutpénetal (allow) kat dev emutpénetal (deny). Napd-
Selypa, 0 XpNoTNG userl eMLTpEMETAL VA EXELTIPOCPACN OTOV SLOKOULOTN-A EVW O XpHOTNG user2
Sev emuTpéneTal.
OLACL prtopoUv va edbappoctolv o cuotripata apxeiwv (file systems) kat og diktua (networks):
1. ACL ouothpatog apxeiwv. Ta apxeia €xouv Tplwv eldwv Sikatwpoata: Avayvwong (Read),
Eyypadnc (Write) kat EktéAeong (eXecute) TOU EMLTPEMOUV TLC AVANOYEC EVEPYELEG TIAVW
ota apxeia. Ta Sikawwpata propolv vo 60600V og Xpnoteg Kat og opadeg (o AL Linux
e TNV evtoAn chmod — €ik. 5.1)
2. ACL 8iktuou: pe tig ACL umopouv va 080UV Sikalwpata mpooBacng oToug TOPOoUC ToU
SiktUou. AsttoupyoUlv cav didtpa Kat urtopolv va eAéyxouv tnv kivnon AMO kot MPO3 to
Siktuo Tou opyaviopou.

Ewodva 5.1: Epdavion Sikatwpdtwy, BLOKTATN, opnadag o€ Linux

OLACL ypnoluomolouvtat amo SIKTUAKEG OUCKEVEG OTtwG ApopoAoyntég (Routers), Metaywyeig
(Switches) aAAa kol mpoypappata MBOANG SIKTUAKWY TEPLOPLOUWY OMwC Teixn Mpootaciag
(firewalls) kot Alakoptotég AlapecoldaBnong (Proxy servers). H yevikn popdn olvtagng plog
ACL Siktvou mepthapBavel: tov kavova Permit/Deny, IP mnync, IP tpooplopoy, TUog mpwto-
KOA\ou (TCP,UDP,IP k.ATt.).

a napadelypa, otav ¢ptacel Eva maketo (packet) otov Apopoloyntr) autog eAéyxet Tig ACL ya
va SeL mota Ba edappootel otny MePIMTWON Tou Kat avaloyo Letd amoppintetal (dropped) 1
enITpénetal (permitted) n StEAevor Tou.

Tty. ACL Cisco router : access-list 101 10.147.63.* 10.148.64.* permit tcp

OLACL vAomotoUvtat oto Emtinedo Awktvou tou TCP/IP kot tou OSI.
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Active Directory (AD) ko LDAP

To LDAP (Lightweight Directory Access Protocol) elval avowxtou kwdika (open source) kat opilet
TOV TPOTO TOU OL MANPOdOpPieg ToU opyavicpoU Hrmopolv va mpoomeAaBolv amo tov kabéva.
Xpnotpomoleital yla tnv anobnkeuon minpodoplwv Miotonoinong Tavtotntag, E¢ouclodotn-
ONG TWV XpNOoTwv aAAa Kal POAwV.

Nettoupyetl pe to povtélo mehden/e€uninpstnt (Client/Server). Ot TEAGTEC yLa VO AOKTAOOUV
npdoBacn oToug mOpout Tou SIKTUOU Kal o epapUoYES, Ba TIPEMEL MPwTa va MLoTomoLoouV
Tnv TautotnTa Toug otov LDAP Server, yla va toug dwoel e€oualoddtnaon xprong Toug.

To Active Directory (AD) elvat avamtuypévo amo tnv Microsoft kat mapéxel unnpeoieg Muoto-
noinong Tautotntag kat E€ouolodotnonc. Exel kevipikn Slaxeiplon kal amobnkevel mAnpodo-
pieg Xpnotwv, Opadwy, TUCTNUATWY KoL TIOPWV WG avtikeipeva (Objects). Ta avtikeipeva autd
opyavwvovtal o Opyavikéc Movadeg (Organizational Units — OU) kat pumopouv va epappo-
OTOUV TTAVW TOUC TIOALTIKEG SLKALWUATWV.

5.2.4 Awayxeipion Aodaleiog NAnpodoplakol Tuotipatog. H Alaxeipion Aodaheiog MAnpo-
boplakol TUCTAUATOG EXEL WG OKOTO TNV Tipootacia Twv MAnpodoplakwy TUCTNUATWY TEPLO-
pilovtag TNV emikvduvoTnTa tapaBlacng KAmoLag amo TG TPeLG Baowkég Apxég EAA og amobe-
KTo Oplo.
OL 6Ladikacieg mou mep\aBAvVEL CUVOTTTIKA ELvalt:

1. H Awyeipion Kwvduvou, yla va tpocdLloplotr) To anodekto eninedo acdaleiog

2. Havamrtuén kat ebpappoyn 2xediov Aodaleiag pe tnv omola Ba pnopet va eniteuvyBel To
emBLUNTO eminedo aohaleLag

3. H Enavadopd ano Kataotpodr| kot n EMiyelpnoLokn Zuvexela

5.2.4.1 Awayxeipion Kivéuvou i Emikivduvatntag (Risk Management). H Awaxeipion Kwduvou 1
Emwkivéuvotntag ival pia dtadikacia avayvwplong (avelpeonc):

a) EunaBewwv (vulnerabilities) kot AnetAwv (threats) oTic onoleg umopouv ekteBolv oL AN -
podopleg Tou xpnolUomoLel kol mapexeL éva MAnpodoplakd Tuotnua, kabwg Kot
b) twv Avtpétpwy (Countermeasures) 1} Métpwv Aodaleiag (Security Measures) 1 Mé-
tpwv Npootaciag (Controls) mou Ba mapBouv yia va pelwbel o kivduvog aAloiwong twv
TIANPOGOPLWV AUTWV.
H avdluon kal ektipnon kwdlivou kabe turipatog tou MAnpodoplakol IUCTAUATOS YiveTal
Baon tn uéBodo mou Ba MINEEEL O OPYAVIGUOC.

H A§woAdynon Kwvduvou (Risk Assessment) Ba mpoaodiopiost Tic mBaveg {nULEG Tou Pmopei va
TipoKOAEDEL KAOE ATtelAr, 08 OX£0N HE TO KOOTOC TWV TPOANTITIKWY UETPWVY YLOL TNV AVTLUETWITL-
or tou. Me Tov TpOMO AUTO UIMOPEL va TPoodLopLoTel To GUVOALKO TG0 Tou Ba XpELaoTEL yLa
TNV mpootacia Tou MAnpodoplakol ZUCTAUOTOG.

H Awayeipion Kivduvou €vavtt Areldwy, cuvuTioAoyilel Tnv mBavotnTa mpayaTtonoinong ULag
Amel\ng, KaBwe Kat To TL eMUTTWOeLG Ba €xel autr otnv opalr Asltoupyla TN emixeipnong,
oA\ Kal To mooo Ba KooTioel otnv emixeipnon n {NULA amnod TV mpayuatonoinon tg Anellng.
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Je mepimtwon pag aneltAng HE UIKPO QVTIKTUTIO Kol UIKpr mBavotnta mpayuatonoinong, o
OPYQVLOUOG HTopel va TNV adroeL va UTIAPXEL KAL Vol NV TAPEL PETpa (accept the risk). Me
TIoPOUOLO TPOTIO Kpivovtal OAeG oL amel\ég, omote oTo TéAog Ba emiAexBouv ta AVTLUETpA TTOU
Ba edappootouv yla thv aochalela tou ML.

MéBobol Atayeipiong Kivduvou eivat n OCTAVE, CMU, ISO/IEC 31000:2009 kat ToANEG AAAEC
aKOUA.

OLAntel\ég Kat oL EurtaBeleg petaBarovtal pe Tnv mapodo Tou Xpovou, EMOUEVWG N Sladikaoia
avayvwpLong Touc eivat pia Stadikaoio ou &g yivetat povo pia popd, aAAd emavolapBavetot
oUXVQ.

la TNV KaAUTEPN Katavonan Ba mpénet va Swooupe edw Toug £€MG 0pLoUOUC:

e Kivduvog: eival n mbavotnta pla amel\r va yivel TpayoTikotnTa.

e Avrtipetpa (Countermeasures) n Métpa Aodaleiag (Security Measures) j Métpa Mpo-
otaciag (Controls): eival to pétpa mou AapBavovtal yla TV aVILLETWITLON UG OTELAAG
oe éva MAnpodoploko Tuotnua.

e Anelhn (Threat): elvat kaBeti mou pnopei va cupPel anod avBpwmnivo mapdyovta (my. Ad-
B0¢ Xelplopoc), duoko cuuPBav (rmy. MANUUUPEA) 1 AOYLoUKO (Y. KAKOBOUAO AOYLOULKO)
Kot va tapakap el kamota arnd Ti¢ Tpelg Baoikég ApxEg: EpmioteutikdtnTa, AKEpalotnta,
AloBeopotnta tou MAnpodoplakol ZUoTAOTOG.

e EunaBeia (Vulnerability): eival ol aduvapieg mou pnopet va untapéouv o’ éva MAnpodo-
PLOKO TUOTNHA KL ETLTPEMOUV Va YiVEL kKAToLla AT\ mpaypatikotnta. Tétoleg aduva-
Uieg propel va umtap&ouv yla mapadelypa: ot pubuioelc mapauétpwy Tou SIktuou, ot
EYKATEOTNUEVA TIPOYPALATA, OTOV TPOTO MOU AELTOUPYEL O OPYAVIOHOG K.ATL.

Napadeiypota:

1. Aneln: va tebel évag EEumnpetntic (Server) un StaBéoipog. Eumabeta: pikpo €0pog
ypaupng (bandwidth) kat Andn mapa MoAAWVY ALTHOEWVY yLa TV EUPAVION TNG LOTOOEAL-
d0g Tou opyaviopoU.

2. Amel\f: va emtparnel oe 6Aoug n APn evog nAektpovikou BiLBAlou mou ouAdel o opya-
VIOHUOG HEOW TNG LoTooeAidag Tou. EundBeta: AavBaopéveg pubuioelg otov EEumnpetnTh
lotooeAibwv enitpénouv tn ANPn tou and 6Aouc (Public Access)

5.2.4.2 Ix€610 Aodalerag (Security Plan). To 2xe6lo0 Aodaleiog elvat éva éyypado mou amnote-
Aeitat amno to aBpotopa twv (A) MoAttikwy Acpaleiog kal (B) twv Meétpwv Aopaleiac (Controls)
N Avtipétpwv (Countermeasures) mou epappolovtal o eva MAnpodoplakod TUoTnua.

A) NoAwtikn Aodaleiag (Security Policy). H MoAttiky Aodpaleiag evog MAnpodoplakol Zuoth-
patoc eivat £va éyypoado oto onoio meplypddovtal oL 6TOX0L TNG ACPAAELAC, N TTPOOTATI TOU
NAnpodoplakol IUCTAUATOG, Kol oL Sladikaoieg Tou TPEMEL va akoAouBouvtal amod 6Aoug,
woTe va emtteuxBolv autol ol oTd)OL.

la va dnuioupynBel n MoAwtikr) Aodalelag Ba TPEMEL va EVTOTLOTOUV KAl VO XAPAKTNPLOTOUV
UE évav BaBUO eUMIOTEUTIKOTNTAG OL TTAnpodopieg TTou Ba MPEMEL VA TPOOTATEUTOUV. TN GU-
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véxela Ba mpaypatomnoinBet Stadikaoia Alaxeiptong Kivduvou (r Emkivéuvotntag) kat ta ormo-
TeAéopata Tng Ba xpnotpomnotnBouv, wote va emAexBouv Ta katdAnAa Avtipetpa Aodpadeiog
yloL TNV POoOTaoia TwV KPLoLUwV TANPohOopLWY TOU GUOTHHATOC.
H MoAwtikn Aodaleiog evog opyaviopol Ba TPEMEL VOl IKAVOTIOLEL:
e Tn Sloiknon tou.
e Ta péAn Tou.
® Touc meAdteg tou, ylatl Sedouéva toug Ba amobnkevovtal oto MAnpodoplakod TUoTnua.
(Nopadetypa: eav to NI kpatd LATPIKES e€eTAoelg aoBevwy, TOTe Ba Xpeldlovtal dtaPe-
Baiwon nwg autd Ba elvat acpain kat dev Ba Slappeloouv oe Tpitoug).
e ToUC VOMIKOUG TtEPLOPLOMOUG KOl UTIOXPEWOELS TTOU LoXUOUV YLa TNV AELToupyia Tou op-
yaviopou.

B) Avtipetpa (Countermeasures) § Métpa Aodaleiag (Security Measures) R EAeyxot (Controls)

Mo va tkavorotnBouv ol anattroslg achaleiog tou M2 kal va pewwdel n emkivbuvotnTa oto
emBUUNTO eminedo oxedLalovTal LETPA TTOU KAAUTITOUV TLG TTOPOKATW KATNYOPLEG:

1. Aowkntika pérpa (administrative) (opyavwon kat Slaxeipion tng Aodalelag tou M2)
nieplypadovral: ot poAoL Kol oL aproSLOTNTEG TOU MPOCWIILKOU, 0 TPOMo¢ Slaxeiplong
mAnpodoplwy, 0 KwdLkag SeovToAoyiag (E0WTEPIKWV KAVOVWY), N ekmaideuan xpnotwv
yla T Asttoupyieg tou MM.Z, n dtadikacia mpocAndng kal amoxwpenong umaAAniou (my
OE€0UEUON EUMIOTEVTIKOTNTAG), KaL N Stafabuion mAnpodoplwv

2. Texvika petpa: Eheyyog mpoopoaong (Slaxeiplon xpnotwy, cuvBNUATIKWY), aohAAELD ETTL-
Kowwvlwy, Aettoupyia tTwv apxelwv kataypadng (log files) kat Stadikacia APng avtt-
ypadwv aodaleiag (Backup), anoonwpeva péoa anobnkeuong, LETPA yLo TV Staxeipt-
on katumootnpen mpounBetag AoyLopkoU Kot YAIKOU, LETPO AVATITUENG KOl GUVTPNCNG
ebappoywv (aodalng SokLEC Toug), amoypadr AoyLopLIKoU Kal UALKOU, adLaAeLTn ma-
poxn pevpatog (UPS) kot tpomo Siaxeiplong meplotatikwy acdoaleiag (security incident).

3. Métpa duotkng aodaletag: ano Guolkeg Kataotpodeg, aohalela mPdoPacng oTig KTL-
PLOKEG EYKOTOOTACELG, UTIOAOYLOTIKOU Kal SIKTUAKOU £EOTTALOLOU (Tt KAELOQPLEC LE GUP-
patdoyowo)

MNa va eival anoteheopatikd to Métpa Aodaleiag n Avtipetpa, Ba npénel va edapudlovral
owotd. Mapayovteg ou ennpedlouv TNV ebappoyn Toug eivat:

a) Hkatavonon amno HEPOUC TWV XPNOTWV TNC GNUAVTLKOTNTOC XProNG TOUG.

b) O taktikdg EAEYXOG TNG AMTOTEAECHATIKOTNTAG KOl TNG EHOPHOYHG TOUG.

c) H eUkoAn xprion Toug amd Toug XproTeq.

5.2.4.3 Ixebdlaopnog Enavadopag and Kataotpodr (Disaster Recovery) kat EMiyelpnoLlakig
Tuvexeiag (Business Continuity). Ot kataotpod£Eg mou pnopolv va cupBolv og €vav opyavi-
o6 amo puaotka patvopeva 1 amnd Tov avBpwrtvo mapdyovta ival mbavo va eival Tooo onpa-

VTIKEG, WOTE VO UTIOXPEWBEL auTOC va SlakoPEeL T AelToupyia TOU ylo AmpoodLlOpLOTO XPOVIKO
Slaotnpo.
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Kataotpod£g ano avBpwrivo mapayovta pnopel ivat:
® KaKOBOUAEG evépyelLeg,

AG6n,

EUmpnopol,

TPOUOKPOATIKEG EVEPYELEC,

Kataotpodég and dpuoikd datvoueva:

® TANUUUPES

e oclopol

e Kepauvol
Elval mpodaveg mwg, eav €vag opyaviopog 6ev €L KAVEL TLG OIMOPALTNTEG EVEPYELEC KATA TN
Slapkela Asttoupylag Tou, TOTE Ba QAVTIUETWIIOEL TEPAOTIN TTPOPARUATA OE TEPIMTWON MOU
UTtooTEL KAmola ooBapr) Kataotpodr).

Ixedlaopog Emyetpnotakng Zuvéxetag (Business Continuity) eival peBodoloyia mou Ba xpnot-
porotnBel yla va KpaTroeL tny emiyeipnon o Aettoupyla.

H Avakapyn i Enavadopd anod Katactpodn (Disaster Recovery) sival urocUvolo tng Emt-
XELPNOLAKAG ZUVEXELAG KL EXEL WG OKOTIO TNV 000 YIVETAL ypnyopAOTEPN OVTLLETWTILON TWV OU-
VETIELWV HLOG KATAOTPOPNC YLa VO UITOPECEL VAL AELTOUPYNOEL N €TLXElpNnoN.

AkolouBwvtog Ta Brpata tng peBodoloyiag mou emAéxBnke, Ba KATAPTIOTOUV TA avaioya
gyypada. To IxESLo ETXELPNOLAKNG ZUVEXELOC KOL LIE TTOpOpOLa oXeSOV Bripata to ZxEdLlo Ava-
kaudnc and Kataotpodn. 2 autd Ba meplypddovtal MOLEC EVEPYELEC Kol TO OTE Ba mpaypa-
TomotnBolv QUTEG HETA Ao ULa Kataotpodh, TL apuodlotnteg Ba £xouv ta PéAN TNG opadag
Kal To mw¢ Ba eMKoWVWVoUV PEeTAgy TOouG.

H evnuépwan tou oxebiou Ba mpEmel va eEAEyxeTal KOTA SLAOTAUATA yLa va e€akpLBwveTalL eV
OUMMEPAQUBAVOVTOL TUXOV AAAQYEC GTOV OPYAVLOUO KAL OV QUTO elval akopa bapUOsLo.
Avtiypada Acdaleiag (backup): éva cuotnua pnopei va katappevoet yla Stadopouc Adyoug,
onwc eivat ylo mapadetypa mpoBAnua oe okAnpo Sloko tou Kat iowg xabouv kat dedopéva Tou
UETA amo auto. H Aqgn avtypadwv aodaleiag pe owaoto TPOTO eival amapaltntn, yloti auto
Ba Bonbnoet oto va emttevyBei ypnyopotepa SLaBeCLUOTNTO TOU CUOTHUATOC AAAG KOl TNG OKE-
patotntag Twv 6edopévwy tou. H Stadikaoia Katd tnv omoia xpnollonolouvtal Ta aviiypada
aocdaleiog yia va Stopbwbouv mpoPAnuata Aéyetat enavadgopd (restore).

Avaloya e TNV KPLOLWWOTNTA TwV SESOUEVWY TOU 0 OPYAVIOUOG AVATTUGCEL TNV OTPATNYLKN
Abng avtypdadwv aodaleiac. Ma nopadelyua pio tpdmela f Pla Tapio KpATHOEWY ELOLTN-
plwv Ba pémel va pmopet va eival Aeltoupyia 000 YIVETOL YypnyopOTEPT OE MEPIMTTWAN KATIOLAG
Kataotpodnc. H pn Slabeotudtnta TwV cUOTNUATWY TOUG Yl HeyAAo Slaotnua i n anmwAsla
Sebopévwy (akepalotntac) Ba emnpedoel apvnTikd tnv GrAun touc. Mo vo eritevxBel uPnAn
StaBeopotnta (high availability) 8a mpémnet va xpnolpomnotnfolv cuoTAUATA OMWE: CUCTOLY(-
¢ 6lokwv og RAID, kaBpentiopog Stakoplotwy (server mirroring), remote journaling, Storage
Area Network (SAN). Ot emthoyég aUTEG pmopoUv va cUPBANOUV 0TOo va uTtapéet TaxUTATn EMa-
vopopA TWV CUCTNUATWY KAL TNG ETYELPNOLOKNG CUVEXELAG. MEPLKEG OO TIC MAPATIAVW AUGELG
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elval oAU akplBég kabBwg mépa amd to KOOTOG Tou €OMALOLOU, XPELAIOVTAL EMUTAEOV TTPOCW-
TIKO KoL XWPOUG,.
KaBe opyaviopog Ba mpémel va Kpatd TouAdylotov éva eibog avilypadwv acdpaieiog akopa
Kol og péoa armoBrikeuong WIKpAC TaxuTnTag (Hayvntikée Tatvieg). Eva tumiko eidog avtypd-
dwv aodaleiag oe ot TaLvieg? propet va mep\apBAveL:
1. NARpeg (oAdkAnpou tou cuotiuatog) eBdopadlaio avtiypado acdpaieiag - (full backup)
OE HOyVNTLKEG TOLvieg (tapes). ZuvnBwce emaveyypddovtal tnv avtiotoxn Péopada tou
EMOEVOU LAV
2. Mnvtaio N eTolo (amoBnKeuaor) ToUG ylo APKETA Xpovial).
3. kaLmpooBeta kabnuepvd diadopiko (differential) | av§ntikd (incremental) avtiypado
aodaleiog (oxL kot ta §uo). H dtadopd touc sivat n e€nc:
‘Eotw Twe to ZaBBatoklploko €yLve To MANPEC avilypado acdpadeiag. Tnv Asutépa TpOMOMOL-
nOnke to apxeio A, Tnv Tpitn to apxeio B kat tnv Tetdptn to apxeio . To auéntiko avtiypado
acdaleiog Tng Asutépag Ba mapeL To A, g Tpitng Ba mapel pévo to B kat tng Tetaptng Ba
napel povo 1o I. To Sadopikd avtiypado achaleiag tng Asutépag Ba mapeL to A, Tng Tpitng
Ba mapeL to A koL to B, tng Tetdptng Ba mdpetto Ato B katto I
Ta Avtiypada Aodaheiog Ba mpémet:
1. va kpumtoypadouvtal av Xpeldletal
2. va pnv xoBel moté kavéva

3. va mpootatelovrol and GwTld, VeEPO K.AT.
4. va Bplokovtal oe Stadopetiki TomoBeoia and autrv tou opyaviopou. MNa va ermilé€eL tnv
KataAAnAOtepn TtomoBeoio mPEmeL va eEETATEL TA MAPAKATW:
* n meploxn amobrkeuong va Pploketal o acdalr andotaon, WOTE Vo LNV EMNPEQ-
OTOUV O£ TIEPIMTWON KATAOTPOPNC
® VQ UMOPOUV Vo avoKTNBoUV ypriyopa oo TNV QMOUAKPUGUEVN TIEPLOXN
e TNV aodAAELD TOU XWPOU
® TO KOOTOG
Avaloya e To €i60¢ Tou opyaviouoU lval Bavo va XpeLaoTtoUV eVAANAKTIKEG EYKATOOTAOELS
TIPOKELEVOU VA UMOPECEL VAL avakAuPeL TTARPWCE KL ypriyopa oo ULa Kataotpodr]. AUTEC oL
EYKATAOTAOELG UMOpEL va elval:
o MANPWG EOTMALOUEVEC KOL ETOLUEG YLOL XPrON TOUG ATIO TOV OpYaVIOUO
® LIEPIKWG EEOTTALOUEVEG
e un e€omALoEVEG e OO XPpELAlOVTAL YLl AUECH XPNON Toug aAAd e peUpa Kat ThAEdw-
VIKr oUvean.
Mua apketd evdladépouvoa otpatnytkr Aqbng avtlypddwv eivat autr Tng APng EKOVWY Twv
Silokwv (disk image) pe katdAAnAo AoyLopiko Tou untootnpilel, emiong, kat Sladoptko N avén-
TIKO avtiypado aohaleiag.

2 T meplocoTepeg AemTopépeleg emiokedteite TNV 20n kat 21n Lotocehida tng Aktuoypadiog.
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ZUyXpOVEG TAOELG Kol TeExvoloyieg otnv Sladikacia avakappng sivat n Ewkovikomoinon?
(Virtualization) kot to YnoAoyiotikd Nédog ) Zuvvedo (Cloud Computing).

Me tnVv xpron Elkovikomotnpévwy Alakoulotwy (Server Virtualization) yia mapadetypa, avéa-
VETOL N TAXVUTNTO AVTATOKPLONG OF EMELYOVUOEC KOTAOTACEL (avakaudn):
® c£UKOAN petadopd Toug,
® Lelwvetal n avaykn YAkou (Hardware) kol xwpou TomoB£Tnong Toug
e urnopel va cuvexioeL tnv Aettoupyio tou oxebov dpeoa, dv mpokUPel hardware tpopAn-
poL.
To YrmoAoytotiko Nédog kat el8ika n ArtoBrikevon oto Nédog (Cloud Storage) mpoodépet apke-
TA MAEOVEKTAATA OTOV IXESLAOUO Avakaulng:
® LEYANO AMOBNKEUTIKO XWPO LE XOUNAO KOOTOG,
e qutopartorolel Tnv dtadikaoio Avtlypadwv Achaleiog (back-up),
® LIELWVEL TNV avaykn UTapéng SLadopeTKwY XWPWV yLa TV anobrkeuon twv Avilypddpwv
Aodbalelag.

Inuavtiko B€pa mou adopd to Yrohoylotiko NEdog elval n acdpalela anobrkeuong o€ auto.

5.3 Aopdalela AOyLOHIKOU

5.3.1 Noylopko KakoBouAng XpAong (Malware) eivat to AoylopLko TOU UMOPEL Vo TIPOKAL-

Aéoel kamolou eidoug LG ota cuoTata. YIAPXOoUV ATopa AN Kol OUASEG ATOUWY ToU

XPNOLUOTIOLOUV Tipoypdppata f ekpetalhevovtal (exploit) keva acdadeiog eykateoTnUéEVWY

TipOYPOUHATWY Yo Stddopouc Adyouc. AlaokESaon, eMISELEN LKAVOTATWY, OLKOVOULKO 0deAOC,

ekdiknon aAAd kat ekdoBLopo.

Av KOLL TO IEPLOOOTEPA ATOLOL TIOU XPNOLUOTIOLOUV To Sladiktuo (internet) yvwpllouv mwg umdp-

xouv mpoBAnuata acdaleiag o’ autd dev avtihapPavovtat to péyebog tou kKivduvou mou St

atpéxouv. H emiokePn piag totooeAidag pe odnyieg yia Hacking, pe melpatikd AoyLopiko, o

AvolyLa €VOG Tteplepyou NAEKTPOVIKOU pnvUpatog (email), To xtumnua evog cuvbéopou amo

niepiepyn Stadnuion, pa ebappoyn ylo Klvnto thnAédwvo (smart phone) akopa kat Eva Swpe-

av SLaBEoipo TPOypapa UTTOPEL va TIEPLEXEL KAKOBOUAO AOYLOMLKO KAl va TIPOKAAECEL coBapd

TpoBAAHaTA.

Yndpyouv moAAG €16 KakOBOUAOU AOYLOULKOU LE YWWOTOTEPEG KATNYOPLEG TLG €ENG:

1. Spyware: okomo £xouv TV cuA\oyn TANPOPOPLWVY Kal TNV AMOCGTOAN TOUG oTov Snuloupyd
Touc. Kataypadouv tig Spaoctnplotnteg o oehideg aAa kat o,tL mAnktpoloyei (keylogger) o
XPNOTNG aKOUA KoL KWLKOUC.

2. Adware: autd mpoBdaAlouv avemBuunTteg Stadpnuioelg kol evoeXOUEVWE va KOTaypadpouv
TLC OUVABELEG TOU PN OTN KOl va TLG amooTtéAouV otov dnptoupyd touc. uvnbwce eivat pé-
POC SwPEAV MPOYPOAUUATWY aAAd Kot TPOoBeTwWY 08 GUANOUETPNTEG.

3. Trojan (horse): auto Tou eMISLWKOUV Elval va Swoouv Apeon MPOcBach oTov SLaXELPLOTH
TOUG 0TO GUOTNUA KAl T apXEla TOU. H eyKOTAOTOON TOU YivETaL UTIO TNV KAAUYN KATTOLOU

3 Neploodtepa yla tnv Etkovikomoinon avadépovtat oto Kedpalato 6.
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XPNOLLOU TPOYPALLATOG N TtayVLSLoU. Me Tnv ekTéAeon Tou LOAUGHEVOU apXeiou (Tou Aou-
pelou {mmou - trojan) to omoio £xel Héoa Tou Suo MPoypAUATa, TO XPNOLUo Kal To Trojan,
gykabiotavral koL ta SUo Kol To XprOLUO EKTEAELTAL KAVOVLKA.

4. Viruses: 0 TpoopLopo¢ Toug kabopiletal amnd tov dnploupyo toug. Mmopetl va ivat akivéu-
vol 0AAG Kal eTBAABG yia cuoTApaTa KoL Xprotec. MetadiSovtal HEow TG EKTEAECNC TWV
apxelwv ota onola €xouv pookoAAnBel o AAAa vyl apyxeia.

5. Worms: UmopoUv va oTEAVOUV TPoowTilkd deSopéva otoug dnpovpyolc touc. Metadido-
VTaL HEOW SIKTUWV Kol NAEKTPOVIKWY UNVUpATwy (emails) kat emiBapuvouv tnv Kivnon tou
SikToU

6. Backdoor: pe tic Kepkomopteg o Snuioupydg Toug amoktd KavaAl emtkowvwviag ue tov H/Y
OOV €YKATAOTAONKE KOl UIMOpPEl va eKTEAECEL EVIOAEC O QUTOV Omote Belnoel. TuvBwg
£10XWPOULV Ue TNV BonBeta Trojan.

7. Botnet: civat to diktuo amd Bots, SnAadn toug H/Y Bupota pe to kakoBoulo Aoyloptko. H
EYKATACTACN TOU AOyLoULKOU yiveTal cuvnBwe amo GuANOUETPNTEC, amo Trojan Kal oo oU-
VNUUEVO NAEKTPOVIKWV HNVUpdTwy (email attachments). To diktuo twv H/Y Bupdtwy propsi
KoL EAEYXETAL KEVTPIKA UEOW TTPWTOKOAWY Omwce to IRC, HTTP kol cuxva XpnoLuomoleitat
yla erBéoelg Apvnong Yrinpeowwv (Denial of Services).

8. Rootkit: ival éva oAU duokola eviom{Opevo KOkOBoUAO AOYLOULKO TTou cuvRBwE KaAU-
TTel AAa KakoBoula Aoylopika onwe ta Backdoors.

5.3.2 Noylouiko Mpootaociag and KakopouAo Aoytopko (Antivirus).

H xprion twv H/Y og oAogva kat mepLocotepeg SpactnplotnTeg oto Sladiktuo, n xpnon dopn-
TWV HECWV amoBNKEUONG KOl Ol CUVEXWCS 0UEOVOUEVEG amMeNEC 0’ aUTO €XOUV KAVEL amopai-
TNTN TN XPHON MPOYPOUUATWY pootaciog (antivirus) amo kakofoula Aoyloptka. H tpooBoAr)
OUOTNUATWY €VIOC EVOC OPYAVIOHOU UTOpPEL va TTPoKaAEDEL TIPOBANOTA OTLG Baolkég ApXEC
acdaleiog, Tpiada EAA, EpmioteuTikOTNTA, AKEpaLOTNTA Kot AlaBeoiotnta.
Av Kal n anmoAutn ipootacia ival oxedov aduvato va emiteuxBel, Ba MPEMEL VO EMLOLWKETAL N
KaAUTePN duvartr). YApxouv MOANA TPOoYPALLULATA TTOU TIPOOPEPOUV LKOVOTIOLNTLKN TipooTacia
KoL T OTolal PE HIKPO OVTITIHO, WE TPOG AUTA Tou PpoadEpPouV, Umopolv va eykataotofolv
ota cuothpata. H emhoyn Twy TPoypapUATwy autwy Sev Ba mpénel va yivetal Baoel dnuwv
amno Gpiloug kal yvwotoug, oA e KPLTAPLA, OTTWG TIC SUVATOTNTEG MPOCTACLOG OV MPOodEPEL
aAAd Kol TLg SuvatoTNTEG TOU CUCTAKATOG TTou Ba eykotaotoBel. EvSelkTika Ba mpémet va €xeL
TG €€n¢ SuvatotnTec:

= Avixveuon OAwV Twv el6wWV KAKOBOUAWY AOYLOUIKWY

= AViXVEUON CUUTILECUEVWY apXEiwV

* Autopatn avixyveuon USB cuokeuwv

* Mpootaoio Twv NAEKTPOVIKWY UNVULATWY Kol AUECWY LNVULATWY

Mépa TNG €mAoynG Tou KATAAANAOU MPOYPALUATOG TTPOOTACIoG Ba TPETEL OTN CUVEXELD Val
ylvouv Kol ol cwoTég puBpioelg Tou:
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* AuTOpOTN EVNUEPWON TNG BACNC TOU KaL TOU TPOYPAUUATOC

* Evepyomoinon Twv SuvaToTTWV TOU TTPOYPAUUOTOC TIPOOTACLAG
= TOKTLKO AP EAEYXO TOU CUOTHLATOG

= Mpootaocia twv pubpicewv pe kwdLKO

5.3.3 Evhuepwoelg (Updates) Asttoupylkwv Zuotnuatwv kKot Edappoywv. Eival olvnbeg va
unapyel o’ éva MAnpodoplakd IUoTnUa Kal AOYLOWLIKO TIOU aVaMTUCOETAL EVIOC TOU OpyavL-
OOV Yla TLC SIKEC TOU £EELOIKEUEVEG AVAYKEC. To AOYLOMIKO aUTO aAAG KAl OL EVNUEPWOELS
TOU OMOLTOUV EVIATIKOUG EAEYXOUG O OMOUOVWHEVO TtepLBAANOV Ao TO TUAKO YLo TO omoio
nipoopiletal, mpokelpévou va pootateutel to MAnpodoplako Tuotnua.

EKTOG TOU E0WTEPLKA AVATITUYUEVOU AOYLOULKOU UTIAPXEL KAl AOYLOMLKO TOU pmopiou. To Aoyt-
OULKO aUTO, cuVNBWC, UTtapXeL SLOBECLUO OTIC LOTOOEAIBEC TWV ETALPLWY TIOU TO TAPAYOUV Kol
aUTO SleukoAUVeL KakOPBOUAEG OpASEC OTO VO LEAETHOOUV KAl VO EVIOTIIOOUV KEVA aodadeiog
TOU, WOTE HEOW QUTWV Va EMITEBOUV 0TOUC XPHOTEC TOU AOYLOULKOU.

‘Eva amo Ta ouvnB£0TEPQ TIPOYPAUUATO TTOU YIVETAL 0TOXOG eMIBECEWV Elval ol PUANOUETPNTEG
LotooeAibwv (web browsers) kat dtddopa MPOcHeTA MOV XPNOLUOTIOLOUV auTol yla tpoBoAn
Bivteo, mauvibia al\a kal yla ektéheon web edapuoywv. Ot eTalpeieg mapaywyng AoyLoplL-
KoU gk&I60UV CUXVA EVNUEPWOELS TWV TIPOYPAUUATWY Toug, yia vo. emblopbwoouv Stddopa
nipoPAfata, Letafl Twv omolwv Kat keva achaleiag. Ma SleuKOAUVON €XOUV EVOWUOTWUEVO
ENEYXO YLO EVNUEPWOELG KOl EYKATAOTAON TOUC Kat Umopel va eAeyxBel eUkoAa auto amd Tig
puBpuioelg Tou KABE POYPAUMUATOG.

3TOX0G emBEcewV yivovtal Kat Ta AELToUpyLIKad Zuotrata. EmBeBAnuévog yla tnv mpootacia
TOU €lval 0 AUTOMATOC EAEYXOC VL0l EVNLEPWOELC TOU Kal n ebappoyn Toug oxedov og OAa ota
ouoTApaTa. Ita Kpiolo cuotripato mpwta Ba mpénel va yivetal €éAeyxoc yla to mwg Ba Ta
EMNPEACOULV OL EVNEPWOELG TIPLV EyKaTaotabolv, TpoKeLéVoU va anodeuxBolv mpoAfuata
SlaBeopodTNTAC TOUC,.

ZNUOVTIKOTATOG ElvalL KaL 0 pOAOG TWV XPNOTWVY 0TNV €KBECN cUOTNUATWY O€ anel\éG. EmBAA-
AETOUL OL XPROTEC VA CUVOEOVTAL OTOL CUCTHHATO E AOYQPLACUOUG TIEPLOPLOUEVWV SLKOLWLA-
TwV (TUTILKOU Xpnotn — typical user). 2& MePIMTWOELG CUVOECEWC Pe TIANPN Sikawwpata (Sloyel-
plot) — Administrator yia Windows 1 root yia Linux) givat Wdtaitepa emikivéuvn n mpoofoln
a6 KaKOBOUAO AOYLOULKO YLOTL aUTO Ba pmopel va emnpedoet oAU coBapotepa £va cUOTNUO
amo Ot v ixe yivel o amhoU xprotn cuvdeon.

5.3.4 Kpuntitoypadia (Cryptography).
H kpumntoypadio peletd Tpomous e€aodANLONG TNG EUTILOTEUTIKOTNTAG OTNV ETKOWWVia Suo
TIAEUPWV.
Xpnotun opoloyia otnv Kpumtoypadia eival N mapokATw:
e Kpuntoypadnon (Encryption): H Stadikacio petaoxnUaTiopol Tou HNVUUATOG amo TO

QPYLKO UAVU LA OTO TEALKO Un avayvVWoLo
e Arnokpunrtoypdadnon (Decryption): n avtiotpodn Stadikacio tng kpumtoypddnong
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ApXIKO Keipevo (Plaintext): To apykd pivuua

AAyop1Bpog kpunttoypadnong (Cipher): o aAydptBog (o Tpdmog) e Tov omoio Ba peta-
TPATIEL TO OPXLKO UAVULQ OE [N OVOYVWOLLO

Kpuntoypadnpa (ciphertext): To TEAKO pn avayvwolo LAvVUpa

KAeidi (key): elval pia oelpd apketwy bit mou xpnotponoleital wg eicodog otn cuvaptnon
Kpumtoypadnong.

Mo va vlomownBolv oL aAyoplBuol kpumtoypadpnong XpnNOoLLOMoLoUVTOL HABNUATIKA OTIWG:
mpwtot aplbuol, nuinpwrtol, mapayovtomnoinon K.Am.

H kpumtoypadia xpnolgonoleital eupltata oHUEPA OTNV KABNUEPVOTNTA XWPLG va yivetal
avTtIANTTo, og NAEKTPOVIKEG cuvaAlayeg, Kivnth tTnAsdwvia ald katl ota aclppota Siktua
(Wifi).

Y€ YEVIKEC YPOUUEC QUTO TToU BEAOUV val TIETUXOUV oL alyoplBuol Kpumtoypadnong Uopst va
neplypadel we e€nc: £€otw Mwg urtapxouv dUo dihot, o Akng kat n BoUAa, oL omoiot B€Aouv va
avtaAhaéouv pnvopata pe aodaieta (Lovo autol va propouv va ta Stapacouv). O Akng, adou
ETOLUACEL TO UAVUHA TOU, Ba TO METOTPEPEL PUE KATIOLO KAELSL O€ N OVOyVWAOLUN oo GAAOUG
popdn £toL Wote Lovo n Boula Ba propel va to EekAeldwoel kal va SLaBAacel to mepleXOUEVO
Tou.

JTn Hovtépva kpumrtoypadia umapxouv SU0 6wV KPUTTOYPadrOELC, ZURHETPIKOU KAELSLOU
(Symmetric key) kot AcUppEeTpOU KAELSLOU i) Anpoaoiou kKAelSLol (Asymmetric key — Public key).

ZULUETPLKOU KAELSLOU A€yovTal auTol TOU XPNOLUOToLoUV To (610 KAELSL yla TV Kpumtoypa-
dnon al\d kat yo Ty anokpumtoypadnaon. Oa nipénet SnAadn va yvwpilel o mapaAfmTng To
KAelSL mou xpnotpomnoinos o amooTtoA£ag.

M'VwoTol cUMUETPLKOL aAyopLBpoL ivat: o AES mou XpnolomoLeital o€ TOANG acUpuaTa Siktua
kat o Blowfish mou ypnotpomnoteitat cuxva yla kpumtoypddnon Kwdikwv os Baoelg AeSopévwy
aM\d koL Twv KWSLKWY xpnotwy tou Linux oto /etc/password.

Jtnv AGUMMETPOU KAELGLOU 1 Anpociou KAEWSLOU uTtdpxet eva {euydpt KAELSLWY TTIOU apayo-
vToL Tautoxpova. To WoLwTiko KAeLSL (private key) mou to yvwpllel Lovo o LBLOKTATNG TOU KAl TO
Snuoaoto kAeldi (public key) mou umopouv va to yvwpilouv 6Aol, Ywpic va emnpedlel autod oe
Tinota TNV achAlela Tou LOLOKTATN Tou {elyouc KAELSLWY. Aev gival duvatov va umoloyloet
KAToLog To LOLWTIKO KAELSL KAToLoU £dv yvwpllel To Snudcio kAeldi tou.

MNapadsiypa xpriong AGUUHUETPOU KAELSLOU: £0TW TIWC 0 AKNng BEAEL va oteldel £va pnvupa
otnv BoUAa kol €xeL o kKaBévag To S1ko Tou leuydpl KAEWSLWVY (L0LwTko, dnuoaoto). O Akng Ba
ETOLUACEL TO UAVUUA TOU, Ba XpNOLUOTIOLOEL TO dNUOGLo KAELSL TNG BoUAQS yla vo KpUTTO-
ypadpnoeL To uVURA Tou Kal Ba to oteidel otnv BouAa. H BoUAa Twpa, yla va to StaBaosl, Ba
TIPETTEL VAL XPNOLUOTIOLAOEL TO LOLWTIKO TNC KAELSL.

M'vwoTtotepog alyoplBuog kpumtoypadnong Anpoaciou kAeldlou sivat o RSA.

EAeyyog akepaiotnrac apyxeiou. O €heyyog Tou av TpomomolnOnke éva apyelo ylvetal pe
TPOYPAUUOTA UTOAOYLOMOU Kal emiBepaiwong EAEyyou Adpoiouatoc (Checksum calculator-
validator)  Hash Generators. Fevikd¢ TpOMOC XPrioNG ToUG lval o €EAC:
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Anpwovpyia (eUpeon) aBpoiopatog eAéyxou (checksum):

Ewodva 5.2: Brjpata yia dnuovpyia checksum

1. And 1o onpeio 1 g ewkdvag 5.2 yivetal n emloyn Tou apxelou mou Ba umoloylotel to
abpotopa ehéyyou (checksum).

2. 1o onpelo 2 Ba epdaviotel To Gvopa apxeio o MIAEXONKE.

3. Ito onpeio 3 Ba gpdavictolyv ta abpoicuata ehéyxou os MD5, SHA-1 k.Art. Auta eival mou
XPELAloVTaL yLa TOV EAEYXO QKEPOLOTNTAC.
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Ewodva 5.3: To aBpolopa ehéyxou MD5

4. ¥to onpuelo 4 (ek.5.3) unapyet to MD5 aBpotopa eAéyxou (MD5 checksum) tou apyxeiou mou
ETUAEXONKE. AUTO TO UTIOAOYLOUEVO GBpoLopa EAEYXOU XPELATETOL yLa VO EAEYXTEL N OKEPAL-
OTNTO TOU apXelou HEANOVTLKA.

ErupeBaiwon abpoicpatog eAéyxou (checksum):

Ewodva 5.4: ‘EAeyxog akepatotntag apxeiou pe xprion checksum MD5

Otav BeAnoel kAmolog va eAEYEEL TNV AKEPALOTNTO TOU apxeiou Ba kAvel Ta £€n¢ Brpara:

5. Inuelo 5 (ek.5.4): adou emavaraBet ta Brpata 1, 2, 3 yia va urtoloyioel to MD5 aBpoloua
eNEyYOU TOU apyEeiov Tou £xelL autog otov H/Y Tou, Ba BaAet otnv B€on 5 to MD5 dbpoloua
g\Eyyou Tou Tou oTaABnKe f Bprike oTNV LoTooeAISa a6 OOV KATERAOE TO OPXELD.

6. Inuelo 6: Ba Swaoel evtoAr and to kouuri Verify (emiBeBaiwoe) va cuykplBouv Ta MEPLEXO-
MEva Tou onueiou 5 pe autd tou onpeiou 7.

7. Oa eudaviotel To puvupa oto onueio 8 mou Ba emiPBePalwvel twg eivat idta (matched) avta
ta dUo dpa dev tporonolnBnke To apxeio A Oa epdaviosl pvupa nwg dev elvat ibla o 5 pe
TO 7 TIOU ONMALVEL WG KATL €XEL aAAAEEL OTO ap)LKO ap)Eio.
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AT 1o mopamdvw MAPASELYHO TIPOKUTITEL TO CUMMEPACHLO TTWG ELVAL CNUAVTLKOTOTN N TIPO-
otacio Tou apykol abpoicpatog EAEYXOU OO TPOTOMOLNOEL.

H Wnoakn unoypadn xpnotpomnolel kpumtoypadio Snpociou KAELSLOU Kal TLOTOTOLEL WG
Sev TpomomnotiBnKe To HAVULA TOU armooToA£d. Thv aUBEVTIKOTNTA TOU AMOCTOAEQ, TO TIOLOG
glval oTnNV MPayUATIKOTNTA, UMOPEL va TV TiLoTomoLrost pa Apxn Motonoinong n omoia eAéy-
XEL KOl TILOTOTIOLEL TNV TAUTOTNTA Kot To Snpooto KAeWSL Tou pe Wnorakd Miotomontiko. Mo
nopadetypa, to Navehhnvio 2xohiko Aiktuo (MIA) €xet tétoto Apxn MNiotomnoinong otn oelida
http://ca.sch.gr mou miotomnoLel TV TAUTOTNTA TWV EKMALSEUTIKWY. AUTO UTTOPEL KAL TO KAVEL
ylati £xel Ta amapaitnta otolyela KABe eKMALSEUTIKOU, OTOLYELA AOTUVOLKAG TAUTOTNTOC AAAG
kal tn dtevBuvon nAektpovikol Taxudpopueio Toug oto MIA.

H Kpuntoypadnon dickwv, katatpuioewv (partitions) kot apxeiwv yivetal yia va e§aodall-
OTEL N EUMLOTEUTIKOTNTA TOU TIEPLEXOUEVOU TOUG. Mwg Sev Ba umopoel va StaBaotel dnAadn
amno tpitoug, yla mapddelypa, oe mepimtwaon kKAomnc. N’ auto xpnotponoleital cuxva os dopn-
TOUC UTTOAOYLOTEG aAAA Kal popNTEG CUCKEUEC amoBnkevonc. Mpoypappata Kpumtoypadnong
UTtAPXOUV OLUVABWC EVOWHATWUEVA 0T AEITOUPYLIKA ZUCTAMATA AAAQ UTIAPXOUV KOl TIOAAQ
TpoypappaTa Tplitwy. Ad tn oTlyun mou Ba yivel n kpumtoypddnon o LoVog TPOTOG yLa va
umop£oouv va Stafactolv ta Sedopéva eival va ywwpllel KATOLOG ToV KwSLKO TTOU XPNOLUOTOoL-
NOnKe Katad tnv Kpurmtoypadnon.

5.4 Aodalela Atktoou

Onwc €va ktiplo mpootateVeTal Ue GpoupoUg KAl cUVAYEPLOUG, ETOL Kal To SiKTuo evOC opyavL-
opoU Xpeldletal mpootacia ano pn eovotodotnuéva atopa. Xpetaletat dtadopoug dpaypouc,
TIPOKELUEVOU VO TIPOCTATEUTOUV OL TTANPOPOPLES TTOU UTIAPXOUV 0 AUTO AO ECWTEPLKEC Kall e€w-
TEPLIKEG AMENEG. ME AUTOV TOV TPOTIO CUPBANAEL KALL OTNV ALELOTILOTIA TOU OPYOVLOOU TIOU OVAKEL.
ZNHUOVTIKA TUAMATA TNG YLa TV aohAAELa KOL TNV 0WOTH AeLtoupyia Tou SIKTUou elval:

5.4.1 Teixog Mpootaociag (Firewall), pmopel va ival AoyLlopiko 1 UAKO Kal 0KOTOG Tou lvait
va eAEYYXEL TNV Kivnon HETOEL Twv SIKTUWV TIOU GUVSEEL Kol avaloya pe TG AloTteg eAéyyou
nipocBaong (ACL) mou €xel va tnv MITPENEL ) va TNV amopplntel. Mmopel yia mapadelyua, va
amnayopeUeL TNV MPOGPROCN TWV CUCTNUATWY OO TO TUAUA TTPOCWIILKOU TOU 0pYOVIOHOU oTa
OUCTHHATO TOU OLKOVOULIKOU TUAUOTOC N vl EMLTPEMEL Kivnon pog €va cUOTNUA UOVO YL OU-
VKEKPLUEVN UTINPEGLA OTIWG TNG eEUTMNPETNONG LOTOGEAISWV.

5.4.2 Ewkoviko 16wwtikd Aiktuo (Virtual Private Network — VPN) sivat pio uninpeoia mehdtn/
g€unnpetnty (client/server) mou eMLTPEMEL TNV EMIKOWVWVIA CUOTNUATWY HE aodAAEL LEOW
€VOG €lKOVLKOU ToUVeA. Na mapadelyua, Ba pmopovoe éva PEAOC TOU Opyaviopou va Bploketal
oe SLadOopPETIKO KPATOG KAL LLE TNV XPHoN VoG mpoypdupatog tehatn VPN mou Ba tpé€el otov
bopnto Tou va cuvdebei otov e€unnpetntr) VPN TOU 0pyavIoHoU Kol auTOg Vo Tou SWOEL Tpo-
oBaon oTo eCWTEPLKO SIKTUO oAV va BPLOKOTOVE EVTOG TOU SLKTUOU. Oa UMopEL va XpnoLomoLel
SnAadr, TOUG TOPOUC TOU KEVTPLKOU SIKTUOU TOU OPpYaVIOHOU OMWG: EKTUTIWTEG, KOLVOXPNOTOUG
dakéloug, Baoelg Sedopévwy KA. MpwtokoAa mou xpnotgonolouvtal 6w eivat ta PPTP,
L2TP, GRE, kat IPSec.
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5.4.3 2uotnua Avixveuong ELoBoAng (Intrusion Detection System — IDS), pe autod mapakoAou-
Beitat kat avaAveTal 6,TL cupBaivel 0To SIKTUO TOU opyaviopoU. KOTOG Tou gival, va eviomilel
nipoondBeleg €loBoAng un e€ouclodotnéVWY OTOUWY O CUOTAUATA, KaBw KATL TETolo Ba
£€Bale oe kivbuvo mapaplacn kamolag apxng amd tnv Tplada twv Baoikwv Apxwv (EAA). Na
va mapakoAouBel Tnv kivnon tou Siktuou To IDS, Ba mpémel va Sloxeteletal 6’ autd n kivnon
Tou SIKTUOoU e KAmolov Tpdmo. Av urtdpxel cuokeur HUB tote eival amhod, StadopeTikd yivetal
ue Metaywyeic Awktuou (Network Switches) mou unootnpilouv Tétola Asttoupyia og kamoLa
nopta (port) toug. Avaloya Le TNV €Talpelal KATAOKEUNG, N TIOPTA AUTH Tou Metaywyeéa
unootnpLen tétolog Suvatotntag amnod tov Metaywyea prnopei va ovopdletal: Port Mirroring,
Monitoring Port, Spanning Port kat SPAN port. AuTEG oL TTOpTEG ival cuvRBwWE LOVO TTaBNTIKEC,
dnAadn povo Aappavouv edopéva. Otav to IDS evtomnilel Umomtn kivnon oto diktuo, umopet
Kol evnUepwVeL Tov uelBuvo aodaleiag tou SIKTUOU 1) va KAVEL EVEPYELEC yLa TNV Slokomh
TwV UTIOTITWV KLVIOEWV.

5.5 Quown Acdalela

Quoknr aodaleta eivat n mpootacio Tou XwWPou VO 0PYAVLOUOU KAl TOU €OTALGMOU TOU OO
anelég onws dwtid, kAomn KA. Eival e€loou onupavtikn pe ta aAa pétpa acdaieiog yoti
LECQ OTOV XWPO UTIAPXEL N urtodour Tou MAnpodoplakol TUCTAUATOG.
Oa npémnel va e€aodalilovtal oL amattol peveg mepLBAAAOVIOAOYLKEG CUVONKEG OTIWE Lypaola,
Bepuokpaocia kal okovn.
Na umapyel cuvayepUOC ylo mapaPLaoelc oAAdG KoL yio EKTOKTEG TTEPLTTWOELS, OTWE PWTLAC.
0 £\eyxoc duoiknc mpooBacng oTo KTipLo Umopel va yivetal aro ¢ppoupouc, KAUEPES, CUCKEUEG
BlopeTpLlkwV EAEYXWV (SAKTUALKO QMOTUTIWHA, (PLOa LATLOU, XAPOKTNPLOTIKWY TIPOCWTTIOU, Ppw-
VNG) KAl HOyVNTIKWVY KAPTWV.
O €\eyy0G EMIOKEMTWV £lval e€looU ONUAVTIKOG, KABWE UmopolV va TPOKAAECSOUV EUKOAQ TTPO-
BARuaTa, yU' autod dev Ba TPEMEL va XpNOLUOTOLOUV GUOKEUEC USB evtdcg Tou opyaviopol, oUTe
val éxouv mpocPaocn oto SikTuo Tou opyaviopou.
EpwTroELg
Evotnrac 5.1

1. Moto eivat To avtikeipevo g Aopalelag MAnpodoplakwy TUCTNUATWY;

Evotntag 5.2
. Moleg elval ot Baaotkég ApxEg tng Aodpalelog MAnpodoplakwy JUCTNUATWY;
. Tueival o EAeyxoc MpooBaong; Awaote duo mapadelyuata.

. Treivar ta Apxela Kataypadng (Logfiles); Awote éva mapddelypa xpriong Toug.

u A W N

. Tt eivat n Motonoinon Tautotntag (Authentication); Motog eivatl o cuvnB£otepog TPOTOG
EMITeVENg Tou;

(o)}

. Tueival to Active Directory kat to Ldap;

7. MNolog eivat o okomdg g Ataxeiptong Kwvduvou;
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8. Tumpoabiopilel n AfloAoynon Kwvduvou;

9. Tuonuaivel Amel\n kat EumaBeta og €va MAnpodoplako Tuotnua; Awote duo mapadeiyua-

10.
11.

12.
13.

14.
15.
16.

17.

18.

19.
20.

21.
22.
23.

24,
25.

26.

Ta amelAfC-euTaBeLag.

T elvat n MoAwtikn Aodaleiag kat amd T ennpedletal n ebappoyn g

Tt elva Emiyetpnotokn uvéxela Kot mwg ennpedletal ano thv Enavadopd and Kataotpo-
on;

lMnart elvat anapaitnta ta Avtiypada Acdaieiag; Nwg Aéyetal n avtiotpodn Stadikaoia;
Mepypayte tnv Sadikacia evog tpomou APng Avtypddwv Acdaleiac.

Evotnrag 5.3

Tt eival To Aoyloptkod KakoBouAng xprong Kat mwe eloxwpel ota cuothuata H/Y;
Mepypadte tpia ei6n kakoBouAou AoylopLkou.

Tt SuvaTOTNTEC TIPEMEL VO EXEL £va TIPOYPOULO TIPOCTAGCLAG AO KOKOBOUAO AOYLOULKO
(malware);

Moleg puBuioeig Ba mpémel va epapudlovral oTa MPOYPALLATO TPOCTACLAG Ao KakoBou-
Ao AOYLOULKO;

MNati eivatl anapaitntog o €AeyXog yLa eVNUEPWOELS Kol Ebappoyn TOUG O TIPoypA AT
KoL AELTOUPYLKA CUCTH AT

Mwg ylvetal o EAeyX0G EVNUEPWOEWV VL0l EGAPHUOYEG KOL AELITOUPYLKA CUCTAUATO;

MepypaPte tnv Stadikacio amootoAn KpumtoypadnUévou UNVUHOTOC KE T xpron An-
pociou KAeldiov.

Mwg propei va eleyxBel n akepatdTnTa (av TpomomnoLdnke) evog apxeiou;

Mo motov Adyo xpnotponoteital n Wnouakn Yroypadn kat n Apxn MNiotonoinong;

Mote ypelaletal n kpumtoypadnon ecWTEPLKWY N EEWTEPIKWY S{oKWV EVOG GUOTHLOTOG;
Evétntag 5.4

Ye TLYpnotuevel To Telxog Mpootaaiag (firewall);

Meplypadte pe mapadetypa ta odpEAN amd tnv xprion EwkovikoL 16twtikol Awktuou (VPN).
Evétntag 5.5

Mati Ba mpémnel va anayopevetal n xprion USB dlokwv kat n mpdoBacn oto ecwTePLKO bi-
KTUO €VOG OPYQVLOLOU o EMLOKETTEC;

[78]



ApaotnpLotNTEG

10.

Etkovikeg Mnxaveg Linux LIE TIPOEYKATECTNUEVO TO ATTAUTOUUEVO AOYLOULKO YLal TIC SpaTN-
pLOTNTEG UTTdpXEL OTNV LoTooEAISa http://blogs.sch.gr/virtualization

Evotnrag 5.1

. Avalntrote mAnpodopieg yia t cupBolr tou Ahav ToUplyk oTo xwpo tng MAnpodoplkng

Kal SNULOUPYNOTE LLO TAPOUGLACH TOUG.

. Bpeite mAnpodopieg yla ocuyyevikd yvwoTtika edia tng Aopalelag MAnpodoplakwy Tuotn-

UATWV Kol oulntAoTe yU' auTA 0TV Tan oac,.

. Evtomiote eA\nVIKEC LoTOOEALSEG e TANPODOPLEC yLa TO NAEKTPOVIKO £yKAnUa otnv EAAGSa

KaL oulntrote otnv Taén oag yla ta Suo o Stadedopéva gidn tou.

Evotntag 5.2

. e A Tou epyaotnpiou va 60000V Sikalwpata Xpriong evog pakéAou, eVOC apyeLlou Kat eVOg

EKTUTIWTI 0 AANOUC XPrOTEC.

. No avalntnbei n wpa oclvdeong evag xpriotn ota apyeia kataypadng (log files):

a) twv Windows (Kataypadéa cuppaviwv- Al KAk otov Yodoyioth pou/Atayeipion) kot

B) oe Linux: sudo cat /var/log/auth.log  MevoU Edapuoyég/Epyaleia Suotiuatoc/Kata-
YPOPENG TOU GUCTHLATOG.

. Na 8npioupynoete am\o Aoyaplacpd xprnotn os meptBailov Windows kat Linux tou gpya-

otnplou oag Kot va SWoeTe yla kwdLko mpooPacong pio dpdon tng emAoyng oag e TOUAG-
xtotov 8 xapaktipeg (ry. DenExo@ploPassword45)

. Na dnpoupynoete Opyavikiy Movada oto Active Directory, va mpooBEoeTe XPriOTEG KL Vol

TOUG MapOYWPNOoEeTe Sikatwuata o Slddopouc mOPouC.

. No xpnotpomnotnBei to ecwtepkd mpodypappa ort’ to neptBailov Windows kat Linux, ylo va

ylveL Andn avtypadwv achaleiag tou mpoowrtikol GpakéAou evog xpriotn. Metd tn Angin
avtlypadou aodaleiag, va yivel SoKLLAoTIKA emavadopd amo to aviiypado achaleiag oe
Sladopetikod pakelo.

Evotnrac 5.3

. Na xpnotpomnownBoulv nmpoypadupata mpootaciog and KakoBouho Aoylopiko (antivirus) yla

va gheyxBoulv ta SoKlpaoTika apxeio wv (un enwkivbuvwy) amd tnv wotooeAiba http://
www.eicar.org/85-0-Download.html Kol va yivouv oL TPOTEWVOUEVEG pUBUICELS TWV TIPO-
YPQUUATWY OUTWV.

Ye meptBariov Windows va eAeyxBoUv XelpoKivnTa yLa EVNUEPWOELG: EVac GUANOUETPNTAC,
o flash player kain java. Ztn ouvéxela, va puBULOTOUV yLot AUTOUATO EAEYXO KOl KOTERAOH
f eykatdotoor touc. Na yivouv avaloyec evépyeleg Kol og Linux meplBaAiov.
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11.

12.

13.

Na ypadouv kat amoBnkeutolv og £va amAo apxeio kelpévou (keimenol.txt) ot Aé€elg «Ba

€pBw avpLo». ITNn CUVEXELA VA Y(VOUV TA TIOPAKATW:

1) va umoloytotel to MD5 checksum tou kat va aroBnkeutel oe dAo apyelo (md5.txt).

2) vo mpoaoteBel oTNV ap)Xn TOU 0pXLKOU KELWEVOU N AEEN «Sex» Kal va amoBbnkeutel oto i6lo
apxeio.

3) va umoAoylotel to véo MD5 checksum Tou kat va ouykplOel pe To apxikd checksum (mou
Bploketal oto md5.txt).

Xpnotuonotnote o £yypacdo pia Yndlakn unoypadr oag, Tnv onoia Ba dnULoupynoeTe:

a) Tomkd: oto Word mpwrta, and 1o pevou Mpostowpacio/NMpocdbnkn Wndlakng Ynoypa-
dn¢/Anuovpyia tou Sikol oac, kat ato OpenOffice petd (Ba umdpxel auty anod to
Word) kot

B) oe wotooeAida (m.x. tng Comodo.com)

Kpumntoypadnote éva apyxeio oe meptBaAiov:

1) Windows (A&l KAk / 1616tntec / Mo mpoxwpnuévouc)

2) Linux (mty oe Ubuntu pe 8&€l kAik og apyeio kat emhoyn Kpumtoypdpnan, ebocov unap-
XeL n epappoyn Seahorse kat adov dnuoupynBetl o’ auto mpwta PGP Key)

Evotntag 5.4

14.

15.

E€epeuvnote kol oulntnote yla TIC pubuioslg mpoypaupatog Telyoug Mpootaciag oe
Windows (evowpatwpévo) kat Linux (rmty to gufw).

Yuvdebeite otov Tomiko VPN server tou oxoAlkoU epyactnpiou.

OAec ot etkoveg tou kepadaiouv 5 eival tou Mavayiwtién Swtrplov
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Kedalato 6

Eldika Opata

210 KePAAalo auTo mapouctdlovral oL BaclkES yWWOEeLS yia tnv Ewkovikomnoinon (Virtualization)
KaL Ti¢ Etkovikég Mnyavég (Virtual Machines), pia texvoloyia Wdtaitepa Stadedopévn ato Ywpo
NG MAnpodopLKnG Ta TeEAeUTALA XPOVLA.

Awdaktikoi Ztoxot

Y10 kedpaAalo auto Ba paberte:

ta odEAN amod T xprion texvoloyiag Elkovikomoinong,

va eykabLlotate mpoypdaupata Emomntn Elkovikomoinong (Virtualization Hypervisor)
va Snuiovpyeite Etkovikeg Mnxaveg,

va YKAOLOTATE AELTOUPYLKA CUOTHLOTA OE ELKOVIKEG MNnYaVEg,

va petadEpete Elkovikég Mnyavég oe GAAOUG UTIOAOYLOTEG.

AdaktikéG Evotnteg

6.1 ELKOVIKEG MnXaVEg
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6.1 EtkovikéG MnYavEg

Tu eivou pa Etkoviky Mnxawvn (Virtual Machine). Eivat évog €Lkovikog UTTOAOYLOTHG, €vag UTto-
AOYLOTNG TIPOYPOUO TIOU UTOPEL OUWE KoL EKTEAEL OTL KAl €VOG TIPAYHUATIKOG UTIOAOYLOTNG, Val
£xel SnAadn S1k6 Tou AELTOUPYLKO TUOTNHA KAL TIPOYPAULATO.

H Stadikaoio dnuioupyiog eikovikwy pnxavwv Aéyetat Elkovikomoinon® (virtualization).

Mwg Snpoupyeital pia eLkovikni pnxavi. M va SnutoupynBel i etkovikr unxovr xpelaletal
£va mpoypappa Emonen (Hypervisor). Ano tnv otiyur] mou Ba eykataotabel £va TETOLo mPo-
VPO HUrtopoUV va SnutoupynBolv 00eC ELKOVIKEG UNXOVEG (UTTOAOYLOTEG) BEAEL O XELPLOTAC
tou. KaBe pnyavn mou Ba dtidyvel Ba eival évag pakeAog oTov GUCLKO UTTOAOYLOTH UE Alya
apxeia (Eikova 6.2). Tvwota dwpeav mpoypaupata Enomnteg eival ta: VirtualBox tng Oracle kat
VMware Player tng VMware yia AL Windows kat Linux, to Parallels tng etaipiag Parallels kat
To Fusion tng VMware ywa AX MacOS X, kat ta VirtualPC kot Hyper-V tng Microsoft povo yua
Windows. 0ényie¢ pe €lkOVeg yLa T dnuiouvpyia ELKOVIKNG UNXAVAG Kol EYKatdotaon A€t-
TOUPYLKOU GUCTHUATOG UTtapyouv oto lMapdaptnua tov Kepaldaiou 6.

Me t VA6 (hardware) Asttoupyel pia eikovikn pnxavr. KaBe pnxavn ylo va Aettoupynoet
XPELALETAL TOPOUG OTIWG HvAUN, enefepyaotn) Kol okAnpod &ioko. Autolg Toug Bplokel otov
umoAoyLotr Tou TV dhogevel. H puBuion twv mopwv mou Ba tng StateBolv yivetal and to
nipdypappa Emomntn, ta Mb puoikig pvung RAM, to mocootd woxlog the duaotkng KME kat ta
Gb xwpou tou duoikol okAnpou Siokou Tou Ba pmopel va xpnowuomnolel. Ot puBuioEL AUTEG
UIopouV va aAAGEOUV OTIOTE XPELOOTEL.

Ewkova 6.1: Mpoypappa Emomntn pe Elkovikég Mnxaveg

4 ELKOVIKOTIOLNGN KL OXL ELKOVOTIOINGN EMELSN DTLAXVEL KATL ELKOVLKO KOl OXL ELKOVEG.
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Ano to onpeio dnuloupylog TNC Kol LETA AELTOUPYEL OMIWC EVOC KAVOVLKOG KALVOUPYLOG UTIOAO-
YLoTHC aAAG péoa o€ mapdBupo. Mnopet va eykataotabel 6molo Aettoupyiko LUotnpa BENeL o
XELPLOTAC TOU LLE TOV TPOTO Tou Ba To €kave Kal o GUCLKO UTIOAOYLOTH o kavoviko CD n USB
stick aAAd kat amo apxeio .ISO (elkova CD).

JTnVv €. 6.1 ¢aivetal o Emomtng tou VirtualBox Kot 0 GUYKEKPLUEVOG €XEL TNV dLABear Tou
TECOEPLG ELKOVLKEG UNXAVEC LE AELTOUPYIKA cuoThuata. KABe pnyavr €xeL TG SIKEC TNG puBuL-
0€ELG pvAung RAM, KME (CPU) kat okAnpou &iokou. Eav o umtoAoylotrg ou T dphofevel (Host)
£XEL APKETOUC TOPOUG TOTE Elval SUVATOV VO EKTEAECTOUV TTOMEC ELKOVIKEG UNXaveC (Guests)
TaUuTO)POVAL.

H Aeltoupyla KABe eLKOVIKAC LNXAVAC ELVaL ATTOUOVWUEVN Ao TwWV UTtoAoimwyv. Av epdoet &n-
Aadn kamolo KakOBouAo AOYLOULKO O Evav O AUTOUC aUTO Sev Ba eTNPEAcEL AAAEG UNXOVEG
oUte Tov urtoAoyLoTr) Tou TV $pLhofevel.

Dopnrotnta kat Avtiypada acpadeiag. Otav Snuioupynbel pia ewkovikr pnxovr, Ba eivatl
TiAéov évag Gpakelog tou duatkol UTIOAOYLOTH HE Alya apxela HEoA ¢° OUTOV, TOU ELKOVLKOU
Slokou KaL Tou apyxelou pe TG eTuleypéveg pubuioels. Omwg kat oTtoug puoikoug dlokoug, avd-
Aoya pe to Aettoupylkd Zuotnua ou Ba eykataotabel aAA kal pe ta mpoypduuata mou Ba
gykataotabolv og autov, Ba auEavovTal Kal oL AMALTAOEL OE XWPO TOU ELKOVIKOU Siokou.

JTnv k. 6.2 daivetal o PpakeAog amoBrAKeLoNE ULAG EKOVIKAG UNxovnG. To apxelo pubuicewv
(.vbox) éxeL péyeBoc 8Kb kat o eikovikog lokog (.vdi) atov omolo meptéxovtat To A2, oL eGOPHUOYES
KOLL TOL OPXELDL TWV XPNOTWV Tou, kataAappdvouy niepinou 4 Gb. EQv autog o dpdakelog petadepbei
o€ Ao UToAOYLOTI), OTIOUSATIOTE KAl OV €lval QUTOG, KL UE OMOLOSATIOTE AELTOUPYIKO ZUCTNUA,
OTOV OTIOL0 OWG UTIAPXEL TO TIPOYPAUUO ETOTTTN, TOTE Ba UITOPECEL VAL AELTOUPYOEL ALEDOQL.

Ewkova 6.2 MNeplexopeva dpakélou eykataotnuévng Elkovikrg Mnxavn
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AuTO pmopel yivel eKUETOAAEUOLUO, artd LOLWTEG KOL ETILXELPNOELG, OE KATOOTAOELS OTIWG, EMA-
vadopadg anod kataotpodn, ylati Sivel Tn duvatotnta €vag SLakopLoT (Server) evtog pikpou
XPOVLKOU SLaoTAUOTOC va TTPoohEPEL TTAAL UTINPEGLEC. Mo TapASELYUa, EQV XAAAOEL 0 GUGLKOC
okANnpog diokog 1 KME 1 UnTpLkr KAPTA, TA LOVA TTOU XPELA{OVTAL YLO VO ETTOVOAEITOUPYNOEL O
SLaKoULOTAG elval: To mpoadarto avtiypado TnG ELKOVLKNAC UNXAVAE KAl EVAG VEOG UTTOAOYLOTHG
LLE TO MpOypaupa Emomtn. Aev xpelaletal va £xel ibta KME, untpikr, RAM. Agv tnv ennpedleL n
xprion dtadopetikol UAIKOU 0To av Ba UMopECEL VO AELTOUPYNOEL, UIMOPEL OUWG VA EMNPEACEL
TG €TLOO0ELG TNG €AV £XEL SLaBELn Alyotepn KvAun R apBud mupAvwyv KME.

Oplopéva npoypappata Emonteg, omwg to VirtualBox tng Oracle, mpoodépouv th Asttoupyia ITiy-
potuma (Snapshots) (k. 6.3). Auth n Aettoupyia, omoBnKeVEL TNV KOTAOTAGH TNG UNXAVAG TV
EKELVN TN XPOVIKA OTLYUN KL 0TV omola pmopel va emaveNBeL (gik. 6.4) 0 XELPLOTAG OTtoTE BEANOEL.

Awadikacia AnPng
ITLYULOTUTIOU

Kavovtacg 6e€i KAk oto Current
State tou PBaocikou mapaBupou
Tou Emomtn Sivetal n Suvatdtn-
Ta emhoyng Aqdng Ztypdtunou
(Take snapshot)

Ewodva 6.3 Afdin otypotunou

Awadikaoia emavadopdg
ITLYULOTUTIOU

310 Baoiko mopabupo tou Emo-
nn ¢aivovtal Ta ITyulotuna
mov €xouv mapBel. Me 6e&l kALK
MOvw oto  XTyuoturo Sive-
Tal n emAoyn enavodopdc tou
(restore snapshot) 1 Slaypadng
Tou (delete snapshot)

Ewova 6.4 Emavadopd oTlyULOTUNou
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EMionpnavoeLg:

® Ymapyouv epapoyEG oL omoleg umopouv va petatpéPouv (convert) évav Gpuctkd umo-

Aoyioth o€ ewkovikr pnxovn (VMware vCenter Converter Standalone) xwpig va emnped-
oouV TN Aettoupyia Tou GpUGLKOU UTTOAOYLOTH.

OL adeleg XpPRoNG AELTOUPYLKWY CUCTNUATWY KOl TIPOYPOUUATWY OE ELKOVLKEG UNXAVEC
akoAouB0oUV TOUG VOULKOUC KOWVOVEG TTOU LOXUOUV KOl 0TOUC GUGLKOUC UTTOAOYLOTEG

Katd tn xprion twv mpoypappdtwyv Vmware Player kat VirtualBox evoéxetal va mapouaot-
aotouv poPAfpata otnv avaiuon 08ovng (640x480 r 800x600) tng Elkovikng Mnxavig
A va eykAwPLotel o Seiktng movtikiol péoa oto mapabupo tng Etkovikng Mnxavig. Au-
OELG 0€ aUTA Kat AAAa ipoBARuaTa AUvovTatl cuvABWE LE TNV EYKOTACTAON TWV TAPAKA-
Tw npooBetwv Otav eivat evepyn pia Etkovikn Mnyxavn:

o oto VirtualBox, pevou Devices / Install Guest Additions

o oto Vmware Player, pevol Manage / Install VMware Tools

o tov aneykAwBLopO Tou SeiKTn MOVTIKIOU UIMOPEL va XpnoLonotnBel xwplg tnv eykataotaon
TWV MAPATTAVW TIPOYPOUUATWY N €E€AC AUon:

o oto Vmware Player va natnBei tautdxpova to aplotepd CTRL+ALT

o oto VirtualBox xpetaletol to &€l CTRL.

o Je mepimtwon ahayrg Enodmnn:

1.

2.
3.

mpwv TNV aMayn Emomntn ouviotatal n ameykataotaon mpwta Tou maAlol mpocHeTou
nipoypappatoc (Guest Additions 1 VMware Tools) Tou Emomntn

UeTA yivetal n aAAayn EmomTn (my. Xpron Tou ELKOVIKOU 5iokou amd SladpopeTikod Emomntn)

£YKATAOTAON TOU VEOU TpooBetou (Guest Additions | VMware Tools).

6.2 EpwtnosLg

1. TuAéyetal ELKOVIKH pnyovn;

2. Moloc eival o pohog tou mpoypdupatog Enomntn Elkovikomoinong;

3. Toti propel va ekteAeoTel pla ELKOVLIKA pUnxavh o SLadpopeTIKO UTIOAOYLOTH OITO AUTOV GTOV
omoio dnuioupynonke;

4. Neplypadte Evav tpomo APng avtypddou acdalelog ULag ELKOVIKAG UNXOVAG.

5. Amo Tl e€optdtal 0 aplBUOC TWV ELKOVIKWY UNXAVWV TTOU UMOPOUV VA EKTEAECTOUV TAUTOXPO-
Vo o€ £va pUCLKO UTTOAOYLOTH;

6. Avalntnote oto SLo6(KTUO TEPLUTTWOELG OTLG OTOLEC Elval XPAOLUN N UETATPOTH £VOCG du-
olkoU uTtoAoyLoTh o€ Elkovikr) Mnxavr), TapoucLaoTe Teg Kol oUINTAOTE TG OTNV TAEN 0ag
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6.3 ApaotnpLOTNTEG
1. Na katefAoete o€ UTIOAOYLOTH TOU €pyactnplou Tt SwPeAV TPOYPAUUOTA ETOTTEC
VirtualBox kat Vmware Player kol va 8nuLoupynoeste Pe KABs EMOMTN SUO ELKOVIKEG [N-
XOVEG XWPLG AELTOUPYLKA CUOTHHATO.
2. Na eykataotabei Asttoupytko TUoTnpa Linux 0 €LKOVIKT) GUOKEUT] OTTO:
a) kawvoviko CD/DVD
B) ewkdva CD (apxeio .iso) (CD image) mou Ba katefacete amnod otooeAiba omolag
Stavounc Linux emBupeite.
y) va tebel o elkovikdg Slokog Tou A Mou eyKataoTdBbnke oe katdotach Immutable,
€AV UTtOOTNPL{ETAL OUTO Ao TO TPOYPOUUA ETtomTn.
3. Na petadépetal o SLadOopPETIKO UTIOAOYLOTH L UTIAPXOUCA ELKOVLKE NXAVH] KAl VO TNV
EKTEAEOETE.
4. MetatpePte évav puoLKO UTIOAOYLOTH TOU GXOALKOU epyaotnpiou o Eikovikn Mnyavn pe
v edpappoyn VMware vCenter Converter Standalone.
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Napaptnua 1. Evwoelg, Opyaviopoi ko Mpdtuna

To mapaptnua autod avadpépetal oto Kepahalo 5 kat mepléxel LotooeAidec Evwoewy kat Op-
YOVIOUWYV - AteBvr mpotuma  Kat MoTOMOLNOELG Yla EMOYYEAUATIEC 0TO XWPO TNG AchAAelag
MAnpodoplwv

lotooelideg Evwoswv Ko Opyaviouwv

http://cert.sch.gr - Ynnpeota Avtipetwriong Neplotatikwy Aodaheiog MN2A
http://cert.grnet.gr - Ynnpeota Avtigetwriiong Neplotatikwv Aodaleiag EAET
http://www.enisa.europa.eu - ENISA European. Network and Inform. Assurance Agency
http://www.etsi.org/ - ETSI European Telecommunications Standards Institute
http://www.caida.org - CAIDA: The Center for Applied Internet Data Analysis
http://www.cert.org - CERT - Coordination Center

http://www.sans.org - SANS (SysAdmin, Audit, Network, Security) Institute
http://www.us-cert.gov - US-CERT (Computer Emergency Readiness Team)

AeBvn mpoTuUTaL :

1) 1SO (International Organization for Standardization — EABetia - (emi mAnpwpn)
ISO/IEC 27000 Information security management systems, Overview and vocabulary
ISO/IEC 27001 Information technology - Security Techniques — Information security

management systems — Requirements.
ISO/IEC 27002 Code of practice for information security management
ISO/IEC 27003 Information security management system implementation guidance
ISO/IEC 27004 Information security management — Measurement

ISO/IEC 27005 Information security risk management

2) NIST - National Institute of Standards and Technology - HMA - (6wpeav)
NIST SP 800-12 An Introduction to Computer Security
NIST SP 800-14 Generally Accepted Principles and Practices for Securing Information
Technology Systems
NIST SP 800-18 Guide for Developing Security Plans for Information Technology Systems
NIST SP 800-27 Engineering Principles for Information Technology Security
NIST SP 800-30 Risk Management Guide for Information Technology Systems

Mwotonouosig yia emayyeApaties oto xwpo thg Aodaleiag MAnpodoplwv

CISSP Certified Information Systems Security Professional (amoé tig yvwototepeg)
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Napaptnua 2. 08nyog Anuoupyiag Etkovikig Mnxavig

To mapaptnua autd avadpépetal oto kepahalo 6 kal eivat evag 0dnyog dnuioupyiag Ewovi-
KNS Mnxavig kat ekkivnong eykataotacng AX Ubuntu Linux amod to apxelo ubuntu-14.04.1-

desktop-i386.iso

(OL adeLeg XPONG AELTOUPYLKWY CUCTNUATWY KOL TIPOYPALUATWY O ELKOVIKEG UNXOVEG QKO-

AouBoUv Toug VOULKOUG KAVOVEG TTOU LoXUOUV KOl 0TOUG GpUGLKOUC UTIOAOYLOTEG.)

‘Evapén odnyou
Snuoupyioag
ELKOVLKAG MNXOVAG
EmiAéyovtag New amod 1t
ypauun gpyaleiwv Ba Ee-
KlvnoeL o odnyog yla 1n
Snuoupyia ELKOVIKAC UN-

Xavng.

0O oényoc Ba {ntnoel Bn-
pa-pRua 0Aa o6ca XpeLd-
Covtal.

310 TéAlog KABe Bruartog
TPEMEL va matnBel To Kou-
uri Next.

‘Ovopa Kat €idog AZ

310 mpwTto Pripa tng Stadi-

Kaoiag {ntouvrat:

a) to 6vopa (Name) tng et-
KOVLKAG UNXavng

B) to €idog (Type) tou AX
Tou Ba eykataotadet

y) Tnv ékboon (Version) AZ
(rtx Ubuntu)

Mapaptnua 2 - Ewkéva 1 - Evapén odnyou dnutoupyiag VM

Napdptnua 2 — Ewkova 2 — Eloaywyn ovopatog, AZ, ékdoong AX
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Eruhoyn pey£0oug
Hvung RAM:
AnAwon pey£boug tng du-
OLKNAG LvAung RAM mou Ba
elvat 6tabéoun otnv Eko-

VK Mnxavn

H TN auth pnopet va aA-
Aagel apyotepa amd TG
puBuioelg (settings).

O Emomtng mpoteivel Ttou-
Adyloto 512 Mb (ouvoAka
umapxouv 6144 Mb uviung
RAM)

Erudoyn 1 Snuouvpyia
£lkovikoU okAnpou Siokou
Twpa propet va eTAexOel:
a) va un énuoupynbet bi-

oko¢ (Ba mpooteBel xel-

pokivnta apyotepa)
B) Apeon Onuioupyia  &i-

OKOU
V) Xpnon undapyovta iokou

Mapaptnua 2 — Ewkova 3 — Emloyn peyeboug RAM

Mapdptnua 2 — Ewdva 4 — Emthoyn okAnpou &iokou
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Erudoyn ei6oug
€LKOVIKOU Siokou

KaBe eidog diokou mpoépye-
TAL QMO TO AVTLOTOL(O TPO-
ypaupa. O 6lokog VDI elvat
tou VirtualBox, evw o VMDK
elval tou VMware Player.

H emloyn VMDK eival Ba
SLeUKOAUVEL TNV XpnoLuomol-
Non Tou apyoTEPA KAl ATIO TO
VMware Player.

Mapaptnua 2 — Ewkova 5 — Emiloyn tumou elkovikou diokou

Mapaptnua 2 — Etkova 6 — Emloyr) Tpomou §€opeuong

EnttAoyr) TpOmou SEGHEVONG XWPOU amo To GUOLKO Sioko.

Auvvapikn d¢opeuaon (Dynamically allocated). Na va pn eopeutel dpeoa o xwpog oo Tov €L
KoVLKO &loko aAAd va auavetal Omote XpeLdleTal Xwpo.

Y100ep0 (Fixed), katohappavel apeoa ta Gb mou Ba tou §oBoUv.

H emloyn Split into... Ba dnuoupynoel apyela peyeboug péxpt 2 Gb yla eukoAia petadpopdg
Kat duvatotnta anobrnkeuong o OAa Ta cuoThaTa apxeiwv (rty To FAT32 €xel dplo ta 4Gb)
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TeAko Brpa dnpovpyiag
ELKOVLKAG UNXOVAG

-Emloyry ovopatog Siokou
Kat pakélou amoBrikeuong
£lKovLkoU Slokou Kal

- uey€Boug biokou,

ESw pmopel va ypadel to
eMBUUNTO Ovopa Kal o ¢a-
kehog otov omnoio Ba amobn-
keutel (kitpwo ewkovidlo pe
T(PAGLVO A).

To péyebBog TOU E€lKOVIKOU
Slokou ylo olyxpoveg Kal
TANPeL; €kbooelg Linux Ba
TIPETEL VA £lval TOUAAXLOTOV
10 Gb.

Matwvtag to Create Ba 6n-
HoupynBel o diokog kat Ba
Teppatioel o obnyog Snut-
oupylag NG LnxavAg.

Autr) Ba elval n ekoéva tou
Emomntn petd tn dnuioupyia
NG EWKOVIKAG MNXavAg (Xw-
pic AZ OUWC aKOpQ).

Mapaptnua 2 — Etkova 7 — Anu. kat pakehog amobrikeuong VM

Mapaptnua 2 — Ewkova 8 — Ewkova Emomtn pe VM
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Ertidoyn tou apxeiou
€lKOVaG diokou (.iso)
anoé onou
Oa sykataotabsei AZ

Qa emAexOel to apyeio ubuntu-
14.04.1-desktop-i386.iso (Loto-
oehiba Ubuntu http://releases.
ubuntu.com/14.04/)

BAparo:

Ao T ypappn epyoisiwv

Settings / Storage xat er\oyn:

1) tou ekovidiou cd Katw amo
to Controler IDE

2) tou ewovidiou cd Se€la amo
IDE Secondary Master ywa
emAoyn tou emBupntoL ap-
Xelou .iso

Eav €xel yivel emloyn Tou ow-
otol apyeiovu, tote SlmAa amo
T0 €lkovidlo cd mou elval KATw
amno to Controller IDE Ba guda-
VLOTEL TO OVopOL TOU .iso apxeiou
ubuntu-14.04.1-desktop-i386.
iso

MeTd TO MATHMUO TOU KOUMTTL
OK 0 E£WKOVLKOG UTOAOYLOTHG
glval £TOLOG yLoL VO EKKLVA-
OEL OO TO KOUMTL Start Ko vou
gykataotadei to AZ ou undp-
XEL oto apxelo ubuntu-14.04.1-
desktop-i386.iso

Mapdaptnua 2 — Etkova 9 - Emthoyn lkovag Siokou .iso

Mapaptnua 2 — Etkova 10 —EAeyyog emAeyUEVOU .isO
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‘Evapén sykataotaong AZ
OTNV ELKOVLKA Unxovi

Matwvtag To Kouumti Start tng
VPAUUNG epyoleiwv Ba  Ka-
Vel ekkivnon (boot) n ewKovikn
unxavn kot Ba kavel apyloet n
Sladikaocia eykatdotacng Tou
Ubuntu Linux mou ouv6£Bnke
LLE TOV ELKOVIKO 06nyo cd.

Ao to onueio autd Kal PeTA,
Oha ta PBripata akoAouBouv
QUTA HLOG TUTTLKAG EYKATAOTA-
ong oe ¢uolkd umoloyloth. H
povn dladopa elval nwe ebw
OAa yivovtal péoa og évav Ga-
kelo kot 6ev Kwduvelouv ta
apyxela Tou duoilkou umoAoyt-
0T anod AGOn, KaTA TV EyKa-
Tdotaon aAAd Kol opyotepa,
LETA TNV eykataotaon AZ.

Mapaptnua 2 — Etkova 11 — Ekkivnon amo 1o .iso

Mapaptnua 2 — Ekova 12 —Evapén eykatactaong Ubuntu

TEAOZ OAHIOY énuioupyiog
Kol eykatdotaong Az Ubuntu
oe Ewkoviky Mnxavi
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