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KedaAawo 1

Baowkég Eloaywyikég Evvoleg

‘Evog umoAoylotng sival €va oUvolo and Siadopa TuRuata VAou (hardware) mou cuvepyd-

(ovtat

petatl toug. MOALS To oUvolo autd tpododotnOel Le NAEKTPLKO pelA, T EEQPTAUATA

auta apyilouv va AsttoupyoUv cuvtoviopéva. Epdaviletal Eva meptBaAlov oto onolo Pmopou-
Ue va ektedéoou e Sladopa TPOYPAUUOTA, OO amAd NAEKTPOVLKA TaXVidia péxpL cUVOETES
ebapuoyeg enefepyaociag dedopévwy. O GUVTOVIOTAG AUTWV TwV e€APTNUATWY Elval éva ouvo-
A0 TpOYPOUUATWY TIoU ovopaletal Asttoupyko Suotnua (AZ). Ito kKepAlalo aAUTO TOPOUCLA-

Covtal

Ta Baotka otolyeia Tou.

Awdaktikoi ZToyoL

Y€ aUTO To Kedpalalo Ba pabete:

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8

Na replypadete Tov pOAO KAL TNV AVAYKALOTNTO UTTOPENG TWV AELTOUPYIKWY ZUCTNUATWY
(AZ).

Na avayvwpilete TI¢ Sladopeg katnyopieg Twv AL Kol tnv e€EALEN TOUG.

Na rpoobilopilete ta A avolytol KwdLKa.

Na evromnilete T amaltioelg twv AZ 6oov adpopd 1o UAIKO.

Na avayvwpilete ta AZ GopnTWV GUOKEVWV.

AlSaKkTikEG Evotnteg

AOYLOULKO TUOTAHATOG

Tu elvat AeLlToupyLko ZUoThua

Baolkég apuodLlotnTeC Kot Asttoupyieg Tou AZ

H Sopn evag AeltoupyLlkol CUCTAUATOC

O NMupnvag (kernel) Tou AelToupyLlkol GUOTAUATOG

H emwkowvwvia pe tov xpnotn n Alemadn xprnotn (User Interface)
Katnyopleg AELTOUPYIKWY CUOTNUATWY

lotopikn e€EALEN Twv AX
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1.1. AOYLOULKO ZUCTAHOTOG

1.1.1 O évvoleg «MNpoypappoy Kot «AOYLoHIKO»: ATtd Ty oty mou Ba tpododotnOel pe
NAEKTPLKO PEVUA O UTIOAOYLOTAG ap)XileL TNV ekTéNEDT VO TARBouG mpoypapudtwy. Otav ava-
bePOUAOTE OTOV OPO MPOYPOHUMA EVVOOULE €VOL 6UVOAO EVTOAWV TOU KatBodnyel AeMTOUEPWC
£€ValV UTTOAOYLOTH YLOL val EKTEAECEL CUYKEKPLUEVEG Epyaoieg. Kamola amod autd ekteAouvTal ou-
TOMATO KoL £X0UV OTOXO TN SLayelpLon Tou UTOAOYLOTH OMwE Ba SOUE TTOPAKATW, EVW KATIOLA
aM\a ektedouvtal povo adou to INTHOEL KATOLOG XPHOTNG.

H onuavtiki Stadopornoincn tou umoloylotr anod dAAec cuokevég enefepyaciog deSopévwy
(T.X. TALXVISOUNXAVEG, CUCTAOTO EAEYXOU TWV OUTOKLVATWY) ELVOL N LKAVOTNTO VoL EKTEAEL Eval
TIANB0¢ SLAdOPETIKWY TTPOYPAUUATWY aVAAoya HE TIC OTOLTNOELS KAl TIG AVAYKEG TOU XPNoTN.
Mua rtoyvibopnyavy Umopel va eKTEAETEL CUYKEKPLUEVA LOVO TLOLXVISLO HECW TIPOYPOUUATWY
TIOU €XOUV KOTAOKEUOOTEL ELOIKA YLA AUTH 1) 0 NAEKTPOVIKOG EYKEPANOG» EVOG CUYXPOVOU OlU-
TOKLWVATOU pmopel va Slayxelplotel {ntrpata puBulong tng Katavalwong Kauoipwy, eAéyxou
TWV aLodNTAPWVY, Kataypadng mpoBANUATWY Asttoupyiog kat AAMa INTHUOTE EVOG CUYKEKPLUE-
VOU LOVTEAOU EVOC GUYKPLUEVOU KOTAOKEUOLOTI QUTOKIVATWY. AVT{BETO 0 UTTOAOYLOTHG TAPEXEL
OTO XPNOTN HLA YEVIKN UNXavn Ke Eva 6UVOAO OTOLXELWV UALKOU (emefepyaoTng, pvnun, obovn,
TIANKTPOAOYLO, TIOVTIKL, OKANPOG Slokog Kot AANEG CUGKEUEC) n omolo Umopel va mpoypappatL-
otel va exteléoel omotadnmote edappoyr] eneéepyaciag Sedopévwy, amo va mavidl pHéxpt
£va mpoypappa avaluong Sopudoplkwv pwtoypadLwy Kal KOLPLKWY SESOUEVWVY [UE OTOXO TLG
HETEWPOANOYLKEG TtPOPALPELC.

Noylopko (software) ovoudletal To GUVOAO TWV TPOYPAUUATWY TTOU XPNOLULOTIOLOUVTAL GTOUC
urtohoyLotég. Madl pe to uAkO (hardware) amoteAoUv éva OAOKANPWHEVO UTIOAOYLOTIKO 6UOTH-
pa (eik.1.1).

Ewova 1.1: Mpoowmikdg Yohoylotng (mnyn: Siktuoypadia #9)

Mo va ypadel Kaveic éva poypaa yLa €vay UTIOAOYLOTH, TIPETIEL VA XPNOLUOTIOLAOEL KATIOL
vAwaoa npoypappatiopol. Ot YAWOOEC MPOYPAUUATIONOU avAAOYQ HE TLG EVIOAEG TTOU XpN-
oLomolovv katataooovtal oe Sladopa emnineda avaloya pe TO TOGO KoVId Bpilokovtal oTov
avBpwmo (uPnAou emmédou) 1 otov untoAoyLoth (xapnAou emmédou).
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Ewova 1.2: YoAoyLotrg Kat Katnyopieg AoylopikoU (mnyn: BuBAloypadia #4)

1.1.2 Eidn Noyiopikou Omwce paivetat kot otny €iK. 1.2 To AoyLopiko pmopel va xwploBel og Suo

HEeYAAEG Katnyopleg: 2To AOYLOUIKO POPLOYWY KAl OTO AOYLOMIKO ZUCTHHATOG.

Noyloiko Epappoywv: ITnv katnyopia auth mepAapBavetol pia LeydAn motkidia Stadopett-

KWV TIPOYPOUUATWY TO OTIOLAL ELVOL KATOOKEUAOHUEVA YL VA EKTEAOUV CUYKEKPLUEVES EQYAOLEG

oUUPWVA LE TIG ATIOLTACELS KOL TIG OVAYKES HOC. AvaAoya Ue TN SpaoTnpLotnTa mou avamntuo-

OOUE EMINEYOUE KOl TO QVTIOTOLXO TIPOYpappa. Meplkd mapadeiypata Aoylopkol edpapuo-

ywv elvat:

o Ta npoypauuata oxsbiaong, encéepyaocios pwroypapiag, Bivteo, eLkOVvwv, HYOU Kal 1to-
Avpéowv. Mag mapgxouv tn Suvatdtnta va SnLOUPYNOOUUE Kol va eMeEepyaoTOUE TIAN-
podopieg autoL Tou eidoug.

o Ta mpoypauuata aUToOUATIoUoU ypapeiou. MmopoUue va ypdloupe kat va Stapopduwoou-
e €va Keipevo xpnolomolwvtag Siadopa eidn ypadnc, mivakeg, mAaiola, elKOVeG. Emiong
UIMOpOUUE va XpnoLpomotiooupe Bacelc Sedouévwy Kal AoyloTtikd pUANaL.

o Ta eknaidevtika npoypaupata. Mag Sivouv tn SuvatdTnTa Va EKMALOEUTOUUE OE KATIOLO
SL6aKTIKO avTIKELEVO (LoTopla, paBnuatikd, Guolkd, xnuela, TAnpodopLkh, Kal OTLONTIOTE
YEVIKQ). Emiong pumopoupe va avalntiooupe mAnpodopieg oo va eiyape otn dtdbeon pag
LLLOL T(POLYLOTLKY) EYKUKAOTIALOELA TIOANWV TOHWV.

o Ta mayvidia. Yrdpyouv MOANEC KOTNYOpPLEC TTAVLOLWY o Ta TiLo ammAoikd péxpl cUvBeTa
roxvidla otpatnykng Kot Spdaong.

® O PpuAAOpETPNTEG. MG EMUTPEMOUV VO KAVOU LE TIEPLYNON 0TO SLaSIKTUO KAl va XpnotLuo-
TIOLOU LE SIKTUOKES EPAPOYEC.
NOYLOLLKO ZUCTANATOG: 2TV KOTNyopla auth mepllapBavovtal OAa Ta TPoypALATA TTIOU XpN-
OLUOTIOLOUVTAL YLa TOV EAEYXO TNG AELTOUPYLOC TOU UTIOAOYLOTA Kal Th dnuloupyla Kal eKTEAEDN
TWV MPOYPAUATWY edapuoywy. To BAcLKOTEPO AOYLOULKO TNC KATnyoplog auTnc eivat To AgL-
ToupyLKO Zuotnpa (AZ, Operating System, 0S). To AZ eival éva 6UVOAO TIPOYPOUUATWY TTOU £i-
val umelBuva yla TN CWOoTH KAl GUVTOVLOUEVN AELTOUPYLO TOU UTIOAOYLOTH Kal T SLabeoiuotn-
TA TwV SUVOTOTATWY TOU O GAAX TIPOYPAULOTA I) OTOV XPrOTH. 2T KATNyopia Tou AOYLoULKOU
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OUOTNOTOG OVAKOUV ETILONG Kol Ta EL6IKA epyaleia (utilities) Omwc mpoypappaTa eAéyxou Kat
Slapdpdwonc tou okAnpou Siokou, eAéyyou Kol embLOpOwaong SUGAELTOUPYLWY TOU UTIOAOYL-
otn, avaAuaong tng Kivnong dedopévwy og £va §IKTUO UTTOAOYLOTWV K.d.

Ewkova 1.3: To EUMOPLKA GHLATA TTOU AVTUTPOCWIEVOUV KATTOLO AELTOUPYIKA CUCTHUATA.

1.2. Tueivan AeltoupyLko Zuotnpa

Onwg avadepbnke, To AL anoteAeital and pio opdda mpoypappdtwy Ta onoia evepyolv wg

“evdLapueco” petafl Tou UTIOAOYLOTH KoL TWV XPNOTWY, bOPUOYWY Kol TEEPLPEPELAKWY TIOU
KAVOUV Xprion Tou.

Ewodva 1.4: To AZ mPOoOUOLATETAL LE TOV LAESTPO TOU UTtoAoyLoTr (tnyn: BLBAloypadia #2)

To A€LTOUPYLKO ZUOTNUO ETUTPEMEL OTOV UTIOAOYLOTH va avThapBavetal tig odnyleg mou tou
SlvouE HECW TWV CUOKEUWV £10080U (MANKTPOAOYLO, TIOVTIKL K.A). Mag EMLTPEMEL EMIONC VO
ETIKOWWVOULE WE To Tpoypdupata Sla Hécou tng 080vng Tou umoloyLotr, va arnobnkeloupe
otolxela o diokoug kat flash disks kat yevikad va emikowvwvoUpe Kot va SLoXELP{OUOOTE TIG
TiepLPEPELAKES OUOKEVEG.

Mevikd éva AelToupylkd TUotnpa elval umebBuvo yla TV appovikh Aettoupyla kat Slayeiplon

TOU UALKOU TOU UTTOAOYLOTH, TNV EMLKOWVWVIA L0 UE QUTOV KAl TNV EKTEAECN AAAWV TTpOYPaL-
HATWV.
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Me TNV avamntuén tng texvoAoylog Kal TV eudavion Twv cUYXPOVWY «EEUTIVWV» KLVNTWV TNAE-
bwvwv 0 pOAog Tou AeLTOUPYLIKOU GUOTHHOTOC £YLVE TILO KATAVONTOG. OAEC OL GUGKEUEC OUTOU
TOU TUTIOU, avefapTATWE KATAoKEUAOTH, Staxelpilovtal MAEOV HECW EVOG KOLVWC YyVWOTOU Tie-
pLBaMovtog (r.x Android) To omolo emLTPEMEL TNV EKTEAECN £DAPUOYWV YL TIPAYUATOTONGN
KAfjoewy, meptiynon oto dtadiktuo, Afdbn dwtoypoadlwy KTA

H ewkova 1.4 mapopoldlel moAU emituxnuéva Eva AELTOUPYLKO ZUoTna () To pOAo VoG AsLToup-
YIKOU CUCTHUATOG) LE TO HOECTPO HLOC 0pXNOTPAC. OL LLOUGLKOL LLE TAL LOUGLKA OpYOvVaL ELvVaL TO
LEPN TOU UALKOU EVW OL TOPTLTOUPEC TNG LOUGLKAG LE TIC VOTEC ELVAL TOL TTPOYPAUUATA. Z€ AUTO
TO MOPASELYA O XPOTNG EXEL TOV POAO TOU KOLVOU TIOU TTOAABAVEL TO TEALKO OTIOTEAEC Q.

1.3. BaOLKEG apLOSLOTNTEG Kal AELTOUPYIEG TOU AELTOUPYLKOU ZUOTHHATOG

OL BaotkéG "aprodLlotnTeg” Tou AELTOUPYLKOU CUOTNATOG lval Aoumov:
® Noa Asttoupyel wg evdiapeoog (Aemadn n Interface) avaueoa otov avBpwmo Kal otn
unxavn.
® Na Sayelpiletal TG SUVATOTNTES KOl TOUG TIOPOUC (resources) Tou CUCTAUOTOC UTTOAOYL-
0TI €101, WOTE VO TTOPAYETAL XPHOLLO EPYO.
® No petadépel eVIOAEC /KAl OTOLTAOELS TOU Xpnoth otov H/Y.
® Na Slvel xprolueg mAnpodopieg yLa TNV KATACTAGCH TOU GUCTAUATOG, LETAdEPEL LNVUUA-
Ta Tou H/Y mpog to xprnotn yia Addn r mpofAnuata nouv spdavilovral.
e Na dtayelpiletal tnv Kevrpikn Mvrun (RAM) tou cuoTtiatog.
® Na evepyormolel kat Sivel odnyleg otnv KME. katavépovtag to xpovo Asttoupyiag tng
OTOUG XPNOTEG Kal oTa SLAdopa TPOYyPAUUATA TTOU EKTEAOUVTAL.
® Na Sayelpiletal TG oUOKEUEG €l00S0U Kal €060V gAEyXovTag TN por Twv Sedouévwv
(eloobog) kat tnv €€060 twv mAnpodoplwy (£€060c¢).
® Na opyavwvel Kal StoxelpileTal Ta 0pXeict TOU CUOTAUOTOC LECW TOU CUOTAUOTOC QPXEL-
wv.
® No AEYXEL TNV EKTEAEDT TWV TIPOYPOUUUATWY TWV XPNOTWV.
® Na eboppdlel unxaviopoug mou BeATwvouy thv aohaAela Tou umoloylotr amno Siddo-
pou¢ KLV&UVoUG.
Eva AZ £xeL Suo Baoikoug okomoug:
O mpwto¢ BAOLKOG OKOTOG EVOG AELTOUPYLIKOU CUCTAUATOC £lval n dleukOAuvon Tou XpRoTn
0TNV EMIKOWVWVIA TOU e Tov UTtoAoyLoth. H SLleukoAuvan auTr emtuyxavetal Ue T dnuoup-
yla evog meptBariovrog emikowvwviag (pAotol). Auto pecolaPel avapeoa 6To Xprotn Kat Tov
UTIOAOYLOTH Kol £T0L eV £lval amapaitnTo o XpHotng vo yvwpillel AEMTOUEPELEC TOU UALKOU yLa
vaL KAVEL Xpron Tou.

O xpnotnc Aoutdv pnopel va eotidoet og autd mou emBUPEL va YIVEL KaL LE TIC EVTOAEC TOU Kot
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Ewova 1.5 Enineda evog cUOTAUOTOC UTIOAOYLOTH

TO TPOYPALUATA EPAPLOYWY TIOU XpNoLUoToLel va AUoeL éva poPAnua tou. To AZ elvat otn
oUVEXELa UTELBUVO yLa TNV HeTaBiBaon oTo UAIKO TWV EVEPYELWY TIOU TIPETIEL VAL YiVOUV.

Mo mapadetyua, o xpnotng Sivel pia eVvtoAn yla tnv avilypadr evog apxeiou amod to okAnpo
dioko ot éva flash disk. To A avayvwpilel Thv evtoAn Tou xprotn, avalntd to apxeio oto Sioko,
evrornilel tn B£on tou, eAéyxel av untapxel eAeVBepoc xwpog oto flash disk kat apyilel tn peta-
$opa Tou apyeElou EVOTNTA - EVOTNTO ATIO TO €VA LECO OTO GAAO.

O 8eUTEPOC OKOTOC EVOG AELTOUPYLKOU CUCTAHATOC €ival n alomLotn Kol n amodoTikn Aettoup-
yla Tou cuoTtpatog Tou UToAoyLOTH Kal N KaAUTepn alomoinon twv mopwv tou (KME, pvnun,
Slokol, mepldepelakeg cuoKeUEG). Onwe Ba SoUe Kal oTa eMOpEeVa KebAAaLa, N KATOVOUN oU-
TWV TWV TIOPWV yivetal pe Baon kpltnpta ta onoia e€aadaiilouv ion xprnon amnod 6Aoug Toug
evbladepdpevoug (Xpnoteg kol ehapOYEG) KAl OTTOTEAECUATIKOTNTA 0TNV AfLoTiolnon TouG.

1.4. H bopn €vog AELTOUPYLKOU OUOTHLOTOG

‘Eva AZ amoteAeital and ta mopakATw TUAKOT:

a) Tov Muprva (Kernel). Elvat to kuplotepo tuApa evog AL, To TUAUA UTO GOPTWVETOL TTPWTO
oTnVv KUPLA VAN KL EKTEAE(TAL oUVEXWG 0€ OAN TN SLAPKELA AELTOUPYLAG TOU UTIOAOYLOTH).
Ta mpoypappata epopUOYWY EMIKOWVWVOUV LE QUTO HECA Mo €va KaBoplopévo cUVOAO
kAnoewv. O mupnAvog elvat o kKUPLOG uTeLBUVOG YLa T cuvepyaaia Tou AoyLopLKOU LE TO
UALKO TOU UTTOAOYLOTH,

B) To Zuotnua Apxeiwv (File System). Eival To tuipa tou AZ To omoio Slayelpiletal Ta ap-
Xela (ovopatodooia, kataxwpLon, avaktnon K.AT.) kat povtilel emiong yia tn 8taBeon Toug
OTOUG XPNOTEC,

¥) Tn dienadn xpriotn (user interface). Elvat to turipa mou avolappavel va §€xetat kat va di-
VELOTO GUCTNO TOU UTTOAOYLOTH Ta AT aTa (EVTOAEC) TOU XN OTN Kt eliong va Petadépel
0TO XPOTN UNVULATA OO TO cUOTNA. To TUAKMA auTto Snpoupyel To meplBAAAov emKoWVw-
viag xpnotn — umoAoyLoTr Kat pnmopel va UAomolnBel pe meptBaAdov ypauung eVIoAwy 1 he
ypapiko reptBaAdov 1 Kal Pe Toug SUo TPAToUC.
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1.5. Nupnvag (Kernel) tou AsttoupyLlkoU CUCTAATOG

O Muprvag Tou AeLToupyLKOU CUCTAKATOC elval Eva oUVOeTo pdypappa To omoio Staxelpiletat
aLTrpata xpnong cUoKELWVY €16080U/e€060U armd Tic ehOPUOYEG KOt EAEYXEL TNV KATAVOUN TNE
HUVAUNG KOL TNG KEVTPLKAG povadag enefepyaciog (KME) ota mpoypdppata mou ekteAovvral.
Amnotelel To TLo YaunAd (Kovtd otn punxavn) eninedo tou AZ Kal elval To TPOYPAUUA TTOU EKKL-
VEL AUEOA |LE TO GVOLYLO TOU UTTOAOYLOTH KOl Teppartilel teAeuTaio.

O nuprvag xewpiletal autd mou ovopdletal KANOEL CUOTAMATOC. AUTEG Elval auThOTO OO
TLC EPAPUOYEC YLaL Xpron Tou LALKOU, Snploupyia VEwv Slepyactwy mou Ba ekteholvtal oTnv
KME kat Slaxeiplon tTng UVAUNG TOU CUCTAHATOC. H emikowvwvio pe To UALKO (AAAQ Kal L TLg
ebopuOYEC) mpaypaTomolelTal Sla LECOU EVOC CUOTNATOC SLOKOTIWV TTOU Elval €vVag BaoLKOG
UNXAVLOHOG Tou AZ. MOALG Snpoupyeltal pia SLoKoTH TIoU avTLoTOLXEL O KATIOLO altnua KoAe(-
TOLL TO AVTIOTOLXO TIPOYPAUHO VLo VO SLaXELPLOTEL TO alTtnUa aUTO. MePLOCOTEPA OUWC YL AUTEC
TL¢ Aettoupyieg Ba Soupe oto 30 keddAato.

1.6. H emkowvwvia tou xpriotn N Aienadn xprotn (User Interface)

AvodEpBnKe Tponyoupévwg OTL 0 TIPWTOC Baotkog okomdg Tou AZ eival n SteukoAuvon Tou
XPAOTN OTNV EMIKOWWVIA LE TOV UTIOAOYLOTH. AUTOC 0 PONOG KAAUTITETAL OO TN AeyOUEVn SLe-
nadn xpnotn (user interface) n omola eivat €vag LNXavIoUOC IOV EMLTPEMEL 0TOV XpNoTN: (1) va
XPNOLUOTIOLEL A0S 0TIKA TO cUoTUA apXeiwy, (2) va ekkvel kat va Stayelpiletal Tig ebappoyEég
TIoU ekTeAOUVTOL 0TOV UTIOAoYLOTH Kal (3) va €xel MAnpodopieg yia Tn Asttoupyia Twv povadwy
TOu UTtoAoyLoth e duvatotnta va ipoPel oe pubuioelc.

H Slemadn xpriotn pnopel va npayuatonolnBei pe Vo kuplwg Tpomou:
® MéEow evog SLEpUNVEUTH EVIOAWV.

® Méow evog ypadikoU TepBAAAOVTOC EMLKOLVWVIOG.

1.6.1 Alepunveutic evtoAwv. O SLEPUNVEUTNE EVIOAWV ELVOL O TIPWTOC LOTOPLKA UNYOVIOUOG
EMLKOLVWVIOC He Tov uTtoAoyLoth. O XprnoTng XPNOLUOMOLEL éva tpokaBopLopévo GUVOAO EvTo-
AWV TIG OMoleG Umopel va SwaoeL 0Tov UTIOAOYLOTH SLa LECOU ULOG TEPUOTIKAG GUCGKEUNG Xapa-
KTApwWV () EVOC avayvwoTn KOPTWV OTLG TIOAU TIAALEC ETIOXEG..). AUTEC OL EVIOAEG HtopoUV va
TlapaETpontolnBolv wg mpog tn Asttoupyia toug. Eniong, avaloya pe to AZ, mapéxetal n Su-
vaTOTNTA cUYYPAdNC oevapiwy. I€ AUTH TNV MEPIMTWON UMOPEL va autopatonotnfouv TOANEG
£PYQOLEC TIOU QTALTOUV TN XProN TIOAAWV Ao AUTEC TLG EVTOAEC. AOYW TWV TOAL Loxupwv Suva-
TOTATWV KL TNG OLKOVOULAG XPOVOU TIOU UTIOPOUE VAL EXOULE LIE TN XPNON QUTWV TWV EVTOAWY,
N XPNon Tou SLEPUNVEUTH EVIOAWV GUVEXITEL VO UTTAPXEL AKOUO KOL OTA OUYXPOVA AELTOUPYLKA
ouoTAuata. AUTO yiveTaLl Le TN Xpron evog l81KoU TPOYPAUUATOC €0UOLWONE TEPUATIKOU.
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Microsoft Windows [Exéoon 6.1.7601]
Mvevpatika dikawwpata (c) 2009 Microsoft Corporation. Me ertipuAaén kade vouiuov
SLKOULWUATOG.

C:\Users\osnotes>help

o TEPLOOOTEPEG MANPOWPOPIEG CXETIKA LUE ULOL CUYKEKPLUEVN EVTOAL,

nAnktpoAoynote HELP ovoua-vtoArg.

ASSOC Eupavilet fj TpOMOMNoLEL CUCKETIOELS EMEKTAONG APXEIWV.

ATTRIB Eppavilel i aAAddel ta YapaKTNPLOTIKA QpXELWVY.

BREAK OpileL n amaleipel tov ektetauévo éAsyyo CTRL+C.

BCDEDIT  Kadopilel tbLotnteg otn Baon dedoucvwy ekkivnong yLa tov EAgyyo
POpTWONG EKKivnong.

CACLS Eupavilet ij tpontonotei Aioteg eAéyyou npooBaong (ACL) apyeiwv.

CALL KaAei éva npoypauua 6éoung ano éva aAlo.

CcD Eupavilst To ovoua i tic aAAayEg Tou TPEYOVTOC KATAAOYOU.

Ewkova 1.6: Tunua tng e€660u TG evtoArg HELP n omola Sivetal Héow TOU MPOYPAUUATOC TIPO-
oopolwong teppatikol cmd.exe ota Windows 7

Mopd to OTL £vag SLEpUNVEUTNG EVTOAWV Hag Sivel TOAEG SuvatotnTeg Hallkng Kuplwg emeep-
yaolag apyeiwv, evtoutol eival SUGKoAN n xprion Tou, SLOTL amaltel e€0IKElwon HE TIG EVIOAECQ
KOl TIC TIOPALETPOUC TOU. ATTOTEAEL ONUAVTIKO €PYAAELO yLa SLOXELPLOTEG CUCTNUATWY KOL TIE-
TIELPAUEVOUC XPHOTEG KOl ITOPEL val EE0LKOVOUNOEL XPOVO KOl VO QUTOUOTOTOLNCEL SLadIKOOLEC.
Yta 6e ouotiuata UNIX ) ota Baoldpeva o auto (m.x LINUX) undpyouv meplocdTepOL TOU eVOC
SLEPUNVEUTEG EVIOAWV UE TTOAU TIPOXWPNUEVEC SUVATOTNTEG Tpoypappatiopou (sh, csh, bash).

1.6.2 Tpadko nepBaAlov emikovwviag

To ypadkd meptBarlov emikovwviag (Graphical User Interface, GUI) epdaviletal ano to péoa
¢ Sekaetiog tou 80 Kal EMeLTa KaL £XEL YIVEL TTAEOV 0 BACLKOG LNXAVIOUOC ETILKOLVWVIAG LLE TOV
umoAoyLotr. Baolkd otolyeia Tou eival ta €nG:
e H xpnon nepBaiiovrog ypadikwy Kot 0xL amAng ypoUUnG KELLEVOU.
® H ypnon «mapabupwv» Tou eival opBoywvieg TEPLOXEG OTNV 000V €VIOE TWV OToLWwV
propouv va ekteholvtal epapuoyEg. Ta mapdBupa autd £Xouv évav KaBopLoUEVO TPOTIO
gudaviong kat xewptopoU (tithog mapabupou, xpwHata MAALCIoU, HeYLoTOmoinon, eAayL-
otomnoinon, KAeioluo).
® Yrapén plog «embAVELOG Epyaciacy oTnV omola Umopouv va UNdpxouv Ta mapddupa
Twv ekTEAOVUEVWV edapuoywy KaBwE Kal ewovidla mou avtiotolyolv os epapUOoyEG,
apyela kot pakélouc.
® MANpng €Aeyxog HECW ouokeLwV KatadelEng (m.x movrtiky, light pen, touch pad, 08dvn
aodng). O xpnotng Umopel va eKKLVAOEL Kal va Teppatiosl edappoyEg, va aANagel BEon
Kat péyeboc ota mapabupa Kol YEVIKA va TPOoKaAEel «yeyovotay (.Y mATnua MARKIPOU
TIOVTLKLOU, TOToBETNON SElKTN MOVTIKIOU Og pLa TIEPLOYN, K.A) Ta omoia dtayelpilovrat
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armo to A Kot 08nyoUuvTaL PG TLG aVTLOTOLXEG EDAPHOYEC VLA EAEYXO KOL AVTATTOKPLON.
@ Auvatotnta Umapéng Lo TIEPLOXNG OTIOU UTIAPXEL EVA K UEVOU» TWV EHOPUOYWV.
® Auvatotnta Unapéng KOG EPLOXNG omou epdavilovtal (o popdn eikovidiwv) ot ebap-
HOVEG Ttou ektelouvtal Kat Stddopeg AMeg mAnpodopleg (m.x wpa)
Ma t xprion OAwv aUTwV TwWV SUVATOTATWY Ao TIG EGAPHOYEC TO AZ TIOPEXEL Lo OELPA KAN-
ocwvV oL omoleg eival Stabéotpeg Sta pécou BLBALoBNKkwv Aoylopikou. To ypadiko meptBaiiov
EMIKOWVWVIOG Umopel va elval avamoomnaoTto KoUpAtt Tou A (m.y onwe cupPaivel os OAa ta
Microsoft Windows) i va emhéyetat/eykabiotatat anod tov xpriotn (m.x Aeltoupytkd Linux pe
duvarotnta xprong tou KDE, tou Gnome, K.4.).

Ewkova 1.7: Mapadeiypata ypadikou meptpaiiovtog (Windows XP (ota aplotepd) kat Ubuntu ota de€Ld)

1.7. Katnyopieg AELTOUPYLKWV GUGTNHATWVY

Y€ Lo TIPOOTIABELD KATNYOPLOTIOINGNG TWV AELTOUPYIKWY CUOTNUATWY Ba propoloape va K-
VOULE SLOKPIOELC aVAAOYQL LIE TO TTOPAKATW:

® TuUmo tng enefepyaociog mAnpodoplwv mou unootnpilouvv

® YrmoothpLEn evog 1 oMWV Xpnotwv

® AVOLKTO N KAELOTO AOYLOULKO
Evvoeital OtL éva AELTOUPYLIKO UTIOPEL VA KATOTAOOETAL TOUTOXPOVA 0 SLADOPES KOTNYOPLES
avaAoya LE TOL CUYKEKPLUEVA YVWPIoUATO TOU.
1.7.1 Katartaén pe tono enefepyaociog nAnpodoplwv. Avaloya pe Tov TUTO enefepyaciag Si-
aKkpivoUE TIC kKaTnyopieg mou Ba avadepBolv mapakaTw Kal oL omoleg Stadoponotovvtal Ba-
OLKA OTO XPOVO ammOKpLoNG KoL 0T YEwypadLKr SLaoTiopd Twv Lovadwv. Oa TIPEMEL VoL TOVIOTEL
€8w OTL QUTA N KatnyopLlomoinon cupmepAaUBAVEL KATIOLOUC TUTIOUG AELTOUPYLIKWY OL omoiol
ouclaoTika dev udiotavral mAéov AOyw TG Tepaotiag e€EAENG TN Texvoloylag kal Tng avén-
ONG TNG UTIOAOYLOTIKAG LoXUOG, TNG UVAUNG, TOU amoBnKeUTIKOU XWPOU KAl TG TaxUTNTAS TNG
SIKTUAKNAG EMIKOWVWVLAG.
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Kata 6éoueg (batch). Av kal cuvavtdtal o€ TAAALOTEPA CUCTAKOTA, UTIAPYOUV Kal Of)-
HEPQ KATA KATIOLO TPOTOo oto cuotipota GRID (umoloylotikd mAéypata). Mapa moAhol
XPNOTEC aVOBETOUV TIC CUVABWG ATIALTNTIKEG O TIOPOUC EPYACLEC TOUG KAL OUTEC EKTE-
AouUvral, omote eival Suvatod, amo To cUOTNHA e KEVIPLKA Slaxeiplon.

JuvaAdaywy (transaction). ESW UTIAPYEL CUVEXNG ETILKOLVWVIO XPOTN-CUOTIUATOC KOl N
arnokplon Ba mpémel va Slvetal 000 1o ypryopa yivetal. AUTO TO XapAKTNPLOTIKO Guva-
vTaTal Kat ota Stadoyikd (interactive) cuotpaTa.

MeptouoU ypovou (time sharing). To clotnua dtapolpaletal oe TOAAOUC XPrOTEG Kl
glval SuvaTo val UTIAPXEL XPEWON YLOL TLG UTINPEGLEC TOU.

MpayuatikoU ypovou (real time). To cvotnua TipEnel va e€aodalilel dpeon amokplon
O€ TIPOKAOOPLOUEVO Kol GUVHBWG TTOAU ULKPO XPOVIKO SlaoTtnua kabBwc n Asttoupyia Tou
ennpedlel kpioeg Sladikaoieg 6mwe M.y EAeyxoc Blopnyavikwy SpaotnpLlottwy, EAey-
XOG AEPOMAGVWY, SlaoTnuomAoiwy KTA.

Avoxn¢ opaludtwy n aveu navonc (fault tolerant 1) non stop). ESw MpOKeLTAL yLo CUOTH-
pata ta onola dev emtpénetal va Stakoouv tn Asttoupyia Toug Aoyw BAapwv LAKOU
1 AA WV Aoywv. Mpodavwe Eva cUCTNUO TPAYHUOTIKOU XpOVoU Ba TPEMEL va TIOPEXEL Kall
autr tn duvatotnta.

Kataveunuéva (distributed). MpOKeLTaL YLoL CUOTHUATO Ta OTola £Xouv yewypadikn Sia-
omopa Twv otabuwv epyaciog os Stadopa onpeia.

Juothuata neAatn-séunnpetnth (client-server). AmotehoUv tnv teleutala e€ENEN evow-
MATWVOVTAG TIOAG ard Ta TOPATIAVW XU POKTNPLOTIKA. MPOKELTAL YOl GUCTAUATO OOV
UTTAPXEL £VAG I TIEPLOCOTEPOL KEVTPLKOL UTIOAOYLOTEG LE EMAUENUEVES SUVATOTNTEG (g€U-
TINPETNTEG/servers) oL omoioL SExovTal AmOUOKPUCUEVEG OUVOEDELG OO AAAOUG UTIOAO-
ylotég (mehdreg/clients) kot Stapotpdlouv UTTOAOYLOTIKOUC TIOPOUC OTIWG ATTOBNKEUTLKO
XWPO, EKTUTIWTEC KTA KAl eGOPHUOYEG OTWE BAcelg dedopevwy, ebapuoyES ypadeiou KTA.
0 e€umnpetntic Kal oL otabpol epyaciag (meldrteg) ehéyxovral cuviBwe amo dtadope-
TIKA AELTOUPYLKA cuoTpaTa KaBwe mpemel va e€unnpetoouv SLadOopPETIKEG AVAYKEC O
KaBévag. Evag véog 6pog otnv NMAnpodoptkn, n umoloylotikn védouc (cloud computing)
glvat puo okopa e€EALEN evOC TETOLOU GUCTAKOTOC TTOU BAGLETAL OTN XPHON UTNPECLWY
TOU MAyKOGULOU LoTOU Kal TN duvatotnTa Xprnong amobnkeutikol Xwpou Kat EGopUoywy
Sl péoou tou Stadiktuou.

1.7.2 Kataragn pe mAn0og xpnotwv. Avaloya e Tov aplBud Twv XpnoTwy mou unootnpilouv
Ta AELTOUPYIKA cuoTrpata Slakpivovtal o U0 KATNYopLEG:

Evog Xpnotn (Single User). Tal ASLTOUPYLKO. GUCTAHOTA QUTO UTTOPOUV Vo EEUTINPETIIOOUV UOVO
£€va XpNotn o€ KABE XpOVLKI OTLYHN. XApOKTNPLOTIKA TTopadelyplata TETOLWV AELTOUPYLKWY OU-
otnudtwy eivat ta Windows 95/98/2000, to MS-DOS kait to Asttoupyikd IUotnuo Twv Apple
Macintosh.

MoAAwv Xpnotwv (Multiuser). To AELITOUPYIKA CUOTAMOTA QUTA UTOPOUV va eEUTINPETHCOUV
TIOAAOUC XPOTEG TO (510 XPOVIKO SLACTNHA. XAPAKTNPLOTIKA TAPASEY T TETOLWY AELTOUP-
VWKWV cuotnudtwy sivat ta Windows NT/2000/Server, to UNIX, to LINUX, to NOVELL, to VMS
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¢ DEC, to 0S/400 tng IBM Kkal ta Asttoupytkd cuotipata twv mainframes (IBM MVS, IBM VM,
CDC NOS k.Am).

1.7.3 Katdtagn pe kabsotw Asttovpyiog. To kabsotwe Asttoupyiac kabopiletal amnd tnv ava-
yKn Omapéng i OxtL pag adeLag xpriong Tou AoyLOULIKOU TOU AELTOUPYLIKOU GUOTHHATOG N omola
£XEL KATIOLO KOOTOC. OMWC Kal og MOANEG KaTtnyopleg AoyLopIkoU epapoywy, amod TLg apxEG TNG
Sekaetiog Tou 90 Kal EMELTO UE TNV AVATTTUEN Kal Tou StadiktUou, urtdpyeL pia véa prhocodia
otnv avantuén Aoylopkol Baoctllopevn otn Snuloupylol avolXTwy KOWOoTHTWY avantuéng Ao-
YLOULKOU. € QUTEC TLG KOLVOTNTEG N CUMMETOXN €lval ouvnBwg eBelovtikr). Ouadeg mpoypap-
patlotwv So0UAEVOUV OE KOLWVEC epyacies oxeSLaoUoU Kal avamtuéng AoyLopkoU. ATloTEAecUQ
QUTWV TwV dpAocewv gival n dnuioupyict AOYLOWKOU TO Omoio TapEXETAL Yo Xpron dwpeav
Kal Tautoxpova sival Slab£otpog kat o mnyaiog Kwdikag tou (EAelBepo AoyLopIKO/AoYLoULKO
AvolytoU Kwdika, EAAAK). ZuvnBwg n puovn unoxpéwon eival n cuvéxton tng Swpeav mapoxng
0€ TIEPIUMTWON MEPALTEPW AVATTTUENG TOU, EVW UMOPEL val UTTAPXEL XPEWON VLA UTTOOTHPLEN OTN
XPNon QUTAC TG Katnyoplag Aoylopikol. EKMpdowmog autol Tou TUMOU AOYLOWLIKOU ota AsL-
TOUPYLKA cuotipota eivat to LINUX to omoio mapéxetal Swpedv os Stddopeg ekdooelc/dlavo-
UEG Kal Baoiletal otn dhocodia Tou UNIX.

1.8. lotopikn E€EAEN TwV AZ

H wotopwkn €€€ALEN Twv AZ akoloUBnoe tnv e€EAEN TNG QPYLTEKTOVLIKAG TwWV UTIOAOYLoTWV. la
TO AGy0 auTO Ta AZ UMOPOUV va KATNYopLoTotnBoUv o€ YEVLEC QVTIOTOLKEG LE TLG YEVIEG TWV
UTTOAOYLOTWV OTIWE avodEPETAL TAPOKATW:

1n leved (1945-1955): H/Y ywpig AL.

OuGLOOTLKA OL TTPWTOL UTTOAOYLOTEG Sev eiyav AEITOUPYLKO UOTNUA. AVT QUTOU OL XPHOTEC, oL
ormoiol ATav e€ELOIKEUUEVOL ETILOTILOVEC — TIPOYPAUUATIOTES, EMPETIE VO TIPOYPAUUATIOOUV TNV
KaBe epyacio og yAWooO UnXavig ) oKOA Kal UE PUCLKO XELPLOUO SLOKOTITWV.

2n levid (1955 — 1965)

Me tnv avakdaAun kot xprion Twv tpaviiotopg (kpuotaAlotpiodol) Ta omola avtkatéotnoav
TLG AUYVIEG 0TOUC NAEKTPOVLKOUG UTIOAOYLOTEG UTIRPEE L0 TTPWTN UELWGN TOU GYKOoU Kal avénaon
NG AELTOUPYLKOTNTAG TOUG. H avdBeon epyaciwv Umopel va yivel MAéov pe xprnon dlatpntwy
KQPTWV TO TIEPLEXOUEVO TWV OMOLWV MEPVOUOE OE LAYVNTIKEG TALVIEC KAl ard eKel 0T UVAUN
TOU UTtoAoyLoTr akoAouBwvtag pLa avtiotpodn mopeia Katd Tty £€060 Twv AMoTEAEOUATWY. H
XPNoN Twv umoAoyLloTtwy cuveyilel va amattei e€elbikeuon Kal TTOAEC YVWOELG.

3n levea (1965 — 1980)

Je QUTN TN yeved eudavilovtal olyd olyd To XAPAKTNPLOTIKA TToU avadEPapE OTLG KATnyo-
PleEC TWV AELTOUPYLKWY CUCTNUATWY. ETvooUvTal €VVOLEG OMWE O TIOAUTIPOYPOAUUOTIOUOG
(multiprogramming) kat n moAuSiepyacia (multitasking) mou avadépovral otn duvatotnrta va
OUVUTTAPYOUV OTN UVAKN Kot Vo ekTeAouvtal otadloka oAA poypdupata f Stepyaoieg tou
idlou mpoypappatoc. Anuloupyovvtal YAwooeg urtoBoAng epyactwv (Job Control Languages)
Kat epdavilovtal emiong TepUATIKA yla eUKOALD oTnV SLemadr) KoL amouakpuopevn poaBaan.
O XpdVOoG TwV CUCTNUATWY QUTWV Urtopel MAeOV va Slapolpactel o€ ToAOUG XpHOTeC oL omolol
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uropoUV va eival tautoypova cuvdedepévol. Autr tnv repiodo dnploupyeitat to mpwto UNIX
oloTNUa TIoU KalvoToel kaBwg umdpyxel Slabéotpo yia SladopeTikolg TUTTOUC UTIOAOYLOTWY
o€ avtiBeon e Ta AELTOUPYLKA CUGTAOTA TIOU KATAOKEUAIOVTAV AMOKAELOTIKA YLo Evav TUTO
unoAoytoth (r.x VMS yia tov VAX 11/750). Zav nieptBaAiov Stemadng e Tov XproTn UapxouV
TIAEOV OL SLEPUNVEUTEC EVIOAWV.

4n l'eved (1980 — 1990)

To onuavTtiko oTolyelo edw givatl N udAVION TWV TPWTWV MTPOCWTILKWVY UTtoAoylotwy (IBM PC
Kat cupBatd) ol omoiol £xouv wg AX To MS-DOS tn¢g Microsoft. MapdAAnAa umdpxouv ta -
yoAa urtoAoylotikd cuotripata (mainframes) ou kavouv xprion tou UNIX kupiwg aAAd kot ta
Macintosh tng APPLE pe to MAC-0S w¢ To AELTOUPYLKO ZUOTNUA HE TLG TIPWTECS XPHOELS ypadL-
KoV TtepBAAOVTOC ETIKOWVWVIAG.

‘EvvoLeg OTWwG N GLAKOTNTO TTPOC TOV XPNOTh AMOKTOUV onuacia Kot emtBAAOUV TNV oAoéva Kal
peyaAUtepn xpnon ypadikwv onwg daivetat kat otnv €ik. 1.8. Autr tn nepiodo epdavilovral
KaL Tot AELTOUPYLKA cuoThpata Siktuou urtodoytotwyv (NOVELL).

Elkova 1.8: AEITOUPYLKA ZUCTAUATA 4NG YEVLAG

5n levea (1990 — onuepa

H tayutatn mAéov eEEALEN TNG TEXVOAOYINC TOOO GTO UALKO OGO KOl 0TO AOYLOMLKO KAL) AVATTUEN
TwV SIKTVWV 08NYyoULV TI¢ e€eNiEels. MpoowTiKol UTIOAOYLOTEG APXLKA KOl TIPOCWTTLKEG EEUTIVEC
OUOKEUEC TO TEAEUTALO XPOVLA ATOKTOUV TEPACTLEG UTIOAOYLOTIKEG LKAVOTNTEG OE CUYKPLON HE
TOUC UTTOAOYLOTEC TNC 4NG YeVEQC. Ta AELTOUPYLKA cuoTAHaTA eEEAiCCOVTAL KOl EVOWHOTWVOUV
Ta TIEPLOOOTEPA OO TA YWWPLOUOTA TIoU €XOUV orpepa (PALKOTNTA, TIOAUTIPOYPAUUOTIOUO,
noAuypnoia, diktuwaon, acdpadeta). Tuotuato MeEAATN-eEUMNPETNTNA €ival To BACLKO LOVTEAO
TIou akoAouBeital pe KatdAnén onwg avadépOnke Kal otnv mPonyoupevn mapdypado Ta on-
Heplva cuotnuata véboug (cloud computing) pe xprion tou Stadiktuou.
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Ewdva 1.9: Aettoupykd Zuotnuata 5ng Mevidg (epmopikd onpota)

EpwtRoELg

O 00 N O Ul

11.

12.

13.
14.

15.

16.

. Nota elvat n dopn Twv cUYXPOVWY ZUCTNUATWY YITOAOYLOTWY KOL YLOTE;
. Na avadEpeTe GUVOTITLKA TIG KATNYOPLEG OTLG OTIOLEC SLOKPIVETOL TO AOYLOLKO OUOTHLOTOG.

J€ TIoLa EVPUTEPN KaTNyopla eVIAooeTaL QUTO;

. Noto poAo emute)el to Asttoupykd TUotnuo o €vav umoloyloth; Tt Ba ywotav av dev

UTTHPXE QUTO;

. MNoleg elvat oL BACIKEG APLOSLOTNTEG EVOC AELTOUPYLKOU GUOTHOTOG;
. Nwc¢ emkowwVvel 0 YpRoTtng Ke To AELTOUPYLKO TUOTNUA. ;

. Tuelval éva cbotnua NoAAwv Xpnotwv (Multiuser System);

. Tuelval éva cbotnpa NMoAudiepyaociag (Multitasking System);

. No avadEpete oVOUAOTIKA TO KUPLOTEPQ UEPN EVOC AL

. Tuyvwpilete ylo Tov upnva Kat to poAo tou oe éva AZ;

10.

Mola eival T onpavtikotepa Prpata otnv EEAEN TwV AL Ao TNV MPWTN YEVLA LEXPL ON-
uepa;

Mowa eivat n dtadopd petafyu Twv opwv MoAubdlepyaciag (Multitasking) kot MoAAwv Xpn-
otwv (Multiuser);

MoLeC ATAV LOTOPLKA OL KATNYOPLEG TWV AELTOUPYLKWY CUOTNUATWY KOL TIOLEG KOLVOTOWIEG
Edepav;

Moleg eival oL TAOELS 0TO OXESLOOUO AELTOUPYLKWY CUCTNUATWY oo To 1980 Kol PeTd ;
Na oploBolv ol évvolec Meplopol xpovou (Time sharing) kal enefepyaocia Mpaypatikou
Xxpovou (Real Time processing),
Y€ TIOLA KATNyopla AELTOUPYLIKWY CUCTNHATWY avikel To MS-DOS, ta Windows 98 kal ot
mota to UNIX;

Na avadépete ta o yvwotd AL. Tt yvwpilete ylo to kabEva;
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17. Moleg amod TG MApaKATW EQYACIEG ATTOTEAOUV EPYACLEG TOU AELTOUPYLKOU GUOTHHOTOG:
1. OpBoypadikn S10pOBwon KeLPEVOU

2. Alopopdwaon Stokou

3. Ynootnplén ektéleonc moAAwv SlepyacLwy TAUTOXpovVa

4. Mopdomoinon mapaypddou

5. Alayelplon mOpwWV GUCTHUATOG

Mola oo To MAPOKATW AMOTEAOUV LEPN EVOG AZ;

18.

19.

OU AW e

Extunwtng
Juotnuo apxeiwv
MAnKtPoAOYL0
Awaxeipion pvipng
006vn

Awoeiplon KME

ETUAEETE TIG OWOTEC EKDPAOTELG :
1.
2.

o vk Ww

To Aoylopiko Xwpiletat 0To AOYLOMIKO TUCTHHATOG KAl 6To AOYLOULKO Edappoywy.

To Aeltoupykd ZUOTNUO 0OKEL €val SLAKOOUNTIKO polo Seutepeliouoag onpaciog oto
UTIOAOYLOTLKO oG cUoTNUA

‘Eva Aettoupytko ZUotnpa odnyel otnv omatdAn Twv mopwv TOU GUCTHOTOG

To apyxeio sivat pio vontr povada anobrikeuong dedopevwy

O nupnvag puBuilel TNV emikowvwvia Twv SLEPYACLWV

Otav duo enefepyaocieg {ntovv Tautoxpova tnv uhomoinor toug amod tnv KME tote
Katappéel To cuoTNUA

. To Aettoupyiko Zuotnpa Sev AapBAavel LépLpva yla pootacia kal aopaAela

Me tnv dlayelplon TG UvANnG To AZ petadEpel OAOKANPN TN UVA N OO TN Ui emeéep-
yaoia otnyv dAAn

JTOL CUOTAHOTA TTPAYUATIKOU XPOVOU E£lval TIEPLTTO va TPOUVTAL OL XPOVLKOL TTEPLOPL-
opot
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Apaotnplotnteg

(yta Windows kat Linux)

1.

MopatnperoTe MPOCEKTIKA Kol kataypadte ta BAuata mou pecoAaBoulv amd tn oTlyun mou
niélete 1o mARktpo ON/OFF Tou umoAoyLoTH oaC UEXPL TN OTLYU TTOU 0 UTTOAOYLOTAG gival
£toluoc va dexBel epyaociec. Av xpelaotel va maywoete tn dtadlkaoio matHote To MARKTPO
Pause/Break.

Avalntriote oto Sladiktuo toug dpoug POST boot, BIOS, boot sequence, OS Loader, GRUB
KaLl ouI{NTroTE 0 OUABEG yLa TNV EPUNVELQ TOUC.

. Katd tnv dtadikaoia ekkivnong twv Windows miéote kal Baothte matnuévo to mARKTpo F8

Kol e€ETAOTE TIG eMIAOYEC EKKIVNONC.

. MOALG o Asttoupytko eival £Tolo va dexBel eviolég e€olkelwBelte Pe TN XPHON TWV ELKOVL-

Silwv, avoifte epapuoyEg, petakivelote kat alagte péyebog ota mapabupa Touc.
E€epeuvnoTe TIC LOLOTNTEC TOU ypadikou TepBAAAOVTOC EpyaCiog TOU XPNOLUOTOLELTE. AOKL-
HaoTe va KAvete 6e€l KAK vw o€ pia B€on tng emidavelag epyaciog kat eAéyéte Ti¢ duva-
TOTNTEG MAPAUETPOMOINONG KOl EEATOUIKEUCNC TIOU GOC TTOPEXOVTAL.

E¢epeuvnote TG epapPUOYEG TTOU ElVOL EYKATECTNUEVEG OTOV UTTOAOYLOTH TIOU £PYQAIECTE.
Mropeite va TI¢ KATATAEETE 0 AOYLOULKO EDAPUOYWV Kal ELOIKA epyaleia;

. EAéy€te tnv ékdoon Tou AZ mou xpnotponoleite (ota Windows pe §e€i kAik oTo glkovidio «O

YIoAoyLoTHC Hou» Kol PETA «I8tdtnteg», oto Ubuntu «Pubpioslc Juotipotog»/«Aemtopé-
PELEGY)

Avoite éva mapabupo ypappng evtoAwy Kat ANKTpoAoyrote tnv evtoAn HELP (ewk. 1.7).
Yta Windows XP 1} 7 mAnktpoloynote tnv evtoAr] MSCONFIG og £va mapdbupo Ypappng
EVIOAWV Kal e€gpeuvnoTte TI¢ SuvatOTNTEG IOV oa¢ TtapéxovTat. Avalntrnote mAnpodopieg
yla TV evtoAn oto Stadiktuo.

[19]






KedaAaro 2

Opyavwon Zuotipatog Apxeiwv

To avtikeipevo autoU tou kedpalaiou ival n opydvwon ToU CUCTHOTOS apXelwV TOU UTIOAOYL-
oth. Mapouctdlovtal €Voleg, OTwG N Slaxeiplon apxelwv Kat To cuoTNUA apXeiwv, avaAleTat
N GUOLKN 0PyAVWON TWV AMOBNKEVUTIKWY HECWVY KAl avapEPovTal PACIKE OTOLXELQ OXETIKA pE
NV aodAAELO CUOTAUATOC.

Awdaxktikoi Ztoxol

Y€ aUTO To Kedpalato Ba pabete:
® Na YpnOLUOMOLELTE TNV LEpOPXIKA SOUN amoBrKkeuong apxeiwy.

® Avayvwplilete T povadeg anobrkeuong dedopévwy (omtikog Siokog, okAnpdg Slokog,
usb-flash, k.A.m).

® [0 TO SIKOLWHOTA XPNOTWVY OE OpXELa KOl KATAAOYOUG.

® [a TNV GUOLKN 0pyavwaon Twv apxeiwv otov okAnpo dioko.

e [la TNV avoyKalotnTa tng aodAAELOS CUCTAATOC.
AldaktikéG EvotnTeg

2.1 Awaxeiplon apxeiwv kat cuotnpa apxeiwv

2.2 Katavopr Twv apXelwv € GUOKEUVEG.

2.3 Quotkn opyavwon tou diokou

2.4 Tpoomnélaon diokwv

2.5 Aodalela cuoTUATOC
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2.1. Awayeipion Apxeiwv Kot Zuotnua Apxeiwv

2.1.1. Ewoaywyn otn Staxeipion apxeiwv. H kavotnta anobrkevong dedouévwy lvat €vag
Qo6 TOUC AOYyoUG TTOU GUVTEAECQV OTNV £€AMAWON TWV H/Y 0g £pyaioLako Kal OLKLOKO XWPO.

lNa va arnoBbnkeutolv dedopéva os H/Y, eival amapaitnto vo toug 600l £va 6vopa (file name).
AuTo umopel va oplotel we apxeio, SnAadn éva cuvolo amo dedopéva mou eivat amodnKeuue-
val e éva ovoua. AsSopéva OTwE HOUOLKN, TALWVIES, Kelpeva, pwToypadleg Kal TpoypaupoTa,
anoBnkelovtal W apyela os cUOKEVEG TV H/Y. OL GUOKEVEG OUTEG AéyovTal SEUTEPEUOVOEG I
BonONTKEG LVALEG KL N AOBRKEVON 0’ AUTEG Elval JOVLN, O€ avtiBeon Ue TNV KUPLO VAN
RAM mou n amoBnkevon ival mpoowpwr (LéxpL va kAeioel o H/Y). Tétoleg cuoKeLEG amoBn-
keuang eivat ol okAnpol &iokot (hard disks ) magnetic disks), oL onttikol iokol (CD, DVD), pvi-
pec turtou NAND omwcg USB stisks kat Solid State Drive (SSD), ot payvnTikeg Tatvieg (magnetic
tapes) kat ot eUkapmnrol Siokol (floppy disks).

H uikpn tayutnta npocBaocng eival To KUPLOTEPO UELOVEKTNLO TWV CUCKEUWV Seutepelioucag
HVAUNG (XAlootd SeutepoAémtou, msec=103), oe oxéon pe tnv KUpLa pvipn RAM (Stoekatop-
HupLooTd, nsec=107), elval SnAadr) OAAEC XIALASEC DOPEG ULIKPOTEPN.

Ewova 2.1: Aeutepelouca Pviun

2.1.2 30otnpa Apxeiwv (File System). Otav o xpriotng BéAetL va armoBnkeloeL KATOLO OpXEiD, TO
AZ Tou {nTtd povo to ovoua mou BEAEL va Tou Swaoel. Ao TO GNUELO EKEVO Kal HETA, O,TL GAAO
amnatteital yla va anobnkeutel to apxeio to avahappavel To AelToupykd Tuotnua tou H/Y.

Ma va eAéyxel TNV amoBAKeLon Kal TNV AVAKTNON OpXELwV 08 CUOKEVEG, TO AL XpnOLUOTOLEL
€va Zuotnpa Apxeiwv (file system). KaBe Zuotnpa Apxeiwv opyavwvel (amoBnkevel) Ta apxeia
He TNV 81K Tou AoyLkn (TpOTo) Kal Kpatd MAnpodopieg yU' auTd OMWG: To Ovoua, To HEyedog,
ToV LBLOKTATN TOU, TNV WPa KoL NUEPOUNVia Snuloupylag Katl Tpomomnoinong, T Sikalwpata
XPNOTWV KOl OLASWV KOl TO GNUELO TNG CUGKEUNG TTOU €XEL ATIOBONKEUTEL.
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Yndpxouv moAAd €18 ZuoTnpaTwy Apxeiwv. Kabe AL pmopel va eykataotaBel 0 GUYKEKPLUEVA
amno autd kat eivat bavo va pnv €xeLmpoopaocn o’ dAa Tuotipato Apxeiwv xwplg mpdobeteg
edappoyeg tétolou okomou (rmy ta Windows xpetalovtal té€tola epappoyn yia va dStapfdacouv
amno ext3 clotnua apxelwv). Nvwototepa €idn Tuotnuatwy Apxeiwv eivat: yia Windows to
NTFS kot FAT32, yia Linux (Aivou€) To ext3 kat ext4, kat yia Mac Os X to HFS+.

Ewdva 2.2: ATEIKOVION TWV amoBnKeuTKwy péowv og H/Y pe AT Windows 7

2.1.3 Eupetplo (Directory). 2e kaBe H/Y umdpyouv YIMASEC apyela OMWE KELLEVWY, TIPOYPOLHL-
MATWV, LOUGOLKAG KoL Taviwy. Av amoBnkevovtav 0Aa autd otov 18Lo xwpo, &€ Ba Atav euKoAo
va BpeBel éva cuykekpLUEVO apxelo AVAUETA TOUG.

'O\a ta oUyxpova AZ XpNOLUOTIOLOUV ToV IEPAPXLKO TPOTIO OpYyAVWONG apXELWV YLa VAl LTOpEL Va
ylvetal evkoAa n Tafvounaon Kat eUpeoH TouC. X' aQUTOV, XPnoLUomoLloUVTaL ELSIKA apyela oy
ovoudlovral ¢pakelot (folders) i katdAoyou (catalogues) 1 eupetrpla (directories) kat mepLé-
xouv mAnpodopieg ya apxeia (ovopa, péyebog, Sikatwuarta, K.Am.) kot GAoug dakéloug (umo-
dakéloug). OL umodpAakeloL e TN OELPA TOUG UMOPOUV Vo TIEPLEXOUV TIANPOGOpPLES Yyl AAAQ
apyela kat umodakéAloug K.ATt. Me auTov Tov TPOMo SnuLoupyeital éva avteoTtpappévo §évipo
omou otnv kopudr Tou Bploketal n pila (root) tou Sévipou Kat KAadLA Tou eivat ol Gpakelot
TIOU MITOPOUV va £XouV yia TlapakAdasia urtodakeAOUG.
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Ewodva 2.3: Mapadetypa doung dakéAwv

Ma mapddetypa, otnv €ik. 2.3 umapxel o Alayelplotic Apxeiwv (File Manager) twv Windows?7.
ITNV apLoTepn MAEUPA TNE ELKOVOS KA KATW oo Thv AEEn YmoAoytotri¢ BplokovTal oL GUOKEUEC
Aegutepebouoag pvnung: C;, D:, E:, F:, G, H:.

Kd&tw amoé tn ouokeun F: (mou €xel w¢ ovopa to HDA_40) umdpyouv ol pakeAot (Khadla 6¢-
vtpou) SRECYCLE.BIN, System Volume Information kot Madfueare. Katw and ta Madriuata
umapxouv oL urtodakeAol (apakAadia) A’ TAZH, B’ TAZH, I TAZH kat K&tw amo Tov urtodakeAo
B’ TAZH umapyet o urtodake og AEITOYPIIKA 5YE. KAl ASQAAEIA. O dakehog AEITOYPIIKA 3Y3.
KAl AXDAAEIA omwg daivetal kat amo T Fpapur AteuBUvoewy elvat emAEYUEVOG [E TO TIOVTIKL.
Otav emiléyetal amo aplotepd £vag dAkeAog, TOTe AUTOC Aéyetal TpEYwV @AakeAog (current) n
adkelog Epyaciag (working), kat oto 8€€l0 Lépog tng 086vng epdavilovral Ta MEPLEXOUEVA
aUTOU Tou dpakEAoU Tou oTo apddelypa ival povo to apyeio Epyacieg-20u-kep.docx.

210 mapadelypa auto, n pila eivat oto HDA 40 (F:) (ouvhBwg cuppoAiletal pe \ oe Windows
Kat pe / og Linux)
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2.1.4 TunpoodEpel 1o TUoTnpa Apxeiwv. Ta Zuotnua Apxelwy, katl avaloya pe To AsltoupyL-
KO ZUOTNUA, TAPEXOLV TOU £EMG UNXAVIOUOUC XELPLOUOU OpXELWV:
Apyxeia opydvwong. Autr yivetat pe tn xpnon eakélwv yia va opadornotnbolv ta apxeio avd-
Aoyal LE: ToV LOLOKTATN TOUC, TN GUGKEUH amoBnkeuong Kal Pe Omolov GAAO Tpomo emBUpEL o
Xprotng.
Apyxeia ovopatodooiag. Ie kabe AT umdpyouv KamoLloL xapaktipes N Aé€elg tou Sev emitpéne-
TAL N XPr)ON TOUG O€ ovOpaTa apXelwv N pakéAwy.
Aev emutpemovral 1) Umopel va dnutoupynoet mpoBAnuata n xpnan toug:
® e Windows: ot xapaktipeg\/?: * “ | > < €xouv £l8ikn xpron amo to AX
Ta ovopata coml kat lptl péypt 9, CON, AUX NUL, PRN yiati
glval ovouaTa GUOKEV WV
® Je Linux: o0 xapaktApag / (slash) kat

(Ouyapaktipec\ ?: * “ | > < éxouv el8ikr| xprion armod to A Kat

lowg dnuloupynoet mpoBARpaTa n xprion Toug (kupiwg os

neplntwon petadopdg toug) )
To unkoc ovouatwv (filename length) eivat: yia Windows 255 xapoaktripeg kat yia Linux 255 ya
ASCII xapaktrpeg kat 64 yia Unicode
Enéktaon (extension) ) kataAnén (suffix). Zta ovopata apxeiwv pmopouv va xpnotlonotnbouv
ia n meploootepeg teAeleg. Ano Tnv teAeutaia TeEAEla KOl HETA UTIAPXOLV cuvnBwe 3 R 4 xapa-
KTNPEC, N EMEKTACN TOU OpXELOU, TTOU givat pLa EVEELEN yLa TO TTIEPLEXOUEVO TOU OPXELOU Kol E
Tt elboug mpoypappa dnpovpyndnke. Itov mivaka 2.1 epdavilovtal HEPIKES amd TIC YVWOTO-
TEPEC ETIEKTAOELC OpXELWV.

Eidog apyeiov Enéktoon

Microsoft Word docx

Microsoft Excel xIsx

Microsoft PowerPoint pptx

Adobe Portable Document Format pdf

Shockwave Flash swf

Apxela kelpévou txt, rtf

Apxeia stkovacg/ypadikwy gif, jpg, tiff, pict, png, mng

Apxeia Bivteo avi, dat, mpeg, swf, flv, Xvid, DivX, mov,
mp4, 3pg

Apxela nyou wav, mp3, wma, m3u, mid

Mivakag 2.1 OL o cuVNBLOUEVEG EMEKTATELS OPXELWV

Awakpion nedwv-kepaaiwv. 1o A Windows dev yivetal Siakpilon melwv-kedboAaiwv ypaypl-
MATWV TIY. Ta AATVIKA A Kat g gival to (6to. Emopévwg To apyeio Abc.txt eival to (610 pe To
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abc.txt kat 6ev pmopouv va undpyxouv otov (8to pakeAo kal Ta Suo. 2to Linux yivetat Sid-
kplon melwv-kedbolaiwv. Anladn, To apxeio Abc.txt eival SlodopeTikd amod to abe.txt Kat
UmopoUV av GUVUTIAPXOUV oToV (810 dpakeho.

‘EAeyxo npoomnéhaong. Mmopouv va §o08ouv /adaipeBolv Sikatwpota mavw o’ Eva apxsio
yla va tpooTaTeuTel. 2e kABe apxelo kabBoplleTal o LOLOKTATNG TOU KAl Ta SIKOLWUOTA TIOU
Ba £xouv mavw ¢’ aUTO oL uTtoAowol Xproteg Tou AL Avaloya pe To Zuotnua Apxeiwv Kol
10 AZ, propouv va kaBoplotolv Stakiwpata: Eyypadng (write), Avayvwong (read), Awaypa-
on¢ (delete) kat EktéAeonc (execute).

Duowng anodrkeuong. Alvetal n duvatotnta va enilexbel o€ mold cuokeur BondnTkn
HUvAUNG Ba amoBnkeutel éva apxeio. ALapOPETIKEC CUCKEUEC UTTOPOUV Va £XxouV SladopeTi-
K& cuoTnuata apxelwv emopévog kal Tpomo eyypadng Toug.

AnoAutn (absolute) kau Zxetkn) (relative) avadopad o apyxeio. H Béon evog apyeiov mpoo-
Slopiletal amo to povorndrtt i Stadpopn (pathname) mpog autd. To SlaxwpLotiko dakéAwv o
Windows eivat to cuuBolo \, evw oe Linux lvat To cUpPBoAo /. 210 mapddelypa TNG €iKk. 2.3 n
Stadpoun mpoc to apxeio Epyacisc-20u-kep.docx elvat:

F:\ MaBrpata \ B’ TAZH \ AEITOYPTIKA 3Y3. KAl ASDAAEIA \ Epyaoisg-2ou-ked.docx
Otav n Stadpoun avadopdg mpog Eva apxeio Eekva amo tnv apxr tou Sévtpou (pila) Aéyetal
AmnoAutn Slabpour Kol UTApXEL yLa kade apyeio uévo uia tétola Stadpoun Kat apxilel mavra
ue \ (back slash) oe Windows kat / (slash) og Linux.

O yovikog pakelog evog urtopakEAou AEyeTal o

LepapXLKa avwTepog dakelog kal cuuBoliletal

Ue duo ouveyoueveg teAeiec ... ETOL, 0 YOVLKOG

dakehog Tou AEITOYPIIKA 5Y5. KAl AXDAAEIA €i-

val o0 B’ TAZH, tou B’ TAZH eival o pakelog MA-

OHMATA kat tou MAGHMATA eivatl n pida \.

EKTOC amo tnv AmOAUTN UTIAPXEL Kol N EXETKA

avadopd dtadpopng mpog Eva apyeio. I’ autny,

n avodopd ylvetal oe oxEon L Tov TpEXovTA (gp-

yaoiag) ¢pakelo tn oty TNG avadopdc. 2Tto mapadelypa tng evotntog 2.1.3 kat otny €1K. 2.3,
dakelog epyaciag eivat o AEITOYPTIKA 2YZ. KAl ASDAAEIA.

MNapadsypa: £0Tw nwg otov dpdakelo A’ TAZH untdpxel To apxelo abc.jpg kal BENoupe va kAvou-
LE oXeTIK avadopd o autd To apxeio.

Mo pa oxetikn avodopad (umopet va urtdpyouv MOAAEC) TPOG TO apXElo abc.jpg amd Tov TPEXOV
dakelo Ba mpémnel va AaBoupe untogn ta € tpexov dakelog eivat o AEITOYPTIKA 2Yz. KAl
AZOAAEIA. Ma va Bpeboupe otov dpdakero A’ TAZH Ba mpemel va ptdooupe otov dpakelo MA-
OHMATA yloti KAtw ano autov Bpioketal o A’ TAZH. MNa va maue otov pakeho MAGHMATA
TIPETEL VAL TIEPACOUE HECA OO Tov B’ TAZH.

+\..\ A’ TAZH \ abc.jpg (og Windows) Kol ../ ../ AN TAZH / abc.jpg (og Linux)
.. (yovikog tou AEITOYPTIKA 2YZ. KAl AZDAAEIA ywx va e otov B’ TAZH) \ .. (yovikdg tou B’
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TAZH yia va iaue otov @akelo MAGHMATA) \ A’ TAZH (yia va uimoUue otov Ulto@akeAo Tou
MABGHMATA rou Bpioketal to apyeio) \ abc.jpg
Ka&Be Aettoupytko Tuotnua Stadeter evtoAég mou umopolv va §06oUv amo to MANKTPOAOYLO
(Ypon eVToAwV) 1 UE EVEPYELEG TOU TIOVTLKLOU HECO QO TO TPOYpappa Alaxeiplong Apxeiwv
(file manager), pe TIg omoleg pmopel va Kavel SLAPOPOUS XELPLOUOUG OE apyEia KAl PAKEAOUG.
TETOLEG EVEPYELG KAL XELPLOMOL TTOU YivovTal e EVTOAEG elval :
e Avalntnon Apxeiou
® Extéleon Mpoypdupatog
Anuoupyla Apyeiou
Awaypadn apxeiou
Avtlypadn apxeiou
AMoyr) Ovopatog apyeiou
Anuoupyia Eupetnplou
Kotaotpodn Eupetnplou
Mapaywpnon Akkatwudtwy MpooméAacng
e Adaipeon Aikatwpdtwy Mpooméhaong

OLeVTOAEG QUTEG, ouxva SLadépouv amo AZ oe AZ TO0O WG POG TNV 16La TNV EVTOAR OANA KL WG
TIPOG TNV oUVTAEN TNG. Mapadelypata xprong Toug UTApXouV 6To oX0ALKO BLBALO OTLG oeAibEC:
® 37-42 yia Windows
® 137-154 ywa ypapupn evtoAwv Linux-Unix

2.1.5 Tumot apxeiwv. Onwg sibape otov mivaka 2.1, Ta apyeia, avadhoya HE TO TMEPLEXOUEVO

TOUG, £XOUV KOl KATTOLA ETEKTAON. MEVIKA UTIAPXOUV OL TTOPAKATW TUTIOL OPXELWV:

Apyxeio Asdopévwv (Data Files): mepléxouv mhnpodopieg mou propolv va Slaxelplotolv eldLkd
nipoypappota. Napadeiypota: £va apyeio He eMEKTACN .mp3 TEPLEXEL LOUTLKNA KOl UITOpPEL
KATIOLOG VO AKOUOEL TO TIEPLEXOLEVO TOU HE TIPOYPAUUOTA OVATIOPAYWYNS LOUGLKAC.

Apyxeia Kewpévou (Text Files): Eival amAd apyeio KELUEVOU [E TIEPLEXOUEVO LOVO XAPOKTANPEC
ASCIl 1 UNICODE. Autd pmopouUv va gpudavioTouv xwpig EL6IKA TTPOoYPAUMUOTA OKOUO KAl
QIO TNV YPOULI EVTOAWV.

Apyxeia Mpoypappdtwv (Program Files): meptéyouv evtohég oe yAwaooa punyavig (0 kat 1). Ae
StaBalovral, oUTE EKTUTIWVOVTAL.

Apyxeia Zuotipatog (System Files): elvat elSikd apyeia TOU XpNOLUOTIOLOUVTAL LOVO artd To AL

Apyxeia Zuokevwv (Device Files): eilval cUOKEUEG TOU CUOTNUATOG (EKTUTWTEG, Silokol, K.ATL.)
nou epdavifovral amnod To Altoupyko TUOTNUA WG amAd apyeia.

Mpoowpwad Apxeia (Temporary Files): Snuioupyouvral yla mpoowpLvr amoBriKeuan Kot Kota-
otpEdovtal amnd 1o AETOUPYLIKO ZUCTNHA 1) TO TPOYPAUUA TIOU TO XPNOLUOTOLEL OTav Sev
xpetalovtal mA£ov.

Apyxeia Ektonwong (Printer, Spooler Files): eival BonBntikd apxeia yia va ektunwOel 6,TL €xel
OTOAEL OTOV EKTUTIWTA.
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Ededpka Apxeia (Backup Files): sival avtiypada onpavtikwy apxeiwv mou anobnkevovtal og
SLPOPETIKA GUOKEULN YL VO TTPOOTAOTEUTOUV A KATAoTPodH.

Apxeia Aéopung EvtoAwv (Batch Files): elval anmAd apyeila KELUEVOU TTOU TIEPLEXOUV TTOAAEG EVTO-
Aé¢ Tou AZ. BonBouv Toug Xpnoteg yiati, Sivovtag autdg pia eVIOAN yLa Vo eKTEAECTEL TO
Apxeio Aéounc, exteholvtal OAEC OOEC TIEPLEXEL TO OPXELO QUTO.

2.2 Koatovopn Twv apXelwv OE GUOKEVEC.

Ta apyeio evog H/Y pmopolv va amoBnkeutolv o KAmoLo amd Tig cuvSeSEUEVEG OCUOKEUEC
Seutepelouoac pvnune. H emhoyr] g ouokeung mou Ba amoBnkeutolv Ta apxeia yivetal pe
KAQTTOLO OKETTTIKO:

® Av xpelalovtal cUXVA OTOUC XPHOTEC, TOTE £lval MPOTLUOTEPO va amoBnkevovtal og KA&-
TtoL0 okANPO Sioko ylati éxouv peydaln tayutnta petadopdg debopevwy.

e Otav undpyouv moAhol 6iokot, Ta apxeia Umopouv va potpdlovtal ¢° autoug, yio va inv
UTtapXoULV KABUOTEPNOELG OTAV SlvovTal TAUTOXPOoVa TTOAANEG EVTIOAEG yLa avayvwaon 1 gy-
vpadn apxeiwv.

® Meyala apyeila i omavia XpnNoLUOTMOLOULEVQ, UITOPOUV VA artoBnkelovTal o HECA TTOU
glval pTNVOTEPO KOL £XOUV LEYAAN XWPNTIKOTNTA (LayVNTIKES Tavieg, Al kat okAnpoUg
Siokoucg).

® Ta avtiypada acdpaieiog pmopolv ypddovtal o LayvnTIKES Tavieg i okAnpoug iokoug
Kat puldyovtat og aopaléc pépog. Amhol xproteg Umopouv va xpnaotponotoouv kat CD/
DVD av enapkel 0 xwpog Toug.

2.3 Quowkn Opyavwon tou diokou

MpLv Tt xprion tTou Siokou Ba mpémel autog va opyavwOel KATAAANAQ Ao To AELTOUPYLKO ZU-
OTNUA, £T0L WOTE VO UTIAPYOUV onuadila yla va umopouv va Bpebouv oL anobnkeupéveg mAnpo-
doplec. Ta onpadia autd ypddovtal Pe HoyvnTiko Tpomo Kot xwpilovv tov kabe Sioko og opo-
KEVTPEC TPOXLEG N ixvn (tracks) kat Topeic (sectors) ava TpoxLd omwe paivetal otnv £1K.2.5. Mwa
opada anod topeic kaAeitatl cuototyia (cluster) (f povada ekxwpnong os veotepn opoloyia),
£VW OL AVTIOTOLXEC TPOXLEC amd KABe empépouc Sioko oe éva okAnpo Sioko cuvioTouv £vav
KUAwdpo (cylinder). H Stadwkaoia dnuiovpyiag tng mapamdavw doung os €vo okAnpo Sioko
KaAeital poppomnoinon (format) i Stapdpdwon kat eival amapaitnto va yivel mpv o Slokog
UIopETEL va XpnolpormnoLnOet.
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Ewodva 2.5: Quotkr opydvwaon tou péoou amobrikeuong. (mnyn: BBAoypadia #9)

H ouoTolyia sivat n pikpotepn meploxr tou diokou mou pnopet va anodobel oe éva apxeio. To
TANB0C TWV TOPEWV TIOU CUVLOTOUV HLa cucTolyia opiletal katd tnv popdonoinon (Staudp-
dwon) (BA. €k.2.5 kat €1k.2.6) kot eivat ouvnBwe 1, 2, 4, 8, 16, 32 fj 64 topeic. To péyebog piog
ouotolyiog oe bytes opilel kol to péyeBog tou prmAok dedouévwy mou PETadEPETAL O KABE
Aoyikr) Stadikaoia avayvwong/eyypadnc otov dioko.

Eneldr) 1o mAnBog twv bytes oe kABe topfa eival otabepod kal emiong to MARBOC TWV TOUE-
WV ava tpoxla sival otabepo Ba mpénel To MANBo¢ Twv bytes kal ava tpoxld va eival otobe-
p0. AuTO onUaiVEL OTL OL ECWTEPLKEC, TIPOG TO KEVTPO, TPOXLEG ELVAL TILO TTIUKVOYPOAUUEVEG Ao
TIC e€WTEPLKEC. AUTO OUWC onpalvel emiong OTL UTAPXEL avaglomoinTog Xwpeog otov Sloko Kal
avtlpeTwiletal mA€ov pe pLa véa texvoloyia mou ovopaletal Zone Bit Recording (ZBR). Auti
ETUTPETEL VO UTIAPYOUV TIEPLOCOTEPOL TOUELC OTIC EEWTEPLKEG TPOXLEC Xwpilovtag Tov Sloko oe
{WVEG TIOU TIEPLEXOUV TIEPLOCOTEPEG ATIO ML TPOXLEG. OL TPOXLEC TToU Bplokovtal eviog piag {w-
vNng €xouv Tov (610 aplBuod Topéwv aAAd KaBWG UETAKIVOUUAOTE TPOC TNV €EWTEPLKA TMAEUPA
Tou &iokou o aplBpog autog auéavel.

Me ta mopandvw otolyeia, yLa va pocdloplotel n Béon piag opddag dedopévwy amattovvral
n enpavela (molog amnd toug diokoug mou amaptilouvv tov okAnpd dioko 6nAadn), to xvog
(tpoxLa), n cuotouyia (Lovada ekxwpnonc) kat o Topéag (opdada). Autd ta otolyeio kalouvtal
Kat dtevBuvon TG opadag.
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Ewova 2.6: Emhoyéc Stapopdwaong ota Windows 7

2.3.1 Xwplopdg diokou ot Srapepiopata

Av mpoc€€oupe TV €Lk, 2.2 Ba mapATNPROOUE OTL amelkovilovtal £EL povadeg okAnpwv Oi-
OKWV. TNV Mpayuatikotnta oL okAnpot diokot elvat povo U0 aAAd eival XWPLOUEVOL O TIPWTOC
o€ Téooepa Kal o Seutepog o SUo Slapepioparta (partitions). To yeyovog autd amelkoviletal
QVAAUTIKA otV €k, 2.8. H Sdtadikacia Snuioupylag Twv SLHHePLOPATWY (N TOUWY, volumes)
Aéyetal Slopeplopoc (partitioning) kat ival évag elkovikog Staxwplopog tou diokou oe Vo 1
TEPLOCOTEPQ TUNLLATO.

Ouwce, 0Aa ta TuRpata ev mavouv va ivat Hépog tou (Slou Slokou. AUTO onuaivel mwe, av o
okAnpoc¢ Siokog xaldoel, ta Sedouéva OAwWV TwWV SlapeplopdTwy Ba xabouv.

H xpnon twv dlapeplopdtwy diokou gival onuavtiky ylo AOyoug opyavwang, mpootaciog Kat
Staxwplopol twv dedopévwv PETAt) TOUG KoL XPriong TEPLOCOTEPWY TOU EVOG AELITOUPYLKWY
JUOTNUATWY KOl ZuoTnudtwy Apxelwv otov umoloylotr pog. Emiong avdhoya pe tov okomo
Xpnong tou Slapepiopatog propolpe va opiooupe Stadopetikd péyeBog povadag ekxwpnong
(6nAadn dladopeTikod MARBoG Topéwy ava cuotolyia yia KaBe dlapéplopa tou diokou).

2.3.2 Eidn cuotnudtwv apysiwv

Eidape Ot ylo va uropeael va dnpoupynBel n mapamdvw Sour Kat va Xpnotpomnolndei évag
Siokog, elvat amapaitntn n dtadikacia popdomnoinong. H popdomnoinon kabopilel ekTOG anod
TO TOPATIAVW XAPOKTNPLOTLKA ({Xvn, TOUELC, KTA), KoL TOV TUTIO TOU GUGTAATOC ap)XEiwv mou Ba
xpnotpomnotnBei. O timog autog kabopilel mwe Ba vAomotnBei n Soun apyeiwv mou meplypadn-
KE OTLC TIPWTEG EVOTNTEG Kall TL SuvatoTtnTeg Ba £XeL.
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Ta €MIKPATECTEPA CUOTHHATO apXElwv oV xpnotuomnolouv ta Windows eivat to FAT otig 61d-
dopeg ekdoxéc tou — FAT12, FAT16, FAT32- kot to NTFS. Yto A£lToupylkd cuotipata mou Ba-
oilovtat oto Unix (m.x Linux) umapyouv avtiotolyo cuotipata apxeiwv onwc to UFS (Unix File
System) ta ext2, ext3, ext4 kat AAAa.

Ewodva 2.7: ATEIKOVLON TOU TUTIOU TOU CUCTIIATOG ApXELWV.

FAT/FAT32 - File Allocation Table

To FAT avamntuxdnke amo tn Microsoft to 1977. Eivat tdaviko yia pikpou pey£Bouc Slokouc Ka-
Bw¢ KoTtaAapPAveL AlyOTEPO XWPO YLOL TIG OPYOVWTIKEG Tou TTAnpodopieg amd to NTFS. Emniong
10 FAT (mou umdpyxel oe Sladopec ekdooelg onwg FAT12, FAT16, FAT32) ival o eUKoAa ava-
yvwplolo amod ara Aeltoupytkd cuotipata ktog Twv Windows (omwg Unix, Mac OS, Linux,
FreeBSD k.Am.).

To Baokd petovektnua tou FAT kal tou FAT32 elvat mwg Sev Umopouv va SLayeLpLlotouv apyeia
peyaAltepa twv 2 GB kat 4 GB avrtiotolxa, evw €X0Uv ToV MEPLOPLOUO TwV 32GB oto péyebog
Twv Slapeplopdtwy ( partitions) mou umopet va StacnacBet o diokoc.

NTES - New Technology File System

To NTFS avantuxBnke to 1993, tautdypova Ue TV pwtn £kdoon twv Windows NT.

O TUMOoG aUTO¢ AUVEL OUGCLACTIKA OAOUG TOUG TEPLOPLOOUG HeYEBOUG ap)eiwv Kal Slapeplopd-
Twv TIou €xouv ta FAT. Etal, To peyalltepo apyeio mou propel va urtootnpifel to NTFS éxel
péyebog 1 Exabyte (1 Sioskatopplplo Gigabytes), evw pmopet vo dnuioupynoel Slapéplopa
Silokou pey€Boug 2% clusters.
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ITnv npagn, to peyalltepo partition mou umootnpiletal autr Tn otyun eival 256 Terabytes.
Emniong, ta Windows 7 pumopouv va avayvwploouv éva apxeio pe péyebog puéxpt 16 Terabytes,
evw tat Windows 8 péxpt 256 Terabytes.

To NTFS unopet eniong va Slayxelplotel kKaAutepa tov eEAeUBepo Xwpo oe oxéon pe ta FAT kol
FAT32 kal o Katakepuatiopog apxeiwy (fragmentation) mou Ba dov e mapakdTw, lval Pkpo-
TeP0G. EmumAéov, To NTFS mapExel MePLOCOTEPEC SUVATOTNTEG KAL XOPAKTNPLOTIKA achaleiog
OTWG .Y 0PLOUO SIKOLWHUATWY TTPOCSRACNG KAl SUVATOTNTEG KPUTTTOYPAPNONG KOL GUUTLEDNG.

exFAT (FAT64) - Extended File Allocation Table

To exFAT eival éva cuotnua tng Microsoft oxedlaopévo yia pvnueg flash. Xpnotponoteital ekel
mou oUte to NTFS eivat kahf Abon (yati xpnotpomotei toAAG SeSopéva Slaxeiplong Tou cuoth-
Hatog apxeiwv) GAAa oUTe Kot To FAT, AOyWw TWV MEPLOPLOUWYV PEYEBOUG TTOU ELSAE MAPATIAVW.
To péyloto BewpnTikd péyebog apxeiou mou umootnpilel eival 16 Exabytes, evw To péyloto
Partition eival 64 Zettabytes (=tploekatopplpla gigabytes).

To exFAT éxel epappootei oe oplopéva povtéha USB flash, kaBwcg emiong kal oe tnAeopdoelg,
media centers kat popntou¢ media players. OpwG KABWC MPOOTATEVETAL OTIO MATEVIEC N UTIO-
otpLEn tou mépav twv Windows kat tou MAC OS eival meploplopEévn, KAl Ol TIEPLOCOTEPEC
OUOKEUEC ouveyilouv va xpnotuomnolovv ta FAT/FAT32.

ext2, ext3, ext4 — Second/Thirs/Fourth extended file systems

Ta CUCTAUATA AUTA XPNOLUOTIOLOUVTOL artd Ta cuoThpata Linux onmwe avadépdnke mapandvw
Kot otn TeAeutaia €kSoon toug (To ext4) unootnpilouv 1 Exabyte xwpntikotnTa KAl peyEDn
apyelwv péxpL kal 16 Terabytes evw Sev €xouv MEPLOPLOUO 0TO TANBOG TWV KATOAOYWV Kot
TpoodEPouV SuvaToTNTA OVACUYKPATNONG KATA T Asttoupyia.
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Ewkova 2.8: Amtelkovion tou Slapeplopol Twv iokwv og éva cUOTNO UTTOAOYLOTH.

2.4 Npoonéhaon Siokwv

H Sladkaoieg avayvwaonc 1 eyypadng o éva 6ioko yivovtal mavta Eow KANOCEWV TOU AELlToup-
YLKOU cuotnuatoc. Auto dev elval mavta mPodaveg o€ Evay POYPOUUATLOTH TIOU YpAdeL Eva
npoypappa og yAwooo uPnAol emnéSou dAAa OAEC oL amattioelg avayvwaong/syypadng (1/0
Requests) petadpalovrat TEAIKA 0 KANOELG TOU AELTOUPYLKOU GUOTHLATOG.
Ol QmAlLTAOELG QUTEG ATTOTEAOUVTAL ATt TOL TAPAKATW OTOLXELD:

e EvtoAn (Read,Write, K.Am.)

e Noywn Zuokeun (C:, sda KTA)

e Noywn StevBuvon opddac Sedopévwy (1n, 2n, 3n ...)

e Quotkn StevBuvon ouadag (tn Bpiokel To AeLTOUPYLIKO ZUOTNUA)

® AplBuoc opadwy dedopévwy (blocks) mou Ba petadepBolv
Ol QTOLTACEL AUTEG CUYKEVTPWVYOVTAL O 0UPEC (Queues) yla KABe amoBbnKeuTIKO UECO Kal
€€UTNPETOUVTAL [E KATIOLA CELPAL.

O XpOvog TToU aVAAWVETAL A6 £va TIPOYpPOUUa oTlS dladikaoieg eyypadnc/avayvwong amo-
TeAEL TO HeYOAUTEPO MOCOOTO KABUGTEPNONG OTNV €kTéAECN Tou. I6iwg OTav TO MPOYPALLA
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KAVEL EVTATLKI Xpron TwWV anobnkeutikwy péowv (/O intensive). Z& TETOLEG MEPLMTWOELG EXEL
napatnenBel otL to 90% tng KabuoTépnong odeiletal o auTo Tov Adyo Kal Lovo To 10% otnv
avapovr xprnong tng KME. Auto odeiletal otn peyaln Stadopd taxvtntag Asitoupylog tTwv
QMOBNKEVUTIKWY HECWV OE OXECN WE TNV KUPLA VAN Kal tnv KME. Ot mapdyovteg tng kabuote-
pnonc avadEpovtal TopaKATw:

e O XpOVOG aVapoVAG oTnV oupd PEXPL va apxiosl n eumtnpétnon (Wait Time)

e 0 xpovo avalntnong tou ixvoug (track) amd tnv kedpoaln (head) tou diokou (Seek Time)

o 0 xpovog neplotpodrg Kat KabBuaTtépnaong tou iokou PEXPL N KePaAn va EABeL TAvw amd
10 {nToUpevo Topéa (Rotational Delay ) Latency Time)

e 0 xpovog petadopadg twv blocks (Transfer Time) and n npog to dioko.

Onwg elvat puacLko, 0TOXOE TOU AELTOUPYLKOU GUOTHHATOC, EKTOG armd tnv aflomiotn Slekmnepai-
Won TWV AtNUATWY gyypadnc/avayvwong eivat Kat n eAaxLotonoinon tou Xpovou KobuoTte-

pnong.
2.4.1 Kataxwpnon mepLOXwv tou diokou.

Otav ¢taceL n otypn va dnuoupynBet éva apyelo, To AelToupyLko TUOTNUA TO armobnkeVEeL og
povadeg ekxwpnonc (ouaotolyieg, clusters). Kabe apyelo £xel TOUAAXLOTOV pLa pLovASa EKXWPN-
onG. Auto onualivel OtL, av n povada ekxwpnong exel péyebog 4096 bytes Kat to apyeio €xet
TIEPLEXOUEVO €vav xapaktripa (6nAadn 1 byte), Tote o xwpog mou Ba katalauBavel to apxeio
otov 6loko Ba eival 4096 bytes. Ta untodoura 4095 bytes Aowtdv Sev Ba aflomotovvtat. Auto
OVOUALETAL ECWTEPLKOC KATAKEPUATIOUOC (internal fragmentation) Tou Siokou.

H anodoon twv povadwv ekxwpnong (blocks, urmhok) ota apyela yivetal pe dtadpopous TpoOmoug
oL omoioL avadépovtal TaPaAKATW.

Zuvexng kataxwpnon (Contiguous Allocation)

ITNV KOTOXWPNoN aUTN ta UAok Tou apxelou eival cuveyopeva otov dioko. AuTto €XeL TO TTAE-
OVEKTNUA OTL elval ar\o6 otnv uAomoinon kat ot yia kabe apyeio amatteital pévo n dtevBuvon
TOU MPWTOU WITAOK. To HELOVEKTNUA Elval OTL TO pEYEDBOG TwV apxeiwv Sev elval mAvVTA yVwoto
KOUTA TN OTLypA TG Snpoupylag Toug kal To cuotnua dev ywwpllel mGco Xwpo vo SeoUeVOEL.
Kataywpnon cuvdedepévng Aiotag (Linked List Allocation)

Ye auth t péEBodo to apyeio katoywpeital wg pio cuvdedepévn Alota amnd PmAok. Xto TéAog
TOU TPWTOU WUITAOK TOToBeTe(TaL 0 apLOUOG Tou EMOpEVOU UMAOK (évag deiktng SnAadn oto
ETOMEVO UTTAOK) KOl TO TEAEUTALO UIMAOK EXEL ULa €LSLKA TLUN yia va dei€el To TENOG TNG aAuoi-
Sag. Eva pelovéktnua auvtig tng peBddou elvat ot dev givat Suvatr n duecn mpoomélaon os
KQATOLO TUNHA Tou apxeiou kaBwg Sev eivat ywvwoTEg ol SLleuBUVOELG TWV UITAOK.

Kataxwpnon e xprion dciktn (Indexed Allocation)

Auth eivat pla mapoAayn tng pebodou ocuvdebeuévng Alotag otnv omola Statnpeital £vag
niivakag omou umapyxet pa B€on yla kabe pmAok tou diokou (FAT, File Allocation Table). Etat,
TO TEPLEXOUEVO TNG BECNG TOU TVAKA TIOU QVTLOTOLKEL OTO MPWTO WUITAOK Tou apxeiou Ba sival
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n StevBuvon tou SeUTEPOU UIMAOK TOU apyELoU K.0.K. 2Tn B€on Tou TeAeutaiou UMAOK UTTAPXEL
EMIONG UL L8LKNA TLUN TTou onpatodotel to TéAog Tou apxeiou. Onwg daivetal kal oo To 6vo-
pa Tou mivaka auth n HéBodog xpnotuomnoleital ota cuotipata FAT rou eibape mapandavw.

Koppot-6 (i-nodes)

H uébobdoc autr otnpiletal maAL otn xprion Sewktwv ala pe Stadopetiko tpomo. Etal, yia kabe
opxelo umapyeL €vag ULKPOC Ttivakag mou Aéyetal 6-koppoc (i-node) kal autog mMePLEXEL TOUG
apLBUoUC TwV UIMAOK TOU apXELOU. Z& MEPIMTWOon HeYAAwY apxelwv Omou o mivakag dev elvat
OPKETOG YLO VA XWPEODEL OAEG TLG BECELG TWV UIMAOK, pia B€on Tou Tivaka autol mepLEXEL TRV Si-
g0Buvan évav aA\ou Tivaka TTou TIEPLEXEL TIC UTIONOLTEG BETELC. 2 aUTH TN Aoykr atnpilovtal
Ta cUOTAUOTO ext2, ext3, ext4 mou eidape mapanavw. Eniong to cvotnua NTFS uAomolel kATt
avaloyo e th xpnon tou Master File Table (MFT).

2.4.2 Katakeppatiopog (Fragmentation). Metd and moAAég Stadikaoieg Snpovpylag kat dia-
ypadng apxelwv eival avapevopevo OTL ta UAok Tou kabe apyelou Ba Bplokovral Staokoprt-
opéva otov 6loko. Auto Ba €xel w¢ amotéAeopa ot GUCLKES Sladikaoieg avayvwonc/eyypadnc
VOl QITALTOUV TIOAAEC LLETAKLVAOELC TWV KEPaAwv Tou okAnpoL diokou £Tol wote va BpeBoulv oTIg
Kat@AAnAeg B€oeLc. Etol Opwe auédvetal o xpdvog mou amatteital yla tnv avayvwaon/eyypodrn.
AUTA N KoTAoToon ovopaletal eEWTEPLIKOG KATAKEPUATIOUOG (external fragmentation) kol peL-
wveL TNV anodoon tou diokou. Ma TNV AVILLETWITLON Tou £lval Suvato va yivel plo Asttoupyia
avaouyKpotnong (amokatakepuatiopov, defragmentation) tou 8lokou 6moU Ta UITAOK TWV ap-
Xelwv tomoBetolvtal o yeltovikég BEoelg oto peyalltepo Suvato Babud. H Aettoupyia auth
glval kaAo va yivetal TOKTIKA o kKaBe {oko VoG UTIOAOYLOTIKOU GUOTHUATOG.

2.5 Aopalela cUOTALATOC

Ytoug H/Y amoBnkelovtol Sedouéva oe apyeia ou pmopel va €xouv SLaitepn ala yla toug
xproteg. Apxela tipoloyiwy, epyaciwy i pwtoypadLwy, elvat kamola apxeio mou oL LELOKTATES
Tou¢ Ba Béhouv va mpootatevoouv. Apxeia kat H/Y kivSuvelouv amo:

o (DUOIKEG KATOOTPODEG

BAGBeg UALKOU
® NAB0C 1 EOKEUUEVOUC XELPLOMOUC XPNOTWV
® Amo kakoPBoulo Aoylopiko (Loug), K.AT.

O Uo6VOoC TPOMOG yLa VA TIPOCTATEUTOUV TTARPWCE TAL CNUOVTIKA apXELQ Ao TIC MAPAMAvVW OTEL-

A£G elvat va Bplokovtal amoBnkeupéva o avtiypado acdareiog.

To A mapéyel SLadopeg €MAOYEC yLa VA TIPOCTOTEUTOUV Ta apxelo amd Kamoleg amnelhég, ol

BaoikotepeG Ao TIC OMOLEG Elval:

1. Avtiypada acdaleiog (backup). Zta nepliocotepa olyxpova AZ umdpxel BondnTiko MPo-
ypaupa yia AnPn Avtypadwv Aodaieiog Twv apyelwv mou BENEL 0 XpRoTNG, O TAKTA XPO-
VIKA Staotripara.
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3.

To

Kwbékdg ouvdeong (password). Zuvodelel mavta éva Ovoua Xprotn kol divovral padl yla va
emutpartel n oUvbeon otov H/Y. Anote)eital amo ypaupata, aptBuoug kot cuuBola. ¥’ autd,
umapyet Stakplon petafd melwv Kot kepaAaiwy. Ma peyalutepn achAlELlo TpoTELVETAL: N
XPNon TouAdyLoTo 8 xapaktipwy, va ivat ppdon Kat OxL AEEn, va TepLEXeL cuvduaopo amnd
ypaupota, aptbuouc kot cUPBOA av emLTpEmovTaL Kot va aAAG{oUV OE TAKTA XPOVIKA Sla-
otrpata (ry kKabe 3 Unveg).

‘EAeyyxog npocpaong. Avaloya e To GUOTNHA OPXELWV, O LOLOKTHTNG EVOG OPXELOU UTTOPEL VO

Swoel 1) adalpEoel SIKALWUATA TTAVW OE AUTO (YLa XPOTEG Kol OUASES XpNOTWV).

QVTIKELEVO TNG aodANELOC oUOTAUATOC avaAVETAL KOl tapoucLldletal Ste€odika oto Kedad-

A0llo 5 OUTWV TWV ONUELWOEWV

EpwtnoeLg

1.

L ® N o Uk W

[ S Y
N P O

Moteg eival ot Stadopég petatl, kuplag wvpng RAM kal Twv BondnTIKWY CUCKELWVY UVA-
KneG;
Tu elval apyeio nAektpovikol umtoAoyLoTh;

T eival cuoTnUO aPXELWV KOL TTWC OPYAVWVEL TAL OpXELD TOU;

Mepypate t Stadikacia Mopdomnoinong (Format) evog okAnpou diokou.
Mota elvatl n xpnooTnTa Twv SLapeplopdTwy (partitions) o’ éva okAnpo 6loko;
l'a TtoLou¢ Aoyoug To cuotnua apxeiwv NTFS eival mpoTiudtepo ano to FAT;
Motol mapdyovteg emnpedlouv TV ToUTNTA £VO¢ OkKAnpoUL Slokou;

Tt elval 0 KATOKEPUATIOUOC KL WG prtopei va 5lopBwBel;

Motoi tUmoL apxeiwv elval yvwoTOTEPOL KOl TL TIEPLEXOLV TAL APXELX OUTA,

. Ze Tl Sladépel n AlOAUTN o T IXETIKA Stadpopr) evog apyxeiou;
. TuBa cupPel av LETOVOUAOTEL N EMEKTACN KATIOLOU apXeiou amo .jpg o .mp3;

. Moleg amo TI¢ mopakATw eKPPACELS ElVAL CWOTEC:

i. Me xpnon dakéAwv pumopolv va opyavwBoulv ta apxsia evog HYY.
ii. Méoa o’ évav dakeho urmopolV va GUVUTIAPXOUV UTtodAKeAOL Kal apyeia.

iii. 2" évav dakelo emttpénetal va umdpyouv duo apxeia pe akplpwe To (Slo dvopa Kat
EMEKTOON.
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Apaotnplotnteg

1.

Anuoupyeiote otov dpakelo Eyypa-
@a: éva ¢dakeho pe To OGvopd oag
KQL OTn CUVEXELD SNULOUPYNOTE TO
SEVTPO PaKEAWV OTIWG OTNV ELKOVAL.

. Evromniote Ti¢ Baoikég Mepipepelakéc Movadeg amobrkeuong Tou YoAoyLotr oag. € moio

YPAUUO avTloTolyel n kaBe pia amd autéc; Nwe epdavilovral autég o meptBailov Linux;

. AvalnTtoTE OTIC TOPAKATW LOTOOEAISEC YWWOTEC EMEKTAOELG APXELWV:

- http://www.file-extensions.org

- http://en.wikipedia.org/wiki/List_of_file_formats

. Kavovtog 8e€i kALK Tavw 0TO OVOopa EVOC apXeiou elkOvaC eTAEETE Avolyua e .. yia va deite

TNV €IKOVA UE SLAPOPETIKO TTPOYPAUUN TIPOPBOANC ELKOVWV.

. Avoite 1o Mpoypoppa Slayxeiplong apxeiwv kot avalntiote OAa ta apxela tou dakélou

Eyypada. Taflvounote Ta we mpoc: ovopa, LEyebog, nuepounvia Tpomnonoinong.

6. Epdaviote 1o ovotnua apyeiwv Tou £X0UV oL SEUTEPEUOUOEG CUCKEUEC VNG Tou H/Y.

7. AN\a€te to Ovopa tou USB stick oag divovtacg yia VEO Ta ap)LKA YPAUUOTO TOU OVOUOTENW-

VUHOU 00¢ KaL TN XWPNTIKOTNTA TTou £XEL N ouckeun (mx SP-8gb).
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KedaAawo 3

Aepyaocieg kat Awaxeipion Kevtpkng Mviung

Y& éva UTtoAoYLOTLKO cUoTtnua n Kevtpikn Movada Eneéepyaoiog (KME) ektelel Tig evioAEg ou
Bplokovtal otnv KUPLO LVAN Tou. OL EVTOAEG QUTEG AVAKOUV O€ TIPOYPAUUATO Ta Omola, OTay
ektehouvtal, ovopdlovrtal Stepyacieg. AOyw tng LeYAANG TaxuTnTag tne n KME elvat Suvato va
gtumnpetel moAAEC Slepyaoieg kal va palvetal OTL aUTEG ekTeEAOUVTAL TAUTOXpova. O TPOMOG e
Tov omoio n KME g€umnpetel moAEG Slepyaoieg LEOW TOU AELTOUPYLKOU GUOTALATOG KOl O TPO-
110G Stapotpacpol TNG LVAKNG yLa TIG Slepyaoieg sival Ta avTKeipeva autol Tou kedalalou.

Alsaktikoi Ztoyol

Y€ aUTO To Kedpalalo Ba pabete:
e wg n Kevtpikr) Movada Enegepyaoiag ekteAel TepLOGOTEPA TOU EVOC TTPOYPAUHUATAL.
e [lowa eival n évvola tng Slepyaoiag, Ta £dn Twv Slepyactwy, Tov KUKAo {wng Toug Kal
TOUC TPOTOUC GUYXPOVLOHUOU TOUC.
e [ota eival n kUpLa KaL TtoLa N SEUTEPEUOVOA VAN TOU UTTOAOYLOTH.
e wg n deutepeliouca VNN XPNOLLOTIOLE(TAL YLa VioXUON TNG KUPLAC.

e [lowa eival Ta povtéla Slaxelplong LVANG TTOU XPNOLULOTIOLOUVTAL.
Awdaktikég Evotnteg

3.1 Eloaywyn
3.2 Alepyaoieg
3.3 Alayxeipton Mvnung
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3.1 Ewcaywyn

H kevtpwkn povada enetepyaoiag (KME) kat n kUpla pvrpn anoteholv ta Bacikd SopLka oTol-
XEla EVOC UTIOAOYLOTIKOU OUOTAUATOC. H Tipwtn ekteAel eVTOAEG XElpLopoU eSopévwy (AOYLIKEC
KOl apLlOUNTIKEG TIPALELG KOl LETAKIVAOELG) Kol i SeUTEPN EXEL AMOBNKEVEVEC TIG EVIOAEG TWV
TIPOYPOAUUATWY TIOU ekTeAoUVTAL KaBwE Kal To SeSopéva TIOU yivovtal avTikeipevo Slaxeipt-
onc. Na va ekteheotel éva mpdypappo Ba mpemnel va €xel poptwbel otnv KUpLA VAN o€ popdr)
€VTOAWV o pmopetl va ekteAéoel n KME kat Petd va tou mapayxwpnBet xpovog otnv KME.

ItV 1o amAn popdn UTOAOYLOTIKOU GUOTHATOG TTOU UIOPEL va UTtApEeL (T.x cuoThuaTa UL-
KPOEAEYKTWV) N eKTEAEDN €VOC TIPOYPAUUOTOC ap)ileL pe ThV Tpododoaia TOU CUCTAUATOC LE
pevupa KAl TN GOPTWaON TOU 0TN UvAUN. Zuveyilel e péxpl To TEAOC TN Tpododoaiag Le pevpa
1 TO TEAOG TOU TIPOYPAUHOTOC. EkTeEAoUvTaL € OAEC OL EVIOAEG TIOU BplokovTal OTOV aVTIOTOLO
XWPO EVIOAWV GTNV UVAUN. € TIEPIMTTWAN TIOU O ULKPOEAEYKTNG SV £XEL AANEG EVTOAEC LA EKTE-
Aean ouvnBwg ektelel cuvexoueva tnv Aeyopevn evtoAr un Asttoupyiag (No Operation, NOP)
KOl OUOLAOTIKA BploKeTal og adpavela.

2TnV MeplnTwon evog mo cUVOETOU UTIOAOYLOTIKOU GUOTHUOTOG UTIAPXEL N SuvaTOTNTA EKTE-
Aeonc MOAAWV MPOYPAUUATWY HE TPOTO mou daivetal OTL autd ekteAolvtal TOUTOXPOvVA
(concurrent). Me autr tnv duvatotnta yivetat ekpet@AAevon tg KME og oAU peyaho Babuod
Kol EAAXLOTOTIOLETAL O XPOVOC TIOU aUTH BplokeTal og adpdvela.

la aAUTOV TOV AOYO UTTAPXEL Lot OUASA TTPOYPAUUATWY TIOU EKTEAOUVTAL GUVEXWE KOL AVAKOUV
OTOV TUPNVA TOU AELTOUPYLKOU GUOTHUATOG. MEPOC TwV KaBnKOVTwY Toug gival va «uolpa-
Touv» oV xpovo TN KME kot tn StaBéotun pvnpn ota mpoypaupata mou ¢oaivovtol OTL EKTE-
AoUvtat Tautoxpova. Ma mopddelypa, 0tayv va TPOYPOULO TTOU eKTEAELTAL TTEPLUEVEL SedouE-
VoL QO OO ToV TTOAU Tl apyo (o€ oxéon pe tnv KME kat tnv kUpla pvAun) okAnpo 6ioko , Tote
£XELTN SuVATOTNTA KATIOLO AANO TIPOYPAA VA CUVEXLGEL TNV SIKA TOU EKTEAEDN OO TO GNUELD
oTo omolo BplokoTav.

Y& auTO To Kedpahato Ba yvwpioou e TNV évvola tng Slepyaciag mou anotelel facikd otolxeio
ylol TNV TPAYUATWoN TS Topamavw Asttoupyiag kot Ba SoUHE WG UE TN XPon TG €VvoLag
Tn¢ dlepyaciag kat TNV KAT@AANAn xpovodpopoAoynon thg KME kat Slaxeiplon tng KEVIPLKAG
HvAUNG eivatl Suvatn n amoteheouatikn Aettoupyio Tou UTOAOYLOTH.

3.2 Aepyaoieg

Me tov 6po Stepyaoia (process) voeital éva mpoypappa to onoio éxel poptwbel otnv KLPLA
UVAUN KOl BPLOKETOL OE KATAOTACNH EKTEAECNC e AMOTEAECUA VO KaTavaAwveL Xpovo tne KME
KoL TOPOUC TOU GUOTAMATOG (KUPLA VAN, XWPO O amoBOnKEUTIKA HECA, KAVAALQ ETUKOWVWVI-
ag). H diepyacia Snhadn ekdpalel kATl SUVALKO Kal o€ eEEALEN o€ avTiBeon e TO MPOYPALLLA
TIoU glval KATL OTATIKO.

Y& OAn tn Sldpkela TG Asttoupylog Tou umoAoylotr yivetat mpoomnaBeta n KME va eival 8t-
O0PKWE TOCXOANUEVN UE TNV EKTEAEON Slepyaciwy. ATO TNV HEPLA TOU XProTh oL Slepyaoieg
auTéG dalvovtal va elval og TaUTOXPOVN EKTEAECH EVW OTNV oUGLa LOVO ULa amod OAeG TIg St-
epyaoiec elval o ektéNeon oe KABE XpovIKA OTLypn o€ éva cuotnua pe plo KME evog muprva.
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Auti n néBodog Aettoupylog ovoudleTal TOAUTIPOYPOAUUATIONOC (multiprogramming) kat Sivel
pta Peudn evtinwon napoAnAopol. Oa nipénel edw va avodepBel OTL Lo va UTIAPXEL TIPALY-
patikn apAAnAn ene€epyaocia Ba MPEMEL val UTIAPXOUV TAPATTAVW aItd EVAC TIUPHVEC EMEep-
yaotiag eite péow KME moAAamAwv mupnvwy ite péow moMwv KME eite kat ta dvo.

Mta elkOvVa TWV SLEPYOOLWY TTOU EKTEAOUVTAL GTO CUCTNUA LA UITOPOULE VA EXOUUE HECW TOU
nipoypappotog Task Manager ota Windows 1o omolo gudavilel Ti¢ diepyacie onwg daivetat
otnv €. 3.1

Ewkova 3.1: Ot Siepyaoieg og €vav H/Y pe AZ Windows 7 onwg daivovtal e tnv xprion
Tou Tpoypappatog Task Manager

Avtiotolyn SuvatdtnTa og Aettoupyikd cuotrpata Bact{opeva oto UNIX €xoupe pe xprion tng
€VTOANG gnome-system-monitor (e1k. 3.2) yia tn dtavour Ubuntu tou Asttoupytkol GUGTHUATOC
Linux i Tng evtoAng ps (ewk. 3.3) og meplBaAiov ypappng eviodwv (BA. Spaotnpldtnteg 7 kal 8)
3.2.1 Ta €i6n Twv Siepyaciwv. OL SlEpyacieg UMOPOUV VAL AVTLOTOLXOUV €(Te 0 SLAPOPETIKA
TIPOYPAUHOTA, €lTe OTO (610 MPOYPAUUA OTAV QUTO eKTEAELTAL TTOAAEG HOPEG 1| UMOPOUV OKOUA
va dnULoUPYOUV LE TNV OELPA TOUG VEEG Slepyaciec. ITnv mepimtwon autr WAAQLE yla ta viua-
Ta (threads) Ko TIPOKELTAL YLOL TUAUOTO TIPOYPAUUATWY TIOU UITOPOUV VA EKTEAECTOUV «TTOPAA-
AnAa» petal touc.
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Ewkova 3.2: Ot Stepyaoieg og évav H/Y pe AX Ubuntu 12.04 dnwg daivovtal pe tnv Xpron Tou mpoypau-
poTog gnome-system-monitor

3.2.2 Kataotaoslg Kot KUKAOG {whn¢ Twv Stepyaciwv. Ao tn dnuoupyia piag dtepyaciag Ue-
XPL TNV OAOKANPWON KOl TOV TEPUATIONO TNG UTIAPYOUV Tpla Stakpltd Kal emavaAapupavopeva
otadla. Etoy, pla Siepyaocia pnopel va eivat:
® Fxtedovuevn (running): Otav anocyoAetl tnv KME
e Etowun (runnable, ready): Otay, koL adoU elxe OTOUOTNOEL TTPOCWPLVA VO EKTEAELTAL, Elval
TIAEOV ETOLUN KL TIEPLUEVEL TN OELPA TNG YLa val TIAPEL Xpovo otnv KME kat va cuveyioet
TNV €KTEAEON TNC.
® Yo avaotolr (blocked): Otav mepipével TNV OAOKANPWON KATIOLOU EEWTEPLKOU OO QUTH
ouppavtog (m.x dedopéva and kamola mepLPePELOK CUOKEUN) yLa va propei va petafel
O€ KOTAOTOON ETOLLOTNTAG ETOL WOTE VA UITOPEL Vo eKTEAECDEL.
KaBe dopd mou pia Stepyacio aAAalel kataotaoh amnd ekTeAOUUEVN OTLG SUO UTIOAOLTEG Kol
avtiotpoda eival amapaitntn n Aeyopevn petaywyn neptBairlovtog (context switching) omou
enavadEpetal and f anobnkeVETAL TN UVAUN OAN N avaykaia ylo TV eKTéEAeon Tng Slepyoa-
olag Slapopdwon (THEG KATAXWPNTWY, EMOUEVN EVIOAN TIPOG EKTEAECDT, TTEPLEXOUEVA KUPLAG
MVARNG).
H anodaon yla to mota Slepyacia Ba mepacel amo T pia katdotacn otnv aAAn AapBavetal
armo tov ypovobdpouodoynty Slepyaciwy mou gival Eva TPOYPAUUA TOU TTUPHAVO TOU AELTOUPYL-
KoU cuotipatog. H Asttoupyia Tou otnpiletal oe mopapétpoug mou Ba Soupe otnv opdypa-
$0 3.2.4 mopakdTw.
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Ewkova 3.3: Ot Siepyaoieg og €vav H/Y pe AL Ubuntu 12.04 6nwc daivovral pe tTnv Xprjon Tou Tpoypa-
LATOC PS TNG YPAUAG EVIOAWV.

3.2.3 ZuyXpoviopog Slepyaciwv. Katd tnv SLdpkela eKTEAEONC TwV SlEpyaoLwV TOAEG Ao
QUTEC elval Suvatov va BEANooUV va KAVOUV KOLVA X on MEPLPEPELOKWY CUCKEU WV KOl KOLVWY
TIOPWV TOU CUOTAMATOC. AUTO TO YEYOVOG SnULoUpYEl ouviInkeC avTaywviouoU Kol Ba urmopou-
oe va. 08nynoeL and to apolBaio umAokaplopa Twv dtepyactwy (6mou duo f mopandavw Slep-
yooleg umlokdapouv apolBaia n pia tnv AAAn), péExpL TNV mPoPBANUATIKA AEttoupyla Toug (T
oMayn twv dedopévwy piag Slepyaciag amo pio aAAn)

Mt onpavtikh évvola oto BEUa ToOU CUYXPOVIOUOU TwV SLEPYOCLWY Elval aUTH TOU KpiotoU
tunuarog (critical section). KaBe dpopd mou pia Slepyacia eLOEPYETAL OE TUA O TOU TIPOYPALHO-
TOG TToU ekteAeital Kal €xeL TpooBacn o€ Slapolpalopevoug mOpoug AELE OTL BploKeTal 0TO Kpi-
OLUO TUAMA TNG. Anploupyeital €Tol emiong n évvola Tou auotBaiou amokAELOLOU TIOU CUVLOTA
NV anayopeucon plag Stepyaciog va elo€pBel 0To KploLo TUAKO TNG OTav pia GAAn BplokeTal
0TO avTioToL o S1KO TNG.

Mo Tov AOY0O OUTO UTIAPYXEL UNXOVIOUOG ETILKOWVWVIOG peTatd twv Slepyaotwv (Inter Process
Communication, IPC) o onolog ulomoleital pe tadopeg pebddoug (apxeia, kKavaAla EMKOWW-
viag, poéc Sedopévwy, onuata, onpatodopelc, oupEG UNVUUATWY K.4).
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3.2.4 XpovobpopoAdynon Siepyaciwv. H xpovoSpopoloynaon Twvy SLepyactwv XEL OUCLOOTIKA
VoL KAvel pe tnv xpovodpopoloynon tng KME kal omwg £€xet nén avodepOel yivetal and tov
xpovodpouoioyntn (scheduler).

H xpovodpopoAoynon Aappavel ywpa oe duo emnineda:

o Makpoypovia xpovobpopioAoynaon (long term scheduling rj job scheduling). ESw kaBopi-
{eTaL moLeg amo TI§ Slepyaoieg mou €xouv UTOBANBEL amod Toug XPNOTEC yla eKTEAEDN Ba
boptwBoUV oTNV pvNUN Kat Ba yivouv €TOLUEC yLa EKTEAEON.

® Bpayuxpovia ypovobdpouoAdynon (short term rj CPU scheduling). ESw smléyovtal ol
Slepyaoieg anod v Alota £tolpwy Stepyactwy mou Ba Toug mapaywpnBel xpdvog otnv
KME £tolL wote va yivouv eKTEAOUIEVEG.

Ewova 3.4: Anelkovian Stepyaciwyv o umohoytotr) pe AX Windows 7 e Xprion Tou TpoypaUOToS
process explorer (StaBéotuo kat yia Linux). H teheutaia 6e€ld otiAn avadépetatl oto mARB0¢ Twv HETO-
Yywywv reptBarlovrog.

O xpovodpopoloyntic amodaacilel yia To moTe Kal mola dtepyocio Ba Stakomel kol mota Ba
ouveyloel pe Baon kamola Kpttipla. Ta 1o cuvhBlopéva amo ta omnola Bacilovral otig e€ng
£VVOLEC:
o Anobotikotnta (efficiency): H KME Ba mpémel va elval amaoXoAnuévn KoTd To PeyaAUTe-
po SuvaTd XPOVLKO SLAoTNUA.
o Awatoouvn (fairness): O xpovog tng KME Ba mpémel va potpddetol dikato petald twv
£TOLUWV TIPOC EKTEAEDT SLEPYATLWV.
® XonAo ypovo anodkpionc (low response time): O xpOvog avapoving LEXPL TNV TIPWTHN £€o0-
So-amokpLon oe éva Slahoyikd cuoTnua PEMEL va ival YaunAag.

[44]



® XaunAo ypovo dteknepaiwanc (low turnaround time). O GUVOALKOG XPOVOG yLaL TV TIAR PN
eKTENEDN ULOG EQYAOLAC TIPETEL VAL ELVAL XOUNAOC.
Avahoya LE Tn oTpatnyikn mou akohouBolv ot alyoplBpuot xpovodpopoAoynaong Stakpivovrat
oe 600 KaTnyoplec:
e Mn Stakorttoi (non preemptive) aAyoptduor: Mua Stepyacio mou £xet tov €éleyxo tng KME
Tov Slatnpel PéxpLg 6tou ohokAnpwBel ) xpelaotel kamola AAAN Aettoupyia.
e Awaxonrtoi (preemptive) aAyoptduotr: O xpovog tng KME potpaletat og Xpovika Slaotripa-
Ta opota i Stadopetikd petall Toug (KBavta xpdvou) kal autd potpdlovtal otig Siepya-
oleg pe oglpa n omola kaBopiletal eite amo tn otyun adLeng tng dlepyacieg eite amo Tov
QTMALTOUEVO XPOVO EKTEAEONC TNG.
Epyaldpevol pe Baon to mapamdvw ot aAyopduol xpovodpopoloynong kabopilouv tn oelpd
KQL TOV XPOVO EKTEAEGNG TWV SLEPYOOLWV. Z€ TTOANEC TIEPLMITWOELC QUTH N OELPA UMOPEL va Tpo-
ronotnBel pe BAoN KATOLX TIPOTEPALOTNTA TTOU OpLleTaL MO TOV XPHOTN Yla KATIOLEG Slepyaoi-
£G HEOW TWV Tpoypappdtwy Staxeiplong Slepyociwy.

3.3 Awaxeipton MvAung

OL 6lepyaocieg mou eldape OTL UOPOUV VoL CUVUTIAPYXOUV O KABE XPOVLKI OTLYHA €XOUV QVAYKN
Ao TNV KUPLOL VAN TOU UTtoAoyLoTH. Me Tov Opo KUPLX LVH i TOU UTIOAOYLOTH avadepOUAOTE
oTNV Yvrun n omoia dev dlatnpel ta MEPLEXOUEVA TNC OTOV OTAUATAEL N AELTOUPYLA TOU UTTOAO-
YLOTH KaL apEXeL TaUTATN KAl AUECH TIPOCTIEAOGN O€ omoladnmote BEon TG yla avayvwon
yla gyypadn. Av Kal 0 oplopog autog avadepetat otnv RAM (Random Access Memory, UvAun
Tuxaiag mpoomélaaon ), evtoUTolg TNV KUPLA UV CUUTEPIAAUBAVETOL GUUTANPWLOTIKA Kot
n pvnin ROM (Read Only Memory, pvrun eyypadng pévo) otnv omoila UAPYOUV HOVLUA EYYE-
YPOUUEVA Baoikd poypappata Slaxeipltong tou UALKOU amod TOV KATAOKEUOLOTH] TOU.

Ye £vav umohoylotn BEPRata, eKTOC Ao TNV KUPLA VAN, UTIAPXEL KOL N SEUTEPEUOUCA UVAUN
(okAnpoti diokot, CD/DVD, diokétec, pvrpeg flash), pe xapaktnplotikd e yvwplopa tnv da-
TAPNON TWV TIEPLEXOUEVWY TNG AKOMO KOl XWPLG val AelToupyel 0 UTTOAOYLOTAC KAl TNV APKETA
HLKPOTEPN TaXUTNTO TPOcBacnC o€ ox€on LE TNy KUPLA.

‘Exovtag Aoutov otn 81aBeon Tou TNV KUpLa Kol TV deuTepelOUCA UVAHN TO AELTOUPYLKO ZU-
oTnua Ba TPEMEL va KAVEL TNV KAAUTEPN duvatr Slaxeiplon Toug £T0L WOTE va eEUTNPETNBOLV
000 To Suvatov MeplocoTePeS Slepyaoies. Oa MPEMeL e6w va MOUUE OTL avadepOUOoTE €Miong
KoL oTnV SEUTEPEVOUCA UVAIN OE AUTH TNV evoTnTa Kabwe, omws Ba doupe mapakdTw, elvat
duvarr n xpnon evog HEPOUC TNG TPOKELUEVOU va auEnbel n SlaBéoiun otig Slepyaoieg moco-
TNTA WVAKNG HEOW TNG avTaAhayng (swapping) Kal TnG ELKOVIKAG LVAKNG (virtual memory). 2Tn
OUVEXELQ JLE TOV 0pO VAN Ba avadepdpaoTe yeVIKA otn SlaBéatun otig dlepyaoieg pviun.
3.3.1 Katavopn t¢ pvApung otig diepyaocieg. H katavoun tng Lvnung otig Slepyacieg yivetal
Qo T0 AELTOUPYLKO ZUCTNHA KAl Elval E(TE OTATIKY EITE SUVOLLKT).

JTNV OTATIKA KATAVOUN N UVAUN VOl XWPLOUEVN EK TWV MPOTEPWY O€ TUAUOTA Ta omola &i-
val Stadopwv peyebwv kat StatiBevral otig Siepyaoieg avaloya Ue TIC avaykeg Toug. Elval o
QMAOUGCTEPOG TPOTIOG KATAVOUNG UVAUNG GAAG TO TUAATA UVAUNG eV aflomolouvTal MARPWE
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Kat ev elval eUkoAa duvatr n amd KoLoU Xpron Toug oo cUoXeT{OUeVeC Slepyaaied.

3TN SUVOLLKT KATAVOUI TO AELTOUPYLKO ZUCTNA TIAPEXEL OTLC SleEpyacieg OGN UVIN AmMALTOUV
otav apyloouv va ektedouvtat. AUVeL Baoikd mpoARpaTa aglomoinong TN Lvnung oAAG amnat-
Tel Lo oUVOETEC Kal TTOAUTIAOKEG SLadikaoieg yla tnv SLaBeon Kat Tov EAeYX0 TNG UVAUNG.

Ewodva 3.5: OpLopag T ELKOVIKAG LvAUNG o cuothua Windows 7

Otav n kupLa pvrApn n onoia eival taxutepn oA Alyotepn amo tnv deutepelouca dev emMapKel
yla to mAn6og twv Slepyactwy, TOTE To AELTOUPYLKO TUOTNUA €XEL TN SuvaTtoTnTa TG avtaAda-
yrc (swapping). 2e autr ThV MEPIMTWON UETAPEPOVTAL TPOCWPLVA 0T SEUTEPEUOLCA VAN
TEPLOXEC TNG KUPLaG Ttou Sev eivat amapaitnto va Bplokovtal otnv KUpLa pvnun. Otav ta nept-
£XOUEVA TOUC amaltnBolv TOTe HeTAPEPOVTAL KOL TIAAL OL TIEPLOXEC AUTEC OTNV KUPLAL VAN KAl
avtiotolya petadépovral AAeG amd tnv kUpLa otnv deutepelovaa.

3.3.2 EkovLKr pvipn. Onwe avad£pBnKe Kat opamavw UTAPXEL SUVATOTNTA GUVEPYACLOG TNG
KUPLOG ME TNV SEUTEPEVOUCA VAN TIPOKELEVOU N GUVOALKA SLaBEaLn Hvnun otig Slepyacieg
va eival peyaAltepn g GUOIKAG LVAKNG. H duvatotnta autr) avadEPETaL YEVIKA WE ELKOVL-
k) pvnun (virtual memory) kol €MITPETEL GTOUC TIPOYPAUUATIOTESG va YpAdOoUV TIPOYPA AT
XwpLS va toug anaocyolel anapaitnTta n GuOLKr UVAN TOU CUCTAKATOC OTO omolo Ba ekteAe-
otouv. Ot 61euBUVOELS LVALING TTOU XPNOLUOTOLOUVTAL A0 TA TIPOYPAULUOTO EIVOL ELKOVIKES Kl
LETATPEMOVTAL O€ TIPAYHUATIKEG KOTA TN OTLYUN TNG EKTEAEONC TOUG Pe Baan tnv B€an g uvn-
UNG otnv omola GopTwONKE aPXIKA TO TPOYPAUUA VLo VO EKTEAECTEL To PEYEBOG TN ELKOVLKNG
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uvnung mpoodlopiletal cuvBwg oto 150% tng GUCLKAG HUvANG, SnAadn yla éva cuoTnUa e
4GB RAM n €lkovIKn pvrun Ba oploBet ota 6GB mepinov.

3.3.3 ZeAbomoinon Ko KATATUNGN. H LETATPOTA KoL N aVTLOTOLXLoN TWV ELKOVIKWY SleuBlvoe-
WV UVAUNG OTLG avtioTtoweg GuoLkEG SLeuBUVOELG yLa T Xpron Toug amd Tig Slepyacoieg yivetal
pe dtadopoug tpomouc. H oehtbomoinon Kat n KATATUNON €lval ot SU0 BOCLKEC OTPATNYLKES
TIOU XPNOLUOoToLoUVTaL.

ZeAdonoinaon (paging). Me tn oTpatnyLkn TNG 0€ALS0TOINONG N ELKOVLKN MVAKN (KUPLO + LEPOG
NG deutepelouoag) xwplletal os LoopeyEDelg oeAibeg kal n puaotkr pvnun (kopla) xwpiletal
oe avtioTolyeg evoTnTEG TOU (Slou pey£Boug. Mpodavwg to mANBog Twv oeAbwWVY TNG ELKOVIKAC
UVAUNG elval mavta peyaAUTEPO amd AUTO TWV EVOTATWV.

Ot 8leuBuvoelg mou xetpilovtal ot Slepyaocieg eival lkovikég SteuBuvaoelg (EA). Ta tnv avti-
otolxion Toug o€ puaoikeg SteuBuvoelg (OA) elvat anmapaitntn pla Stadikacio katd tnv onola
ylvetal xprion evog mivaka avtiotoixlong oeAidwy — evoTATwv.

Ye neplmtwon mou amnattnBel mpooBacn os oeAida mou Sev avtloTolxel o evotnta mou PBpl-
OKETAL OTNV PUOLKI UVAHN TOTE MPEMEL va TipaypatonolnBel pia Stadikacio petadopdg tng
oehibag autng amod tnv dsutepeliovca oTnV GuoLkr HvAun. Tautoxpova Ba TPEMEL va yivel
aneAevBépwaon KamoLag evoTnNTag amo TNV GUCLKN UVARN Kat petadopd ThG otny SeUTEPEUOU-
oQ LVAUN.

‘Eval LELOVEKTN WA TNG oeAbomoinong elvat OTL n TeAeutaia oeAiba TOU XpNoLUOTOLELTAL ATO KA~
rowa Stepyacia Sev xpnotpomnoleital TARPWE. AUTO OVOUATETOL ECWTEPIKOC KATAKEPUATIOUOSC
(internal fragmentation).

Katatunon (segmentation). Me tnv TeXVIKA TNG KATATUNONG YIVETAL Lo TTpOOTIABEL artodu-
VG TOU E0WTEPLKOU KaTaKkeppatiopoU. Artodibetal eToL og KABe Stepyacio 6on pUvAun amattei-
TaL KaL N pvnpn xwpiletat oe tunpota Stadopetikol peyéBouc. H avtloTolylon Twv EKOVIKWVY
SleuBUVoewV 0g GUOIKEG yiveTal Kal TTAAL Le Thv BorBela evog Tivaka avTlotoixlong Omou yLa
KaBe Tunpa Statnpolvtal n apxikn Tou StevBuvon otn Pvhipn kot to péyebog tou. Av xpelaotel
avtaAhayn kat petadopd and tnv Seutepelouca oTNV KUPLA LV, TOTE PayaTonololvTal
e Tov (810 Tpomo Onwc kal otnv oeAtbonoinon.

Mua Stepyaocia pmopet va xpnotpomnolel mapamavw amno éva Tunuata Stadopetikol peyEBoug.
Ye mepintwon mou n Slepyaocia f kamolo amd To THAMAta te mavoel va givol anapaitnto
VOl UTTAPXEL TOTE ONLOUPYELTAL £VOL KEVO GTOV OVTIOTOLXO XWPEO TIoU KataAdpBave. Auto ovo-
MAZeTOL EEWTEPLKOC KATOKEPUATIOMOG KOL I OVTLUETWTTILON TOU YIVETAL UE TOV CUVEUOGHO TWV
HeBOdwWV NG oeAdomoinong Kat TG KOTATUNONG KATA TLG OTTOLEG TOL TUAMATA TNG KATATUNONG
elval dlapopetikad PETAEU TOUC Kat TLAAL aAAG amoteAouvTatl and oopeyEBeLg oeAibeq. MNa tnv
QVTLUETWTILON TNG EEWTEPLKNAG KATATUNONG Elval Suvato va ekTeAeoTel €vag aAyoplBuog «ava-
OUYKPOTNONGY TNG UVAKNG KATA TA TPOTUTIA THE AVOCUYKPOTNONG SioKwv amod To AELTOUPYLKO
Juotnua aAAd auto Ba ATav apPKETA XpovoBopo.
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EpwTrosLg

10.
11.

12.
13.
14.
15.

16.
17.
18.
19.

20.
21.
22.
23.
24.

1. Motog elvat o kUpLog poAog tng KME kat ThG LVAKNG;

2. Me moto tpomno auvfavetal o Babuog ekpetaMeuvong tng KME;

3. Tl ToLo AOyo Umopel KAOLo TPOYPALLA TTIOU EKTEAELTAL VAL OVOYKALOTEL VOl TIEPLUEVEL;
4. TuevvooUpe pe Tov 0po Slepyaoia; 2e TL SladEpPeL amd To MPOYPAUUC;

5.
6
7
8
9

Tt ovopaletal TOAUTIPOYPAUUATIOUOG;

. Nwg pnopetl va erutevyBel mpaypatikn mapdAAnAn eneepyaoia;
. NMdoa €ibn Slepyactwv umtapyouy;
. Y€ TIOLEG KATOOTAOELG Umopel va Bploketat pla Stepyaoia;

. TuoupPaivel otn petaywyn neptBarlovtog;

Molog eivat o podAog tou xpovoSpopoAoyntr Slepyactwy;

Mote pmopouv va UTIAPEOUV CUVONKEC avtaywviopoU Petafl Twy Stepyactwv; MNati mpémnel
VOl UTIAPYEL OUYXPOVLIOUOC HETAED TOUG;

TuoupBaivel 6tav pia Slepyacio ELOEPXETAL OTO KPLOLO TUAUA TG

Ye mooa enineda oupPaivel n xpovodpopohoynon tng KME;

Mola elval Ta cuvnBlopéva KpLTnpLa XpovodpouoAoynonc;

€ TOLEG KaTnyopieg xwpilovtal oL xpovoSpopoloynTeg; Molo eival To XapaKTNPLOTIKO Ka-
Beplag;

Ye T SladEpeL n KUpLa amd tnv Seutepeliovoa UVAUN;

Ze TLSladEpEL N OTATIKA amd TNV SUVALKA KATAVOU UVAKNG;

Tt oupPalvel katd TV avtaAlayr WVAKNG;

Mota SuvaToOTNTA OVOUATETOL ELKOVLKE VAN KoL TL ouppaivel pe T S1leuBuvoelg pvnung
TWV TMPOYPUAUUATWY;

Mwg Asttoupyel n oehtdomnoinon;

TuoupBaivel otav pia oeAida TN EIKOVLKAG UVAUNG SV avtioTolyel o evotnTa TG GUCLKAG
Tt ovoUAZETAL ECWTEPLKOG KATAKEPUATIOUOG;

Mwg AelToupyEL N KATATUNON;

Tt ovopdletat e€WTEPIKOG KATAKEPUATIOUOC KAL TIWE YIVETAL N OVTLLETWTTLON TOU;

(48]



Apaotnplotnteg

Windows

1.

Ye évav umoloytotn pe AZ Windows XP ; Windows 7 natrjote tautoxpova Ctri+Alt+Del yia
VOl KKV OETE ToV Slaxelploth Stepyactwv (Task Manager) 6nwg ¢aivetat otnyv €ik. 3.1. E€e-
TAOTE TG MANpodopleg MOV oag MAPEXEL KAl SOKLUAOTE va TEPUATIOETE Kamola Slepyaocia.

. Ano tov Slayelplotn Slepyaciwv aANGETE TNV MPOTEPALOTNTA KATIOLWVY SLEPYACLWV.

. Ektedwvtag To mpdypappa msconfig twv Windows e€eTA0TE TO GTOLKELQ TTOU KAVOUV EKKIVN-

on Katd tnv évapén Asttovpyiag tou H/Y

. Ao tov Slaxelplotr SlepyaciLwy Kol OO TNV KAPTENA eTLOO0ELG ETUAEETE TNV EMOMTE(R TTO-

pwv yla va Seite TV Aemtopepn avaBeon UvAUng otig Stepyacieg.

. EAéyére kat puBpiote TNV MOCOTNTA EKOVIKAG LVANG TOU UTIOAOYLOTH 00¢ LECW Tou [Tivaka

EAéyyou > Zuotnua > PuBuioceic Suotriuatog yia Mpoxwpnuevoug > Ma mpoywpnueévoug >
Emiéooeic > MNa mpoywpnuévouc (6Agne k. 3.5).

. Eykatootrote to mpoypaupa process explorer amno tn dtebBuvon https://technet.microsoft.

com/en-us/sysinternals/bb896653 kat eAéyEte Tig MAnpodopieg Mou oag mMapEXEL yla KAOe
Siepyoaoio.

. Avoitte éva mapaBupo tou Windows Explorer kavovtag SUmAO KALK 6TOV «YTTOAOYLOTH OU»

Kat eAéyEte ta meplexopeva tou Slokou C:, adol éxete opioel mpwta va sudavilovral Ta
Kpuda apxela kAL Ta apyeia cuoTUATOG. ZUyKpiveTe To uéEyeBog Tou apxeiou pagefile.sys pe
T0 UéyeBoc Tou apyeiou oeALS0OTOINONG YL TNV ELKOVIKA VAN TIou avTilotolyel otov &loko
C.. TLmapatnpeitg;

Linux (ubuntu)

8.

Avolifte £va TEPUATLKO Kot TTANKTPOAOYNOTE TNV eVvioAn ps. Mapatnpnote tnv €00 tne. Na
g€nynon tg AsLtoupylog TN KoL EPLOCOTEPEC TIOPAUETPOUC TTANKTPOAOYNOTE TNV EVIOAN
man ps.

Avoifte éva TepUATIKO KOl TANKTPOAOYNOTE TNV EVTOAN gnome-system-monitor. EAEy€te Tig
duvatotnteg mou oag Sivel autn n epappoyr HEow Tou ypadLkol Tng mepBAAAovTog.
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Kedbalauwo 4

Awaxeipion Zuokevwv E/E

‘Eva urtoAoyLoTikd cUoTnua ekTo¢ amd tnv KME Kot Tnv KUpLOL UVAN TIOU XPNOLLOTOoLoUvVTaL
yla Tnv enefepyaocia kat mpoowpLvr anobnkeuon dedopévwy Baciletal oTIC MepLdEPELAKES OU-
OKEUEG YL TNV ETLKOWVWVIA e ToV €EWTEPLKO KOOUO Kol yla TNV Bondntikn (deutepeliouoa)
pvAun. H xpnon tTwv nepldepeLaKwY CUCKEUWV ETIITUYXAVETOL AOYW TNG oxedlaong Tou cuoTr-
HaTOC KOL TNG UTAPENG KATAAANAOU UALKOU Kol AOYLOMLKOU.

Awdaxtikoi Ztoxol

Y€ QUTO To KedpaAalo Ba pabete:
e [ TV avaykaldtnta,
® TOV TPOMO cuvepyaoiag,
® TIG SuvaToTnTeg Kat

® TOV TPOTO EYKOTAOTOONG TWV TEPLOEPELOKWY CUCKEUWV.
Aldaktikég EvotnTeg

4.1 Ewaywyn
4.2 Eloo60c¢-£€080¢ Kal epLdEPELAKEC CUOKEUEG
4.3 EAeyktéc koL odnyol cuoksuwy E/E.

4.4 Alayxesiplon Twv MepLOEPELOKWY CUCKEUWV ATIO TO AELTOUPYIKO TUCTNHAL.
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4.1 Elcaywyn

Onwg elvat yvwoto, €va UTTOAOYLOTIKO cUOTN A amoTeAe(TaL amd EMUEPOUG UTTOCUCTH LATA Ta
onola dtacuvdéovtal HETOEL TouC yia va avtalldcouv SeSopéva. Exovtag pia Yeviky oxedia-
on, OMw¢ auth mou daivetal otnyv k. 4.1, n Kevrpikry Movada Eneéepyaciog (KME, CPU) emt-
KOWWVEL He TN LvApn RAM Kal T meplpepeLakeG LOVASES LECW EVOC CUOTHHATOC SLadpOpwY
(bus) mou petadépouv Sedouéva Kot Grpata EAEYXOU. I€ VO UTIOAOYLOTIKO GUGTNLA UTTAPXOUV
SLadopeTIKEC KaTtnyopieg SLadpopwy avaioya Pe TV TaxUTNTA EMIKOWWVIAG KoL ToV TUTTO TWV
UTIOOUOTNUATWY TTIoU SLAcUVEEOUV.

AuTEC lval a) ot Stadpopol pviung-enelepyaotn, B) ol Stadpopol elcodou-e£0660u Kat y) ol
eninedol (flat n backplane) 8tadpopol.

Ewkova 4.1: AtacVvdeon povadwy evog urtohoyLoTr Ue PAon To pHovtélo BOpELag Kol voTlag YEbupag
(northbridge, southbridge). Ta mpacwva BEAn dnAwvouv toug Sladpopoug enkowvwviag (bus). To FSB
(Front Side Bus) elvat o §tadpopog emikowvwviog tng KME pe thv Bopela yédupa (mnyn: Wikipedia)

OLTPELG AUTEG KOTNYOPLEC SLASPOUWY UTIAPXOUV G OAEG TIC CUYXPOVEC UTIOAOYLOTLKEG LOVADBEG,
pall pe oxedlaoTikeég BeATLWOELS Kal 51ahOPOTOLNOELG TOUG, E OTOXO TNV EMITEVEN TaXUTEPNG
emkowwviog. Etot, BAEMouE oTa onUepLVA cuoThpaTa T Umtapén SUo KUKAWUATWY UTOOTH-
pLENC TG emikovwviog, tnv Bopela MNEdupa (North Bridge) kat tn Notia Frédupa (South Bridge).
H Bopeta MEpupa glval auth mou givat urtebBuvn yla tnv enkovwvia LeTaéL Tou enefepyaotn,
NG LVAKNG KOLL TOU GUCTAKATOC YpadIkwy evw n NotTia ME@upa el avaAABEL TNV ETIKOWVWVIA
HEeTagy OAWV TWV GAAWV TILO APYWV CUCTNHATWV.

[52]



Baowko otolxelo otnv enikowwvio HeTafl Twv UMOCUCTNUATWY O €vav UTIOAOYLOTH €lval To
pwTtOKkoAAo emikowvwviag Stadpopou SnAadn to cUVoOAo Twv KaVOVWY Tou Kabopilouv To wg
ylvetal n emkotvwvia. Ot kavoveg autol puBpuilouv moleg elval oL SLadIKAoIES Kat N Hopdn Twv
onUATWV eAéyyou Kat SeSopévwy. Eva onuavtiko otolyelo emiong sival ot Stakomég, Snhadn
ONMOTA VL0 ALTAMOTO ETLKOWVWVIaC. AUTEC Xwpilovtal og Stakoméc UAtkoU Kol SLakoméc Aoyt-
OuLkoU. OUCLAOTIKA OL SLOKOTIEG ELVAL O TPOTIOG LLE TOV OTIOLO L0l GUOKEUT), VOl TTPOYPOUUA 1) TO
AELTOUPYIKO ZUOTNUA ATOKPIVETAL OE AULTAATA ETUKOWVWVIAG ) «{NTAEL TNV Ttpocoxn» (dnAadn
XpOvo otov enegepyooth).

Ewkova 4.2: H katavoun twv Stakomwy UALKOU onwg mpoParetal amno to nmpoypappa PC Wizard.

Baolouevn otnv mapanavw oxediaon mou avadEpbnke mepANTTIKA, elval Suvatr n cuvdeon
TIEPLOEPELOKWY CUCKEUWVY OE HLOL UTIOAOYLOTLKY povada n omola eival avaykaio apevog ya
TNV EMKOLWVWVIA TOU UTTOAOYLOTIKOU GUOTAHATOG LE TOV XPAOTN Kol UE GAAQ UTTOAOYLOTIKA GU-
OTAMATA, APETEPOU YLOL TOV EUMAOUTIOUO TOU CUOTAUOTOC UE VEEC SUVATOTNTEG KUPLWCS OOV
adopd ota péoa Seutepeloucag UVAUNG. 2To Kedhalalo autod Ba yvwpilooupe Ta ei6n Twv mept-
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bEPELOKWY CUCKEUWV TIOU PIopoUV va cuvSeBolv KaBwE Kol Ta amalToULEVA OTOLXEL YLaL TN
owotr Slacvvdeon Touc.

4.2 Eicob0G — E§060¢ Kat MepLdpepeLaKEG ZUCKEVES

OL mepldePELOKEC CUCKEUEG O€ £vaV UTIOAOYLOTH UTOPEL va lval GUOKEVEG SeUTEPEUOUCOG
uvAune (okAnpot diokot, CD/DVD, Flash disks) )} cuokeuéc elodSou-e£660U yLa TNV EMLKOWVWVIN
LLE TOV XPNOTN A UE GAAQ UTTOAOYLOTIKA GUOTHHATA.

SUOKEVEG beuTEPEUOUOAG UVAUNG

Me Tov 6p0 aUTO avadePOUACTE O CUOKEUEC amoBrkeuong Sedopévwy Omwce oL okAnpot di-
OKOL KOl Ol GUOKEUEG avayvwong omtikwy Siokwv (CD/DVD/Blue Ray). MNa toug okAnpoug 6i-
OKOUG N ouvexng e€€ALEN €xeL 0dnynaoeL otnv UTAPEN TOGO payvnTIKwy okAnpwv diokwv (Hard
Disk Drives) 600 KOl GUGKEUWY HOVIUNG aTtoBAKEUOGNG 08 OAOKANPWHEVO KUKAWUOTA UVAKNG
(flash disks rj Solid State Drives) mou pw¢ akoAouBouv Ti¢ (SLeg apxEg 6oov adopd oTnv opya-
VWon Tou péoou amoBrkeuong (ToUEelg, TPOXLEC, evOTNTEG KTA). H EMIKOWVWVIO QUTWV TwV OU-
OKEUWV LIE TOV EMEEEPYAOTH KOl TNV KUPLOL VAN TOU UTIOAOYLOTH YiVETaL UE Xprion dladopwv
TUTWV ouvdeong. H ouvdeon USB eival auth thv mepiodo n kUpla HEBOSOG yLa AMOCTIWEVES
OUOKEUEC Kat 1 SATA yLol TIG EVOWHUATWHEVEC OTOV UTIOAOYLOTH OUCKEVEC. MEoa amoBrkeuong
OMWC Ol HayvNTIKEG Tawvieg kat ot dlokeTeg (floppy disks) kaBwg Kal oL AVTIOTOL(EG CUOKEUEG
avAayvwong Kal eyypadrg o€ AUTEG £XOUV apxXLoeL va EKAEITOUV £6W KOl APKETA XPOVLA.

Y& éva aUyXPoVo UTIOAOYLOTIKO cUoTtnua (2015) Ba Solpe péyeBog kupLag pvaung (RAM) and
2 uéxpt 4 Gigabytes ouvnBwg va cuvdudletal pe péyebog deutepeviouoag UVAUNG TNS TAENG
Twv 500 pe 1000 Gigabytes (1 Terabyte) 6cov adopd Toug payvntikoug okAnpouc diokouc. H
6e xpnon pvnung flash sivat tng taéng twv 16-32 Gigabyte kaBwc eival pev Lo ypryopn, OUwe
elval KoL apKETA TILO aKPLPH.

H Xprion Twv cuoKeu WV SeUTEPEUOVOAC UVAUNG KO KUPLWE TWV EVOWHATWHEVWY OKAnpwv &i-
OKWV glvol ONUOVTLKA ylo TN SuvatotnTa €LKOVIKAG LVAKNG TIou avadEpBnke oto kedalato 3.
Onwc avadpépbnke ekel, To cuvnBLopévo PEyeBOC TNG ELKOVIKAG LVAKNG Elval teplmou piduton
dopa tnv mpaypatikn. Andadn yia 4 Gbyte RAM Ba kaBopiooupe kal 6 Gigabyte ewkovikig
UVAUNG oTov okAnpd Sloko.

JUoKeUEC elo6bou/cE660u

OL ouOoKeUEG 10060U/e€080U elval cuokeu£g Stemadng (emkolvwviag) pe Tov xpnotn kat dla-
Kplvovtal og GUOKEVEG £10060U SESOUEVWY OTIWG TO TTANKTPOAOGYLO, TO TOVTIKL, TO HIKPODWVO,
0 COPWTNAC (scanner) KAl GUCKEVEG €060V OTWG N 084V, T NXElD, 0 EKTUTWTAC, 0 OXESLOOTAG
(plotter) k.a. Yrdpyouv &€ Kol GUOKEUEG TTOU elval TAUTOXpova eL00S0U Kal €680U Kal elvatl ot
0006vec adng (touch screens) mou eival apketa Sltadedopéveg ota cuyxpova Kvntd thAEpwva
(smartphones) kot utoAoyLoTég TaUmAETEC (tablets) kat emiong kot ta hands free péow KaAwbi-
wv N Bluetooth.

JTIC OUOKEVEG ETKOWVWVIAG CUUTEPIAAUPBAVOVTOL EMLONG KAL OL CUCKEVEG SIKTUWONG LECW TE-
Xvohoyiog evoUppaTWV 1 acUPUOTWVY TOTIKWY SIKTUWV (LAN 1} WiFi), uéow Bluetooth f Siktuwv
Kwntng thAedwviog.
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4.3 EAeyktég K O6nyoi Zuokevwv E/E

la va eivat duvartr n cUVEeon TG CUCKEUNG OTO UTIOAOYLOTIKO GUOTNHO KO N EMITUXAC AEL-
Toupyia NG elval amapaitnTo va umdpyouv éva KUKAWLA TIPOCAPHOYNAC KAl EAEYXOU TNG ou-
OKEUNC, 0 eAeyktn¢ (controller), kat éva mPOypaAUUA TTOU OVOAQUPBAVEL TNV ETIKOVWVIA UE TO
A€ITOUPYIKO ZUOTNUA, 0 06NYOC (driver). To MPOYPAUUA QUTO OE CUVEPYAOLA LE TO AVTIOTOLXO
UALKO ovaAaBAVEL TNV EMLKOWVWVLA LLE TO UTIOAOLTTIO GUGTNA XPNOLLOTIOLWVTAC LETOEL GANWY
TG Stakomec (UALkoU kot AoyloptkoU) kat Ta kavaito DMA (Direct Memory Access).

AOYwW TNC €€EALENC TNC TEXVOAOYIaC TA KUKAWUATO EAEYXOU Elval TIOMEG GOPEC EVOWHUATWHEVQ
otn ouokeun (m.x okAnpot 6lokol) Kal n emkowwvia, 60ov adopd oTo UALKO HEPOC, YlveTal
UECW TUTIOTIOLNUEVWY KUKAWUATWY KoL TTPWTOKOAAWVY SLadpopwv kat Bupwv emikowvwviag (m.x
IDE, SATA, USB, PS2, R$232, PCl, AGP k.4).

Emtiong, Aoyw tng e€EAENG OTNV TEXVOAOY IO AOYLOULKOU KOl TWV AELTOUPYLIKWY CUOTNUATWY, TIOA-
Aég dopég ta mpoypappata 0diynong Tng ouckeung (odnyot) sival Nén evowuatwpéva oto
Agltoupylkd 0otnua n pmopoLv va Bpebouv pe autopatn Stadkacia avalitnong oto Sla-
Siktuo oe amoBetrnpla (repositories) AOyLOHUIKOU TNG €TALPELAG KATAOKEUNC TOU AELTOUPYLKOU
OUCTHOTOG.

Mo tnv nepimtwon ekelvn mou n cuokeur Tou BEAOUNE va CUVOECOUE OE €vav UTIOAOYLOTH

glval apkeTa MaALOTEPN 1) VEOTEPN TOU AELTOUPYLIKOU GUOTAUATOC Ba TpEmelL va mpoBoUue o€

pia 1) KoL oTIG SU0 OO TIC MAPAKATW EVEPYELEC:

1. Evnuépwoan tou Asttoupytkov cuotriuartog. H Stadikaola auth emBAAAETAL yeVIKA va yiveTal
OOXETWC AV EYKOOLOTOUUE GUOKEUEC N OXL, KABWC Ol VEEG EVNEPWOELC TOU AELTOUPYLKOU
ouotnuatog eival Suvatov, eKTOC TNG UTIOOTAPLENG VEWV CUCKEUWVY, va SlopBwvouv f va
QVAVEWVOULV TUALATA TOU AELTOUPYLKOU GUOTHOTOG.

2. Eykataoctaon twv odnywv tn¢ cuokeung. H Stadikaoia autr mepAauBavel thv eykatdotaon
TWV TPOYPAUUATWY 061 ynong (o8nywv) TNC CUGKEUNG T OTIola TTAPEXOVTOL OTTO TOV KaTa-
OKEUQOOTH TNG CUOKEUNG E(TE AUECA OE KATOLO OMOBNKEUTIKO HECO £lte PEOW SLASIKTUOU
Qo tnv avtiotolyn LotooeAiba urtooTAPLENC TNG CUGKEUNG.

JTIC TIEPLOCOTEPEC TIEPUTTWOELG N EYKATACTOON ULOC VEAG CUCKEUNG €lval pia amAr umoBeon.

Elvat yvwotn aAAwote n opohoyia Plug and Play (PnP, cUvéeoe kat maife) mou dpyLoe va umap-

XEL amo tnv enoxn Twv Windows 98 kal £metta. YMAPXOUV OUWG KoL TIEPUTTWOELG OTIOU 1 OAN

autn Stadikaoia pmopel va yivel apketd SUOTPOMN. I€ QUTEC TIC TTEPLIITWOELG N opoAoyia PnP

petadpaletal (pe d6on xloupop) oe Plug and Pray (oUvbeoe kal mpoasuyxnoou) amodidovrag
£TOL TNV KATAOTAON OV Hropei va dnuloupynBet.

4.4 Aoyeipion Twv NEPLPEPELOKWY CUOKEUWV ATtO TO AELTOUPYLKO ZUCTNHA

Eidape otL, 6tav pia mepidbepelokr) cUOKEUN ouvdeBEel oe pLa UTIOAOYLOTIKN povada, Ba Tipémel
V0L UTLAPYEL KOLL TO QVTIOTOLYO MPOYPAULA EMUKOWVWVIAG e AUTAV. H KevTpLkn Sloeiplon autwy
TWV TPOYPAUUATWY YIVETAL ATO TO AELTOUPYLKO ZUCTNLA KOLL UTTAPXEL TTAVTA £VaG TPOTIOG KaBo-
PLOUOU TN AELTOUPYLAG TOUG 1 TNG avaBABLLONG TOUG LLE VEOTEPQ TTPOYPAUUATAL.
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Ewkova 4.3: H Slayeiplon cuokeuwv twv Windows 7

Onwg avad£pbnKe Kal oTNV IPONYOULEVN EVOTNTA, UE TNV TEXVoAoyla PnP eival duvatr n au-
TOpATN PUBULON MLaG TTEPLPEPELAKNG CUCKEUNG, 000V 0dopa OTLG SLAKOTIEG KAl 0TA KOVAALA
ETKOWWVIOC TTOU Ba YPELOOTEL, £TOL WOTE VA NV £PXETOL OE CUYKPOUTELC UE GAAEC CUOKEUVEG.
Onwg daivetal kat otny €ik. 4.3, otn Atayeipion Juokevwv epdavilovial OAEG Ol GUGKEUEG TTOU
elvat ouvbedepéveg otov H/Y. MNa To mPOypappa autd OAa eival CUGKEUEG, OKOUA KAL O TETPA-
niupnvoc enefepyactic Onwe daivetal otnv lkova o omnoiog avayvwplletal we Téooeplg dia-
HOPETIKEC CUOKEVEC. Me XelplopoUc amo tn Alaxelplon ZUokeuwv UmopoUpe va SoUueE Tig oL
OTNTEC TLG CUCGKEUNG, TOUC TTOPOUG TIOU XPNOLUOTOLEL, TLC TLUEG TWV TTAPAUETPWY TNG KAL AAAEC
puBuioelg. MmopoU e €miong va KAVOUE KATAPYNon TNG GUCKELNG 1 avaBabuion Twv odnywv
n¢. H avtiotowyn duvatotnta npoodpépetal o ypadiko meplBAAOV 0To AELTOUPYLKO TUOTNUA
Linux péow twv puBUIoEWY CUCTAUATOC OTIWG daiveTal oTIC elKOVEC 4.4 KaL 4.5 (yila tn Slavoun
Ubuntu 12.04), evw umdpyel mavta Kot n duvatotnta puouLong kat mpoBoAng AeMToUEPELWY
HEOW TLG YPAUMNG EVTOAWV (TL.X eVTOAN Ispci, BA. Spaotnplotnta 9)
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Ewova 4.4: H Slaxeiplon cuokevwv péow Twv pubuicswv cuotipoatog oto Ubuntu 12.04

Ewova 4.5: OL puBuioeLg MapapETpwy TOU TOVTLKLOU oto Ubuntu 12.04
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EpwTrosLg

1.

Moto cuotnua petadEpel MAnpodopies KoL EMITPEMEL TN 0UVOECN TIEPLHEPELOKWY CUOKEU WV
o€ €vav UTtoAoyLoTn;

. Molocg eival o TpOmo¢ e Tov omolo pla mepLdpEPELAKT) CUOKEUN ELSOTIOLEL TO UTTOAOYLOTIKO

oUOTNUA YO KATIOLo CUMBAY;
Mool eival oL TUTOL TWV TEPLEPELOKWY CUOKEUWV;

4. YmApyouv CUCKEUEC TIOU VA Elval TaUToxpova eL.008ou Kat e€0dou;

TL amatteltal ylo TNV ENLTUX oUVSEDN Kal ETLKOWVWVI TNC TIEPLPEPELAKIG CUOKEUNC LE TO
UTTOAOYLOTLKO oUOTNUQ;

6. Eival avaykaio va eykaBlotoupe mavra xelpokivnta Toug 08nyolg ULaG CUGKEUNG;

7. TLelval KOAG va YIVEL TIPLY KAVOULE EYKATAOTOON LLOG CUCKEUNG TTIOU ELVaL OXETIKA TILO OUY-

XPOVN QIO TNV UTIOAOYLOTLKI Jovada pag;
Mwg ylvetal n Kevtptkn Slaxeiplon Twv MepLOEPELOKWY CUCKEUWV;

ApaotnpLotnTeg

Windows

1.

EAéy€te TIC cuoKeVEG TTOU elval cuvdeSe£VEG OTOV UTIOAOYLOTH GG LE BAaon Tnv Slaxeiplon
OUOKEUWV OMWC dalvetal otny eik. 4.2

. Katapynote pia cUoKEUT KAl LETA KAVETE avalTnon yLo VEEC CUOKEUEC.

3. TomoBetrote éva omTiko movtikt USB, Tov ekTumwtr Tou epyaotnpiou 1 éva flash disk otov

UTTOAOYLOTH 00¢ Kol Tapatnpnote Tt Ba cupPel 6oov adopd TIC auTopateS Sladkaoieg
EYKATAOTAONG IOV B0l EKKLVOOUV.

4. EEETAOTE TIC AEMTOUEPELEG KATIOLAG TIEPLPEPELAKNG CUCKEUNG QL.

. EAéy€te TOUG TOPOUG TTOU XPNOLLUOTIOLEL N KAPTA YpadLKWV 0.
. Eykataotnote pla Stadopetiki kapta ypadikwy otov H/Y oag kat mpoonabrote va Bpeite

TOUC KATAAANAOUC 08nyou¢ LEow TNG 0eAIBAC TOU KATOOKEVAOTH TNC.

Linux (ubuntu)

7.

10.

Ao tg putuioeic ouotnuartog (LEow Tou elkovidiou mavw 6e€Ld) mnyaivete oto clOTNUA
KOlL LETA OTLG AETTTOUEPELEG. 2XTO YpadLko TieptBarov o epdaviletal e€epeuvnoTe TIG oU-
OKEUEG TTOU palvovTal EYKOTECTNUEVEG OTO CUOTNHA COC.

. ATO TIC pUBULOELC CUOTAMATOC Kol TIAAL KOl LECW TOU UAIKOU €AEYETE TIG SUVATOTNTEG TTOU

oag Sivouv Ta ekel elkoviSLa TTOU AVTLOTOLXOUV O CUCKEUEC.

. Avoi€te éva teppaTiko kal mMAnktpoloynaote thv evioAn Ispci. Avaintrnote mAnpodopleg yia

N Xprion TG oto Sladiktuo Kat eAEYETE TIG TANpodOopleG yLa To SIKO oag UTIOAOYLOTH).
ExteAéote Tn Sokun ouotuatog (system testing) kat eAéyEte TG mAnpodopleg ou sival
SLABEOLUEC YL TLC CUOKEVEG TTOU £lval cuvedep£veg 0To cUOTNUA OOC.
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Kedalawo 5

Aodalela MAnpodoplakwv ZuoTtnUATwY

To kepalalo auTo eivat pLa eloaywyn ota Backotepa onpeia tng Aopalelag NMAnpodoplakwv

Juotnuatwy. MNapouaotalel dSnAadn pia ohatlpikn dmodn autou Tou Topéa TNG MAnpodopkAg

Kat Sivel Baputnta og AUGELG TOU UItopoUV va hApUOCTOUV GTO OXOAKO EpyacTHLO.
Awsaktikoi otoyol

310 KedaAalo autod Ba uabete yia:

e 10 avtikeipevo g Aoddhielag MAnpodoplokwy uotnuatwv (Information Security
System) Kall GNUOVTIKA LOTOPLKA OTOLKELD TNG.

e ta £(6n Twv Xakepg (hackers) kat yia 1o HAEKTPOVIKO EYKANUAL.

® TI¢ Baoikég évvoleg Tng Aadalelag MAnpodoplakwy FUCTNUATWY, OMWE TNV TPLada Eurmt-
OTEUTIKOTNTA, AKEPALOTNTA, ALABECLUOTNTA KAl TNV avaykn UTIapEng xpnotwy pe Slado-
PETIKA SKaLWHATA.

e 1n Awayxeiplon kat A€lohdynong Kwvduvou kaBwg kal yia to 2xéSlo Aodaleiag pe T MoAt-
TIkEG Aodaleiag kat ta Avtipetpa aodpadeiac.

® TO IXeSLaopo Emixelpnolakng Zuvéxelag kat Emavadopdg and Kataotpodn, pe T Bon-
Bela Twv Avtiypadwv Aodpaleiag.
e ta poPAnuata achaleiog tou Aoylopikou kot Ta Stadopa 16N KakOBouAoU AoyLOULKOU.
® TNV Kpumtoypadia KaL Tn XpNoLLOTNTA TNC.
e To Baoikotepa epyaleia SIKTuaKAC aodAAELag.
® TOUG OTIOUSALOTEPOUG TPOTOUC GUGLKNG aodAAELOG.
ALSOKTIKEG EVOTNTEG
5.1 Eloaywyn
5.2 Baolkég EVVOLEG
5.3 AodpdAeta AoyLoULKOU

5.4 Aodpdletla Aiktiou

5.5 Quotkn Acpaiela
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5.1 Eloaywyn

5.1.1 lotopika Ztoiyeia yia tnv Aoddaleia MAnpodopiwv. Me TNV avamntuén Tou avBpwnivou
TIOMTLOHOU £yLVE KOTavoNnTo To MOCO GNUAVTIKA V0L N OMOOTOAN UNVUUATWY UE aodAAeLa,
xwpl¢ va kwvduveLel dnhadn va pabeutel aAAd Kal va pnv TpomomnolnBsl To mePLEXOUEVO TWV
UNVULATWV.

Yrdpxouv ypamtég avadpopég and tnv apyxaia EAAGSa kat tnv Pwpaikn emoxn yla mpootacia
UNVUMATWY Pe TNV Kpumteia ZkUTaAn Tng apyaiag Imaptng kot tov Kwdika tou Kaioapa otnv
Pwpaikn emoxn.

2Tn ouyxpovn enoxn, katd tov B’ Maykoopto MoAepo, £ylve yvwaotn n ouokeun Aiviypa (Enigma),
U TNV omola anmootéAAovtav Kpumtoypadnuéva pnvopata amnd to vallotikd Mepuaviko otpa-
10. H amokpumrtoypddnon (omAciio) TwWV UNVURATWY TNG LE T CUMUETOXN Tou AAav ToupLyk
(Alan Turing) BonBnoe otnv teAikn €kBoon Tou TOAEHOU.

ApyoTtepa, Tn Sekaetia Tou ‘80 kat otnv enoxn tou ARPANET akopa, meplypddnke oto BLBAio
The Cuckoo’s Egg (1989) tou KAid ZtoA (Cliff Stoll) n avakaAudn kat cOUAANYN Tou Mdapkoug
Xeg (Markus Hess) ylo NAEKTPOVIKI] KATOOKOTELQ KOTA TOU ApeplkavikoU otpatou. To 1988 o
Poumept Mopig (Robert Morris) dnuoUpynoe to mPWTto IKoUANKL (worm) yvwotd wg Morris
worm, To omnoio mpoévnaoe mpoPAnuaTa o IAMASEG UTTOAOYLOTEG Kal ATav N attia Snuoup-
yiog twv Opadwv Avtipetwriong Meplotatikwy Aodpadeiag, yvwotwv kat w¢ CERT! (Computer
Emergency Responce Team) oto mavemotiuo Kapviyt Méhov (Carnegie Mellon) tou Ni-
Topumoupyk (Pittsburgh) otic Hvwpéveg MoAtteieg Apepikng. Ekeivn tnv emoxn dulakiotnke yla
Tpwtn Gopa Kal Evag Omod TOUG YVWOTOTEPOUC UEXPL onHepa XAkePS, o KERwv Mitvik (Kevin
Mitnick). Autoc, katd tnv neplodo pdaong Tou eixe eloBAAEL 08 CUOTAOTA TWV UEYAAUTEPWY
ETALPLWVY TNG EMOXNG €KElvVNG, KaBw( emiong elxe UTTOKAEPEL Kal oTOLXElO EKATOVTAS WV TLOTWTL-
KWV KOPTWV Ypnotpomolwvtag tnv Kowwvikn Mnxavikn (social engineering).

Inuepa n e€amlwon tou dtadiktiou (internet) €xel dTACEL 08 OAQ T KAKN KOL TTAATN TG NG,
Metadibovtal péoa anod autd mAnpodopieg pe S1adopoug TPOMOUG, Ao LOLWTEG KoL 0pYOVL-
OUOoUC, EVW TAUTOXPOVA UTIAPXOUV 0’ QUTO aVTAyWwVIOTEC OAAG Kal SLddopeC OUASEC ATOUWY
TIoU KapadoKoUV KAl oUXVA To KatadEpvouv va UTIOKAEPouV Sedopéva Kal Vo Ta EKUETOANEU-
ToUV pe SLadopoug TPOTOoUC.

5.1.2 Oplopoi

NAnpodoprlako Zuotnua (M) - Information System (1S): Eivat éva cuvoho avBpwrmivou duva-
HIkoU, utoAoyloTwv kat Sladkaclwy, Ta onola cuvepydlovtal appovika yla vo Bondrncouv
£valV 0pyaviopO va TIETUXEL TOUG 6TOXOUG Tou. (rty to TAXIsnet Tou Yroupyeiou Olkovopikwy)

Aodaleia NMAnpodoplakwv Zuotnudatwy — Information System Security: H Aodpdaieta NAnpo-
doplakwv TuoTnUATWY gival €évag TopEag TNG EMLOTANG TG MAnpodoplkAg, o omoiog acyo-

! oriuepa AELTOUPYOUV TIAYKOOUIWG TTApa TTOANEG OUABEG. 2TN XWPA HOG UTTAPXOUV OPKETEC LETAEY TWV OTOLWV: TOU
M2A http://cert.sch.gr kat tou E.A.E.T. https://cert.grnet.gr)
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Aeital pe tnv npootacia Twv edouévwy evog MAnpodoplakol TUCTALATOG OO ATOUN XWPLG
eouclodotnon.

Atopo xwpic e€ovolodotnon eival omolodnmote Sev €xel adela MPOCPACN O KATOLO TUAUO
Tou TAnpodopLakol cuotHaTog. MNapadelypata TETOLWV TUNUATWY UIopEl va eival évag ¢a-
Kehog apyeiwv, pia Baon Asdopévwy K.ATL.

HAektpovikd EykAnua (totooeAida EAAnviki¢ Aotuvouiog): eival ot afldmowveg eyKANUOTIKES
TIPALELG TTOU TeEAoUVTOL LE TNV Bon Bl NAEKTPOVIKWY UTIOAOYLOTWYV KAL TTOU TLULWEOUVTAL Ao TN
vopoBeoia. Avaloya e Tov TPOTIO OV IpaypatonolouvTal Staxwpllovtal o eyKARUATA TTOU
gywvav pe T xpnon HAektpovikwv Ymoloylotwy (computer crime) kot oe KuBepvoeykAuata
(cyber crime), edv €ywvav péow tou Aladiktuou. AutoU Tou eiboug Ta eykAuata ovopalovtat
HAektpovikd EykAnpata Kat TETola Bewpouvtal Ta MAPoKATW:

= Tpomonoinon &sdopévwy - Khorr Sedopévwv
* Mapeunddion kuBepvokukAodopiag

= EloBoAn og 6iktuo - Zaumnotal o Siktuo

* Mn e¢ouolodotnpévn mpdoPaacn

* Alaomopd Lwv - YoBaAPn adiknpatwy

* MAaoctoypadia - Anatn

Xakepg (hackers): autd ta dtopa 1 opAdeg atopwWY, elval cuvAOwWG e€ALPETIKA UEYAAN QTIEL-
AN yla Siktuwpéva cuotrpata ylati elofalouv péow tou Sladiktuou. Exouv Bablég yvwoelg
Aeltoupykwv Zuotnudtwy (Operating Systems) kol yAWoowV MPoypoUUaTIooU (Programming
languages).

Avaloya pe Tic nOKEG Toug apxeg xwpilovtal Touldytotov otig e€R¢ 3 katnyopieg, Black Hat /
White Hat / Gray Hat:

e OuBlack hats hackers moA\éc dopég Aéyovrtal kat kpakepg (Crackers) kat ouvnBwg eloBa-
Aouv og cuoTApata pe okomo va kKAéPouv, va kataotpePpouv dedopéva, Snuloupyolv
KAKOBOUAO AOYLOULKO, OTIAVE TIPOYPALATO, UTIOKAEMTOUV KWOLKOUG K.ATL.

e Ou White hats hackers Ydxvouv ylo «keva» (vulnerabilities) aodaleiag oe Asttoupykd
JuoTnUaTa, EPAPHUOYES KL TOUG AOYOUC UTIAPEEWC TOUG. AV £XOUV GKOTIO TNV KOTAOTPO-
o1 6edopévwy Kal cuvnBWGE EVNUEPWVOUV TOUC UTIEUBUVOUC yLa Ta Keva aodalelag mou
Bpiokouv, wote va enidlopBwBolv (OO XAKLVYK).

e Metafl Black kat White Hats Bpiokovtal ot Gray hats hackers. Eival atopo mou xpn-
OLUOTIOLOUV TOUG UTTIOAOYLOTEG YLa VO TLLWPNOOUV UTIOTIOEUEVOUC eykAnpatieg Tou Ku-
Bepvoxwpou (Cyberspace). Ovoualovtal kot xaktiplotég (hacktivists) otav petadpépouv
TIOALTIKG UNvUpaTa HECW Sladiktuou.

Kowwviky Mnxavikr (social engineering). Xtov xwpo t¢ MAnpodoptkig €xeL TNV €vvola Tng
géanatnong Sladopwy aTOUWY, PE OKOTO TNV AMOCTIOCH EUMIOTEUTIKWY TANpodoptwv. Ot

TIANPOdOPLEC AUTEC UTTOPEL VL Elval TIPOCWTIKEG, AAAA evdéxeTal va adopolV Kal TOV XWPOo
epyaoiac. Ovopara, NUePOUNVIEC YEVWNOEWS, KwoLkol, aplBuol tnAedpwvwv, TaxuSpouLKES Si-
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€UBUVOELg, NAeKTPOVIKEC SleuBUVOoELG (MOANEG DOPEC oL XproTeg Sivouv TETOLO OTOLXELD PHEOW
LotooeAibwv Kowwvikng Alktiwonc) kat tparmelikd otolxeia sival kamoleg and Tig mhnpodopieg
Tou {owg gival otoxog Twv evbladepopévwy. TETOLO OTOLXELQ UTTOPOUV VO XpNotpomolnfouy,
yla mapadelypa og SLaSLKTUAKES ayopEC 1) va TTouAnBouv o€ tpitoug i yla ekdoBLOpO Kat yla
£KBLOOUO TWV LELOKTNTWV TOUG.

H yvwoTOTEPN TEXVLKN TIOU XPNOLUOMOLOUV Lo TNV amoomnach mAnpodoplwy elval To nAekTpo-
VIKO Yapeua (phishing), 6tou cuvnBwWC XPNOLLOTOLOUVTAL TAACTA NAEKTPOVLKA UNvUpoTa (TTy.
amo Tpaneleg) kal cUVEECUOL TIPOG MAACTEC LOTOOEAISEC Kal INTOUV TNV KATAXWPENOoN TwV TAN-
podoplwv o Toug eviladEpouv.

5.2 BaolkeG EvvoLe(

5.2.1 ARtelA£G KOTA TWV AsSopEVWV ATelAn AéyeTal kKaBeTi Tov Umopei va cu el and eowtept-
KO 1| e€WTEPLKO Ttapayovta, Guaoikr kataotpodn, avBpwrivo AaBog, AoyLopiko (my. kakoBoulo
AoyLopLko 1 kevo aodoaleiag Tou), eloxwpnon oto SIKTUo, KAl va TIPOKOAECEL TPOPANUA G
£vav opyaviopo. Mepikd mpoBAfaTa ou Propolv va mpokAnBouv eival ta €€ng: Slappor)
mAnpodoplwy, Tpomomnoinon SeSopévwy 1 N avaotoAn AELToupyilag KATTOLOU UTTOAOYLOTLKOU GU-
OTHHATOC, OTIWE €VOG SLOKOWLOTNG LoTooeAISWV. EAv cupBel KATL a6 auTA TOTE avaloyd e TO
£(60¢ Twv MANPodopLWV (TL.X. LOTPIKEG e€ETATELG, OXESLO EVOC LNXOVALATOC K.ATL.), LMOpPEL va
TipokANBoUV TPOPARLOTA OLKOVOULKA KL KOLWVWVIKA OE LOLWTEC KOl ETILXELPNOEL.
5.2.2 Baowkég Apxeg Aodaleiog MAnpodoplakwv Zuotnpatwyv. H Aaddieta MAnpodoplakwy
JUOTNUATWY oTnpileTal og TPELC BAOLKEG OPXEC QMOPALTNTEG YLl TNV OWOTH AELToupyla Twv
MAnpodoplakwy Juotnudtwy. AUTEG ival n tpldda EumioteutikdtnTa-Akepalotnta-Atabeot-
potnta EAA - (Confidentiality-Integrity-Availability — CIA triad). Zuykekptuéva:
1. Epmotevtikotnta (confidentiality)

Y10X0G TG lval n e€aoddaiion nwg ta dedopéva b Ba yivouv Slabéotpa, 6g Ba prmopolv

va ta StaBacouv SnAadn, un e€ouctodotnuéva Gtopa.

Ta 6edopéva Ba TPEMEL v KOTNYOPLOTIOLOUVTAL AVAAOYA HE TNV ONUOVTLKOTNTA TOUC.

Avaloya dnhadn pe To Tl emumtwoelg Ba £xel n epdavion toug os AdBog dtopa. Etal, Ba

propoUv va prouv Stadopetikol meploplopol ag kaBe katnyopia ou Ba dnutoupynOel.

000 oNUAVTIKOTEPQ €lval OUTA TIOU TPEMEL VA TIPOCTATEUTOUV TOCO LOXUPOTEPQ UETPA

Ba mpémel va AapBavovtal (my anopovwon and To SIKTuo cUCTNUATWY e Kplolpo -

dopéva, TomoBEtnon emumAéov PETPWV TipooTaaciag, anevepyomnoinon USB Bupwv, kpu-

nitoypadnon Kol og akpaia mepimtwon Ba unopolv va UTTAPXOUV HOVO TUTIWHEVA 00

B&Aoupe va pooTaTEUTOUV TIY: OXESLA, 08nyieg K.AT.)

2. Akepaidtnta (integrity)

H apyn tng Akepatotntag e€aodalilel mwg ta dedopéva &g Ba umootouv Kapio aAloiw-

on amno pn e€ouolodoTNUEVA ATOUO 1 UE LN QVIXVEUCLUO TPOTO. I€ TEPUTTWOELS TPOTIO-

noinong Ba MpEMEL va TapAyovTaL OXETIKA HNVUpaTa el8omoinong (1. Ke xprion eAéy-

xou abpoioparog MD5, Avtiypddwv acdaleiag K.Am.)
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3. AwaBeopotnta (Availability)
Autn e€aodalilel mwg to cvotnua Ba propel va mapéxel g mAnpodopieg tou, 6tav Tou
{ntnBouV Kal pPéoa o€ amodeKTA XPOVIKA OpLaL.
YmoAoyloTég, SiKTua Kol CUCKEUEG SIKTUOU Ba mpemel va emblopbwvovtal 660 ylvetat
ypnyopotepa. (m.x. e 2xdlo Anokatdotaong and Kataotpodr - Disaster Recovery Plan
Kal 2x€SLo Emuyelpnolakng Tuvéxelag - Business Continuity)

5.2.3 ‘EAeyxocg MpooPaong (Access Control). Mo va prnopéoel évog opyaviopdg va mpootatel-
0L TIG TANPOodOPIEC TOU amod TUXOLEC | EOKEUUEVEG OANOLWOEL EE0UCLOSOTNUEVWY KAl Ao
£0KEUUEVEC AAAOLWOELG amd un e¢ouclodotnuéva datopa Ba mpénel va ebapuooel EAEyYOUC
TPOCGPOONG OTA CUCTAUOTA KOL TOUC SLKTUOKOUG TOU TTOPOUG.

0 éheyyxog mpocBaong epapUoleTal O€ TPELS TEPLMTWOELC:

1. Awtuakn mpoofaon: oL XprnoTeg £xouv TNV duvatotnta mMpocBacng ¢ GAOUC TOUG TO-
pouG Tou SIkTUou. Ma To Adyo auTo Ba MPETEL OTOUG OPOUC TOU SLKTUOU VA UTTOUV TiE-
plopLopol (Y mMoLog-TL), va TPOCTATEUTOUV Kal va TapakolouBouvtal. OL xproteg Tou
Tunuartog MpoowrikoU yla apadelypa, 8 Ba mpémel va €xouv mpdoBacn oto Siktuo
Tou OKOVOULKOU TUAHATOC EVOC OpyavVIGHOU.

2. NpooPfaon o€ GUCTAMATA: OL XPHOTEC XPNOLomoloUV Sladopa cuoTHATA ToU SLKTUOU
OMw¢ SLOKOULOTEG (servers), eKTUTWTEC (printers) oAAG kat kaBe aAlo €ibog dlapolpa-
{6uevng ouokeung (shared device) oto diktuo. H mpooPacn ¢’ auTéG TIC CUOKEVEG Ba
TIPETEL VOL TtePLOPLTETAL, VO TPOOTATEVETAL KAl VA TtapakoAouBeltal.

3. MpooPaon ota dedopéva: oL xproteg éxouv mpocPacn ota Sedopéva tou Siktuou. Ala-
Batouv kat tporonololv apxeia (files) kat Baoelg AsSopévwy (Databases). Ta dedopéva
Ba TPETEL VOl UTIOKELVTAL OE TTEPLOPLOHOUG, TTPOCTACLA KAl TtapakololBnon.
O EAeyxog MpooPaong elval onUAVTLKOTATOC yLa ETMUXELPNOELS, KUBEPVNTLKOUC OpyaviopoUg
KOl XPNOLUOTIOLELTAL YLOL VOL ATIOTPEMOVTAL OTIATEG Kol AaBn. MNa mapadetypa, 6a dnuioupynOel
TiPOPANUa, dv TpomomnotnBouv atolyeia pag tpamelag i to otolyeio evog Anélapxeiou.
H Akepaldtnta AsSopévwy Ba mpémel va mpootateletal, dlvovtag Sikalwpata mpoofaocng
O€ TIOPOUC We Paon T apxec: Xpetaletal-Na-Zépw (need-to-know) kot Xpetaletat-Na-Kavw
(need-to-do).
Ta Sikalwpata xpnotwy 6o pEMeL va xopnyouvtal avaAoya e ToV pOAO TOUG, TIG EUBUVEG TOUC
KOLL TG EPYAOLE TIOU EKTEAOUV LECQ OTOV OPYQVLOUO.

Ol népol Ba mpémel va katnyoplomolouvtal o emnineda. Mo napddelypa éva éyypado umopet
va xapaktnplotel Amdppnto, Epmioteutiko, Anpoato.

Qo mpémel va umtapyouv Apxeia Kataypadnc cupBavtwy (Log files) wote oe mepinmtwon my amnd-
™G N anwAelog va pmopet va avalntnBel n mnyn (mx H/Y 1 xpriotng) mou tv mpoKAAeoe Kal va
TiwpnOel o Evoyog.

Qo mpEMEeL Aowmov va xopnyouvtat Sikalwpota pe ocuveon ylo va Sltaodadlotel n mpootacia
Twv Sedopévwv.
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5.2.3.1 Motonoinon Tautéthtag (Authentication) kot E§ouciodotnon (Authorization). M-
otonoinon Tautdtntag sival n Stadikooia tautonoinong Kat emtBefaiwong mwe KAmoLog EXEL
e€ouolob0otnon mpodoBacng otoug SIKTUOKOUG TTOPOUG TOU 0PYAVIOHOU, KATL AVAAOYO E TO VO
Selfoue TNV AOTUVOULKNA LAG TOUTOTNTA VLo VA WOV UE O KATTOL0 GUAAGOOEVO KTipLo. XTnV
TAnpodopLkr aUTo yivetatl ocuvnBwg pe to Ovoua Xpnotn (username) Kal PE TOV KwOLKO TOU
(password). Agv givat 0 aodpaAEaTEPOG TPOTIOG KAl UTIAPXOUV TTOANOL GAAOL, yia TTOPASELY A LUE
Blopetpikd otolyeia (SOKTUALKO amoTUNIWHA, (pLda LaTLoU K.ATL).

5.2.3.2 Edappoyn EAeyxou MpooPaong. AVo Stadouéveg popdéc ulomoinong EAEyxou Mpod-
oBaong sivat ot Aloteg EAéyyou NpdoBaong kat autr tou Active Directory (AD) i tou LDAP

Nioteg EAEyxou MpooPacng (Access Control Lists } ACL)

Me g Aloteg EAéyyou NMpdoPaong (ACL) og kABe Opo Tou SIKTUOU 1 TOU CUOTAUATOG UITopoUV
va edpapuootolv dUo Baoikol kavoveg: emitpénetal (allow) kal dev emitpénetal (deny). Mapa-
SELyUQ, 0 XPNOTNC userl eMLTPEMETAL VA EXELTIPOCPBOCT OTOV SLOKOLLOTN-A EVW 0 XProTNG user2
Sev emiTpénetal.
OLACL umopoUv va epappooTolv oe cuoTipata apxeiwy (file systems) kat o diktua (networks):
1. ACL ouotnpatog apxeiwv. Ta apyela £xouv TpLwv eldwv dikatwpata: Avayvwaong (Read),
Eyyvpadnc (Write) kot Ektéheong (eXecute) tou eMITPEMOUV TLC AVANOYES EVEPYELEG TTAVW
ota apxeia. Ta Sikatwuata prmopouv va 50000V ag xpnoteg Kal o opadeg (og AL Linux
e TNV evtoAn chmod — eik. 5.1)
2. ACL &iktuou: pe tig ACL propouv va §08ouv Sikalwpata mpocBacng oToug mOpPou¢ Tou
Sktvou. Asttoupyoulv aav GpiAtpa Kal prmopouv va eAéyxouv tnv kivnon AMO kat MPOZ to
S1KTUO TOU OpYyaVLOHOU.

Ewkova 5.1: Epdavion Sikatwpdtwy, 8BLoKTATN, onadag os Linux

OLACL xpnoLuomolouvtal amo SIKTUOKEG CUOKEUES OTtwe ApopoAoyntég (Routers), Metaywyeig
(Switches) aAAd kot tpoypappaTo eMLBOAAG SIKTUAKWY TTEPLOPLOUWY OTwC Telxn Mpootaaciog
(firewalls) kat Atakoptotég Atapecohdpnong (Proxy servers). H yevikr) popdr ouvtaéng piag
ACL &ktvou meplhapBavet: Tov kavova Permit/Deny, IP mnyng, IP mpooplopol, TUMog mpwto-
KOA\ou (TCP,UDP,IP k.ATt.).

Mo napadetyua, otav Gptacet Eva mokETo (packet) otov Apopoloyntn autog eAéyyel Tig ACL yla
va SeL ola Ba epapUOCTEL 0TV TIEPIMTWAT TOU Kol avaAoya PeTA amoppintetal (dropped) 1
emutpénetal (permitted) n Stéhevon tou.

ntx. ACL Cisco router : access-list 101 10.147.63.* 10.148.64.* permit tcp

OL ACL uhomotouvtat oto Entinedo Awktvou tou TCP/IP ko tou OSI.
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Active Directory (AD) kat LDAP

To LDAP (Lightweight Directory Access Protocol) eivat avotytol kwdika (open source) kat opilel
TOV TPOMO ToU oL MANPodOopieg TOU OpyaVIOUOU UITOPoUV va TipoomeAaBolv amo tov Kabeva.
Xpnotpomoteital yla tnv anobrkeuon mAnpodoplwv Miotonoinong Tavtotntag, E¢ouclodotn-
oNG TWV XpNoTwWV oA Kot POAwV.

Aeltoupyel pe To povtélo mehdtn/e€uninpetntn (Client/Server). OL TEAATEC yLa VO ATTOKTAOOUV
TipooBacn otoug MOpPouC Tou SLKTUOU Kal o€ EpapUOYES, Ba MPEMeL mpwTa va Miotonotcouv
NV TautdtNTA Toug otov LDAP Server, yla va Toug Swoel €€0ucloddTnon Xpriong Toug.

To Active Directory (AD) eivat avamtuypévo amno tnv Microsoft katl mapéxet unnpeoieg Mioto-
noinong Tautotntag kat E€ouclodotnong. Exel kevrplkn dlaxeiplon kat anobnkevel mAnpodo-
piec Xpnotwy, Ouadwy, TUoTNUATWY KAl TIOPWVY WG avtikeipeva (Objects). Ta avtikeipeva auta
opyavwvovtal oe Opyavikég Movadeg (Organizational Units — OU) kol pmopouv va edpappo-
0TOUV TIAVW TOUG TIOALTIKEG SIKAULWUATWV.

5.2.4 Awayxeipion Acodaleiag MAnpodoplakol TuotApatog. H Alayeipion Aodaieiog MAnpo-
dopLaKoU TUCTAUATOC EXEL WG OKOTO TNV Mpoctacio Twv MAnpodoplakwy JUCTNUATWY TEPLO-
pilovtag tnv emikvduvotnta mapapiacng KAmoLag anod Tig Tpelg Baoikég Apxec EAA os amode-
KTo Oplo.
O Sladikaoieg mou mepthapBavel CUVOTTIKA Elval:

1. H Awayeipton Kwvduvou, yla va poabloplotr) to anodekto emninedo acpaleiog

2. H avamrtuén kat edpappoyn 2xediov Aodaleiag pe Tnv omola Ba pmopet va emteuyOel to
eMBUUNTO eninebo aodpatelag

3. H Enavadopd and Kataotpodr kal n Emiyelpnotakn Zuvéxela

5.2.4.1 Awayxeipion Kivéuvou i Emkivéuvotntag (Risk Management). H Awayeipion Kwvdiovou 1
Erkivduvotntag eival pia Stadikaocio avayvwplong (avelpeonc):

a) EuntaB@swwv (vulnerabilities) kot ArtetAwv (threats) otic omoiec pmopouv ekteBolv oL TiAn-
podopieg mou xpnotpomnolel kat mapexet éva MAnpodoplako LUotnua, KaBwg Kat
b) twv Avtipétpwv (Countermeasures) ) Métpwv Aodaleiag (Security Measures) 1 Mé-
tpwv Npootaciag (Controls) mou Ba mapBouv yia va petwBel o kivduvog aloiwong twv
TIANPOdOPLWV AUTWV.
H avaAuaon kat ektipnon kwduvou KaBe Tunuatog tou MAnpodoplakol JUCTAUATOC YiveTal
Baon tn uéBodo mou Ba emAéEeL 0 opyaVIOUOC.

H A§loAdynon Kwduvou (Risk Assessment) Ba ipoadiopioet g mbaveg InULEC Tou Ymopel va
TpoKaAEoeL KABe ATtELAN, O€ OXEON LE TO KOOTOC TWV TPOANTITIKWY HETPWV YLOL TNV AVTLLETWITL-
on Tou. Me Tov TPOMO QUTO UIopel va PooSLopLOTEL TO GUVOALKO TTooo Tou Ba xpelaoTel yla
v npootacia tou MAnpodoplakol TUoTAUOTOC.

H Awaxeiplon Kwduvou évavtl Alellwv, cuvuTtoAoyilel Tnv mBavoTnTa mpayUaTonoinong Klog
AmelAng, KaBwe Kol To TL EMUMTWOELC Ba €XEL aUTA 0TV Ol AEltoupyia TNg emxeipnong,
aM\d kot to mdoo Ba kooTioeL oty emiyelpnon n INULA amd tnv mpaypatonoinon tng AnelAnc.
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I MepIMTWon MG AmMeNNG Ue HIKPO QVTIKTUTIO Kal JiKpr Tavotnta mpaypatonoinong, o
0pYQVIOUOG propei va Tnv adroeL va UTTAPXEL KoL VoL LNV TIApeL HETpa (accept the risk). Me
TILPOUOLO TPOTIO KPILvovTal OAEC OL ATEINEG, OTOTE 0TO TEAOG Bal emAexBoUv Tal AVTIHETPO TTOU
Ba edappootolv yla Tnv achdalela tou M.

MéBodol Alayeiplong Kivduvou eivatl n OCTAVE, CMU, ISO/IEC 31000:2009 kot TTOAAEC AANEG
QKOO

OLAnelhég kat ol EumaBeleg petafarlovtal pe TNV mapodo Tou Xpovou, EMOUEVWG N Stadikacia
avayvwpLong toug eivat pia dtadikacia mou &g yivetal povo pia popd, oA emavalapBavetal
ouxva.

Mo tnv KaAUTepn Katavonon Ba mpémnel va Swoou e 6w Toug £€NG opLouoUC:

e Kivéuvog: sival n mBbavotnta pia ametln va yivel Tpaypatikotnta.

e Avtipetpa (Countermeasures) ) Métpa Acdaleiog (Security Measures) 1} Métpa Mpo-
otaciog (Controls): sival to pétpa mou AauBavovtal ylo TV AVTLLETWITLON LG ATeAnG
o€ éva MAnpodoplako Tuotnua.

e Anelhn (Threat): eivat kaBeti mou unopet va cupPel and avBpwmnivo mapdyovta (my. Ad-
B0o¢ xelpLlopoc), puoikd cupPav (ry. mMAnUULpa) f AoyLopkd (Y. KakoBouAo AoyLopLko)
KoL va TtopakAapPeL KAmoLa oo TI¢ TPELG Baolkég ApxEG: EpmioteutikotnTa, AKEPALOTNTA,
AwaBeopotnta tou MAnpodoplakol TUCTALATOG.

e EumdBeia (Vulnerability): eival ot aduvapieg mou pmopet va urtdpéouv o’ éva MAnpodo-
PLOKO TUOTNUA KaL ETUTPEMOUV va YiVel kamola ATEIN mpayHaTikotnTa. TEToleg aduva-
Uieg pumopel va umap&ouv yla mapadelypa: oTig pUBULOELS TOPAUETPWY TOU SIKTUOU, OF
EYKATEOTNUEVA TIPOYPAULOTO, GTOV TPOTIO TIOU AELTOUPYEL O 0PYOVIOUOG K.ATL.

Napadeiypara:

1. Aneln: va tebel évag EEumnpetntrc (Server) pn SlaBéoipog. EumaBeLa: pikpo eUpog
ypapupng (bandwidth) kat Aqdn mdpa moAwv aLtoewy yla thv eUdavion tng LotooeAi-
5ag Tou opyaviopou.

2. Anel\f: va emutparnel og 6Aoug n AN evog nAektpovikoU BiBAlou mou mouAdel o opya-
VIOUOG péow tng Lotooehidag tou. EundBeia: AavBoouéveg pubpioelg otov EEumnpetnn
lotooeAldwy emitpénouv Tn Afdin tou amoé oAoug (Public Access)

5.2.4.2 3x€610 Aodalelag (Security Plan). To 2x€610 Aodaleiog eival éva éyypado mou amnote-
AeltaL amno to aBpolopa twv (A) MoAttikwv Acpaleiag kal (B) twv Métpwy Aopaleiag (Controls)
N Avtiétpwy (Countermeasures) ou ebappolovral os €va NMAnpodoplakd TUoTnua.

A) NoAwtikr) Aodaleiag (Security Policy). H MoAttiky Aodaleiacg evog MAnpodoplakol Juoth-
Hatog eivat €va €yypado oTo omolo meplypddovtat oL 6TOXoL TNG acPANELOC, N TTPOOTAGIA TOU
MAnpodoplakol FUOTAUATOG, Kat oL Sladikaoleg mou Tpémnel va akolouBouvtal amd 6Aoug,
woTe va eniteuxBouv auvtol oL aTdyoL.

Mo va dnuioupynBel n NMoAwtikr) Aodadeiag Ba mMPETMEL va EVTOMIOTOUV KAl VA XOPAKTNPLOTOUV
He évav BaBud eUmIoTEVTIKOTNTOC oL TAnpodopieg Tou Ba MPEMEL va MTPOOTATEUTOUV. ITn OU-
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véxela Ba mpaypatomnolnBei Stadikacia Alaxeipiong Kivduvou (r) EmikivuvotnTag) Kol ta amo-
tehéopata tng Ba ypnotpomnotnboulyv, wote va emilexBouv ta katdAnAa Avtipetpa Achaleiag
yla TV tpooTacia Twv KPIowy TAnpodopLwy TOU GUCTHOTOG.

H MoAttikn Aopaleiog evog opyaviopol Ba TIPEMEL VAL LKAVOTIOLEL:

e Tn Siolknor tou.

e Ta UEAN Tou.

e Toug meAdteg tou, ylati dedopéva toug Ba amobnkevovtal oto MAnpodoplako Tuotnua.
(Mapadetypa: eav to NI Kpatd aTpLkéG e€etdoelg aobevwy, Tote Ba xpetdlovtal Siape-
Baiwon nwg avta Ba eivat acdpadr kat dev Ba Slappeloouv og Tpitoug).

e TouG VOMIKOUG TIEPLOPLOLOUG KOl UTIOXPEWOELC TIOU LoXUOUV Lo TNV AElToupyia Tou op-
yaviopou.

B) Avtipetpa (Countermeasures) | Métpa Aodaleiag (Security Measures) 'EAeyyot (Controls)

la va wavomotnBouv ot anattroelg acdaleiag Tou M kat va HEwOEL n emikvduvotnta oto
emBLUNTO eninedo oxedlaovral LETPA TTOU KAAUTITOUV TLG TTOPOKATW KATNYOPLES:

1. Aowkntika pétpa (administrative) (opyavwon kat Saxeipon tng Aoddlelag tou M)
nieplypadovtal: oL pOAoL Kal ol apUoSLOTNTEC TOU TIPOCWTILKOU, 0 TPOTIOG SlaXElpLong
nAnpodopLwy, o kKwdkag deovtohoylag (EcwWTEPKWVY Kavovwy), N ekmaideuon xpnotwv
yla TI¢ Asttoupyieg tou MN.2, n dtadikaoia mpdoAnng kat amoxwpnong umaAAnAou (my
SEO0EVUON EUTLOTEVUTIKOTNTAC), Kot N Stafabuion mAnpodoplwv

2. Texvika pETpa: EAeyyoc mpooPaonc (Slayxelplon xpnoTwy, cUVONUATIKWY), aopAAELa ETIL-
Kowwviwwy, Aettoupyia twv apxeiwv kataypadng (log files) kat Stadikacia AnPng avti-
vpadwv aodaleiac (Backup), amoonwueva péca anobrkeuang, LETPA yLo TNV Stoxelpt-
on KoL UTtOoTNPLEN PO BeLag AoyLopLKoU Kal YALKOU, LETpA aVATTTUENG KoL GUVTNPNONG
ebappoywv (aodpaAng SokIUEC Toug), amoypadrn AoyLoUIKOU Kat UALKOU, aSLAAELTTN Ta-
poxn pevupatoc (UPS) kat tpomo Slaxeiplong meplotatikwy aopaleiog (security incident).

3. Métpa ¢uokng acdAAelag: anod GUOIKEC KATaoTPodES, aodANELla TPOGPACNC OTIG KTL-
PLOKEG EYKATAOTACELG, UTIOAOYLOTIKOU Kal SiktuakoU e€0mALoUOU (Tt KAELOAPLEG e oup-
LLATOOXO0LVO)

Mo va eivat anoteAecuatikad ta Métpa Aopaleiog 1 Avtipetpa, Ba mpemel va epapuolovral
owotd. Mapayovteg mou ennpedlouv TV ebappoyn Toug elvat:

a) H katovonaon amo PHEPOUG TWV XPNOTWVY TNE ONUOVILKOTNTAG XPHONG TOUG.

b) O taktikog EAeyX0G TNC AMOTEAECUATIKOTNTAC KoL TNG EbAPHUOYNC TOUG.

c) H eUkoAn xprion Toug amod Toug XproTEG.

5.2.4.3 Ixebiaopnog Enavadopas and Kataotpodr| (Disaster Recovery) kat EMielpnotakig
Tuveyeiag (Business Continuity). OL KOTAOTPODEG TOU UITOPOUV Vo UUPBOUV Og Evav opyavL-
oo amo duotkd dalvopeva 1 amnd Tov avBpwrvo apdyovta eivat mbavo va eival Tooo onpa-

VTLKEG, WOTE val UTOXPEWOEl auTdg va SlokoYEL Tn AELToupyia TOU yLo AmPoodLOPLOTO XPOVIKO
daotnua.
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KataotpodEg and avBpwrivo mapayovia Unopet elvat:
® KakOPoUAeg evépyeleg,
e \aOn,
® eunpnopo,
® TPOLOKPATLKEC EVEPYELEC,

KotaotpodEg and duoikd dpatvopeva:

® TANUUOPES

e gelouol

® Kepauvol
Elvat mpodaveg mwg, Qv €vVOg OpyavIoUOG OV EXEL KAVEL TLG QUITOPALTNTEG EVEPYELEG KATA TN
Slapkela Asttoupyiag Tou, TOTe Ba AVIIUETWIIOEL TEPAOTIO TPOPARUATO O TEPLMTWAN TOU
UTtOOTEL kAol 0B apn KATtaoTpodH.

Ixedlaopnog Emyeipnotakng Zuvéxetag (Business Continuity) sival peBodoloyia mou Ba xpnot-
HomoLnBel yla va KpaTroeL TNV eMixelpnon o Asttoupyia.

H Avakapdn i Enavagopa and Kataotpodn (Disaster Recovery) sival umoouvolo tng Emi-
XELPNOLOKNG ZUVEXELAG KAL EXEL WG OKOTIO TNV 000 YIVETAL YypNYOopPOTEPN AVTLUETWTILON TWV OU-
VETIELWV ULOC KOTAOTPOGNG LA VO UTTOPECEL VO AELTOUPYNOEL N EMIXELPNON.

AkolouBwvtag ta Bripata tng peBodohoyiag mou emhéxBnke, Ba KatapTloToUV Ta avdioya
gyypada. To IxESLo ETLXElpNOLOKG ZUVEXELOG KAL LE TLapOpoLa oxeSov Bripata to IxESLo Ava-
ko ng and Kotaotpodn. e autd Ba neplypddovtal moLleg evEPYELEG Kal To TtOTe Oa mpayua-
TomotnBoUv QUTEG PETA oMo pla Kataotpodn, Tt appuodldtnteg Ba £xouv Ta PEAN TNG OpAdag
KoL To Ttwg Ba EMkowvoUV HETALU ToUG.

H evnuépwon tou oxedlou Ba mpEmel va eAEYXETAL KATA SLACTAMOTA Yia VA EEAKPLBWVETAL EQV
oupmEepAaBAvovTaL TUXOV OANAYEG OTOV OPYAVLIOUO KAl av auTo ival akopa epoprooLuo.
Avtiypada Acdaleiag (backup): éva cuotnua pnopei va katappevoet yia Stadopoug Adyoug,
onwg eival yla mapdadetyua mpopAnpa og okAnpo dioko tou kal lowg xabouv kat deSopéva Tou
UETA amo auto. H Andn avtypddwv acdateiog Le cwaoto Tpomno sival amapaltntn, yloti autod
Ba BonBnoeL oto va emteuxBel ypnyopdtepa S1aB£0LUOTNTA TOU CUCTAUATOC AAAG KOl TNG OKE-
palotntag twv dedopévwy tou. H Sladikaoia katd tnv omola xpnolonolovvtal ta aviiypada
acdaleiac yia va SlopbwBolv mpoPAnuata Aéyetal emavadopd (restore).

Avaloya pE TNV KPLOWWOTNTO TwV S€S0UEVWY TOU 0 OPYAVIOUOG avamTUOCEL TV OTPATNYLKA
APng avtypadwy achaleioac. MNa mapadsiypo pio tpamela i Plo ETolpila KpoTHOEWV €LoLTN-
plwv Ba mpénel va propel va eivat Aettoupyio 600 yivetal ypnyopotepa 0g MEPLMTWON KATOLOG
kataotpodnc. H un SlabBeciuotnta Twv CUCTNUATWY TOUC yLa LEYAAO SLactnua 1 n anwAesla
Sdedopévwy (akepatotntag) Ba emnpedcel apvnTIKa tnv ¢nun tous. Ma va emiteuxBel vhnAn
StaBeodtnta (high availability) 8a mpémnel va xpnotponotnBolv cuctuata OMwG: cUCTOLYi-
£¢ 6lokwv og RAID, kaBpentiopog SlakouloTwy (server mirroring), remote journaling, Storage
Area Network (SAN). Ot emIAOYEC QUTEC UITOPOUV Vo GUMBAAOUV OTO va UTIAPEEL TaXUTATN EMO-
vohopA TWV GUOTNHUATWY KO TG ETILXELPNOLOKNAG CUVEXELAC. MEPLKEG OO TLC TAPOTIAVW AUCELG
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elval oAU akplBEg kaBwe mépa amd To KOOTOC ToU £€OTALOLOU, XPELA{oVTaL EMUTAEOV TTPOCW-
TILKO KalL XWPOUG.
Ka&Be opyaviopog Ba mpénel va Kpatd TouAdylotov eva £ido¢ avilypdadwy acdalelag akopa
Kal o€ HEoO amoBnKeELONG KPS TaxUTNTAS (HOoyvNTIKEG TaLvieg). Eva Tumiko €i60¢ avtlypd-
dwv aodaleiag og ot Talviec? punopel va mepthapBavet:
1. MAARpeg (oAdkAnpou tou cuatipatog) eBdopadilaio avtiypado aodaleiog - (full backup)
OE MayVNTIKEG Tawvieg (tapes). Zuvnbwg emaveyypadovtal Tnv avtiotolyn Bdopada tou
EMOUEVOU UAVaL.
2. Mnvtaio n etnoto (amoBrKeuor Toug Lo APKETA XPOVLa).
3. koL pooBeta kabnuepvo Stadopiko (differential)  avéntiko (incremental) avtiypado
aodaleiog (oL kat ta Suo). H dtadopd toug eivarl n e€nc:
‘Eotw mwe to ZaBBatoklploko £yLve To MARPEC avtiypado acdadeioag. Tnv Asutépa TPOTMOMOL-
nenke to apyeio A, tnv Tpitn to apxelo B kat tnv Tetdptn to apxeio I To auéntikd avtiypado
aodadeioag TnG Asutépag Ba mapel to A, tng Tpltng Ba mdpel wovo to B katl Tng Tetdptng Ba
TapeL povo to I. To Stadopikd avtiypado aodaleiag tng Asutépag Ba mapel to A, tng Tpitng
Ba mapeL to A kat to B, tng Tetdptng Oa mdpeL o A to B katto I
Ta Avtiypada Aodaheiag Oa mpemnet:
1. va kpumtoypadouvtal av xpetaletal
. va punv yaBei moté kaveva

2
3. va mpootatevovtal anod GwtLd, VEPO K.AT.
4. va Bplokovtat og S1adopeTIKA TOMOBESLA ATIO AUTAV TOU opyaviopoU. MNa va emAéEeL TV
KataAAnAotepn tonobecia mpémnel va e€eTAleL TA TOPAKATW:
e 1 meploxn amobrkeuong va PBploketal o achaln amootacn, WOTE VO PNV eNnpea-
otoUV O€ TIEPIMTWON KATOoTPOPNC
® VOl UMOPOUV VA avaKTNBoUV ypriyopa armd TV amouaKpUGCHEVN TIEPLOXA
e TNV acdAAeLa TOU YWpPOU
® TO KOOTOG
Avaloya pe To €606 Tou opyaviopoU elval Bavo va xpelaoToUV eVOANOKTLKEG EYKATOOTACEL
TIPOKELUEVOU VOl UTOPETEL va avakapuP el TANPWG Kal ypryopa oo Lo katootpodr]. AUTEC oL
EYKOATAOTAOELG pmopel va elvat:
¢ TANPWG EEOTALOLEVES KAL ETOLHEG YL XPrON TOUG QIO TOV OPYAVIOUO
® LEPLKWG EEOTIALOHEVEG
o un eomhlopéveg pe 600 XPELAlOVTOL yLa GUECN XPNON Toug Al pe pelpa Katl thAedw-
VLK) oUvoean.
Mua apketd evlladEpouoa otpatnykn APng aviypadwv givat autrh tg AP LKOVWY TV
Silokwv (disk image) pe katdAAnAo AoyLopiko mou unootnpilel, emiong, kot dtadoptko R avén-
TKO avtiypado acdaleiag.

2 Lo eploooTePeG AemTopépeLeg emtokedTeite Ty 20n kat 21n totooeAida tng Alktuoypadiac.
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JUyXpOVEG TAOELC Kal Texvoloyieg otnv Stadikacia avakoppng sivat n Ewkovikomoinon?®
(Virtualization) kot to YroAoyiotiké Nédog ) ZUvvedo (Cloud Computing).

Me tnv xprion Ewkovikomoinuévwy Alakoulotwy (Server Virtualization) yla mapadelypa, auéa-
VETOL N TAXUTNTA QVTATIOKPLONG O€ EMEIYOUCEG KATOOTAOELC (avakaun):
e cUKoAn petadopd toug,
® pelwwvetal n avaykn YAtkoU (Hardware) kol xwpou tomoB£tnorg toug
® umopei va cuvexiosl Tnv Aettoupyia Tou oxedov apeoa, edv mpokV el hardware mpopAn-
o
To Yroloytotikd Nédog kot el8ikd n AmoBnkeuvon oto Nédog (Cloud Storage) mpoodEpet apke-
TA TTAEOVEKTHLOTA OTOV ZXESLAOUO Avakaung:
® LEYAAo amoBNKEUTIKO XWPO HE XaUNnAd KOoTOC,
e autopatonotel tnv Stadikacia Avtypadwv Aodaheiog (back-up),
® LIELWVEL TNV avaykn UTapéng SLadopETIKWY XWPWV yLa TNV amobnkeuon Twv Avtlypddpwyv
Aodaleiag.

INUavTIKO B€pa mou adopd to Yrohoylotiko Nédog eival n achalela amobnkevong og auTo.

5.3 Aodalela AoyLopikoU
5.3.1 Noyopko KakoBoulAng Xpriong (Malware) eivat To AoylopLkd TOU UMOpPEL va TtpoKa-
Aéoel kamotou eldoug NG ota cuoTAUATA. YITAPXOoUV ATtopo aAAd Kat OpUASEG ATOUWY ToU
XPNOLUOTIOLOUV TIpoypAppaTa 1 eKUETOAAEVOVTAL (exploit) kevd aodalelag eykaTEOTNUEVWV
TIPOYPAUUATWY yLa Sladopoug Adyoug. AlaokéSaan, eMISELEN LKAVOTATWY, OLKOVOULKO OPEAOG,
ekbiknon aAAd kot ekdoBLoO.
Av KalL TO TTEPLOGOTEPA ATOUA TTOU Xpnotpomnololy to Stadiktuo (internet) yvwpilouv nwg unap-
xouv poBAnuata aodaieiag o’ auto dev avtilapBavovtal to péyebog tou Kivduvou mou St-
atpgyouv. H emiokedn plag LotooeAidog pe odnyieg yla Hacking, e ELPATIKO AOYLOULKO, TO
avolypa evog mepiepyou nAektpovikoU pnvopatog (email), To xtumnua evog cuvdeopou amd
nieplepyn Stadnuion, pa epappoyn ya kKivnto tnAépwvo (smart phone) akoua kat Eva Swpe-
av SLaB£oLpo TTPOYPAUHO UTTOPEL va TIEPLEXEL KAKOBOUAO AOYLOMLKO KAl va TIPOKAAETEL GoPapd
npoPfAnuarta.

Yndpxouv moAAd €16 KakOBoUAOU AOYLOULIKOU LE YWWOTOTEPEG KATNYOPLEG TLG €EAG:

1. Spyware: oKOTIO £X0UV TNV cUAAOYI MANPOGOPLWV KaL TNV AITOCGTOAN TOUG 6TOV SNULOUPYO
Toug. Kataypadouv tig Spaotnplotnteg o oeAibeg aAd kat O,tL mAnktpoAoyet (keylogger) o
XPNOTNC 0KOUA KAl KWSLKOUC.

2. Adware: autd npofaAlouv avemBupunteg Stadnuioslg kat evéexouévwe va Kataypadouv
TLG CUVADOELEG TOU XPNOTN KaL VA TIG AMOCTEANOUV GTOV SNpoupyd Toug. TuvhBwg sival pe-
pOG SWPEAV TPOYPAUUATWY aAAA KoL TTpoaBeTwy og GuAopeTpNTEC.

3. Trojan (horse): auTo MoOU €MISLWKOULV lval va SWOoUV Apecn MPOCPRAGCH OTOV SLUXELPLOTH
TOUC 0TO CUOTNHA KoL TA apXEla Tou. H eykatdotacr] Tou ylvetal umo tnv KaAudn KamoLou

3 Meploodtepa yia tnv Ewkovikomoinon avadépovtat oto Kedpalato 6.
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XPNOLUOU TIPOYPALUATOC I TtavLdLoU. Me Thv eKTEAECN TOU LOAUGHEVOU ap)xeiou (Tou Aov-
pELoU (rtou - trojan) to omoio £xel péoa Tou Suo MPOoYPAUKATA, TO XPr OO Kat To Trojan,
eykaBiotavral Kot To SUO KaL TO XPrOLUO EKTEAELTAL KAVOVLKA.

4. Viruses: o TpoopLopo¢ Touc Kabopiletal amd tov Snuloupyo toug. Mmopet va elval akivéu-
vol aAAd kat emiBAABAC yla cUCTAHATO KoL XpNoTtes. Metadidovtal LECW TNG EKTEAECNC TWV
apxeilwv ota omoia £xouv mpookoAAnBel oe aA\a vyl apyeia.

5. Worms: umopoUv va oTEAVOUV TPoowTiLka Sedopéva otoug Snuoupyolg Toug. Metadido-
VTOL PEOW SIKTUWV Kol NAEKTPOVIKWY HNVURATWY (emails) kat emiBaplvouv thv Kivnon Tou
SlktUou

6. Backdoor: pe tic Kepkdmopteg 0 SnULOUPYOC TOUC QOKTAE KOVAAL ETKOWVwviag pe tov H/Y
OTIOU EYKATAOTAONKE KAl UMOPEL VO EKTEAECEL EVIOAEG 0 QUTOV OTtote BeAnoeL. TuvnBwg
€LOXWPOULV UE TNV BonBela Trojan.

7. Botnet: ivatl To diktuo amd Bots, dnAadn toug H/Y BUpota pe To Kak6Boulo Aoyloptko. H
EYKATAOTOON TOU AOYLOULKOU yiveTal cuviBwg amo GUuAAOUETPNTEG, amd Trojan KaL ano ou-
VNUUEVA NAEKTPOVIKWY pnvupdtwy (email attachments). To Siktuo twv H/Y Bupdtwy umopel
Kol EAEYXETAL KEVIPLKA UEOW TPWTOKOAwWY 6mwg to IRC, HTTP Kol cuxva XpnoLUomoLeiTatl
yla emBéoelg Apvnong Yninpeowv (Denial of Services).

8. Rootkit: sivat £va oAl SUokoha evtom{OPeVO KaKOBOUAO AOYLOWIKO TTOU ouvhBwE KOAU-
TITel GAAa KakOBoula AoyLopika Omwce ta Backdoors.

5.3.2 Noyioutko Mpootaociag and Kakopoulo AoyLolitko (Antivirus).

H xprion twv H/Y og ohoéva kat eploodtepec Spaoctnpldtnteg oto Stadiktuo, n xprnon dopn-
TWV HECWV amoBNKEUONE KOL Ol CUVEXWC AUEAVOUEVEG OTTELINEC G° OLUTO €XOUV KAVEL amapai-
TNTN TN XPNoN MPOYPOUUATWY Tpootaciag (antivirus) amod kakoBouAa Aoylopikd. H mpooBoAn
OUOTNUATWY EVTOG EVOC OPYAVIOUOU UIOPEL VO TIPOKOAEDEL TTPOoBAATA OTLG Baoikég ApyEG
aodoaleiag, Tprada EAA, EpmioteutikdtnTa, AKEpaLotnTa Kot AlaBsoipotnta.
Av Kat n amoAutn mpootacia eival oxebov aduvato va eniteuxBel, Ba MPEMEL val ETLOLWKETAL N
KaAUTepn duvatr. Yrdpxouv moANG mpoypAUpaTa TTOU TPOOGEPOUV LKOVOTIOLNTLKY TipooTacia
KQL TOL OTTOLO UE ULIKPO QVTITLUO, WG TPOC QUTA TIOU TPOCHEPOUY, UMOpOoUV Vo eyKaTaoTabouv
oTa cuoTthpata. H emloyn Twv MPOYPOUUATWY auTwy dev Ba mpénel va yivetal Bacesl dbnuwv
amno Gpiloug kal yvwotoug, oA LEe KPLTAPLO, OTTWE TIC SUVATOTNTEC MPOCTAGLOC TTOU POodEPEL
OAAG KaL TLG SUVATOTNTEG TOU CUOTHHATOG TTou Ba eykataotabel. EvOelktika Ba mpeémel va £xel
¢ €€N¢ duvatotnTec:

= Avixveuon OAwV Twv el6wV KOKOBOUAWY AOYLOULKWY

= AVIXVEUON CUUTILECUEVWV OpXELWY

= Autopatn aviyveuon USB cuokeuwv

= [lpootacia TwV NAEKTPOVIKWY UNVULATWY KAl AUECWY LNVUHATWY

Népa TNG €MAOYNG TOU KOTAAANAOU TIPOYPAUUOTOG TIpooTaciog Ba MPEMEL OTN CUVEXELX VAl
ylvouv kal ol owoTEC puBuioelg Tou:
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= AUTOpOTN EVNUEPWON TNG BACNC TOU KAL TOU TIPOYPAULATOG

= Evepyomoinon Twv SuvVaTOoTATWY TOU MPOYPAUUATOC TTPOCTACLAG
* TaKTIKO AP €AEYXO TOU GUOTNUOTOG

* pootacia twv pubuicswv pe KWSIKO

5.3.3 Evnuepwoelg (Updates) Asttoupykwv Zuotnpatwy kat Epappoywv. Eival cuvnbec va
unapxel o’ éva MAnpodoplakd TUOTNUA Kol AOYLOULIKO TIOU aVOITUCOETAL EVTOC TOU 0pYOVL-
OUOU Lo TIC SIKEC Tou £€ELOIKEVUEVEC QVAYKEC. To AoYLoUIKO autd aAAd Kal OL EVNUEPWOELS
TOU amaltolV eVtaTikoUG EAEYXOUG OE ATMOUOVWHEVO TTEPLBAAOV A6 TO TUAUA YLA TO OToLo
TipoopileTal, TPOKELUEVOU VA TIPOCTATEUTEL TO MANpodopLAKO ZUoTNUA.

EKTOC TOU E0WTEPLKA AVATTTUYLEVOU AOYLOULKOU UTIAPXEL Kol AOYLOLLLKO Tou gpmopiou. To Aoyt-
OULKO QUTO, ouvnBwC, UTIAPXEL SLABEDLUO OTLC LOTOCEAISEG TWV ETALPLWY TTOU TO TTAPAYOUV KOl
aUTO SLEUKOAUVEL KAKOPBOUAEG OUABEC OTO VO LEAETAOOUV KOL VAL EVTOTILOOUV KEVA aodaleiag
TOU, WOTE HECW AUTWV Va eTITEBOUV GTOUC XPrOTEG TOU AOYLOULKOU.

‘Eval a6 T ouvnB£0TEPO TPOYPALLUATA TIOU YIVETAL 0TOXOG eTIBECEWVY gival ot GUANOUETPNTEC
lotooeAibwv (web browsers) kat dtapopa mpdeBeTa MOV XpNOLUOTOLOUV auTol yia TipofoAn
Bivteo, mayvidia oA kat yla ektélecn web edappoywv. OL eTalpeieg mopaywyng AoyLopL-
KoU €k&I6OUV GUXVA EVNUEPWOELS TWV TTPOYPAUUATWY TOUC, yia va enidlopbwaoouv Sladopa
nipoPAniuata, HeTafl Twv omoiwv Kal keva aodadeiag. MNa dlteukdAuvon £X0UV EVOWUOTWUEVO
£\EYXO YLA EVNUEPWOELG KOL EYKATAOTAON TOUC Kal UMopel va eheyxBel elkoAa autd amod Tig
puBuioelg Tou KAOe MPoyPAUUATOC.

Jto)0¢ emBEcewv yivovtal kal Ta Asltoupylkd Juotnuata. EmiBePAnuévog yla tnv npoctacia
TOU £lval 0 AUTOHATOC EAEYXOG VL0l EVNUEPWOELG TOU Kal N epappoyr Toug oxedov o OAa oTa
OUOTNUATO. 2T KPLoLWO cuoTrpata mpwta Ba mpémel va yivetal éAeyyog yla To mws Ba ta
ETINPEACOUV OL EVNUEPWOELC TIPLY EYKATACTABOUV, TIPOKELUEVOU va arodeuyxBolv mpoBAnuata
SLaBeoIUOTNTAC TOUC.

ZNUAVTIKOTATOG £lval KAl 0 pOAOG TWV XPNOTWV OTNV €KBeCN cuoTNUATWY o€ amelhég. ETuBAA-
AETaL OL XPrOTEC VA CUVEEOVTAL OTA CUOTHHOTA LE AOYPLACHOUG TEEPLOPLOUEVWV SLKOLWLA-
TwV (TuTikoL xpnotn — typical user). Z& mepMTWOELG oUVEETEWC Pe TIANPN Sikalwpata (Stayel-
plotr) — Administrator yia Windows 1j root yia Linux) eivat tdlaitepa emikivbuvn n mpoofoln
amno KakoBoulo Aoylouikd yloti autd Ba pmopei va ennpedosl oAU coBapotepa éva cUCTNHA
amo Ot €AV elxe yivel oe amAoU xpriotn ocuvdeon.

5.3.4 Kpurttoypadia (Cryptography).
H kpumtoypadio pHeAetd Tpomoug e€aodAALONG TNG EUTLOTEUTIKOTNTAS OTNV EMIKOWWVia Suo
TIAEUPWV.
Xpnoiun opoloyia otnv Kpumtoypadia ivat n mopakaTw:
e Kpumrtoypadnon (Encryption): H Stadikacia LETAOXNUATIONOU TOU UNVUUATOC Omo TO

OPXLKO UAVULO OTO TEALKO N AVAyVWOLUO
o Anokpuntoypadnon (Decryption): n avtiotpodn Stadikacia tng Kpumtoypadpnong
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® Ap)XKO Keipevo (Plaintext): To apytko uvupa
e AAyopOpocg kpuntoypadnong (Cipher): o alyoptBuog (o tpomog) pe tov onoio Ba peta-
TPATEL TO APXIKO UAVUHA OE 1N QVAYVWOLUO
e Kpunrtoypadnpa (ciphertext): To TEALKO Un AvayvwWoLUO HAVUHA
o KAeibi (key): eival pla oglpd apketwy bit mou xpnotponoleitol we eicodog otn cuvaptnon
KpuTItoypadnaonc.
Ma va uvlomotnBouv oL alydplBpol Kpumtoypddnong XpNoLUOMOLoUVTOL HOBNUATIKA OTWG:
TpwtoL aptBuoi, nuinpwrol, mapayovtonoinon K.Am.
H kpuntoypadia xpnollomoLeital EupUTATA CHEPA OTNV KOBNUEPIVOTNTA XWPIC va yivetal
QVTIANTITO, 0 NAEKTPOVIKEG GUVAANOYEG, KNt ThAsdwvia ald kol ota acUpuata Siktua
(Wifi).
Y€ YEVIKEG YPOUUEG aUTO Ttou B£Aouv va eTUXouV oL alydplBpol kpumtoypadnong propsi va
nepypadel we €€NG: €otw mwg undpyouv duo dihot, o Akng kat n BouAa, ot omoiol BéAouv va
avtaAagouv pnvopota pe acpdareta (Lovo autol va pmopouv va ta Stapdoouv). O Akng, adol
ETOLUAOEL TO HAVUUA Tou, Ba To petatpePel pe kamolo KAeLSL og pn avayvwaotpn and aAoug
popdn £toL wote povo n BouAa Ba pmopel va to EekAeldwael kKal va SLaBACEL TO TEPLEXOUEVO
Tou.

3TN Hovtépva Kpurrtoypadia undpyouv §Uo 6wV KpuTtoypadroelg, ZUMHETPLKOU KAELSLOU
(Symmetric key) kot AcUppETpOU KAELSLOU 1) Anpociov kKAeLSLo0 (Asymmetric key — Public key).

ZUPUETPIKOU KAELSLOU AgyovTal auTtol Tou Xpnotpomotlolv to (8lo KAeLSL yla tnv Kpumtoypa-
dnon aAAa kat yla Ty amokpuntoypadnon. Oa npemnel Snhadn vo yvwpilel o mapalnmTng to
KAelSL TTou Xpnolomnoinoes o anoctoAéac.

N'vwotol cuppetpLkol alydplOpot eivat: o AES mtou xpnotpomnoleital o moANG acUppata Siktua
kal o Blowfish mou ypnolpomnoteital cuyxva yla kpumtoypddnon kwdikwv og Baoeig AeSopévwv
aAAG Kot Twv KwSIKWY Xpnotwy tou Linux oto /etc/password.

3TNV AcUMMETPOU KAELSLOU 1) Anpooiov KAELSL0U umtdapyel éva {euydpl KAELSLWY OV TapAyo-
vTal Tautoypova. To olwTiko KAelSL (private key) mou to yvwpllel povo o LBLOKTHTNG TOU KAl TO
dnuoato kAeWdi (public key) mou pmopolv va to yvwpilouv OAot, Ywplg va emnpealel autd oe
Tinota v acdaieta tou BLOKTATN Tou (elyoug KAeLSLWY. Agv gival Suvatov va umoloyioel
KATTOLOG TO LOLWTLKO KAELSL KAToLlou av yvwpilel to Snuoacto KAeLSi tov.

MNapadetypa xprnong AcUUPETPOU KAELSLOU: £0Tw MWC 0 AKNG BEAeL va oTellel éva pRvuua
otnv BoUAa kat €xel o kaBévag To S1ko Tou {euydpl KAEWOLWY (L8LwTLKO, Snudaoto). O Akng Ba
ETOLUAOEL TO HAVURA Tou, Ba xpnotpomotrost to dnuocto kAewdi tng BoUAac yla va Kpumto-
ypadnoeL To uRvupd Tou Kat Ba to oteihel otnv BovAa. H BoUAa twpa, yla va to Stafdoel, Ba
TIPETIEL VOL XPNOLUOTIOLOEL TO LBLWTLKG TG KAELSL.

MVwoTotepog ahyopLBpog kpumtoypddnong Anpociou kKAeWSLoU eival o RSA.

EAeyyog akepaiotnrag apysiov. O €leyyoc tou av Tpormomolndnke £va apyeio yivetal pe
TipoypApoTa umohoylopoU kal emiBeBaiwong EAEyyou Adpoiouatoc (Checksum calculator-
validator) } Hash Generators. [evikog TPOMOG Xprong Toug eivat o €€nG:
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Anpoupyia (eUpeon) aBpoioparog eAéyxou (checksum):

Ewkdva 5.2: Brjpota yia Snuioupyia checksum
1. An6 1o onueio 1 tng ewkdvag 5.2 yivetat n emhoyn Tou apxelou mou Ba umoloylotel To
aBpolopa eAéyyou (checksum).
2. Ito onpeio 2 Ba epdaviotel To Gvoua apxeLo ToU EMIAEXDNKE.

3. Ito onueio 3 Ba gpdaviotouv ta abpoiopata eAéyxou oe MD5, SHA-1 k.Am. Autd eival mou
XPeLaovtal yLa Tov EAeyX0 aKEPALOTNTAC.
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Ewdva 5.3: To aBpolopa eAéyxou MD5

4. Y10 onpueio 4 (ek.5.3) unapyel to MD5 aBpotopa eAéyxou (MD5 checksum) tou apyeiou mou

ETUAEXONKE. AUTO TO UTIOAOYLOUEVO ABpOoLopa EAEYXOU XPELALETOL YIA VOL EAEYXTEL N OKEPOIL-
OTNTA TOU apXELOU HEANOVTIKA.

EniBeBaiwon abpoicparog eAéyxou (checksum):

Ewkova 5.4: ‘EAeyxog akepatotntag apxeiou pe xprion checksum MD5

Otav BeAnoel KATOLOG va EAEYEEL TNV AKEPALOTNTA TOU apxelou Ba kavel Ta €€n¢ Bruara:

5.

Inueio 5 (elk.5.4): adou emavaldpfet ta prApata 1, 2, 3 yla va utoAoyiosl To MD5 daBpotopa
g\éyyou tou apxeiou mou £xel autdg otov H/Y tou, Ba BaAel otnv B£on 5 to MD5 dBpotopa
€AEyXOU TTOU TOU OTAABNKE 1) BpriKe oTnV LoTooeAida oo Omou KatéBaoe to apxeio.

Inueio 6: Ba Swoel evtoAn amo to kouuni Verify (emipeBaiwoe) va cuykplBolv ta mepLexo-
LLEVOL TOU ONUELOU 5 PE QUTA TOU onpelou 7.

. Oa eudaviotei To pRvupa oto onueio 8 mou Ba emPBePatwvel mwg eival idla (matched) avta

Ta S0 apa Sev TpomomnotnOnke To apxeio f Ba epdavicstl pAvupo mwg dev eivat idtato 5 pe
TO 7 TIOU ONUOIVEL TTWE KATL £XeL 0ANAEEL OTO OPXLKO apXELD.

[75]



Ao TO TOPATAVW TOPASELYUA TIPOKUTITEL TO CUUMEPACHUA WG ELVAL CNUOVTIKOTATN N TPO-
otacio Tou ap)tkol aBpoiopatog EAEYXOU OO TPOTIOTIOLACELC.

H Wndrakny unoypadr xpnotuomnolel kpumtoypadio dSnpociou KAELSLOU Kol TILOTOTOLEL TTWG
Sev tpomomnolOnKke To UAVULO TOU QmOCTOAEX. TNV aUBEVTIKOTNTA TOU OMOCTOAEQ, TO TIOLOG
elval oTtnv MPayHATIKOTNTA, UMOoPEL va TNy miotonolnoet pia ApxA Miotonoinong n omola eAéy-
XEL KAl TILOTOTOLEL TNV TAUTATNTA Kot To dNuooto KAelSi tou pe Wndrakd Miotomontiko. Ma
napadelypa, to MaveAAnvio ZxoAkod Aiktuo (M2A) €xel tétola Apxn Miotomoinong otn oeAida
http://ca.sch.gr mou mioTomnoLEl TNV TAUTOTNTO TWV EKMALSGEUTIKWY. AUTO UMOPEL Kal TO KAVEL
YLOTL EXEL TO ATOPALTNTO OTOLXELA KAOE EKTALSEUTIKOU, OTOLXELO AOTUVOULKAC TOUTOTNTAC OAAG
Kat tn dteuBuvon nAektpovikol Taxudpopeio Toug ato MNIA.

H Kpuntoypadnon Siokwv, katatpuioewv (partitions) kat apxeiwv yivetal yia va efaodall-
OTEL N EUTMLOTEUTIKOTNTA TOU TIEPLEXOUEVOU TOUG. MNMwg Sev Ba propéoet va StaBaotel Snhadn
armo Tpitoug, yla mapadelypua, og mepimtwaon KAomNG. N’ autod XpnoLUOTOLELTOL CUXVA O dopn-
TOUG UTOAOYLOTEG OAAA KOl GOPNTEC CUOKEVEG amoBrikeuong. MpoypappaTa Kpumtoypadnong
UTLAPXOUV CUVABWC EVOWHOTWUEVA OTO AEITOUPYIKA ZuoTHaTa aAAG UTIAPXOUV KOl TIOAAG
T(POYPAUHOTA TPiTWV. ATO TN OTLyHn Tou Ba yiveL n KpUTITOypAdnon o POVoE TPOTOC yla Vo
uropécouv va dlapactouyv ta Sedouéva sival va yvwpllel KAoLog Tov KwSLKO TToU XpNoLUOoTOoL-
nOnke katd tnv Kpumtoypadnon.

5.4 Acdpalela Aktuou

Onwg éva ktiplo mpootateveTal he GPoupoUlg Kol CUVAYEPHOUG, ETOL KOL TO SIKTUO VO OpyavL-
opoU xpeldletal pootacia anod pn sovclodotnuéva dtopa. Xpetaletat Stddopoug dpayuolg,
T(POKELUEVOU VA TIPOCTATEUTOUV OL TANPOdOPLEC TTOU UTIAPXOUV 0" AUTO Ao ECWTEPLKEC Kal E€w-
TEPIKEG AMENEG. MEe aUTOV TOV TPOTIO GUPBAAAEL KAl OTNV OELOTILOTILO TOU OPYAVLOOU TIOU QIVAKEL.
INUOVTIKA TUAMATA TG yla TNV acdAAeLa Kot TNV owoth Asttoupyia tou Siktvou eival:

5.4.1 Teixog NMpootaociag (Firewall), propei va ivat Aoyloptko 1 VAKO Kol okomdg Tou lvat
va EAEYXEL TNV Kivnon petafd twv SIKTUWV Tou cUVEOEEL Kal avaloya Ue TIG AloTeg eAéyyou
npdoBaocng (ACL) Tou €XEL Vo TNV ETILTPETEL ) va TNV amoppintel. Mmopet yla mapadetyua, va
QTOYyopEVEL TNV TPOCPOON TWV CUOTNUATWY OO TO TUALO TIPOCWTILKOU TOU OPYaVIOUOU T
CUOTHLATO TOU OLKOVORLKOU TUAMOTOC N VO ETILTPETEL Kivnon mPog £val cUOTNA LOVO YL OU-
VKEKPLUEVN UTtNpeaia OMwCE TG e€UTNPETNONG LoTooEASWV.

5.4.2 ElkovLKO 161wtk Aiktuo (Virtual Private Network — VPN) eival pio uninpeoia meAdatn/
gtunnpetntn (client/server) mou EMITPEMEL TNV EMKOWWVIO CUCTNUATWY PE AOPAAELX HEOW
£VOC ELKOVLKOU ToUVeA. MNa apadetypa, Ba pmopoloe éva HENOG TOU opyaviopoU va Bploketatl
oe SladopeTIKd KPATOC KL E TNV Xpron evog mpoypappatog riehdtn VPN mou Ba tpé€el otov
dopntd tou va ouvdebel atov e€untnpetntr) VPN TOU 0pyaviopou Kat autog va Tou Swaoel mpo-
oBaon 0To E0WTEPLKO SIKTUO Cav va BPLOKOTOVE EVIOC TOU SIKTUOU. Oa Uropel va xpnotomnolet
dnAadn, Toug TOPOUC TOU KEVTPLKOU SLKTUOU TOU OpYavIoUOU OMWGE: EKTUTIWTEC, KOLVOXPNOTOUG
dakéloug, Baoelg dedopévwy KA. MpwtokoAa mou xpnoluonotovvtol edw eival ta PPTP,
L2TP, GRE, kau IPSec.
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5.4.3 ZUotnua Aviyveuong EloBoAng (Intrusion Detection System — IDS), e auTO TTopakoAou-
Beitat kat avaAveTol 6,TL cuppaivel 0To SIKTUO TOU opyaviopoUl. Xkomdg Tou sival, va evtomilet
TipooTaOeleg €loBOANG Un €€0UCLOSOTNUEVWY ATOUWVY OE cUOTAUAT, KaBwC KATL TETolo Ba
€Bale oe kivbuvo mapafiaon kamolag apxng amo tnv Tpldda twv Baowkwv Apxwv (EAA). MNa
va apokoAouBel tnv kivnon tou Siktvou to IDS, Ba mpémnel va Sloxeteletal 6 auTo n kivnon
Tou SIKTUOU HE KATmolov Tpomo. Av uttapxetl cuokeur HUB toTe givat amAo, StadopeTika yivetatl
pe Metaywyelg Aktuou (Network Switches) mou umootnpilouv Tétola Asltoupyia og KAmoLa
nopta (port) toug. Avaloya pE TNV €TALPELO KATAOKEUNG, N MOPTA QUTH Tou MeTaywyéa n
untootnpen TEtolog SuvatotnTac ano Tov MetaywyEa Umopel va ovopdletal: Port Mirroring,
Monitoring Port, Spanning Port kat SPAN port. Autéc oL topTeg eival cuvnBwe Lovo TaBNTIKEC,
dnAadn povo Aappavouv dedopéva. Otav to IDS evromilel Umomtn Kivhon oto Siktuo, unopel
KalL EVNUEPWVEL TOV UTIELBUVO aodaleiag Tou SIKTUOU N va KAVEL EVEPYELEC YLOL TNV SLAKOTIA
TWV UTIOTITWV KLV OEWV.

5.5 Quowkn Acdalela

Quoikn aodAAELa Elval N TTPOCTAGIN TOU XWPOU EVOC 0pYaVIoHOU Kol Tou e€omAlopol Tou and
anelléc onwg dpwtid, kAomr KA. Eival e€loou onpavtikn pe ta aAa pétpa acdaieiog ylati
HEoa OTOV XWPO UTIApXEL N urtodopn tou MAnpodoplakol ZucTHUOTOC.
Qa npémel va e€aodalilovral ol amaltoVueve meplBAAOVTOAOYIKEG CUVONKESG OMWCE Lypaoia,
Bepuokpactia kat okovn.
Na UTIApYXEL CUVAYEPHOG yia TAPAPLACELG OANA KOl YL EKTAKTEG TEPUTTWOELS, OTIWG GWTLAC.
0 £\eyyog duaLknG TpdoBacng oTo KTiplo pumopet va yivetatl and ¢poupous, KAUEPES, CUCKEUEC
Blopetpikwy eAEyXwV (6OKTUALKO amoTUTIWUA, (PLda LATLOU, XAPOAKTNPLOTIKWY IPOCoWToU, hw-
VIG) KOl LOyVNTIKWY KAPTWV.
O €\eyxoG eMIOKENTWY €lval £€(00V ONUAVTIKOG, KABWE UMOPOUV VA TIPOKOAEGOUV VKON TTPO-
BANuata, yu' auto Sev Ba mpEmeL va Xxpnolpomnololv cuokeuég USB evidg Tou opyaviopou, oute
va £Xouv pocPaaon oTo SIKTUO TOU 0PYaVIoUOU.
EpwtnoeLg
Evétnrag 5.1

1. Moto eivat To avtikeipevo g Aopalelog MAnpodoplakwy JUCTNUATWY;

Evotnrag 5.2
. Noleg elvat ot Baotkég Apxég tng Aodalelag MAnpodopLlakwy ZUCTNUATWY;
. Tueivat o EAeyyoc NpdoBaong; Awote duo mapadeiyuata.

. Tueival ta Apxeio Kataypadnc (Logfiles); Awote £va mapddelypa xpriong touc.

u B~ W N

. Tt elvat n Muotomnoinon Tautotntag (Authentication); Molog eival o cuvnBéotepog TPOTOG
emitevéng Tou;

(o))

. Tueival to Active Directory kat to Ldap;

7. Motog gival o okomdg tng Atayxeiptong Kivduvou;
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10.
11.

12.
13.

14.
15.
16.

17.

18.

19.
20.

21.
22.
23.

24.
25.

26.

. Tumpoobiopilet n AfLloAdynon Kwvduvou;

. Tuonuaivel Amelhn kot EuntaBela o éva MAnpodoplako uotnua; Awote Suo mapadeiyua-

Ta anelhng-eunabeLag.

Tt elvat n MoAwtikr) Aopaleiag kat amnd T emnpedletal n ebapuoyn tng;

Tt elval Emyelpnotakn Zuvéxetla Kot mwg ennpealetal ano tnv Enavadopa and Kataotpo-
on;

larti eivat anapaitnta ta Avtiypada Aodpaieiag; Mwg Aéyetal n aviiotpodn Stadikaocia;
Mepypadte tnv Stadikacia evog tpomou Anding Avtypadwv Acdaleiag,.

Evotnrac 5.3

Tt eivat To AOYLOWIKO KOKOBOUANC xprong Kot mwg eloxwpei ota cuothuata H/Y;
Meplypate tpia 16N kak6GBoulou AoyLopLKOU.

Tt SuvaTOTNTEG MPETEL VA £XEL £val TIPOYPOUUO TIPOCTOCIOC OO KAKOBOUAO AOYLOULKO
(malware);

Motec puBuioelg Ba mpémel va epappolovtal oTa POoYPAULOTO TPOCTOCLAG Ao KaKOBoU-
Ao AOYLOULKO;

Moti eivat amapaitntog o EAeyX0C yLa EVNUEPWOELS KOl EGapUOYH TOUC OE TIPOYPAATO
KOL AELTOUPYLKA CUOTHHATA;

Mwg ylvetal o EAeyx0g eVNUEPWOEWVY YLt EGAPLOYEC KAl AELTOUPYLIKA CUCTA AT,

Mepypadte tnv Sladikaocia arootolr kpurtoypadnuévou UNVUPATOG LE TV Xpron An-
poaciou KAeLSLov.

Mwg umopel va eheyyBel n akepaldTNTa (0V TPOTIOMOLONKE) EVOC QpXELOU;

la molov Adyo xpnotdomnoleital n Wnouakn Yroypadn kat n Apxn Miotomnoinong;

Mote xpeldletal n Kpumroypadnon ecWIEPLKWVY N EWTEPLIKWY SIOKWV EVOC GUCTALATOG;
Evoétntac 5.4

Ie TLXpnoLuevel o Teilyog Mpootaoiag (firewall);

Mepypadte pe mapadetypa ta odpéAn amnd tnv xprion Etkovikol 18wwtikov Atktvou (VPN).
Evotnrag 5.5

lNati Oa mpémnel va anayopeletal n xprion USB Slokwv kol n mpdoBacn oto ecwtepLko bi-
KTUO EVOC 0PYQVIOHOU O EMIOKETTEC;
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Apaotnplotnteg

10.

Etkovikég Mnyaveég Linux LUE TIPOEYKATECTNUEVO TO ATTAUTOUUEVO AOYLOULKO yLa TI¢ Spaoth-
PLOTNTEG UTTdpyEL aTnV toTooeAiba http://blogs.sch.gr/virtualization

Evotnrac 5.1

. Availntniote mAnpodopieg yla Tn cupBoAn tou Adav ToUpLyk ato Xwpo NS MAnpodopLkng

Kol SNULOUPYNOTE HLO TapoUGiach TouG.

. Bpeite mAnpodopleg yla ouyyeviKa ywoTika edia tng Aodaletag MAnpodoplakwy Tuotn-

HATwv Kal oulntnote yU autd otnv Taén oag,.

. Evtomiote eAAnVIKEC LOTOOEAISEG e TANpodOpieS Yo TO NAEKTPOVIKO €YKANUa oTnv EAAGSa

Kot oulnTroTe otV TAEN oag yla Ta duo Tio Stadedopéva eldn tou.

Evotnracg 5.2

. 2e A tou epyaotnplou va 0800V Sikalwpata Xpriong evog dakéAou, EVOC apXELOU Kal EVOG

EKTUTIWTN 0€ GAAOUC XPNOTEC.

. Na avalntnBei n wpa cuvdeang evog xprotn ota apyeila kataypadnc (log files):

a) twv Windows (Kataypadea cupBaviwv- Akl KAk otov Yrodoyiotn pou/Awayeipion) kot

B) ot Linux: sudo cat /var/log/auth.log i Mevol Edappoyéc/Epyaleia SJuotriuatoc/Kata-
VOOPENC TOU CUCTHUATOC.

. Na dnpoupynoete anho Aoyaplacuo xprotn o neptaiiov Windows kat Linux Tou epya-

otnpiou oag Kat vo SWOoeTe yia KWK mpooBacng pia dpdon TnE EMAOYAC 0AC LUE TOUAQ-
XLoTov 8 XapoKTnpeg (ry. DenExo@ploPassword45)

. Na &nuiovpynoete Opyavikn Movada oto Active Directory, va mpooB£oete XproTeg Kal va

TOUC TTapaYwpPnNoeTe Sikalwpato og S1ddopous mOPoUG.

. Na xpnotpomnolnBei to ecwteptkd mpoypappa ar’ to eplBarlov Windows kat Linux, ylo va

yivet Angn avtypdadwv aochalelag tou mpoowrtikol pakeAou evog xpnotn. Metd th Anln
avtlypadou aodoaleiag, va yivel Sokipootikn enavodopd arno to aviiypado acdoleiag o
SLadopeTikd pakelo.

Evotnrag5.3

. Na xpnotponotnBolv mpoypa ot Tpootaciag and kakoBouho AOYLOWLKO (antivirus) ya

va eAeyxBoUv Ttal SOKIPOOTIKA apXeia v (Un emikivbuvwy) amd tnv otooehiba http://
www.eicar.org/85-0-Download.html xat va yivouv oL TpoTelvOpeveg pubpioslc twy mpo-
YPOUUATWY QUTWV.

Ye mepBaAiov Windows va eheyxBoUv xelpokivnta yLa evnepWOEeLS: €vag GUANOETPNTAC,
o flash player kat n java. Ztn ocuvéxela, va puBuLoToUV yLo AUTOUATO EAEYXO KAl KOTERATU
f eykataotaon touc. No yivouv avaAoyeg evEpyeLeg Kat o€ Linux meptBailov.
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11.

12.

13.

Na ypadouv kat anoBnkeutolv o éva amAo apxeio kelpévou (keimenol.txt) ol Aé€elg «Ba
£pBw alpLo». XTn cUVEXELA VOl YIVOUV T TTOPAKATW:

1) va umohoylotel to MD5 checksum tou kat va anmoBnkeutel oe aANo apyeio (md>5.txt).

2) va pooteBel oTNV ap)r TOU OPXLKOU KELWEVOU N AEEN «Sex Kat va amoBnkeutel oto (610
apxeto.

3) va umohoylotei to véo MD5 checksum Tou kal va cuykplBel pe to apyikd checksum (mou
Bploketal oto md5.txt).

Xpnolgomnotnote o€ £yypado pa Pndlakn vroypadr cag, tTnv onoia Ba dnuloupynoete:

a) tomkd: oto Word mpwta, and to pevou MNpoetowpacio/Mpoabrkn Wndlokng Yroypa-
dng/Anuoupyia Tou Sikol cag, kat oto OpenOffice peta (Ba umdpyeL auty amod To
Word) kat

B) oe otooelida (m.x. tng Comodo.com)
Kpuntoypadnote éva apxeio og mepBaAiov:
1) Windows (A&l KAk / 1610tnTeC / N mpoxwpnUévouc)

2) Linux (rty og Ubuntu pe 8€€i kAlk o apyelo kat emhoyr Kountoypdpnon, ebocov umdp-
XeL n ebappoyn Seahorse kat adol dnutoupynBel o’ auto mpwta PGP Key)

Evotntag 5.4

14.

15.

E¢epeuvnote kat oulntiote yla TI¢ pubuioelg mpoypauuatog Teiyoug Mpootaciag oe
Windows (evowpatwpévo) kat Linux (my to gufw).

Juvdebeite atov Tomiko VPN server Tou 6X0ALKoU gpyactnpiou.

OAec ot etkoveg tou kepadaiouv 5 ivat tou Mavayiwtibn Swtriptou
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Kedbalato 6

Ewbka Opata

210 KeDAALo auTtd mapoucLdlovtal oL BAcIKEG yVWOEeLS yia T Elkovikomoinon (Virtualization)
Kat TG Elkovikég Mnyavéc (Virtual Machines), pia texvoloyia tdlaitepa Stadedouévn oto xwpo
¢ MAnpodoplkng ta TeAeuTaia xpovia.

Alsaktikoi Ztoyol

310 KebAAaLo aUTO Ba pdbete:
e ta opEAN and t xprion texvoloyiag Eikovikomoinong,
¢ va eykoBlotate mpoypappata Emomntn Eikovikomoinong (Virtualization Hypervisor)
¢ va dnuloupyeite Ewovikég Mnyaveg,
* Vo eyKOOLOTATE AELTOUPYLIKA ouoTAATA O ELKOVIKEG MNXAVEG,
e va petadépete ELKoVIKEG Mnxaveg oe AAOUC UTIOAOYLOTEC.

Awdaktikég Evotnteg

6.1 ELKOVIKEG MnYaVEG
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6.1 ElkoviKEG MInXavég

T eivou pa Etkovikr) Minxavn (Virtual Machine). Eival évag lkovikog UTIOAOYLOTAG, £VaC UTTO-
AOyLOTAG TIPOYPQUUOL TIOU UTIOPEL OUWC Kot EKTEAEL OTL Kall VoG TTPAYUATIKOG UTIOAOYLOTAG, val
£xeL 6nAadn S1kd Tou AEITOUPYIKO ZUOTNUA KOL TIPOYPAUUATAL.

H dtadikaoio dnuioupyiag etkovikwy pnxavwy Agyetat Etkovikomoinon?® (virtualization).

Nwg dnuovpyeitat pia ELKOVIKA nxavi. Mo va SnpoupynBel pia LKOVIKE Lnxovn XpeLaletat
£va mpoypappa Emomtn (Hypervisor). Amo tnv otyun mou Ba eykotaotobel £va TETOLO PO-
YPOUUO UItopolV va SnpoupynBolv 00EG ELKOVIKEG UNXOVEG (UTTOAOYLOTEG) BENEL O XELPLOTNAG
Tou. KdaBe pnxavi mou Ba dprtidyvel Ba eival évag dpakehog otov Gpuokd umoloylotr pe Alya
apyela (Eikova 6.2). Tvwotd dwpedv mpoypdppata Enonteg sival ta: VirtualBox tng Oracle kat
VMware Player tng VMware ywa AX Windows kat Linux, to Parallels tng etatpiag Parallels kat
10 Fusion t¢ VMware yla AZ MacOS X, kat ta VirtualPC kat Hyper-V tng Microsoft povo yla
Windows. Oényis¢ ue €LKOVeG yia Tt Snuioupyia ELKOVIKHG UNXOAVHG KOl EYKATAOTAONG AEL-
TOUPYLKOU cuoThuato¢ untapyouv oto lMapaptnua tou Ke@alAaiou 6.

Me T uAwO (hardware) Asttoupyel pia €lkovikn pnxavr). Kabe pnyavr) ylo va AelToupynosl
xpelaletal mopoug OMWEG UVAUN, emefepyaotn kal okAnpd Sloko. Autoug toug PBplokel otov
uroloyLotr Tou TNV dlofevel. H puBulon Twv mépwv mou Ba tng SlateBolv yivetal amnod to
nipoypappa Emomntn, ta Mb ducikng uviung RAM, to moooaoto woxvog tng duoknc KME kat ta
Gb xwpou tou dpucikol okAnpol dickou Tou Ba pmopel va xpnotpormotel. Ot puBUIoELS AUTES
pmopoUv va aAAA&ouv OMoTe XPELOOTEL

Ewodva 6.1: MNpoypappoa Emdmntn pe Etkovikég Mnxaveg

4 EwkoviKomoinon Kot OxL elkovoroinon emeldn GTIAXVEL KATL ELKOVIKO Kot OXL ELKOVEG.
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Amo 1o onpelo SnULOUPYLAG TNG KoL LETA AELTOUPYEL OTIWG EVAC KAVOVIKOG KALVOUPYLOG UTIOAO-
ylotng oAa péoa o mapdbupo. Mnopet va eykataotabel drolo Aettoupytko Totnuo BNl o
XELPLOTAC TOU HE ToV TPOTo Ttou Ba To £kave Kol o€ GUGLIKO UTTOAOYLOTH a6 Kavoviko CD i USB
stick aA\d kot and apyxeio .I1SO (gikova CD).

TNV £lk. 6.1 daivetal o Emomtng tou VirtualBox kal o cuykekplévog €xel otnv Stabeor Tou
TEOOEPLG ELKOVIKEC LNXOVEC LE AELTOUPYIKA cuoTtrpata. Kabe pnxavr €xeL TG SIKEG TNG puBUL-
o€LG pvung RAM, KME (CPU) kat okAnpou diokou. Edv o urtoAoylotrg mou TG ¢pthofevei (Host)
£XEL OPKETOUG TTOPOUG TOTE lval SuvaATOV Vo KTEAECTOUV TIOANEG ELKOVIKECG pnXaveé (Guests)
TQUTOXPOVA.

H Aettoupyla KABE €LKOVIKAG LNXAVAG ELVAL ATTOUOVWUEVN AItO TWV UTtoAOImwyV. Av tepdoel &n-
Aadn) kamolo kakOBoUAO AOYLOULKO O€ €vav OO AUTOUC auTo Sev Ba emnpedoel GAAEG UNXAVES
oUTe Ttov unoAoyLotr| Tou tnv dLhogevel.

Dopntotnta kat Avtiypada achaleiog. Otav SnuoupynBel pia wkovikn pnxovr, Ba sivat
TAéov €vac PpakeAog Tou GpuoLkoU UTIOAOYLOTH WE Alya apxeiot HEGA @’ QUTOV, TOU ELKOVLKOU
SloKou Kol Tou apyelou He TLG eTNeyEVES puBuioels. Omwe Kol oToug Gpucolkoug iokoug, ava-
Aoya pe To Asttoupylkod ZUotnua mou Ba eykataotabel aAAd KAl LE Ta TPOypAUUaTa TTou Ba
gykatoaotabolv o€ autov, Ba aUEAVOVTAL KaL OL QTTALTIOELG O€ XWPO TOU £LKOVIKOU Slokou.

TNV €. 6.2 daivetal o dakehog amobrKeuong KOG ELKOVIKAC UNXavig. To apyeio pubuicewv
(.vbox) éxet uéyeboc 8Kb kat o eikovikog diokog (.vdi) otov omoio meptéxovtal To AZ, oL ehOPUOYES
KOLL TOL OPXELDL TWV XPNOTWV Tou, KataAapBavouy niepinou 4 Gb. EGv autdg o dpdakelog petadepBet
o€ GAAO UTIOAOYLOTH, OTtoUSHTIOTE Kat av lval AUTAG, KAl e OToLodNTIOTE AELTOUPYLKO ZUOTNLA,
OTOV OTtol0 OUWG UTIAPXEL TO TPAYpOpa EmomTn, tote Ba unop£oel vo AelToupyr oL AUeoa.

Ewova 6.2 Neplexopeva dpakélou eykataotnuevng Etkovikng Mnxavn
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AuTO umopet yivel eKUeTaAMEUOLUO, OO BLWTEC KAl ETILXELPNOELS, O KOTOOTACELG OTIWG, ETA-
vodopdc and kataotpodn, yiati Sivel Tn duvatotnta évag Slakoplotng (Server) evtog pikpou
XPOVLKOU S1a0TAUATOC va TPOodEPEL TTAAL UTINPECLEC. Mo TapAdelypua, EAV XAAACEL O PUGLKOG
okAnpog 6iokog i KME 1) LNTPLK KAPTA, TA LOVA TIOU XPELALOVTAL YLa VO ETTOVOAELTOUPYNOEL O
SLOKOULOTAC elvat: To mpoodarto avtiypado TN EKOVIKAC LNXOVAG Kot £Vacg VEOC UTIOAOYLOTAC
LE To TIpoOypappa Emomtn. Aev xpetaletal va €xet idta KME, untpikn, RAM. Agv tnv ennpealeLn
xpnon Stadopetikol UALKOU oTo av Ba UMopECEL va AELTOUPYNOEL, UMOPEL OUWCE VOl EMNPEACEL
TG embO0ELG TNG €AV £XEL SLaBEatun Alyotepn uvnun R aptbuo nmuprvwv KME.

Oplopéva mpoypappata Emomnteg, onwg to VirtualBox tng Oracle, mpoodEpouv Tn Asttoupyia ZTLy-
potuma (Snapshots) (gtk. 6.3). Autr n Asttoupyla, amoBnKeUEL TNV KATACTAGN TNG KLNXOVNAG TV
£KElVN TN XPOVLKI OTLYLNA KAl TNV oroia Ymopei va emaveNBel (e1k. 6.4) 0 XELpLOTN G OTtote BeAnoeL.

Awadikacio AqPng
ZTLYHLOTUTIOU

Kavovtag 6g€l KAk oto Current
State tou Paokol TopaBUpoU
Tou Emoémtn Sivetal n duvotodtn-
Ta emdoyng AnYPng ZTydtumou
(Take snapshot)

Ewkova 6.3 Afn otLyLotunou

Awadikaoio emavagopdg
ITlypuétumou

310 Baolkd mapabupo tou Emo-
ntn ¢aivovtal Ta ITyplotuTa
mou €youv mapBel. Me 6el KAk
MAvw OTo  ZTlypwotumo Oive-
TaL n emhoyn enavadopdg Tou
(restore snapshot) 1 dlaypadng
Tou (delete snapshot)

Ekova 6.4 Emavadopd oTlyULdTumou
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EMionMAavoeLg:

e Ymdpyouv epaploYEC oL omoiec pmopouv va petatpéPouv (convert) évav Gpuotko umo-

Aoyloth o lkovikf unxavh (VMware vCenter Converter Standalone) xwplig va ennped-
oouV TN AelToupyia Tou Gpuatkol UTIOAOYLOTH.

Ol a8eleg XPrIONG AELTOUPYLKWY CUOTNHATWY KOL TIPOYPAUUATWY O ELKOVLKEG UNXAVEG
aKkoAoUBOUV TOUC VOLLKOUG KAVOVEG TTOU LOXUOUV Kol 0TOUG GUGLKOUC UTIOAOYLOTEC

Katd tn xpnon twv npoypapudtwyv Vmware Player kat VirtualBox evdéyxetal va mapouat-
aotouv poPAnpata otnv avaiucn 08ovng (640x480 r; 800x600) tng Elkovikng Mnxavng
f va eykKAwPLoTEL 0 SelkTNg TOVTIKIOU péoa oto mapaBupo ¢ Elkovikng Mnxavig. Av-
OELC 0€ aUTA Kol GAAa tpoBAnpata AUvovTal cuvhBwE LEe TNV EYKATACTOON TWV MoPaKA-
Tw MPocBetwy otav eival evepyn pla Ewkovik Mnxavn:

o oto VirtualBox, pevou Devices / Install Guest Additions
o oto Vmware Player, pevol Manage / Install VMware Tools

l'a Tov aneykAwPLoUO Tou SEIKTN TOVTIKLOU UMopEL va xpnotponotnBel xwplg Thv eykatdotach
TWV TOPATTAVW TIPOYPAUUATWY N £€7G AUon:

o oto Vmware Player va natnBei tauvtoxpova to aplotepd CTRL+ALT

o oto VirtualBox xpetdletal to g€l CTRL.

e Je mepimtwon alayng Emomntn:

1.

2.
3.

Tipv TV aAlayn ETOMTN cuvicTtatol n OmeYKOTACTAoN MPWTa Tou ToAlol mpocBetou
Tipoypappatog (Guest Additions 1 VMware Tools) tou Endmtn

UeTa yivetal n alayn Emomntn (my. xpnon Tou ewovikou Siokou amd Stadopetikd Emomtn)

€yKATAOTOON TOU VEOU MPooBetou (Guest Additions 1 VMware Tools).

6.2 Epwtro&Lg

1. TuAEyeTal EIKOVIKA Unxavn;

2. Notoc eivat o poAog Tou mpoypappatog Emomntn Elkovikomoinong;

3. Tatl propel va eKTEAEOTEL LAl ELKOVIKH pNXovh o€ S1adopeTIKO UTTOAOYLOTH QO AUTOV OTOV
omolo dnuloupynonke;

4. NMepypadte évav tpomo ARPng avilypddou aodaAelag HLoG ELKOVLKNAG LNXOVAG.

5. Ao Tt e€apTdtal 0 aplBOG TWV ELKOVIKWVY UNXOVWV TIOU UITOPOUV VO EKTEAECTOUV TOUTOXPO-
va o€ éva GpuoLkod uroloyLotn;

6. Avalntniote oto SLoSIKTUO TEPLITTWOELG OTLG OTIOLEG Elval XPrOLUN N LETATPOTN VOGS du-
OlKOU umohoylotn o€ Elkoviky Mnxavn, mapouoLdoTe Teg Kat cUINTAOTE TEC 0TNV TAEN 0ag
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6.3 ApaoTNPLOTNTES
1. Na KotePAoeTe 0 UTIOAOYLOTH) TOU €pyacTnPiou T SwPEAV TPOYPAUUATO EMOTTEC
VirtualBox kat Vmware Player kat va Snuloupynoste pe kKABe emomntn SUo ELKOVIKEG Un-
XOVEG XWPLG AELTOUPYLKA GUCTAUATA.
2. Na gykataotoBei Asttoupyko Zotnua Linux o€ ELKOVIKH GUCKEUN amo:
a) kavoviko CD/DVD
B) ewova CD (apyxeio .iso) (CD image) mou Ba kateBdaoete and LotooeAiba omolag
Stavounc Linux emBupeite.
y) va tebel o elkovikdg Siokog Tou AX Tou eykatootabnke oe kataotoaon Immutable,
€0V UTTOOTNPL{ETAL AUTO ATIO TO MPOYPAUUA EtomTn.
3. Na petadpépetal oe SLadOPETIKO UTIOAOYLOTH LA UTIAPXOUCA ELKOVLKI LNXAVH KO VoL TNV
EKTENEOETE.
4. MetatpéPte évav Gpualko UTIOAOYLOTH TOU OXOALKOU epyactnpiou oe Elkovikr) Mnxavr Ue
v epappoyn VMware vCenter Converter Standalone.
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Napaptnua 1. Evwoelg, Opyaviopoi kot Mpotuna

To mapdptnua autd avadépetal oto Kedpalalo 5 Kat mepléxel Lotooehibec Evwoewv kal Op-
yoviouwy - Alebvi mpotuma Kot MoTOMOoL0ELG Yo EMOYYEAUATIEG 0TO XWPO TNG AoPAAELAG
NAnpodopLwv

lotooelideg Evwoewv kot Opyaviopwv

http://cert.sch.gr - Ynnpeoia Avtipetwriiong Neplotatikwy Aodaleiog MA
http://cert.grnet.gr - Yrinpeoia Avtipetwritong Neplotatikwv Aodaieiog EAET
http://www.enisa.europa.eu - ENISA European. Network and Inform. Assurance Agency
http://www.etsi.org/ - ETSI European Telecommunications Standards Institute
http://www.caida.org - CAIDA: The Center for Applied Internet Data Analysis
http://www.cert.org - CERT - Coordination Center

http://www.sans.org - SANS (SysAdmin, Audit, Network, Security) Institute
http://www.us-cert.gov - US-CERT (Computer Emergency Readiness Team)

Aebvn mpotuna :

1) ISO (International Organization for Standardization — EABetia - (eni mAnpwpn)
ISO/IEC 27000 Information security management systems, Overview and vocabulary
ISO/IEC 27001 Information technology - Security Techniques — Information security

management systems — Requirements.
ISO/IEC 27002 Code of practice for information security management
ISO/IEC 27003 Information security management system implementation guidance
ISO/IEC 27004 Information security management — Measurement
ISO/IEC 27005 Information security risk management

2) NIST - National Institute of Standards and Technology - HMA - (6wpgav)
NIST SP 800-12 An Introduction to Computer Security
NIST SP 800-14 Generally Accepted Principles and Practices for Securing Information
Technology Systems
NIST SP 800-18 Guide for Developing Security Plans for Information Technology Systems
NIST SP 800-27 Engineering Principles for Information Technology Security
NIST SP 800-30 Risk Management Guide for Information Technology Systems

MiotomnolfosLg yia emayyeApatieg oto Xwpo ths Aodalerag MAnpodopwv

CISSP Certified Information Systems Security Professional (amo tig yvwototepec)
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MNapdptnua 2. 0dnyog Anpovpyiag Etkovikng Mnxavig

To mapdptnua autd avadépetal oto kepahato 6 kat sival evag odnyog dnuloupyiag Etkovi-
KA Mnxavig kat ekkivnong eykataotaong AX Ubuntu Linux amo to apyelo ubuntu-14.04.1-

desktop-i386.iso

(OL adeleg XpRONG AELTOUPYLKWY CUCTNUATWY KOL TIPOYPAUUATWY OE ELKOVIKEG LNXOVEG QKO-

AouBoUv ToUC VOULIKOUG KAVOVEC TIOU LoXUOUV Kol 0TOUG GUGLKOUC UTIOAOYLOTEC. )

‘Evapén odnyou
énpoupyiog
ELKOVLKAG UNXOVAG
EmAéyovtag New amd tn
ypauun gpyoleiwv Ba e-
KWVNOEL 0 08nNyoc yla T
Sdnuloupyla EKOVIKAC UN-

XQVAG.

O odnyoc Ba Introel Bn-
pa-Brpo OAa 6oa Xpeld-
{ovtad.

Jt0 TéAo¢ KABe Prparog
Tipémel va matnBel To kou-
urti Next.

‘Ovopa Ko €i6og A2

Y10 mpwto Brua tng Stadt-

kaolog Intouvrat:

a) to ovopa (Name) tng €L
KOVLKAG MNXQVAG

B) to eibog (Type) Tou AL
nou Ba eykataotobel

V) Tnv €kdoon (Version) AL
(rtx Ubuntu)

Mapaptnua 2 - Eikova 1 - Evapén odnyou dnuioupyiag VIVI

Mapdptnua 2 — Ewkova 2 — Eloaywyn ovopatog, Az, ékdoong Az
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Emiloyr) pey£6oug
HvAunG RAM:
AnAwon pey€boug tng du-
OlKAG UvANG RAM mou Ba
elvat Stabéowun otnv Etko-

VK Mnxawvn

H Tiun autn pmopel va aA-
Aagel apyotepa amd TG
puBuioslg (settings).

O Emoémtng mpoteivel Tou-
Adyloto 512 Mb (ouvoAika
umapyouv 6144 Mb pvrung
RAM)

Entdoyn /) Snuovpyia
£LKOVIKOU okAnpou 8iokou
Twpa unopet va emilexBet:
a)va pn dnuioupynBel 6i-

oko¢ (Ba mpooteBel xel-

pokilvnta apyotepa)

B) Aueon 6nuwoupyla  Oi-
oKoU

y) xprion unapyovta diokou

Mapaptnua 2 — Etkova 3 — Emoyn peyéBoug RAM

Napdptnua 2 — Ewkova 4 — Emhoyn okAnpou diokou
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Emihoyr eidoug
€KOVIKOU Siokou

KaBe eidog Slokou mpogpye-
Tal amo To avtiotolo Tpo-
ypappa. O dlokog VDI elvat
Tou VirtualBox, evw o VMDK
elvat tou VMware Player.

H emloyn VMDK eival Ba
SLEUKOAUVEL TNV XpnoLpomoi-
Nor Tou apyOTEPA KAl A0 TO
VMware Player.

Mapaptnua 2 — Etkova 5 — Emttloyr) TUTou elkovikoU &iokou

Mapdptnua 2 — Etkéva 6 — Emtiloyr) tpdmou €opeuong

Erttdoyn Tpomou dEcHevang XwpPou armo to GpuacLko dioko.

Avvapikn déoueuaon (Dynamically allocated). Na va pn 8eopeutel dpeca o Ywpog oo Tov €L
Kovikd &loko aAAd va au€avetal OmoTe XpeLAleTalL XWpPo.

Yta0epo (Fixed), katalappavel apeca ta Gb mou Ba tou §0600v.

H eruoyn Split into... Ba dnuoupynoel apyela peyebouc péxpt 2 Gb yla eukoAla petadopdg
Kat duvatotnta arnobrikeuong og OAa Ta cuoThpata apxeiwy (rmy to FAT32 £xel dplo ta 4Gb)
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TeAko Bripa Snuoupyiag
ELKOVLKIG UNXOVAG

-Emthoyry ovopatog Siokou
Kal dokéAou amoBnKeUong
€LKOVIKOU &{oKou Kat

- uey€boug diokou,

ESw umopel va ypadel t0
eMBUUNTO Gvopa Kal o da-
kehoc atov omoio Ba amobn-
Keutel (kitpwo ewkoviblo pe
T(PAGLVO A).

To péyeBog TOU €lKOVIKOU
Slokou ylo oUyXpoveg Kal
TANPELS €kbO0oeLg Linux Ba
TIPEMEL va £lval TOUAAXLOTOV
10 Gbh.

Noatwvtag to Create Ba 6n-
poupynBet o diokog kat Ba
tepuatiost o 0dnydg dnut-
oupyiag TG UNXavAg.

Autn Ba eival n slkéva Tou
Enomntn petda t Snuioupyia
NG EWKOVIKAG UNXAVAG (Xw-
pic AZ OpwC akopa).

Mapaptnua 2 — Etkova 7 — Anp. kat dpdakelog amobrikevong VM

Mapaptnua 2 — Etkova 8 — Ewkova Emomntn pe VM
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Enthoyr) Tou apyeiou
£lkOvag diokou (.iso)
armno 6nou
Oa gykataoctadei AX

Oa em\exBel To apyxeio ubuntu-
14.04.1-desktop-i386.iso (Loto-
oeAiba Ubuntu http://releases.
ubuntu.com/14.04/)

Brjpara:

Ao TN ypouun epyalsiwv

Settings / Storage xat em\oyn:

1) tou ekovidiou cd Kdtw amd
10 Controler IDE

2) Tou ewkovidiou cd Sefla amo
IDE Secondary Master yw
emhoyr tou emBupntol ap-
XElou .iso

Eav €xel yivel emloyn Tou ow-
otoU apyxeiou, tote SimAa amo
To €lkoviblo cd mou elval KATw
ano to Controller IDE Ba epdoa-
VLOTEL TO OVOLL TOU .is0 apyeiou
ubuntu-14.04.1-desktop-i386.
iso

MEeTA TO MATNUO TOU KOUMTTL
OK 0 E£WKOVIKOG UTOAOYLOTAC
glval £tolpog ywa va eKKLviy-
OEL A0 TO KOUUTL Start Ko va
gykataotadei to AZ mou umndp-
XEL 0TO apyelo ubuntu-14.04.1-
desktop-i386.iso

Mapdptnua 2 — Etkova 9 - Emhoyn elkovag 6lokou .iso

Mapaptnua 2 — Elkova 10 —'EAeyxog emAeyUEVOU .isO
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http://releases.ubuntu.com/14.04/
http://releases.ubuntu.com/14.04/

‘Evapén eykataotaong AZ
OTNV ELKOVLKH HnXown

NMotwvtag To Kouuni Start tng
ypauung epyoieiwv Ba  ka-
VEL ekkivnon (boot) n elkovikn
unxavn kat Ba kavel apxioet n
Sladkaoia eykatdotaong Tou
Ubuntu Linux mou ouvdébnke
LLE TOV ELKOVIKO 06ny0 cd.

Ano To onpeio auTO Kal UETA,
Oha ta Pruata akoAouBouv
QUTA LOC TUTTLKAG EYKATAOTA-
ong oe ¢uokd umoioylotr. H
povn Sadopd sival mwg edw
O\a yivovtal péoa og évav Gpa-
keho kol 6ev kwwduveluouv ta
apyela tou ¢uotkol umoloyL-
ot ano Aadn, katd Tty eyKa-
Taotacn aMd Kol apyotepa,
UETA TNV eykatdotacn AZ.

Mapaptnua 2 — Ewkova 11 — Ekkivnon amo 1o .iso

Mapaptnua 2 — Ewkova 12 —Evapén eykatdotacng Ubuntu

TEAOZ OAHIOY énuwoupyiog
Ko eykataotacng Az Ubuntu
og Elkovikry Mnyavr
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